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1. Ileab ocBoeHUs TUCUUIJIUHBI

Ilenr — wm3yueHUE OCHOBHBIX MOHATHN, METOIOB M CPEACTB 3aIUTHI MH(OPMAIIMU B TPOIECCE €€
00paboTKH, epeaun U XpaHeHHsI B COBPEMEHHBIX HH()OPMAIIMOHHBIX TEXHOJIOTHUIX U CHCTEMAaX.

3agaun:

1. [laTh OCHOBHBIE MOHATHS U ONPEACICHHS B 00JIACTH 3alIUThI HH(OPMAIINH.

2. JlaTb MCTOYHMKH yrpo3 U (OpM aTak Ha KOMIBIOTEPHYIO MH(OpPMAIKIO, HAIIPABICHUS 3AIIUTHI
WHQPOPMAIIUU OT BCEBO3MOKHBIX YTIPO3.

3. JlaTh ¥ MOMYYHUTh HABBIKH MO Pa3pabOTKe MPOCTEHIINX KPUNTOrpahUIeCKUX CUCTEM.

4. JlaTh ¥ MOJTYYUTh HABBIKH 110 Pa3pabOTKe MOJUTUKH MH(HOPMAIIMOHHON 0€30TaCHOCTH.

5. Jlath 6Ga30BBI€ TEXHOIOTUH 3aIUTH HH()OPMAIHUH.

2. Mecro nucuumiannbl (yaedHoro kypcea) B crpykrype OIIOII BO

Hannas qucuuninHa (yueOHbIi Kypce) otHocuTest K b1 "ductummuaer (Momynun)" (O06s3arenbHas

4acTh).

JMcuuIuinHbL, yueOHbIe KypChl, HA OCBOCHUU KOTOPBIX 0a3upyeTcs NaHHasi AUCIUILINHA (yu4eOHBbIH

Kypc) — .

JMcuuIUIMHBL, y4eOHbIE KypChl, ISl KOTOPBIX HEOOXOAMMBI 3HAHUS, YMEHUS, HaBBIKH, PHOOpETa-
€MbIe B pe3y/IbTaTe U3y4deHHUs JaHHOW TUCHIUIIIMHBI (Y4eOHOTO Kypca) — .

3. Ilnanmpyemble pe3yabTaThl 00y4eHHs

dopMupyemMbie U
KOHTPOJIMpyeMbIe KOMIIe-
TeHIHH
(Ko 1 HAUMEHOBAHME)

HNHaukaTopbl 10CTHKE-
HHUA KOMIeTEeHIHii
(ko1 1 HAMMEHOBAHUE)

Ilnanupyembie pe3yabTaTbl 00y4eHUs

OIIK -3. Criocob6eH pemiath
CTaHJapTHbIE 33]1a4H MPO-
beccuoHanbHOM esTeNb-
HOCTH Ha OCHOBE
nH()OPMAITMOHHON 1 OMO-
nauorpaduyeckoil KyabTypbl
¢ IpUMeHeHueM HH(opma-
I{UOHHO-KOMMYHHUKAIIUOH-
HBIX TEXHOJIOTHI U C y4e-
TOM OCHOBHBIX TPEOOBaHUI
UH(POPMAIMOHHOM 0e3-
OIACHOCTH;

OIIK-3.1. 3HaeT NpUHITUIIHI,
METOJIbI U CPEJICTBA PEILICHUS
CTaHJapTHBIX 3a/1a4 rpodeccu-
OHAJILHOM JIeATENHHOCTH Ha
OCHOBE MH(OPMAITMOHHON 1
O6ubnuorpaduyecKoit KyiIbTyphbl
C IpUMEeHEeHueM HH(pOopMaIIn-
OHHO-KOMMYHHKAIITHOHHBIX
TEXHOJIOTUMA U C Y4ETOM OCHOB-
HBIX TpeOOBaHUI HH(POPMAIIU-
OHHOM 0€30I1aCHOCTH.

3HaTh: METOABI U CPEICTBA PELICHUS
CTaHJAPTHBIX 33J1a4 NMPO(heCcCHOHATBHOM
NesTeIbHOCTH HAa OCHOBE MH(POPMALIMOH-
HOU 1 OubIMorpaguuecKoit KyJIbTyphl ¢
IPUMEHEHHEM MH()OPMAIIHOHHO-KOMMY -
HUKAIIMOHHBIX TEXHOJIOTUN U C yYETOM
OCHOBHBIX TpeOoBaHMI HH(OPMALINOH-
HOM 06€30I1acCHOCTH

YMeTh: IPUMEHSTh METOJIBI U CPEACTBA
peleHust CTaHIapTHBIX 3a/1ad npodeccu-
OHAJIBHOU JEATEIbHOCTH Ha OCHOBE
nH(popMaIrmoHHOU 1 GubInorpaduye-
CKOH KyJIBTypBI C TIPUMEHEHUEM
WH(POPMAITMOHHO-KOMMYHHUKAITHOHHBIX
TEXHOJIOTHH U C y4E€TOM OCHOBHBIX
TpeboBaHul HHPOPMALIMOHHOM Ge3omac-
HOCTHU

Brnaners: HaBbIKAaMH TPUMEHEHHS METO-
JIOB U CPEJICTB PEIIEHUS CTaHAapPTHBIX
3a71a4 Ipo(heCCUOHABHOM JIeATEThHOCTH
Ha 0CHOBE UH(POPMAITMOHHON U O1O-
nrorpapuuecKkor KylIbsTyphl C IpUMEHe-
HUEM WH(POPMALMOHHO-KOMMYHHUKAIIUOH-
HBIX TEXHOJIOTHH U C y4€TOM OCHOBHBIX
TpeboBaHui MH(GOPMAIIMOHHOK Oe30mac-
HOCTHU




OIIK-3.2. Ymeer pewarb
CTaHJapTHbIE 3a7a4M npodec-
CHUOHAJILHOM JIEATEILHOCTH Ha
OCHOBE MH()OPMAIIMOHHOH 1
oubnuorpapuieckoil KyabTypsl
C IpUMEHEeHUEeM UH(pOpMaLIU-
OHHO-KOMMYHHUKAITUOHHBIX
TEXHOJIOTUM U C YYETOM OCHOB-
HBIX TpeOoBaHMii HH(OPMAaIIH-
OHHOI 0€30I1aCHOCTH.

3HaTh: CTaHAAPTHBIC 3a]a4H MPOdeccro-
HaJIbHOM JIESITEIBHOCTH Ha OCHOBE
MH(POPMaLMOHHON U Oubarorpaduye-
CKOH KyJIBTYpBI C IPUMEHEHUEM
MH(POPMALMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTHH U C y4E€TOM OCHOBHBIX
TpeboBaHuit MH(OpMaIIMOHHOH Oe3omac-
HOCTH

YMeThb: NpUMEHSATh CTaHIapPTHBIE 331a41
npodecCHOHANBHON IeATeIbHOCTH Ha
OCHOBE MH(OPMAIIMOHHON U OHMO-
nrorpapuueckon KylabTyphl C IpUMEHe-
HHEM HH(OPMAITIOHHO-KOMMYHHKAIIHOH-
HBIX TEXHOJIOTHH U C y4€TOM OCHOBHBIX
TpeboBaHui MHGOPMAIIMOHHOHN Oe30mac-
HOCTH

Brnanets: HaBBIKAMHU PUMEHECHUS
CTaHJAPTHBIX 3a7a4 Mpo¢eCCHOHAIBHOM
NeSITeTHHOCTH HAa OCHOBE MH(OPMAIHOH-
HOU M Oubmuorpaduveckoil KyabTypsl ¢
npUMEHeHHEM HH(OPMAIIMOHHO-KOMMY -
HUKAIIMOHHBIX TEXHOJOTMH W C Y4YeTOM
OCHOBHBIX TpeOOBaHMN HHPOPMAIMOH-
HOM 6€30IaCHOCTH

OIIK-3.3. Bnaneer HaBBIKAMU
MOJTOTOBKKA 0030pOB, aHHOTA-
U, cocTaBiieHus] pedepaTos,
HAyYHBIX JIOKJIAJIOB, IyOJIHKa-
nui, u Oubnuorpadum mo Ha-
YYHO-HCCIIEIOBATENILCKOM  pa-
6ore ¢ yuderoM TpeOOBaHMIA
UH(POpPMAIIMOHHON Oe30macHo-
CTH.

3HaTh: MPUHIUIIBI TOATOTOBKHA 0030pOB,
aHHOTAIIMH, COCTaBIICHHs pedepaTroB, Ha-
YYHBIX JOKJIaJIOB, TyOnuKaIui, u 6uo-
Trorpaduu 1Mo HAyIHO-HUCCIIEIO0-
BaTeJIbCKOM paboTe ¢ yueToM

YMeThb: COCTaBIATh 0030pbl, aHHOTAIINH,
pedeparsl, HayIHBIE JTOKIA/IbI, ITyOIHKa-
1uu, U 6ubauorpaduu 1Mo HayYHO-UCCIIe-
JI0BATEIbCKOM padoTe ¢ yaeTom

BrnaneTs: HaBBIKAMH TIOATOTOBKH 0030-
pOB, aHHOTAIMI, cocTaBleHUs pedepa-
TOB, HAYYHBIX JOKJIAJOB, IyOIHKAIIUH, H
6ubnuorpadguu MO  HAy4YHO-HCCIIENO-
BaTeJIbCKOM padoTe ¢ yueToM

OIIK -5. Cnocoben
UHCTaJUTHPOBATh
NpOTPaMMHOE U armapar-
Hoe obecrieuenue s
UH(POPMAIIMOHHBIX U aBTO-
MaTH3UPOBAHHBIX CUCTEM;

OIIK-5.1. 3naeT npuHIMIIBI
YCTaHOBKH MPOTPaAaMMHOTO U
anmapaTHoro o0ecreueHus s
MH()OPMAITMOHHBIX U aBTOMa-
TU3UPOBAHHBIX CUCTEM
OIIK-5.2. YMeeT BBIIIOIHATH
HACTPONKY MH(POPMALIMOHHBIX
W aBTOMAaTHU3HPOBAHHBIX CH-
cTeEM

OIIK-5.3. Biageer HaBbIKAMA
WHCTAJUISAIUU TIPOTrPAMMHOTO U
armapaTHoro 00eCTIICuYeHUS
WH()OPMAITMOHHBIX ¥ aBTOMa-

3HaTh: NPUHLIUIIBI YCTAHOBKHU MPOTrpamMMm-
HOTO M anmnapaTHoro odecrneyeHus
YMeTh: IPUMEHATh YCTaHABINBATh
IIPOrPaMMHOTO U anmnapaTHoe odecrede-
HUE

Bnagers: HaBbIKAMU yCTaHOBKH
IIPOTPaMMHOTO U alllapaTHOro odecrneye-
HUS 1711 ”HQOPMAIIMOHHBIX U aBTOMATH-
3UPOBAaHHBIX CUCTEM

3HaTh: NPUHILIUIIBI HACTPOUKH UHPOpPMa-
LIMOHHBIX U aBTOMAaTU3UPOBAHHBIX CH-
CTEM

YMeTb: BBINOJIHATh HACTPONKY HHpOpMa-
LIMOHHBIX U aBTOMATU3UPOBAHHBIX CH-




TU3UPOBAHHBIX CUCTCM

CTEM

Bnaners: HaBBIKAMU HaCTPOMKHU
UH(QOPMALMOHHBIX W aBTOMAaTHU3UPOBAH-
HBIX CHCTEM

3HaTh: MPOrpaMMHOE U anmapaTHOe
obecrnieueHrne HH(HOPMAIIMOHHBIX B aBTO-
MaTH3UPOBAHHBIX CHCTEM

YMeTh: HHCTAJUTUPOBATh POTPAMMHOE U
anmaparHoe obecrniedeHue HHdopMarm-
OHHBIX U aBTOMAaTH3HPOBAHHBIX CHCTEM
BrnaneTh: HaBBIKAMH HWHCTAJLUTUPOBAHHUS
POTPaMMHOTO U amIapaTrHoro odecmeye-
HUSI HTHQOPMAIIMOHHBIX U aBTOMATH3UPO-
BaHHBIX CHCTEM




4. CrpykTypa M conep:kaHue JMcHUIINHBI _OlecnevyeHne 0e30MACHOCTH NPU PA3paAd0TKe MPOrPAMMHOIO 0GecreYeHust

Bun

DopMbI TeKyIIETro

paborta

IMPAKTUYCCKHUM 3aHATHUAM

MonyJib webroii HanMeHoBaHue TeM 3aHATHI Cemect| O0beMm, Bt HNHTepakTuB, KOHTPO/IS (HAMMEHOBA-
(pa3aea) y (y4eOHOI1 padoTHI) p 4, q. HHEe OLIEHOYHOTI0 Ccpe-
padoThI
CTBA)
Tema 1.1.0OcHOBHBIE MOHSATHSA U ONPEIETICHUST OE30TIaCHO- N
1.0cHoB- CobecenoBanue (yCTHbII
nekuus | ctv uHopmanuu. Knaccuduxanus yrpo3 6e30macHoCcTH |7 2 -
HBIE TIOHS- orpoc)
UH(pOpMAITIH
TUSL U
ompenege. | CAMOCT W3ydeHune NeKIMOHHOTO MaTepraia U MOAroTOBKa K 7 16
pes pabota MPAKTUYECKUM 3aHATHIM
Hus 0e3- = =
Tema 1.2.Knaccuduxanus MeTo10B MPOTHUBOACHCTBHS CobecenoBanue (yCTHbII
OMNACHOCTH| JEKIIUS 7 2 -
" yrpo3am 0e301acHOCTH HH(OpMaLuu 0I1pocC)
- CaMOCT. N3y4deHne NeKIMOHHOIO MaTepuaia U MOAroTOBKa K 7 16
pabota MPAKTHYECKUM 3aHATHIM
2.Kpun- [R— Tema 2.1.OCHOBBI CUMMETPUYHBIX aJITOPUTMOB U KpHUII- 7 ) CobecenoBanue (yCTHBII
torpadu- TOCHUCTEM oTpoc)
YECKUE Me-| TIPaKT. 3a- Pa3paboTka mporpaMMsl 1o peayn3anuy 0J109HO-TO 7 6 Otuer 1o nmpakTU4eCcKoOi
TOJIBI 3a- HATHE CUMMETPHUYHOTO AJITOPUTMA IIH(PPOBA-HUS pabote (3amuTa)
IHUTHI KNH- Pa3paboTka nporpaMMel mupoBaHus U JIe-IHPPUPOBa- o
IIPAKT. 3a- P porp . bp A bpup Ot4er 1o nmpakTUIeCKON
popmanuu HUS TPOU3-BOJIBHOTO (haiiia 1Mo alropuTMy co3ianus |7 6 -
HATHE pabore (3amuTa)
nenoyexk OFB
MpakT. 3a- |Pa3paboTka mporpaMMBbl peanu3aiiy aaropuTMa Xermpo- 7 4 OT4er 1o mpakTUIeCcKoi
HATHE BaHMSI 17151 CO3aHUs KJIF0Ya Ha OCHOBE MapoJis pabote (3amuTa)
IpakKT. 3a- | PazpaboTka noacucremMs! mu@poBaHus isi CHMMETPHY- 7 4 Otuer 1o nMpakTUIeCKON
HATHE HOM KPUTI-TOCHCTEMBI paborte (3amuTa)
NpakKT. 3a- | PazpaboTka nporpaMmsl, peain3yromnyo CHMMETPUIHYIO 7 4 Ot4er 1o nmpakTU4eCKON
HATHE KPUIITOCHUCTEMY paborte (3ammuTa)
CaMOCT. N3y4yenue JIeKIMOHHOIO Marepyaia v IOAroToBKa k|7 24 -




DopMbl TeKyIETro

MonyJib B:; o HanMeHoBaHue TeM 3aHATHI Cemect| O0bem, HNHTepakTuB, KOHTPO/IS (HAMMEHOBA-
(pasnea) yq% ton (y4eOHoi1 paboThI) p q. banaer q. HHeE OLICHOYHOIO Cpef-
padoThI cTBa)
[R— Tema 2.2. AcuMMeTpHYHbIE KPUIITOAITOPUTMBI U KPUIITO- 7 1 i CobecenoBanue (yCTHBII
CHUCTEMBI o1poc)
Pa3paboTka mporpaMMbl cKaTHsl JaHHBIX C LEIbIO .
IIPAKT. 3a- Ot4er 1o nMpakTU4ECKON
e |YMCHPLICHUS SHTPOINH uHpopMmarun o anroputmy RLE|7 4 - pabore (3ammTa)
nu LZW
CaMoOCT. N3y4deHne NEeKIIMOHHOIO MaTepuaa 1 IMOAroTOBKa K 7 12 i
pabota MPAKTHYECKUM 3aHITHIM
JIEKIUSA Tema 2.3.9nekTpoHHas ¢ poBas MOAMKCH 7 1 - Cobecenosarme (ycTHeIi
oTpoc)
CaMOCT. N3y4deHne NeKIMOHHOIO MaTepuaia 1 MOAroTOBKa K 7 12 i
pabota MPAKTUYECKUM 3aHATUSIM
3.ba3zoBbie [R— Tema 3.1.0OcHOBHBIC TOHATHS UACHTU(DUKAIIMY U ayTEH- 7 ) i CobecenoBanue (yCTHBII
TEXHO- TuduKanuu o1poc)
JIOTHH 3a- | CaMOCT. N3y4deHne NeKIMOHHOro MaTepuaia 1 MOAroTOBKa K 7 ) i
LIUTBI pabota MPAKTUYECKUM 3aHATUSIM
uHpopma- N Tema 3.2.Monenu 6e30macHOCTH HHPOPMALTMOHHBIX CH- 5 1 i CobecenoBanue (yCTHbII
LIUU B cTeM oTpoc)
uH(pOop™Ma-
LIMOHHBIX | CaMOCT. N3yueHue NeKIMOHHOTO MaTepyasa U OATrOTOBKa K 7 ) i
TEXHO- pabota MIPAKTUYECKUM 3aHATHIM
JIOTHUAX
4Homuk nekuus | Tema 4.1.Ctanaaptsl nHGOpPMAIMOHHOM Oe3omacHOCTH |7 1 - Cobecenopanme (ycTreii
a ompoc)
uH(pOpMall| CcaMoCT. N3y4deHne NEeKIMOHHOT0 MaTepuraa U MOAroTOBKa K 5 ) i
HMOHHOW | pabota MPAKTUYECKUM 3aHATUSIM
OcsomacHo| nekuus | Tema 4.2.Pacuer puckoB B 0061acTi MHGOPMAMOHHON |7 2 - CobecenoBanue (yCTHbII
CTH 0€30acCHOCTH

ormpoc)




DopMbl TeKyIETro

MonyJib B:; o HanMeHoBaHue TeM 3aHATHI Cemect| O0bem, HNHTepakTuB, KOHTPO/IS (HAMMEHOBA-
(pasnea) yq% ton (y4eOHoi1 paboThI) p q. banaer q. HHeE OLICHOYHOIO Cpef-
padoThI cTBa)
CaMOCT. N3y4deHne NeKIMOHHOro MaTepuaia 1 MOAroTOBKa K 7 5 i
pabota MPAKTHYECKUM 3aHATHIM
[R— Tewma 4.3.0cHOBBI paSE)a6OTKI/I MTOJIUTUKY UH(POPMAITHOH- 7 ) i CobecenoBanue (yCTHBIHN
HOI 06€30MMacHOCTH oTpoc)
MpakT. 3a- | Pa3paboTka moauTuku nHMOPMAITMOHHONW 0€30MTaCHOCTH 7 ) i OT4eT mo mpakTUYECKOM
HATHE opranuzauuu 1 pabote (3amuTa)
MpakT. 3a- | Pa3paboTka moauTuku nHMOPMAITMOHHONW 0€30MTaCHOCTH 7 4 ) Otyer 1o mpakTHYECKOMN
HATHE opraHu3aiuu 2 pabote (3amuTa)
CaMOCT. W3ydeHune NeKIMOHHOTO MaTepuaia U MOAroToBKa K 7 3 i
pabota MPAKTHYECKUM 3aHATHIM
™ SK3aMeH 7 i NtoroBslii TECT 110 Kypcy
yepes OT
poM. ar-
[IpomexxyTouHas arTecTanus 7 -
TECT.
Hrtoro 180




5. OoOpa3oBare/ibHbIE TEXHOJIOTHH

B pamkax u3yuyeHHs TUCIMIUIMHBI MPETyCMOTPEHO HCIIONB30BAaHUE CIENYIONIMX 00pa3o-
BaTEJIbHBIX TEXHOJIOTUH:

- TEXHOJIOTHsI TPaJULIMOHHOTO 00yUYeHMs;

- HHTEpaKTHBHbBIC TEXHOJOI'MH: y4yeOHbIe AUCKYyCCUU (IIPUMEHSIOTCS BO BCEX MOAYJSAX IO

WTOTaM BBITIOJIHEHUS padoT).

TexHomOruM TPaAULMOHHOTO OOyYEHUs - OpraHu3alus y4yeOHOro mpouecca B By3e, OCHO-
BaHHAs Ha JICKIMOHHBIX M MPAaKTHUYECKUX (hopmax oOyueHHs:: OOBSICHUTENHHO-MILTIOCTPATUBHOE
oOyueHue. /laHHas TEXHOIOT U NIPUMEHSIETCSA BO BCEX MOIYIISAX Kypca.

TexHOMOTUsI WHTEPAKTHBHOTO OOYyYEHHUS - OpraHu3amus ydeOHOro mpolecca, KOTopas
IPEANoiaraéT MaKCUMaJIbHYI0 aKTUBHOCTb CTYAEGHTOB B Ipolecce (OPMHPOBAHUS KITFOYEBBIX
KomnereHui. Ha yaeOHO# AuCKyCccHH CTYIEHTBI MPEACTABISIOT PE3yIbTaT BHIIOIHEHUS 3aJaHHOM
paGotel. IlpoBoauTcs AucKyccus MO NPUMEHEHHBIM pELICHUAM, oOcyxaaercs 3pQPeKTUBHOCTh U
apXUTEKTypa MPOrpaMMHOIO KOJA.

6. MeTtoguyeckne yKazaHHs 110 OCBOCHHUIO M CUMILIUHBI
6.1 PexoMeHIaIMH 110 MOJATOTOBKE K MPAKTHYECKUM 3aHATHAM

CryneHnTam cienyer:

® [IpU MOJTOTOBKE K 3aHATUSM 00s3aTE€JIbHO UCIOIb30BaTh HE TOJIBKO yUE€OHYIO JINTEpATypy, HO U
JIpyTHe UCTOYHMKH;

e B HayaJle 3aHATUH 3a/1aTh IPENOJABATEII0 BOIIPOCHI 10 MaTepUaly, BbI3BaBLIEMY 3aTPYIHEHUS B
€ro HOHMMaHUU U OCBOCHUU TP PEIICHUH 3a/1a4, 3alaHHbIX I CAMOCTOSATENILHOTO PEIICHUS;

® Ha 3aHATUM JOBOAUTH KaXAyK 3aJady J0 OKOHYATEJIbHOIO PpELIEHMs, IEMOHCTPUPOBATh
MIOHMMAaHWE MyTel pelIeHHs MTOCTABJICHHBIX 3aJ]ad U OCBOECHMS BBIIAHHBIX 3HAHUH, B ClIyyae
3aTpyAHEHUI oOpalarbes K IpernoaBaTelto.

[Tpu caMOCTOSATENBHOM pEIICHUH 3aJ]ad HY>KHO OOOCHOBBIBaTh KaXKIbIN 3TaIl pELICHHUS, UC-
X0l U3 TEOPETUYECKUX NOJIOKEHUN Kypca. Eciy CTyIeHT BUIUT HECKOJIBKO IIyTEl pEelIeHMs 3a]a-
YH, TO HY’)KHO CPaBHMTb MX U BBIOpaTh caMblil panroHanbHbId. [Tone3Ho 1o Havyana pemieHus 3aaa-
Y COCTaBUTbh KPATKHI IJIaH peleHus 3a1a4u. PereHre npoOaeMHbIX 3a/1ad WM IPUMEPOB CIIEAY -
€T U3J1araTb NoApoOHO, OT/ENAS BCIIOMOIaTeNIbHbIE IyTH PEIIEHUsI OT OCHOBHBIX. PelieHus npu He-
00XOIMMOCTH HYXHO COIIPOBOXK/IaTh KOMMEHTAPHUSMH, CXeMaMH, aJITOPUTMaMHU.

Crnenyer NOMHUTh, YTO pEIICHUE Ka)KJIO0M Yy4yeOHOM 3a/1aud JOJKHO JOBOJIUTHCS 10 OKOH-
YaTeJIbHOTO JIOTHYECKOTO OTBETA, KOTOPOro TpeOyeT yCIIOBHE, M IO BO3MOXKHOCTHU ¢ BhIBOJIOM. [lo-
Jy4YeHHBIH OTBET CJIEyeT IPOBEPUTH CIIOCOOAMU, BHITEKAIOIMMU U3 CyLIeCTBa JaHHOU 3a1adu. [lo-
JIe3HO TakXe (eCaM BO3MOXKHO) pelIaTh HECKOJIBKMMHU CHOCOO0aMU M CpPaBHUTH IOJyYEHHbIE
pe3ynbraThl. Penienue 3ai1a4 JaHHOTO TUIIA HYKHO MPOJOJIKATh J0 NMPUOOPETEHUs TBEPbIX HABBI-
KOB B UX PELICHUM.

6.2PeKOMeHIlaI[I/II/I 10 MOATOTOBKE K HTOrOBOM caave U CIUIIIHHBI

[TonroroBka K WTOTOBOM cjade MpeaMeTa CIOCOOCTBYET 3aKPEIUICHHIO, YIIYyOJICHHIO H
000011IeHUI0 3HAHUHN, TIOTYYaeMbIX, B Tpollecce OOy4YeHHs, a TaKKe MPUMEHEHUIO UX K PEIICHUIO
MPaKTUYECKUX 3a1a4d. [OTOBACH K HEH, CTYACHT JUKBUAMPYET HMEIONIUECS MPOOETbl B 3HAHMSIX,
yrIyONsieT, CHCTeMaTHU3UPyeT W YHOpSAAOYMBAECT CBOM 3HaHWsA. Ha WTOroBOil cpade CTyIEHT Je-
MOHCTPHUPYET TO, YTO OH MPUOOpEN B TIpoliecce 00yUeHUs 10 KOHKPETHON yueOHOM TUCIUIUINHE.

Heo0xoammo opueHTHpOBaTh CTYJACHTOB Ha CUCTEMATUYECKYIO TIOATOTOBKY K 3aHSTHSM B Te-
YEHHUE CEMECTPA, YTO IMO3BOJIUT UCHOJB30BaTh BPEMSI IK3aMEHAIMOHHOW CECCHUHU ISl CUCTEMAaTHh3a-
LIUY 3HAHUH.



7. OueHo4yHble CPeACTBA

7.111acniopT OLIEHOYHBIX CPEACTB IK3aMEHy

Cemectp | Kon koHTpoOJmMpy- HaumeHnoBanue
eMoii KOMIIe- OLICHOYHOI0 CPeJCTBA
TeHHUH (WM ee
4acTH)
7 TecToBbI€ 3a1aHUs 110 JIEKIMOHHOMY Marepuaiy. Bonpocst
OIIK-3 M0 cJa4e MUCHUIIMHBI. OTYEThI 0 MPAKTUYECKUM 3aHSITH-
SIM.
7 TecToBble 3ajaHKs 1O JEKIIMOHHOMY Martepuaiy. Bonpocst
OIIK-5 0 cJjaue AUCUUIUIMHBL. OTUYeThl IO MPAKTUUYECKUM 3aHATH-
SIM.

7.2TunoBbie 3alaHud WJIN UHBIC MaTepHuaJbl, HeOGXOJII/IMLIe AJISI TEKYIIETr0o KOHTPOJISA

7.2.1 Bomnpochbl 1Jjis codeceI0BAHNSA IO MOIVJIIO

Tumnossie npuMepsI 3aJaHUH

Monayas 1. OcHOBHBIE NOHATHSA U oNpee/ieHust 0e30IacHOCTH HHPOPMALHHT

O 0 IO DN K W~

. [lepeuncnure cBolicTBa HHPOPMALIIH.

. HazoBute npenmeT 1 00bEKT 3aIIUThl HHPOPMAIUH.

. Uto Takoe 6e30macHOCTh MHPOPMAIH B KOMIIBIOTEPHBIX CUCTEMax?
. UTo Takoe cuctema 3amuThl HHGOpMaLUU?

. Urto Takoe yrpo3a 6e3onacHocTi nHpopmanun?

. Uto Takoe koH(pUIECHIINATBHOCTh HH(OpMALIUN?

. UTo Takoe 11eJI0CTHOCTh HHpOpMauu?

. UTo Takoe 10CTyNMHOCTh HH(pOpMALUU?

. [lepeunciure cirydaiiHbie yrpo3bl 0€30IMACHOCTH HH(POPMAIIHH.

10. Uto Takoe HapymuTe b UHOOPMAIIUU U 3TI0YMBIIUICHHUK?
11. [Tepeuncnure npegHAMEPEHHBIC YTPO3BI OE30ITACHOCTH HH(POPMAIIHH.

Monyas 2. Kpunrorpadguyeckue MeToAbl 3alMThHI HH-opManuu

0N N KW~

. Uto Takoe kpuntorpadusi, KpUINTOAHAIN3 U KPUIITOIOTHs?

. Uro Takoe kpunrocucrema?

. Ilepeuncnute U oxapakTepu3yiTe METOABI KpUNTOrpahuueCcKUX Npeodpa3oBaHui.
. JlaiiTe kaccupuKanuio KPpUNTOAITOPUTMOB.

. JlaiiTe MOHATHE OCHOBHBIX ONEpalnii, UCMIOIB3YEMBIX B aITOpUTMax MIH(POBaHUSL.
. JlaliTe MOHATHE TTOTOKOBOTO U OJIOYHOTO mHUdpA.

. Ilepeuncnure onepamuu, UCIOIb3yeMble B AITOPUTMaX OJIOUHBIX MU(PPOB.

. IlpuBenute cxemy mudpoBanus u nemuppupoBanus mo cetu dericrens.

9. TOCT 28147-89 Cucremsl 06paboTku uHMopMaMy. 3amuTa KpunTorpaguueckas. Airo-

PUTM KpUNITOTrpapuuecKoro npeoOpa3zoBaHMUsL.
10. Uto Takoe pexxuMbl mudpoBaHus?

11. PackpoiiTe mpuHLMI peanu3aluy pekrMa MHUPpoBaHUS oOpaTHas CBSA3b IO BBIXOIY

(OFB).

12. PackpoliTe MPUHIUIIEI BHECEHUSI CITYyYaiilHOCTH B COOOIIECHUS TIPH MU POBAHHH.
13. IIpuBeaute cnocoObl FeHEPALUH CIyYalHbBIX YUCEIL.




14. Tlonsatue u cBoricTBa Xem-(yHKITHH.

15. IlpuBenuTe mpumep alaropuTMa IMPUBEICHUS MAPOJIA MOJIb30BaTENs K 3aJaHHOW JJIMHE
KJTI0Ya C MOMOIIBI0 XenI-(QyHKIHH.

16. IlpuBenuTe 001IyI0 CXeMa CUMMETPUYHOMN KPUIITOCUCTEMBI.

17. OcHOBHas uaest aCUMMETPUYHBIX KPUIITOAJITOPUTMOB?

18. [IpuBeauTe HEOOXOMUMBIE YCIOBUS PeaTU3allMi ACHMMETPHYHON KpUTITOTpaduu.

19. IlpuBenute npumMepbl ACHMMETPUYHBIX KPUTOAITOPUTMOB.

20. Obmas cxema aCUMMETPUYHOMN KPUIITOCUCTEMBI.

21. Ilepssbiii 3Tan anroputma RSA 1o coznanuio napel KIrodei.

22. Dran nepenauu 3amu@poBaHHOTO co0OMIeHHs B anroputmMe RSA.

23. TlonsTue u cBoiicTBa Xeu-QpyHKIHH.

24. IlpuBenute npUMEpPHl HCIOJIB30BAHUS W pealu3aluii Kpunrorpapuueckux Xer-
GbyHKUIHMH.

25. Packpotite anroput™M Mepkensi-Jlamrapaa mo peann3anuu Xemr-(QyHKIHH.

26. Anroput™m BeruucieHus xenr-¢gynkuuu cormacio 'OCT P 34.11-2012.

27. Cxema anroput™Ma /leBuca u Maiiepa 1151 XeIIMPOBaHMS TAPOJICH.

28. HasnaueHue M BUBI 3aIIUTHI OT 3JI0YMBILIUIEHHBIX AEUCTBUN NIpH Hctoab3oBaHuu JLIT.
29. Anroputm popmupoBanus u nposepku DL

30. Asroputm popmuposanust DI no 'OCT P 34.10-2012.

Monyas 3. ba3oBble TeXHOJIOTHM 3aIIMTHI HH(POpPManWMH B HMHPOPMANMOHHBIX TEXHO-
JIOTHSAIX
. Ilepeuncnure 1 gaiTe MOHATHUS OA30BBIX TEXHOJIOTUH 3aIUTHl HH()OPMAIHIH.
. JlaiiTe kaccupuKauio IpoIeccoB ayTeHTU(UKALINH.
. B ueM 3akirouaercs cTporast ayTeHTH(PUKALKS.
. B uem 3akmtouaercs mpocrasi ayTeHTU(DUKAIIHSL.
. OCHOBBI OMOMETPHUECKON ayTeHTH(PUKALINH.
. Uto takoe XemmpoBaHue napossi?
. JlaiiTe XapaKTepUCTUKH KPUITOrpauuecKuX Xem-QyHKIUH.
. JlaiiTe XapakTepUCTUKH METOAOB MPOCTOM U OMOMETpUUECKOM ayTeHTU(UKAIIUY.
9. IlpuBenuTe anropuT™M CTPOTON ayTEHTU(HUKAIIMK HA OCHOBE CUMMETPUYHBIX aITOPUTMOB.
10. Yto Takoe Moens moJUTUKH HHPOPMAITMOHHOM 06€30macHOCTH?
11. IlpuBeauTe KIacchl MOAEIH MOTUTUKU HHPOPMALIMOHHON O€30MaCHOCTH.
12. PackpoliTe TUCKPEIUOHHYIO MOZIeNIb XappHucoHa-Py30-YibmaHa.
13. Yto Takoe MaTpu4yHOE pasrpaHudeHus gocryna. [Ipusenure npuMep peanusanuu.
14. Yto Takoe MaHgaTHOE pazrpannyeHue aocrymna. [[puseaure mpumMep peanusanuu.

03N N kW

Monyas 4. Iloautuka nuapopManMoHHO 0€3011aCHOCTH

1. KontponbHble (pyHKIMH B OOJACTH TOCYIApCTBEHHOH O€30M1acCHOCTH, BO3JIOKEHHbIE Ha
OCTOK Poccun?

2. OcHoBHBbIe 3aKk0HBI Poccuiickoit denepannu, CBI3aHHbIE C 3aIUTON HH(OpMAIHH.

3. Vkassl [Ipe3unenta, cBsi3aHHbIE ¢ 3aUUTON MH(POPMAIIIH.

4. ITpukaszser ®CTIK Poccun, cBsa3aHHbIE ¢ 3aIIUTON HH(POPMAIHH.

5. Metonuueckue u pykoBoasmue 1okyMeHTsl DCTOK, cBs3anHbIe ¢ 3amUTON HHDOpMAITHH.
6. Crarpss Komexca AIMHHHCTPATUBHBIX NpaBOHApyLIEHUH, ['pakJaHCKOro M YIroJIOBHOIO
KOJIEKCa

7.7 ypoBHeli 6e30macHOCTH, orpeesneHHbIe B OpaHKeBOH KHUTE.

8. 6 6a30BBIX TpeOOBaHUI OE€30MTACHOCTH, ONpeiesieHHbIe B OpaH)KeBOM KHUTE.

9. 10 xyaccoB 6e30macHOCTH HH(OPMAIIUHU, YCTAHOBJIEHHBIEC B €BPOICHCKUX CTaHIapTax.

10. Ilepeuncnute OCHOBHBIEC IyTH MOMyUYEHUSI HHPOPMAIIUH O CUCTEME 3aLUThI?

11. aiiTe kiaccudukannio HHPOPMALUOHHBIX 0OBEKTOB MO TpeOyeMoil cTeneHn 6e30TKa3HO-
CTH.



12. Jlaiite kinaccudukaimio HHHOPMAIMOHHBIX OOBEKTOB M0 YPOBHIO KOH(PUICHIINATBHOCTH.
13. Yrto Takoe puck HHPOPMAITMOHHON 0€30MMaCHOCTH U KaK OH BBIYUCIISIETCH.

14. Tlepeuncaure ypoBHH yliepda OT peaau3alii PUCKOB.

15. IlpuBenute npumep HopMHUPOBaHHUS OLICHKH BEPOSITHOCTH aTak Ha WH(OpPMAIUIO.

16. [laiiTe anropuT™ pacueTa prucka HHPOPMAMOHHONW O€30MaCHOCTH.

17. Yro Takoe nmonmutrka HHGOPMAIIMOHHON 6€30MacHOCTH?

18. Ilepeuncaure TpeOOBaHMS K cUCTEME OE30MaCHOCTH.

19. PackpoiiTe npuHIMIIA T0CTYyTNa K HHOOPMALMOHHBIM pecypcaM OpraHU3aluu.

20. OnummuTe OCHOBHbBIE HANPABJICHUS pa3pabOTKH MOJUTUKH O€30MaCHOCTH.

21. Ilepeuncnute 3Tansl pa3pabOTKU MOJIUTUKU HH(POPMALIMOHHON O€30MaCHOCTH

Kpurepun onenku:

Packpritue 90-100% otBeTa Ha Bompoc - 20 6amnoB; packpeitue 80-89% oTBeta Ha Bompoc - 18
O0aioB; packpeitue 66-79% otrBera Ha Bompoc - oT 15 O6amioB; packpeitae 50-65% oTBeTa Ha
BOMpOC - oT 12 Gamnos; packpeiTue MeHee 50% oTBeTa Ha Bompoc - oT 0 1o 11 Gamos.

7.2.2 KoOMILIEKT 0TYETOB 10 MPAKTHYECKNM padoTaM (IpuMephbl)

Tunossie npuMepsI 32JaHUH

IIpakTuyeckoe 3ansaTue Nel «Pa3paGorka mporpaMmbl Mo peaju3aluu 0J04YHO-TO
CHMMETPHYHOI0 AJITOPUTMA IKU(POBA-HUD)

dopma oTyeTa 1o MPAKTUIECKOMY 3aHATHIO Nel

- TUTYJbHBIN JIUCT;

- 3a/1aHHUE;

- pe3ysbTaT BBIIIOJIHEHUS 3aJaHUS;

- pe3ysbTaT dKcrepuMeHTa (Tabauibl U rpaduKkn);

- BBIBOJIBI 110 padoTe.

IIpakTnyeckoe 3ansitue Ne2 «Pa3zpadorka nporpammsel mmndpoBanus u ae-mmdpupona-
HHSA NPOM3-BOJILHOTO (aiijia o aJropurmy cosganus uenodyex OFB»

dopma oTyeTa MO0 MPAKTUIECKOMY 3aHATHIO Ne2

- TUTYJbHBIN JIUCT;

- 3a/1aHHUE;

- pe3ysbTaT BBIIIOJIHEHUS 3aJaHUS;

- pe3ysbTaT 3KcrepuMeHTa (Tabauibl U rpadukn);

- BBIBOJIBI 110 padorTe.

IIpakTuyeckoe 3ansitue Ne3 «Pa3padorka mporpaMmmbl peaju3alMy aJIrOpUTMa XellH-
POBaHUA JJIA CO3JAHHUA KJIIOYA HA OCHOBE IaPOJIs»

dopmMa oTyeTa MO0 MPAKTUYECKOMY 3aHATHIO Ne3

- TUTYJbHBIN JIUCT;

- 3a/1aHHUE;

- pe3ysbTaT BBIIIOJIHEHUS 3aJaHUS;

- pe3ysbTaT dKcrepuMeHTa (Tabauibl U rpadukn);

- BBIBOJIBI 110 pabore.

IIpakTuyeckoe 3ansaTHe Ne4 «Pa3padorka moacucrembl KMGPOBAHUA AJIsI CHMMETPHUY -
HOM KPHUII-TOCHCTEMbI»

dopmMa oTyeTa MO0 MPAKTUIECKOMY 3aHATHIO Ned

- TUTYJbHBIN JIUCT;



- 33/1aHHUE;

- pe3ysbTaT BBIOJIHEHUS 3aJaHUs;

- pe3ynbTar 3KcrepuMeHTa (Tabnuiel u rpadukm);

- BBIBOJIBI 11O paboTe.

IIpakTnyeckoe 3ansTHe NeS «Pa3padoTka mporpamMmsl, peaau3ylonyl0 CHMMETPHYHYIO
KPHUIITOCHCTEMY»

®dopma oTueTa Mo MPAKTHUECKOMY 3aHATUIO Ne5

- TUTYJIbHBIH JIUCT;

- 3a/1aHHUE;

- pe3ysbTaT BBIOJIHEHUS 3aJaHUs;

- pe3ynbTar 3KcrepuMeHTa (Tabnuiel u rpadukm);

- BBIBOJIBI 11O paboTe.

IIpakTnyeckoe 3ansTHe Ne6 «Pa3spadoTka mMporpaMMbl CKATHSI JAHHBIX €  IEJbIO
YMeHbIIeHHs SJHTponuu uHopmanuu no aaropurmy RLE nian LZW»

dopma oTueTa Mo NPAKTHYECKOMY 3aHATHIO Neb

- TUTYJIbHBIH JIUCT;

- 33/1aHUE;

- pe3ysbTaT BBIOJIHEHUS 3aJaHUs;

- pe3yJnbTar 3KcrepuMeHTa (Tabnuiel u rpadukm);

- BBIBOJIBI 11O paboTe.

IIpakTnyeckoe 3ansaTue Ne7 «Pa3padorka NMoaMUTHKH MH(POPMANMOHHON 0e30MacHOCTH
opranuzauuu 1»

dopma oTueTa Mo NPAKTHYECKOMY 3aHATHIO Ne7

- TUTYJIbHBIH JIUCT;

- 33/1aHHUE;

- pe3ysbTaT BBIOJIHEHUS 3aJaHUs;

- pe3yJnbTar 3KcrepuMeHTa (Tabnuiel u rpadukm);

- BBIBOJIBI 11O paboTe.

IIpakTnyeckoe 3ansaTHe Ne§ «Paspadorka MoMUTHKN MH(POPMANMOHHON 0e30MacCHOCTH
OpPraHu3aumu 2»

®dopma oTueTa MO MPAKTUUECKOMY 3aHATHIO Ned

- TUTYJIbHBIH JIUCT;

- 33/1aHHUE;

- pe3ysbTaT BBIOJIHEHUS 3aJaHUs;

- pe3ynbTar 3KcrepuMeHTa (Tabnuiel u rpadukm);

- BBIBOJIBI 11O paboTe.

TpeGoBanus k opopMiIeHUIO

OTueT OKEH cozepikaTh MOAPOOHOE OmMcaHue (BKIIOYas WIUTIOCTPATHUBHBIN MaTepuil) Mo-
CJIEZIOBATEIbHOCTH JIEUCTBUIN MPOJIETAHHBIX CTYIEHTOM JJisl BBIMOJNHEHUs 3afnaHuil. OdopmieHue
OT4YeTa JOJDKHO COOTBETCTBOBATH METOJUYECKOMY YKAa3aHMIO PEKOMEHAALMAM, H3JI0KEHHBIM
y4ueOHOo-MeToaudeckoM mocooun [OuenoBckuit A.B. OO6mme TpeOOBaHUS MO BBIOJTHCHUIO U
0(hopMIIEHNIO KOHTPOJIBHBIX, KYPCOBBIX U BBITYCKHBIX KBaJH(PHUKAIMOHHBIM paboT : Y4yeOHO-METO-
nuaeckoe nocoowue. — Tompsartn : TT'Y, 2015. 78 c.].

IIpouenypa oneHuBaHUSA

OrieHKa BBIMOJHEHHOW paboThI TPOBOIUTCS IO KPUTEPUSIM:

1. Hanmnuue Bceit cymecTBeHHON HHGOPMAIIMH 110 paboTe

2. TouHOCTH M MOITHOTA MPEAOCTABISIEMBIX CBEICHUMN

3. HenpoTuBopeunBocTh NpUBOAMMOI HH(pOpMaLun

4. [IpaBUIBHOCTH UHTEPIIPETAINN U BBIBOAOB, KOTOPBIC CACNAHBI [0 pe3yabTaraM padoThl
5. CTeneHb NOCTHXKEHUS CTYJICHTOM MTOCTABICHHOMN LETU



6. O00CHOBAaHHOCTh MMPUMEHAEMOTO PELICHUS
7. I'paMoTHOCTB (cozmeprkaTenbHast) UCIOIb3yEMbIX (POPMYTUPOBOK

Kputepuu omeHK# 32 0T4eThI 0 MPAKTHYECKUM padoTam:

[TomHOCTBIO BBHIIOTHEHHOE U BOBPEMSI 3aIUIICHHBIN OTYET — MAaKCUMAJIbHBIN Oamin. 3a Kax-
JIO€ HEBBITTOJIHEHHOE 3a/ITaHUE CHUMAIOTCS OaJITbI B COOTBETCTBHH C 3a/IaHWEM Ha MPaKTHIECKOE 3a-
usatue. llpocpouka Ha 1 Hexemnto - koaddumment 0,75, 3a ase - 0,5, 3a Tpu - 0,25, 3a yeTsIpe u 60-
nee - 0 (yuuthiBaeTcs (HakT caadn).

7.30ueH04YHbIe CPeACTBA JIS MPOMEKYTOYHOM aTTeCTAllMU MO0 MTOraM OCBOEHMS JIUC-
HUIJIHHBI

7.3.1 Bomnpochbl K IPOMEKYTOYHOH aTTECTAIIUH

OcHOBHbIE MIOHATHUS U OIpeieleHns 0€30MacCHOCTH NH(POpMAIIIH.
Knaccudukarus yrpo3 6e30macHOCTH HHPOPMAITHH
Knaccudukanus METo10B IpOTUBOACHCTBHS yrpo3aM 06e301acHOCTH HH(OpMaLIKK.
[TpaBoBBIE METO/IBI 3AIIUTHI HHPOPMALIUT
MeTosp1 3amu Tl HHOOPMAITUH OT CITyYalHBIX yTPO3.
Meto/b! 3aIIKUTHI HHPOPMAITUH OT HINMUOHAXKA U JUBEPCHH.
MeTonb! 3a1UThl HTHYOPMALIUK OT AIEKTPOMArHUTHBIX U3ITyUYE€HUH U HaBOJIOK.
MeTo/bI 3aIUTHl HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
KoHuenuuu noctpoeHus cucteM pa3rpaHUueHus JOCTyMa.

. Kpunrorpaduyeckue MeToab! 3auThl

. OCHOBBI CUMMETPHUYHBIX KPUIITOAITOPUTMOB.

. Kpunroanroputm Ha ocHoBe cetn PaiicTens.

. brnounsiit mmdp DES

. AJTOpUTMBI CO31aHUS LIETIOYEK.

. MeTozbl paHIOMHU3aIIUNA COOOIIEHUH.

. Knaccudukarus anropuTMoB apXUBalli JTaHHBIX

. Xem-hyHKIUS U €€ peanu3anus

. OYHKIIMM CUMMETPUYHON KPUIITOCUCTEMBI

. O60011eHHas cxeMa CUMMETPUYHON KPUIITOCUCTEMBI

. ACUMMETpHUYHBIE KPUIITOAITOPUTMBI

. AcuMMeTprUYHbBIN anropuTm mudposanus RSA.

. DnexrpoHHas nudpoBas HOANUCH

. OcHOBHbBIE IOHATUS UACHTUPUKAIIMY U ay TCHTHPUKAIIII

. IIpocTas ayreHTuduranus

. MeToap! cTporoit ayreHTU(UKALIUH.

. Crannaptel HHGOPMALMOHHOM GE30MTaCHOCTH.

. ba3oBble TeXHOIOTUY 3aIIMTH HHPOPMALIUY B BEIYUCIUTENBHBIX CETSIX.

. Monenu 6e30macHOCTH ONepaliMOHHBIX CUCTEM

. Knnaccudukanus nabopmManmoHHbIX 00BEKTOB MO0 KaTeropusM HH()OpMallmOHHON 06€3011acCHOCTH

. TpeOoBaHuUs K cCTEMaM 3alUThl HH)OPMAIIHH.

. [Hopsanox pa3paboTku MOJTUTHKN UHPOPMAITMOHHOM 0€30aCHOCTH.

. MHOrOoypoBHEBas 3alMTa CUCTeM 00paboTKH HH(pOpMALIKH.

. MeToap! 3a1MThl HHPOPMALIUK OT HECAHKIIMOHUPOBAHHOTO U3MEHEHUS CTPYKTYPhI CUCTEM

. McTounuku arak Ha UH(OpMAIIHIO

. Pucku B ncnonp3oBaHuu HHPOpMAIUK

. @opMbI aTak Ha HHPOPMALIUIO

. OpranuzanyoHHble METO/BI 3aIIUTH HHPOPMALIUH.
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38.
39.
40.
41.

42

68.
69.
70.

brounsnii mupp 'OCT 28147-89
Anroputmsl apxuBanuu Xapdmana.
Anroputmsel apxuBauuu Jlemnensa-3usa
Anroputmsl apxuBaiuu RLE

. TpancnopTHO€ KOAMpPOBAHUE.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.

Knaccudukanus anropuTMOB X31IUPOBAHUS

XewmunpoBaHue naposiei.

OO0mas cxema CHUMMETPUYHON KPUIITOCUCTEMBI

OOm1as cxemMa aCUMMETPHUYHON KPUIITOCUCTEMBI.

Anroputm Beruucienus xeu-gynkuuu coracHo 'OCT P 34.11-2012

OUII ¢ HONOIHUTEIBHLIMUA CBOMCTBAMM.

Knaccudukanus nporeccoB ayTeHTHDHUKAITIH.

OcHOBBI OMOMETPHUECKON ayTeHTH(PUKALUU U UACHTUDUKALIUN

OCHOBBI aIMUHUCTPUPOBAHUS BBIYMCIUTENBHBIX CETEH

Pacuet puckoB HH(OpMaAIIMOHHOM 0€30MacHOCTH

MeTop1 BHECEHUS CITYYaHOCTH B COOOIIICHMSI

AcuMMeTpUYHBIH anropuTtm mudposanus RSA

OcHoBHas 3aKoHOJaTenbHas 0a3a B 061acTH HH()OPMALIMOHHBIX TEXHOJIOT UM
MexayHapoHble CTaHAAPThl MH()OPMAIIMOHHON 0e301MacHOCTH

OCHOBBI XENIMPOBAHNE U XPAHEHHS TTAPOJICH

JuckpennonHas Mozens XappucoHa-Py3o-Yibsmana

Peanu3zanus cucteMbl pa3rpaHMYeHUs 10CTYyIa B ONIEPAlMOHHBIX CUCTEMaX
OcHOBHBIE MyTH MOTYYEHUS HHPOPMAIIUHN O CUCTEME 3alUThl HH(POPMALIUU
[TonsiTre monuTHUKK MHGOPMAIIMOHHOM Oe30nmacHOCTH

Knaccudukanus pe:xxuMoB mudpoBaHust

Pexum mugposanus ECB

Pexxum mmgpposanust OFB

Pexum mugposanus CFB

Pexxum mmgpposanust CBC

TpeboBaHusl 3aLIUIIEHHOCTH CPEACTB BBIYUCIUTEIBHOW TEXHHUKH OT HECAaHKLIHOHHUPOBAHHOIO
JocTyna K MHpOopMaIu

Anroput™m Mepkens-/lamrapia no peanuzanuu xeu-QyHKIHHA

Anroput™ ¢popmuposanus LI mo FOCT P 34.10-2012

Omneparnuu, UCTIONb3yeMbIe B aIrOpuTMax OJ0YHBIX MIU(POB

7.3.2 Kpurtepuu 1 HOPpMbI OIIEHKH

Cemectp

dopma nposeje-
HUA
NMPOMEKYTOYHOM
arTrecTaluu

Kpurtepun u HOpMbI OLICHKH

7 Dk3ameH (1o €CIIU JIaHbl TIPAaBHJIbHbBIC M YETKUE
HAaKOIIUTCJIbHOMY OTBCTBI HA BOIIPOCHI, ITPABUJILHLIC
PEUTHHTY) U YETKHE OTBEThl HA JIOMOJIHH-
OTJIIMYHO TCIIbHBIC BOIIPOCHI, npoae-
MOHCTPHPOBaHa CIIOCOOHOCTh
dbopmupoBath U 00OCHOBaHHO
OTCTauBaTh COOCTBEHHOE MHEHHE;

XOpo1Io CCJIM OaHbl IpPaBUJIIbLHBIC, HO HC
BCCIla IMOJIHBIC OTBCTHI HA BOIIPO-
Chl, OOITOJHHUTCJIBHBIC BOIPOCHI;




Cemectp

®opma nposeje-
HHA
MPOMEKYTOYHOM
arTecTaluu

Kpurtepuu u HOpMbI OLleHKH

BO3HUKAIOT TPYIHOCTH B (HOpMU-
poBaHUKM OOOCHOBaHHOTO  COO-
CTBEHHOTO MHEHHS;

YAOBJICTBOPHUTCIIBHO

€CJIM JIaHbl TIPAaBWIbHBIC, HO HE
MIOJTHBIC OTBETHI HA BOIIPOCHI, BO3-
HUKAIOT MPOOJIEMBI TIPH OTBETE HA
JIOTIOJTHUTENTBHBIE BOIPOCHI, IMPO-
OseMbl Tpu GOPMUPOBAHUU COO-
CTBEHHOTO MHCHHS;

HEYOOBJICTBOPUTCIILHO

€CJIM OTBETHI HA OCHOBHBIC BOIIPO-
cbl maHel B 00beme Menee 50%,
OTBETHl Ha  JOIOJHHUTEIbHBIE
BOMPOCHI  BBI3BIBAIOT  OOJIBIIIHE
3arpynHeHus: (TPakTHYECKH HE
BEpHBI).




8. YueOHo-MeTOnMUYeCKOEe M HH(POPMALIMOHHOE 00ecedeHne TN CIUNITHHBI

8.1 Obs3aTesbHas IMTEPaTypa

Tun (yueOHuk,
yueOHOe 1o-

Koan4yecTBo B Ha-

Ne | ABrophl, cocTa- codue, yueOHoO- I'on u3- | yuHoii 6ubGanore-
3arsiaBue (3aroJi0BOK)
n/n BUTEJIN METOANYEeCKOoe TaAHUA Ke / HammenoBa-
nocodue, nNpak- Hue IbC
THKYM, JIPp.)
1 bapanoga E. K. Kpunrorpaduueckne MeTomp! 3aInThI VYueOHoe 1no- 2015 2
uHpopMaIuy : 1ab. mpakTHKyM : yueb. mocodue / E. K. bapanosa, A. | cobue
B. ba6amr. - Mocksa : Kunopyc, 2015. - 196 c. : un. + CD. - (baka-
naBpuar). - bubauorp. B konue ri. - ISBN 978-5-406-03802-4 : 250-
00. - ISBN 205-00.
2 ®opoysan, b. A. Kpunrorpadus u 6e3onacHOCTb ceTeil [DnekTpon- | YueOHoe 1o- 2017 3BbC «IPRbooks»
HBIN pecypc] : yueb. nocodue / b. A. @opoy3aH ; nep. ¢ aHII. MoJ cobue
pex. A. H. bepnuna . - Mocksa : UHTYUT, 2017 ; Caparos : By3os-
ckoe obpazoBanue, 2017. - 782 c. : ui. - (OcHOBbI HH(POPMALIMOHHBIX
texHonoruii). - ISBN 978-5-4487-0143-6.
3 Xopes I1. b. [IporpamMmmHo-anmaparHas 3ammurta nHpopManuu [dnek- | YdyeOHoe mo- 2015 OBC
TPOHHBIH pecypc] : yueb. mocobue / I1. b. Xopes. - 2-e uzn., ucnp. 1 | codue «Znanium.com»

Jo1. - Mocksa : @opym : UHDPA-M, 2015. - 352 c. - (Beicuee
obOpazoBanue). - ISBN 978-5-00091-004-7.

8.2 JlomosiHuTeIbHASA JIUTEPATYpPaA



Tun (yuyeOHUK,
yueOHOe nmocooue,

KoanuecTBo B
HAY4HOH 0n0-

Ne ABTOPBI, Ton us-
u/n COCTABHTENN 3araBue (3aroJ10BoK) yueOHO-MeToauYe- aHus Juorteke /
CcKoe mocoomue, Haunmenona-
NPAKTHKYM, AP.) Hue IbC
1 Kykuna E. I'BBenenue B kpuntorpaduio [D1eKTpoHHbIN pecypce] : | Yuebnoe nmocobue | 2013 9bC
coopHuK 3ana4 u ynpaxuaenuii / E. I. Kykuna, B. A. PomanbkoB. - OmMck «IPRbooks»
:OmIY, 2013. - 91 c. - ISBN 978-5-7779-1588-7.
2 Huxudopos C. H. 3amwmra wundopmamuu [DnekTpoHHBIN | YueOHOE mocodue | 2015 9bC
pecypc] : yueb. mocodbue / C. H. Hukudopos. - Caunkr-IletepOypr : «IPRbooks»
CII6I'ACY, 2015. - 383 c. : un. - ISBN 978-5-9227-0585-1.
3 Crunpia B. I Madopmanmonnas 6€30macHOCTh BRIYUCIUTENBHON | YuebHoe nmocodue | 2011 9bC
TEXHUKHU [DIEKTpOHHBIN pecypc] : yuebnoe nmocodbue / B. I. Criunbrx. - «IPRbooks»
Tomck : a6 Konrent, 2011. - 148 ¢. - ISBN 978-5-4332-0020-3.
4 Qe @. O. Unpopmanmonnas 6e30macHOCTh [DNeKTpoHHBIH | YuebHoe nmocodue | 2011 OBC
pecypc] : yuebnoe mocodbue / @. O. ®enun, B. I1. Odunepos, O. O. «IPRbooks»

®enuH ; [ox pen. B. A. Jukapesa]. - Mocksa : MI'TIY, 2011. - 260 c.




8.3 Ilepeuens npodeccHoHANBHBIX 0a3 JaHHBIX U MHGOPMALMOHHBIX CIIPABOYHBIX CH-
cTeM

1. Hacking Everything. Pexxum poctyma: http://www.gomzin.com/crypto-gram.html, 2022-
01-01.

2. The Tiny Encryption Algorithm (TEA). Pexxum noctyna: http://143.53.36.235:8080/
tea.htm, 2022-01-01.

3. bubmmoreka: 3amura wHbOpManmu, kpuntorpadus. Pexxum mocryma: http://www.win-
ni.narod.ru/biblio/cryptobib.htm, 2022-01-01.

4. JOKTPUHA MHO®OPMALIMOHHOI BE3OITACHOCTU POCCUM-CKOU ®EJEPA-
[MUN. Pexxum noctyna: http://www.scrf.gov.ru/documents/5.html, 2022-01-01.

5. Pexumbr mmdpoBanus Omer 3en3uH. Pexum pocryma: http://citforum.ru/security/
cryptography/rejim_shifrov/, 2022-01-01.

6. Caiir bproca IlInaiiepa. Schneier on Security. Pexxum goctyna: https://www.schneier.com/,
2022-01-01.

7. ®denepanbHas CIyk0a MO TEXHUYECKOMY W SKCIIOPTHOMY KOHTpOJIO. Pexwmm mocryma:
http://fstec.ru/, 2022-01-01.

8.4Ilepeyenb NpOorpaMMHOro odecrne4eHust

Ne HaunmenoBanmue 110 KosmmuecTtBo | PexkBU3UTHI 10r0BOpa (1arta,
n/n JIMIEH3UH HOMeEp, CPOK JAeHCTBHUSA)
1 | Eclipse Foundation Eclipse Bepcus 4 HEOrpaHu- JIuuensus Eclipse Public
YEHHbIN License
2 | Microsoft Office Standard Bepcust 2007 | 636
3 | NetBeans Community NetBeans IDE HEOTpaHu- JInuensus LGPLv2.1, GPLv2
Bepcus 8 YCHHBIN with Classpatch exception
4 | The CodeBlocks team CodeBlocks Bep- | Heorpanu- JInuensuss GNU GPLv3
cust 16 YEHHBIN

8.50nucanne marepuajbHO-TEXHHMYECKON 0a3bl, HEOOXOAMMOM I OCYLIECTBJICHHS
00pa30BaTeJLHOIO NMpoLecca Mo JMCIHHIIIHHE

HaumeHnoBanmne 000py10BaHHBIX Y4eOHbIX KAOMHETOB,

Ne . IlepeyeHb OCHOBHOTO 000-
w/n JabopaTropuii, MACTEPCKHUX M Jp. 00bEKTOB /ISl IPOBe- pYIOBAHHS
JAeHHUS MPAKTHYECKHUX H JIA00PATOPHBIX 3aHATHIA
Komnwrorepnsiii kinacc. [Tomerenue ais camoctositenb- | CTONbl yUeHUYECKHUe, CTy-
HOM paboThl. YueOHas ayauTopus I IPOBEJACHUs 3aHs- | Jibs ydeHnueckue, [1K ¢ BbI-
THI CEMUHAPCKOTO TUTA. YUeOHas ayJuTOPHUS s Kyp- X0Z0M B ceTb VIHTepHeT
| | COBOrO NPOEKTHPOBAHUSA (BBITIOJIHEHUST KyPCOBBIX padoT).
VYyeOHast ayquTOpHst sl IPOBEIEHUS TPYIIOBBIX U UH-
TUBUAYATbHBIX KOHCYIbTAIMNA. YdeOHas ayAuTOpUs IS
MIPOBEICHMS 3aHATHA TEKYLIEro KOHTPOJIA U IPOMEKY-
touHO# arrectaruu. (I'-401)
2 | KommbroTepHblit kiace. YueOHas aynutopus s rpoe- | Kommerotep (moruTop 19”7,

JICHUS 3aHATHH JEKIIMOHHOTO TUMa. YueOHas ayquTopusi | CUCTeMHBbIN 010K Pentium
JUIsL TPOBEJIeHUS 3aHATHI cemuHapckoro Tuna. YuebHas | (R) Dual-Core ES500 2,8




ayAUTOPHS JUIS IPOBEIECHUS TaOOPaTOPHBIX paboT. Yueo-
Hasl ayTIUTOPHS JJIs1 KyPCOBOTO MPOSKTHPOBAHUS (BBITIOJ-
HEHUS KypCOBBIX paboT). YueOHas ayTuTOpHs IJIs POBe-
JICHUSI TPYTITIOBBIX ¥ HHIMBHyaJIbHBIX KOHCYJIBTAIUI
VYueOHas ayquTopHs Al IPOBEICHNUS 3aHATUH TEKYILEro
KOHTPOJIS ¥ poMexxyTouHor arrectaruu. (YJIK-401)

GHz /4 Gb /500 Gb), cron
YYEHUYECKHM, CTOJ
KOMIIbIOTEPHBIN, CTOII
MpernoaaBaTeIbCKuM, CTy-
1bs, Jlocka ayauropHas(me-
JIOBast).

KommbrotepHsIii kitacc. Y4ueOHas ayTuTOpHs s TIPOBE-
JICHUS 3aHATHI JIEKIHOHHOTO THUIA. Y4eOHas ayIuTopus
JUISL IPOBEJICHUSI 3aHATUI CEMUHAPCKOTO TUMA. YueOHas
ayIUTOPHs sl IPOBEIEHUS 1a00OpaTOPHBIX paboT. Yueb-
Hasi ayJUTOPHUs sl KypCOBOI'O POEKTUPOBAHUS (BBIION-
HEHUS KypCOBBIX paboT). YueOHas aymuTopHs AJ1s MpoBe-
JIEHUSI TPYIIIOBBIX U MHIUBUAYAIbHBIX KOHCYJIBTAIIUM
VYyeOHast ayTuTOpHst /sl IPOBEICHUS 3aHATUH TEKYIIEero
KOHTpPOJIS ¥ MpoMexXyTouHoi arrectanui. (YJIK-408)

Komnsrorep (MonuTop 177,
cucreMHsbIi 6710k Intel (R)
Celeron (R) 2,66 GHz / 1
Gb / 80 Gb), mapmpyTHu3za-
Top 2801 Router, kommy-
tarop Catalyst, sxkpan/us-
TepakTUBHAs JI0cKa Smart
Board TB, npoekrop Acer
P1303W., cron mpenoja-
BaTeJIbCKUIA, CTOJ yUeHUYe-
CKHI1, CTOJI KOMIIbIOTEPHBIH,
CTYII, JOCKA ayIuTOpHAs
(MapkepHas).

VYuyebHas ayquTOopus JUIs IPOBEACHUS 3aHATUHN JIEKLIUMOH-
HOTO TUNa. YueOHas ayIuTOpus IJs IPOBEICHUS 3aHs-
THI CEMUHAPCKOro Tuna. YueOHas ayquTOpus JUIs Kyp-
COBOI'0 IIPOEKTUPOBAHUS (BBIIIOJIHEHUS KypCOBBIX padoT).
VY4yeOHas ayquTOpus U1l IPOBEAECHUS IPYIIOBBIX U UH-
JTUBUAYAIbHBIX KOHCYJAbTALMNA. YueOHas ayAuTopus JUis
MIPOBE/ICHUS 3aHATUH TEKYIEro KOHTPOJIS U IPOMEXY-
touHOM arrectaruu. (YJIK-418)

Cron yueHHn4eCcKui
JIBYXMECTHBIN (MOHOOJOK),
JIOCKa ayAUTOpHas 3-X
CEKIIMOHHas (MeJoBas),
CTOJI IIPENOAaBaTEeNbCKUA,
CTyJ, MpoeKTop Acer
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