MMHUCTEPCTBO HAVKH U BBICIIIET'O OBPA3OBAHUS POCCUNICKON ®EJIEPALTN
(dhenepanbHOE TOCYIAPCTBEHHOE OFOKETHOE 00pa30BaTEILHOE YUPEHKICHHE
BBICIIIET0 00pa30BaHuUs
«TonBATTUHCKMI rOCYTapCTBEHHBIN YHUBEPCUTET

51.0.19

(undexc OUCYUNIUHbL)

PABOYASA TPOI'PAMMA JTUCHUIIJINHBI

Komnblorepnbie ceTn

(HaumeHoBanue OUCYUNIUHbL)

110 HAIIpaBJICHUIO ITOATOTOBKHU

09.03.03 Ipukmagnas napopmaTuka

HarnpaBJIeHHOCTH (MIPOUIIb)
Pa3zpaboTka mporpaMMHOT0 0OEeCTICUECHHS

dopma 00ydeHus: OuHas
I'ox HaGopa: 2023
Ob6mas TpynoemMkocTh: 5 3E

PacnpenesieHue 4acoB JUCIHUIJIMHBI 10 ceMecTpaM

Cemectp 5

®opMa KOHTPOJIS | SK3aMEH Hroro
Bun 3anaTuit
Jlekuun 32 32
JlaGopaTopHbIie 32 32
IIpakTnyeckue
PykoBoacTBO: KypcoBbie paboTsl (ipoekTsl) / PI'P
ITpomMexyTo4Has aTTecTalus 0,35 0,35
KoHnTaktHas pabora 64,35 64,35
CamocTtosaTenpHas paboTta 80 80
KonTposb 35,65 35,65
HTtoro 180 180




Pabouyto mporpaMmy cocTaBuII:
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HaIPaBJICHUS TIOJITOTOBKU
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Cpok aeiictBus padoueil mporpaMMsbl JUCHUILIMHBI 10 «31» aBrycra 2027 r.

YTBEPXIEHO
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[Ipuknannas maTemaTuka u UHGOpPMATHKA
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SNEKTPOHHOW NOANNCHLIO
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Bnageneu: NywwnHa OkcaHa MuxannoBsHa
OencteuTteneH: ¢ 07.10.2024 go 19.06.2039
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1. Ilesb ocBOEHUS TUCHUILIMHBI

Ilenb OCBOEHHS NUCHUUIUIMHBI — CQOPMHUpPOBATH y CTYACHTOB 3HAHMS W HaBBIKH,
HEOOXOUMBIE JJISi TIOCTPOCHUS, HACTPOMKH, MOMJICPKKH M IMOMCKA HEHCIPaBHOCTEH ceTei oT
MAaJIoro J0 CPEeIHEro pa3mepa.

2. Mecto aucunmuinabl B ctpykrype OIIOII BO

JIMCUMIUIMHBL M TPAaKTUKM, HAa OCBOCHMM KOTOPBIX Oa3upyercss NaHHas UCIMILIMHA!
[udpoBast  KynabTypa,  ApXUTEKTypa  KOMIIBIOTEPOB U  OINEpAIlOHHBIE  CHCTEMBI,
[TpodeccronanbHbIl MHOCTPaHHBIN 5A3bIK, IHQOpMaIIMOHHBIE CUCTEMBI M TEXHOJIOTHH.

JIMCUMIITMHBL U TPAKTUKH, JUISI KOTOPBIX OCBOEHUE NaHHOW TUCIUILIMHBI HEOOXOIUMO KaK
npeamecTByromee: HacTpoilika W agMUHUCTPHPOBAHHME KOMIBIOTEPHBIX ceTeit, OObecreueHue
0€30MacHOCTH MPHU pa3paboTKe MPOrpaMMHOro obecriedeHusi, BrIOMTHEHUE U 3alIUTa BBITYCKHOU
KBaJIN(UKAIIMOHHON paboTHI.

3. [Inanupyemble pe3yJbTaThbl 00y4eHHs

(K01 1 HANMEHOBAHUE)

(Koa ¥ HAMMEHOBAHUE)

dopmupyemble U HNuauxaTopsl
KOHTPOJIMpYyeMble NOCTH/KEHHUS IInanupyemble pe3yibTaThl
KOMITeTeHIIU U KOMITeTEeHI Ui o0y4eHus

IIK-1 Cnocoben
OCYIICCTBIIATH
ONTHUMM3ALINIO
YIpPaBJICHUS )KHU3HCHHBIM
IIUKJIOM pacrpeeIeHHBIX
JAHHBIX C YYETOM
UH(POPMALMOHHOM
0€e301acHOCTH

[1K-1.1 3Haet oCHOBBI
ONTUMHU3ALMHU YIPABICHUS
JKU3HEHHBIM IUKJIOM
pacnpe/esIeHHbIX JaHHBIX,
TIPUHITATIBI
nH(OpMAITMOHHON
0e30rmacHOCTH

3HaTh: MOHATHE ONTUMH3AINN
YIpaBJICHUS )KU3HEHHBIM IIUKIIOM
pacripesielIeHHbIX JaHHBIX, TIOHSITHE
nH(GOPMalMOHHON 06€3011aCHOCTH
YMeTh: yIpaBIsATh )KU3HEHHBIM
IIUKJIOM paclpe/ie]ICHHBIX TaHHbBIX,
NPUMEHSTHh METOIBI
nH()OpPMAITMOHHOM 0€30MMacCHOCTH
Brnazmers: HaBbIKaMH ONITUMHU3AITUH
yTIpaBJICHUS KU3HEHHBIM IUKIIOM
pacrpe/elieHHbIX JaHHBIX,
OCYIIECTBIICHHS HH(OPMAITHOHHON
0€30MaCHOCTH JaHHBIX

[IK-1.2 Ymeet npuMeHsITH
METO/bI ONTUMHU3ALUU
YIPaBJICHUS )KU3HEHHBIM
IIUKJIOM pacrpeeeHHbIX
JTAHHBIX C YY€TOM
MH(POPMALIMOHHOM
Oe3onacHocTH

3HATh: METOAbLI OIITUMHU3AIINI
YIpaBIICHUS )KU3HCHHBIM ITHKJIIOM
pacrpe/eIIeHHbIX TaHHbIX,
MPUHIIAITEI KHPOPMAIIMOHHOM
0e30IacHOCTH

YMeTh: MPUMEHSTh METOIbI
ONTUMMU3AINH YIPABICHUS
JKM3HEHHBIM IIUKIOM




dopmupyemble U
KOHTPOJINpyeMble
KOMIeTeHIUH
(Ko 1 HANMEHOBAHUE)

HNuaukaropsl
JOCTHKEHUA
KOMIIeTeHIIU I
(Koa ¥ HAMMEHOBAHUE)

I[lnanupyembie pe3yabTaThI
o0yuyeHust

pacupeneneHHbIX JaHHbIX

Brnanets: HaBpIkaMu BEIOOpA METO/1a
ONTHUMH3AIMN YIIPABICHUS
KHNU3HCHHBIM ITUKJIIOM
pacnpe/eseHHbIX JaHHBIX H UX
UH(POPMALIMOHHOM OE€301TaCHOCTH

[1K-1.3 Bnageet HaBhIKaMU
OCYIIICCTBIICHUS
ONTUMMU3AINH YIPABICHUS
YKM3HEHHBIM IIUKIOM
pacmpe/eleHHbIX JaHHBIX C
y4eToM MH(POPMAITHOHHON
0€30IacHOCTH

3HaTh: TEXHOJIOTHIO OCYIIECTBICHUS
ONTHMU3AIMN YIIPABICHUS
KH3HEHHBIM LIUKJIOM
pacnpeacICHHbIX JaHHBIX C YUCTOM
MH(POPMALIMOHHOM 0€30MacHOCTH
YMeTn: MMPOBOAWUTH OIITUMU3AIIHUIO
YHpaBJICHUA )KU3HCHHBIM LIUKJIIOM
pacnpeaciiCHHbIX JaHHBIX C YUCTOM
nH(GOpPMaLlMOHHON 06€30MacCHOCTH
Brnanets: HaBBIKAMU OCYIIECTBICHHUS
ONTUMU3AIUU YITPABIICHUSA
KM3HEHHBIM [TUKJIOM
PacIpCACIICHHBIX JAHHBIX C YUCTOM
nH(OOPMAITMOHHOW 0€301MacCHOCTH




4. CTpyKTypa ¥ coJep:KaHue TUCHUIINHBI

Bux } DopMBbI TEKYLLET0
Monayas (pa3aei)| ydeOHoMH HanMeHOBaHIfe TEM 3amsTHi Cemectp | O0beM, u.| banabl HNHTepakTHUB, 4. KOHTPO/I
b
paGoTHi (yueOHoii padoThI) (HauMeHOBaHHE
OLIEHOYHOI'0 CPe/CTBA)
Monyns 1. Jlex CoBpeMeHHBIE CETEeBhIE TEXHOIOTHHI 5 2 - - Tect
Beenenne B Cp CoBpeMEHHBIE CETEBBIE TEXHOJIOTHH 4 - - Tect
KOMIIBIOTCPHBIC Jlex CereBble MPOTOKOJIBI 1 KOMMYHHKAIUN 2 - - Tect
cet Jlab BBezneHue B KOMIIBIOTEPHBIE CETH 4 6 - Otuér o
mabopatopHo#i padote
Cp CeTeBble MPOTOKOJIBI 1 KOMMYHHKAIUU 4 - - Tect
Mogyms 2. Jlex dusnuecknii ypoBeHb Moaenn OS] 2 - - Tect
Dusnueckui u JIab PazpaboTka cTpykTyprpoBaHHOH KabenbHON 4 12 - Otuér no
KaHAJIbHBIA yPOBHU CHCTEMBI JIOKaJIbHON KOMIBIOTEPHOM ceTn maboparopHo#i padoTte
mozem OSI Cp Puznueckuil yposeHb Mojenu OSI 4 - - Tect
Jlex Kananbusrit ypoBens monenu OSI 2 - - Tect
J1a6 Pacué€T 3anepxek nepegayu NakeToB B 4 12 - Otuér mo
TEJIeKOMMYHHKAIIHOHHON CeTH maboparopHoii paboTte
Cp Kananpnsrit ypoBers momenn OSI 4 - - Tect
Jlex Ethernet-kommyTarus 2 - - Tecr
Cp Ethernet-kommyTarus 4 - - Tect
Mogyns 3. Jlek Brenenue B ceteBoii ypoBenb mogenu OS] 2 - - Tect
Cetesoii yposenb | Cp Bsenenue B cereBoil ypoBeHbs Moaenu OS] 4 - - Tect
mozenn OSI Jlex Paspemenue anpeca 2 - - Tect
Cp Pazpemenne agpeca 4 - - Tect
Jlex Anpecarus [Pv4 2 - - Tect
Jlab Pa3paboTka anpecoB ceTu Kamiyca 1o 4 12 - Otuér 1o
CTaHAAapTaM CETEBOIO YPOBHS mabopatopHo# padoTte
Cp Anpecanus [Pv4 4 - - Tect
Jlex Anpecarus [Pvo 2 - - Tect




DopMbI TEKYIIET0

Bu o
Monyab (pa3aes) yqeﬁliloﬁ HanMeHOBaHIfe TEM SAHSTHH Cemectp | O0beM, u.| bamabl HNuTepakTHus, 4. KOHTPOJIi
paGoTHi (y4eOHoii padoThI) (HauMeHOBaHHE
OLIEHOYHOI'0 CPe/CTBA)
Cp Anpecarnus [Pvo 4 - - Tect
Jlex ICMP 2 - - Tect
Cp ICMP 4 - - Tect
Monyns 4. Jlex TpancnopTHsIit ypoBeHb Moaenu OSI 2 - - Tect
Bepxuue ypoBHu | Cp TpancnopTHsIil ypoBeHb Mogenu OSI 4 - - Tect
Mozeru OSI Jlex CeaHcoBblIil YPOBEHD, YPOBEHD MIPEICTABICHHUS 1 2 - - Tecr
MpUKJIaAHON ypoBeHb Moaenu OSI
JIa0 MoaennpoBaHue NOTOKOB JAHHBIX B 4 12 - OtuéTt o
TEJIEKOMMYHHUKALTUOHHOH CEeTH mabopatopHO# paboTte
Cp CeaHCOBBIN YPOBEHB, YPOBEHB IPEACTABICHUS U 4 - - Tect
MpUKJIAAHON ypoBeHb Mogenu OS]
JIab Ycranoska u HacTpoiika OC cemeiicTBa Linux c 4 12 - Otuér no
noazepkkoit mporokona SAMBA maboparopHoii paboTte
Mogyns 5. OcHoBsl| JIek BBenenue B 0eCipoOBOHYIO CBS3b 1 - - Tect
0€eCTIPOBOTHBIX Cp BBenenue B 0ecripoBOHYIO CBSI3b 4 - - Tect
cereit Jlex Kommnonentst WLAN 1 - - Tecr
Cp Komnonentst WLAN 4 - - Tecr
Jlex Pa6ora WLAN 1 - - Tecr
Cp Pabora WLAN 4 - - Tecr
Mopyns 6. Jlex NAT s IPv4 1 - - Tect
Kopnioparusueie | Cp NAT pus [Pv4 4 - - Tect
CECTH Jlex Konuenmuu WAN 1 - - Tect
Cp Konuemmmu WAN 4 - - Tect




Bu DopMbI TEKYIIET0
o . HaumenoBaHue TeM 3aHATHI KOHTPOJISA
Monayasb (pa3nen) | yuyedHOit . Cemectp | O0beM, u.| bamabl HNuTepakTHus, 4.
(y4eOHoii padoThI) (HauMeHOBaHHE
padoThI
OLIEHOYHOI'0 CPe/CTBA)
Jlex Konnemnmuu VPN u IPsec 1 - - Tect
J1a6 Hacrpotiixa Router OC mis 3aganHON 4 12 - Otuér mo
MapHIpyTH3aIUN maboparopHo# paboTte
Cp Konnermuu VPN u [Psec 4 - - Tect
JIex Konnenmuu QoS 1 - - Tect
Cp Konnenuun QoS 4 - - Tect
Jlex VYmpasieHue ceTbo 1 - - Tect
J1a6 YrpaBieHue ceThio 2 12 - Otuér mo
imaboparopHoii pabote
Cp VYmpaBieHue ceTblo 4 - - Tect
[lonroToBKa K 3K3aMeHY 35,65
ITA [IpomexxyTOouHass aTTeCTaLs 0,35
U MTorosslit TecT no Kypcy yepe3 OT 2 100 Hrorosslit TecT
Tlcmy [TocemaemocTs - 10
Hroro: 180 200

Cxema pacuéra urorosoro 6amna: «(Cymma + Tg)/2» — cymma OaimioB o BCceM y4eOHBIM MEpOIPHSTUSM, MPETYCMOTPEHHBIM B Kypce +

cpenHee apu(METHISCKOE 10 BCEM IMMPOMEKYTOYHBIM TecTaM, poBoauMbIM depe3 OT, nenurcs Ha 2.




5. O6pa3oBare/ibHbIE TEXHOJIOTHHI
B paMkax y4eOHOTO Kypca MmpexycMOTPEHBI CIIeAYIONe 00pa3oBaTeIbHbIE TEXHOIOTHH:

e TCXHOJIOTUA TPpaAUIHMOHHOT'O O6y‘-IeHI/I$[Z JICKIIUH, na6opaT0pHLIe 3aHATHUA, CaMOCTOATCIIbHAA
pa0ora.

6. MeTonnyeckue yKasaHusi 10 OCBOEHHMIO M CIUIIINHbBI

PexoMeHnganuu 1o nmoAroToBKe K JeKIMOHHBIM 3aHATHAM

W3yuenne OUCHMIUIMHBI TpeOyeT CHCTEMaTHMYeCKOro M IOCIIEO0BATEIbHOTO HAKOIICHHS
3HaHUH, CIIeZIOBATEIbHO, IPOMYCKH OTAEIBHBIX TEM HE MO3BOJIIOT INTyOOKO OCBOUTH MPEMET.

B Xoze NEKUMOHHBIX 3aHATHM 3aJaBaTh MPENOAABATEI0 YTOYHSIOIIKAE BOIPOCH! C LEIBIO
YSICHEHHsI TEOPETUYECKUX MMOJIOKEHUN, Pa3peIIeHUs] CHOPHBIX CUTYalUN.

CTyZleHT MOXET [ONOJHUTHh CIHCOK HCIOJIb30BAaHHOW JIMTEpPaTyphl COBPEMEHHBIMU
HMCTOYHMKAMH, HE NPEJCTAaBICHHBIMHU B CIIUCKE PEKOMEHJOBAaHHOM JINTEPATyphl, U B JaJbHEHUIIEM
UCIOJIb30BaTh COOCTBEHHBIEC MOATOTOBIICHHBIC yUeOHbIe MaTepUalbl MPU HAMCAHUU KYPCOBBIX M
BBIIYCKHBIX KBATH(PUKAIIMOHHBIX PaloT.

PexoMeHganmuu 1mo moAroToBKe K JJa0OpPaTOPHBbIM 3aHATHAM

CrynenTam cienyer:

- MpU TOJATOTOBKE K JIAOOPATOPHBIM 3aHATUSAM CJEIyeT 00s3aTeNIbHO HCIOJIb30BaTh HE
TOJILKO JICKIIMH, Y4eOHYIO JTUTEepaTypy, HO U IpYTHe UCTOUHUKH;

- B HayaJle 3aHATUW 3a7aTh MPENOJABATEI0 BONPOCHI MO MaTepualy, BbI3BABIIEMY
3aTPyAHEHUs] B €ro TIOHMMaHUM ¥ OCBOCHMM TIPH pELICHWH 3ajad, 3aJaHHbIX Ui
CaMOCTOSITEJIbHOTO PEIICHHUS;

- Ha 3aHATUM JOBOJAUTH 3a/laHus Ja0opaTOpHOl pabOThI O OKOHYATENILHOTO pELICHUS,
JIEMOHCTPHUPOBATH BBINOJIHEHHBIE 3a/1aHNUs, B Cllydae 3aTpyJHEHHI oOpanarbes K MpenoiaBaTento.

s Toro 4To6s1 1a00paTOpHbIE 3aHATHS MPUHOCKUIM MaKCUMAJIbHYIO MOJIb3Y, HEOOX0AUMO
IIOMHUTBH, 4YTO YIPAXHCHUC W PCIICHHUC 3aJad HNPOBOJAATCA IO PACCMOTPCHHOMY Ha JICKOHUAX
MaTepHually U CBsS3aHbI, KaK MPAaBUJIO, C ACTAIBHBIM Pa300pOM OTIECIBHBIX BOIMPOCOB JIEKIIMOHHOTO
kypca. Cienyer MNOAYEPKHYTb, YTO TOJIBKO TIIOCJIE€ YCBOGHHS JIEKIIMOHHOTO MaTepuana cC
OIpEeICIEHHON TOYKH 3pEHHUs (a2 UMEHHO C TOM, ¢ KOTOpO#l OH HM3J1araercs Ha JeKIHsIX) OH OynaeT
3aKpCIUIATECA CTYJCHTOM Ha na6opaTopH51x 3aHATUAX KaK B PE3YyJbTATC O6CY)K)I€HI/I${ n aHajin3a
JIEKIIMOHHOTO MaTepHalia, Tak M C IMOMOIIbIO pelIeHus] TpoOJeMHBIX CUTyaluii, 3agad. [Ipu sTux
YCIOBUAX CTYACHT HC TOJBKO XOpOHIO YCBOUT MATCpHaAl, HO M HAYUUTCA NPUMCHATHL €TI0 Ha
NpaKTUKe, a TaKXKe IOJYYUT JOMOJHHUTEIbHBIM CTUMYN (M 3TO OYEHb BaKHO) JUIS AKTHBHOM
pOpabOTKH JIEKIUH.

PexoMeHganmuu 1o opraHu3anum CaMoCTOATEeIbHOM padoThl CTYAEHTOB

CamocrosaTenbHasi paboTa BBIOJIHAECTCS CTYACHTAMH B PEXHUME BHEAyAUTOPHOU PaOOTHI
BueayauropHas pa®oTa CTyA€HTOB HampaBieHa Ha 3aKperjieHHe M pa3BUTUE TEOPETHUYECKUX
3HAHUH, MPAKTUUECKUX HABBIKOB M YMEHHUI pabOThl C KOMITBIOTEPOM KakK CpPEICTBOM 00pabOTKH,
XpaHeHusT M 1nepenaun  uHpopmanuu. B paMkax BHeayAUTOPHOM pabOThl  CTYIEHTHI
CaMOCTOSITENIFHO U3y4YaloT TEOPETHUECKUI MaTepuall, TOTOBATCS K Ja0OpaTOPHBIM 3aHATHUSM.

PexoMeH a1y M0 NOATOTOBKE K IK3aMEHY

[ToaroToBKa K 3K3aMEHY CMOCOOCTBYET 3aKPEIUICHHIO, YTIITyOJICHUIO U 0000IIEHNIO 3HAHHH,
MOJIy4aeMbIX, B Ipoliecce 00yueHHs, a TaKkKe MPUMEHEHUIO UX K PEUICHHUI0 MPAKTUYECKHUX 3a/1ad.
I'otoBsice k 9K3aMCHY, CTYJACHT JIMKBUAUPYCT HUMCIOIIHUCCA HpO6€J’ILI B 3HaAHUAX, yrny6n$[eT,
CHCTEMaTU3UpYET U YIOPSAA0UYMBAET CBOU 3HaHUA. Ha sK3aMeHe CTyAeHT JIeMOHCTPUPYET TO, YTO
OH MpHOOpeN B Ipolecce 00ydeHHsI 10 KOHKPETHON y4eOHOM TUCIUIUINHE.



Ha KOHCYJIbTallUU TICPCI 3K3aMCHOM CTYACHTHBI JOJIZKHBL OBITh 03HAKOMIIEHBI C OCHOBHBIMHU
Tpe6OBaHI/I$[MI/I " IOJIYYUTH OTBETHI HA BOSHUKAIOIIUE B IMPOLCCCE MOATOTOBKH BOIIPOCHI.

HCO6XOI[I/IMO OpPUCHTHPOBATH CTYACHTOB HAa CUCTCMATHYCCKYIO MOATOTOBKY K 3aHATUAM B
TEYCHHUE CEMECTpA, UYTO IIO3BOJIUT MCIIOJIB30BAaTh BpEMHA 9K3aMEHAIIMOHHON ceccuu I
CHCTEeMaTHU3alluy 3HaHUH.



7. OleHOYHBIE CPeICTBA

7.1. IlacopT OLICHOYHBIX CPEACTB

Cemecr Kon koHTpO/IMpYeMOii KOMIIeTeHIMHT HaunmenoBanue
p (MM ee YaCTH) OLIEHOYHOI'0 CPeJACTBA
5 TIK-1 Omuempwl no 3a0aHUAM, BbINOJHEHHbIM HA

1abOPamopHbIX 3aHAMUSX.
Bonpocwt k sxzameny Nel-70).
Tecm.

l.

o O O O 0O O O O

o O O O

o O O O

7.2. TunoBble 3aIaHUsI UJIH MHBbIE MATEPHUAJIbI, HE00X0IMMBIE J1JI5l TEKYLIEero KOHTPOJIA
7.2.1. TUNOBLIE TECTOBLIE 3aJaHUS
Tunosble npuMepbl 3a1aHUI

JloMeH — 3710 ...

4acCTb agpeca, onpcaAcArouads aapeC KOMIIBIOTEPaA IIOJIb30BaTCIIA B CCTU
Ha3BaHUC MMPOrpaMMbI, IJId OCYIICCTBIICHUA CBA3HU MCKY KOMIIBIOTCpaMHU
Ha3BaHUE YCTPOMCTBA, OCYIIECTBISIOLIETO CBSA3b MEKY KOMIIBIOTEPAMU
€IMHUIIA CKOPOCTH HH(POPMAIIMOHHOTO OOMEHA

bpaysep —at0 ...

cepsep MHTepHera

CpPEACTBO MPOCMOTPA U TIOMCKA Web-CTpaHuI]

YCTPOMCTBO IS Tiepeaun nH(OpMAaIUK 1o TeneQOHHON ceTH

AHTJIMIICKOE Ha3BaHUE 3JIEKTPOHHON MOUTHI

ITouTOBBIN AIIUK — ATO ...

CIICIIUAJIBHOC TEXHUYCCKOC COIJIAllICHUS OJIs1 pa6OTI)I B CCTHU

paszen BHEIIHEH NaMsATH [T0YTOBOIO cepBepa

KOMHBIOTep, HCHOHLB}HOHIPIIZCSI 1A HepeCI)IJ'IKI/I 3J'I€KTpOHHI)IX IIMCEM

Ha3BaHUC MPOrpaMmal I NMEPCCHIJIKU SJICKTPOHHBIX ITHUCEM

JInst coeTMHEHNST KOMITBIOTEPOB B CETAX MCIIONB3YIOTCS KaOSIH pa3TunIHbIX
tumoB. J{ns nepenaun naopmaium, 3aK0IMPOBAHHON B ITyYKE CBETA,
MpeHa3HaYeH Kaleb ...

BHTas mapa

TeneOHHBIN

KOaKCHaJIbHBIN

BOJIOKOHHO-ONITHYECKUM

IIpoTtokon — 3710 ...
YCTPOMCTBO U1 MpeoOpa3oBaHus HHOOpMAIUU

O JIMHHUA CBA3H, COCOAUHAIONAA KOMIIBIOTEPEI B CETh

10




@)

@)

CliciuaJibHas nporpaMmma, moMoraroiast moJib30BaTeJto HaWTH HYXHYIO HH(bOpMaHHIO B CCTH
CIICIHUaJIbHOC TCXHUYCCKOC COIIalICHUA TJIsA pa6OTBI B CCTH

CeteBoit aganTep — 37O ...

O crnenvajibHad IrmporpaMma, 4€pe3 KOTOPYHO OCYHICCTBIACTCA CBA3b HECKOJIBKUX KOMIIBIOTCPOB

O CIeIHaJIbHOE anmnapaTHoe CPeACTBO It 3P (HEKTUBHOTO B3aUMOICHCTBUS IEPCOHATBHBIX

KOMIIBXOTCPOB CECTU

O creuuagbHasi cucTeMa yNpaBJeHHs CETEBBIMHU pecypcaMu O0IIero JocTymna

O O O O O O O O

O O O O

10.

O O O O

11.

cuctemMa ooMeHa nHpopMaluei Mex Iy KOMIIbIOTEpaMH 110 JIOKaJIbHBIM CETSIM

Anpec 192.168.1.96 B kauecTBe NPUTOAHOTO JJIsI HCIIOJIB30BAHUSA aIpeca y3Jia
OyzieT comepKath MOJCETh ...

192.168.1.64/26

192.168.1.32/27

192.168.1.32/28

192.168.1.64/29

[Tpotokonom TCP obecnieunBaeTcs QPyHKIUA ...
HUHKAIICYJIINUA JaHHBIX

oOHapyXeHHe OTCYTCTBYIOIIUX MaKETOB

yYHpaBJICHHUEC CCAHCOM CBA3U

OMPEACIICHUC ITYTHU MJISI IAKETOB JAHHBIX

VYkaxxure HazHaueHue coobuennit ICMP.

COOOLINTH MapHIpyTHU3aTOpaM 00 N3MEHEHUSAX TOMOJIOTUU CETH
obecnieunts AocTaBKy [P-makera

NPeJOCTaBUTh 00OPATHYIO CBA3b O nepenavax [P-makera

HaOJII0AaTh 32 MPOLIECCOM pa3pelleHus TOMeHHOro uMeHu B [P-aapec

VYkaxure YTBEPKIACHHUC, KOTOPOC OIMMUCBIBACT (1)YHKIII/II/I IIPOTOKOJIa Pa3pCIICHUA
anpecoB (ARP)?

ARP ucnons3zyercs qis oOHapysxenus [P-anpeca mo0oro y3mna B apyroi cetu.

ARP ucnons3zyercs qys oOHapysxeHus [P-anpeca nmo0oro y3ma B JIOKQJIbHON CETH.

ARP ucnonszyercs qis oOHapysxeHuss MAC-aznpeca 1000ro y3ia B Apyroi CeTH.

ARP ucnons3zyercs qis oOHapysxeHust MAC-aznpeca 000ro y3ia B JJIOKIbHOM CeTH.

VYkaxute yactHbie [P-anpeca.
10.1.1.1

O 172.32.5.2

[ 192.167.10.10

0O172.16.4.4

O 192.168.5.5

O 224.6.6.6
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12.

O O O O O

13.

O O O O

14.

0O O O O

15.

16.

KomMmnberorep B JaHHOM CETH B3aUMOJICMCTBYET C OINPEICIEHHON TPYNIION
KOMIIBIOTEPOB. YKaKUTE TUI KOMMYHUKAIWH.

IIUPOKOBEIIATCIIbHAA PaCChIJIKa

MHOT0aJIpeCHasi pacchliika

OJTHOAJIPECHAs PaCChIIKa

ARP

HTTP

VYKakuTe METOJT, KOTOPBIN MOXET MCIIOIh30BATHCS ABYMSI KOMITBIOTEPAMHU IS
MIPEIOTBPAIICHHSI TIOTEPH IMAKETOB W3-3a CIIMIIKOM OBICTPOU TIepenaqn
OOJIBIIIOr0 KOJINYECTBA JaHHBIX.

HWHKAIICYJIS A

YIpaBJICHUEC ITIOTOKOM

METOJ JOCTYTIA

BpCMA O KHAAHUA OTBETA

VYkaxure ctangapt IEEE, koTopslii mo3BosieT OecipoOBOIHOM CETEBOI miiaTe
HOAKIIOUAThCs K OECIIPOBOIHOM TOUKE AOCTYMA, pa3pabOTaHHOMN Ipyrum
IPOU3BOAUTEIEM?

802.1

802.11

802.3

802.2

3anonaute mycroe nojie. Mcnonb3yiite necsaTuuHbIi (opMaT ¢ TOUKaMHU.
I'pynmoBas macka, cBsizaHHas ¢ cetbio 192.168.12.0/24, —

R1¥

R1#

R1#

R1#F

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) # access-list 120 deny ip 19%2.168.20.0 0.0.3.255 10.0.10.0 0.0.0.255
Rl (config)$# acces=s-list 120 permit top 1592.168.22.0 0.0.0.15 10.0.10.0 0.0.0.15 eg 23
Rl (config) # acoces=-list 120 permit ip any any

Rl (config)# line vty O 4

Rl (config-line)# password admin-in

Rl (config-line)# access-class 120 in

Rl (config-line)# exit

Rl (config)# interface fastEthernet 0/0

Rl (config-if)# ip addres= 10.0.10.1 255.255.255.252

Rl (config-if)# no shutdown

Rl (config-if)# ip access-group 120 in

Rl (config-if)# end

Extended IP acecess list 120

configure terminal

zshow acces=s-li=ts

deny ip 192.168.20.0 0.0.3.255 10.0.10.0
permit tep 192.168.22.0 0.0.0.15 10.0.10
permit ip any anvy

55 (16 match(es))

0.0.0.2
.0 0.0.0.15 eq telnet

B3misinure Ha pucynok. CereBoi anMuHuctparop HactpauBaeT ACL-crucoxk,
YTOOBI OTPaHUUYUTh coeuHeHus ¢ VT Y-nmuHusamu mapiipyTtusaropa R1 Tonbko
12



O O O O O

17.

O O O O

18.

O O O O

19.

20.

o O O O

pabounmu ctaniusmu UT-nogpazaenenus B cetu 192.168.22.0/28. Tlepen
npumeHeHueM ACL-crucka aIMUHICTPATOP IPOBEPsET paboTOCTIOCOOHOCTh
coenunenuii Telnet mexay pabodeit cranmueii ¢ IP-aqpecom 192.168.22.5 u
MapipytuzatopoM R1. Ho nocie npumenenuss ACL-cnucka Kk uHTEpPEncy
Fa0/0 coenunenus Telnet oTKIOHAIOTCS. YKaXUTE BEPOATHYIO IPUUHUHY OO
COCIMHECHUS.

ACE-3anuce paspemeHus 3a1a€T HEBEPHBIA HOMEpP MOPTa

CCThb I/IT—HOI[paSI[eJ'IeHI/IH BKJIFOUCHA B UHCTPYKIUIO OTKIIOHCHUS.

B ACE-3anucu paspemenus tpedyercs ykazats npotokoi [P Bmecro TCP

Ha MapuipyTtu3atope R1 He HacTpoeHa komaHa enable secret password

koMaHza login e BBeAeHa st VTY -nuHuid

Korna Ha HukHuX ypoBHAX Mozenu OS] ucnonb3yroTcsi IPOTOKOIIbI 0€3
YCTAHOBJICHUS COCIMHEHUSI, YTO OOBIYHO UCIIONIB3YETCs, YTOOBI 00eCTIeUnBaTh
MMOATBCPIKACHUC YCIICIHIHOT'O ITOJYUCHUA JAHHBIX U 3allpallliBATh ITIOBTOPHYTO
OTHPaBKYy YTEPSHHBIX JAHHBIX ?

HOATBEPKACHHS 0€3 yCTaHOBJICHUS COSANHEHUS

IIPOTOKOJIBI BEPXHET0 YPOBHS C YCTaHOBIECHHEM COCIMHEHUS

[P-nipOoTOKOIIBI CETEBOIO YPOBHS

UDP-npOTOKOJIBI TPAHCTIOPTHOTO YPOBHS

VYkaxure, kakoe noiie 3arosioBka [Pv4 orBeuaer 3a onpenieneHue npuopuTeTa
ITAKETOB.

METKa IIOTOKa

Gnaru

maddepennmupoBanHoe oocykuBanue (differentiated services)

KJacc Tpaduka

Mexanusm NAT (mpeoOpa3zoBaHue CETEBBIX aIpecoB) HE HykeH B [PvO,
ITOCKOJIBKY ...

[Pv6 obnamaeT HHTErpUPOBAHHBIMH CPEICTBAMH 0€30MaCHOCTH, HET HEOOXOIMMOCTH
CKpbIBaTh ajpeca IPv6 BHyTpeHHUX ceTel

00011 y3en WK MoJjb30BaTeIb MOKET MOJIyUYUTh MyOIMUHBIN ceTeBoil aapec IPvo, T. k.
CYILLECTBYET OTPOMHOE KOJIMYECTBO JOCTYIHBIX aapecos [Pv6

po0IieMbl, BbI3BaHHbIE MpuioxkeHUs MU NAT, pematorcs, MOCKOIbKY 3aroJIoBOK MpOTOKOJIa
IPv6 ymydmiaetr 06paboTKy MakeToB MPOMEKYTOYHBIMHA MapUIPyTU3aTOPAMH

poOJIeMBbI CO CKBO3HBIM IOIKIIIOYeHHEM, BbI3BaHHbIe NAT, permatorcs, T. K. KOJIMYECTBO
MapIIPYyTOB IOBBIIIAETCS C YBEINYEHUEM KOJIMYECTBA Y3JIOB, IOAKIOYCHHBIX K FIHTepHETY

[Tomre metku motoka (Flow Label) 3aronoska IPv6 ...
OTPaHUYMBAET BPEMS CYIIECTBOBAHUS MAaKeTa

ompenesnseT ooy My nakera [Pvo

KJIacCU(PUITUPYET MAKETHI I YIIPaBICHUS TIEperpy3KamMu CETH

nH(pOPMUPYET YCTPOKCTBA, YTOOBI TpauK MPUIOKEHUH, pabOTAIONIUX B peaIbHOM BPEMEHH,
OTIIPABJIAJICA 110 OHOMY U TOMY XK€ IIyTH

13



21.

22.

O O O O

23.

24.

O O O O

25.

O O O O

UToOb! y371aM yIOCTOBEPUTHCS B TOM, YTO UX IMAKETHI OTIPABIICHBI 10 BEPHOMY
MCCTY Ha3HAQ4YCHHSA CCTH ...
UM HY>KHO BECTH COOCTBEHHYIO JIOKAIbHYIO TaOJIUIly MapHIpyTU3AIHH, KOTOpask COAEPKUT

MapuipyT K loopback-unrepdeiicy, MapipyT JOKaIbHOM CETH, a TaK)Ke YAaIEHHBIN MapupyT
M0 YMOJTYaHHIO

OHH BCET/Ia HAIIPABJIAIOT CBOM MaKeThl K LIUTI03Y 110 YMOJIYaHHUIO, KOTOPbIN OyAeT oTBeyaTh 3a
JIOCTABKY IIaKETOB

OHU BBIMIOJHSIOT MOMCK MapIIpyTa K aJpecy Ha3HaueHHs CeTH B COOCTBEHHOM JTOKaIbHOM
TaOJMIle MapUIPyTU3aLUU U NEPEAAloT 3TH JAHHBIE IIII03Y 110 YMOIYAHUIO

OHM OTIIPABJISIOT MAKET 3aIpoca U3y 10 YMOTYAHUIO, YTOYHSSA HAWITy4dIIui MapIpyT

MapmpyTtu3zarop B mporiecce 00padoTku Tpaduka cpasy mocie Toro, Kak
0OHapy»KUT COOTBETCTBUE MeX 1y [P-aipecom Ha3HAUYECHHUSI U 3aUCBIO O
HEMOCPEICTBEHHO MOJKIIOUYEHHON CETU B Ta0JMIIe MapIIPyTU3ALINH ...
MOCJIe N3YYCHUS TaOJIUIBI MApIIPYTU3AIUN OTOPOCUT Tpaduk

HayHET UCKATh B TaOIUIIE aJpec ceayrolero nepexoaa (next-hop)

HAIPaBUT MaKeT Ha HETIOCPECTBEHHO MOJIKIFOYCHHBIA UHTEpeiic

npoananu3upyet IP-anpec Ha3HaueHUS

VYkaxxute BepHOe yTBepkaeHUEe 00 uHTepdeiicax MapiipyTuzaropa.

UHTEepQEIChI TOKAILHOW CETH MaplIPyTU3aTOPa HE aKTHBHUPOBAHBI IO YMOITYAHHIO, TIPH ATOM
aKTUBUPOBAHBI MHTEP(EHCHI BHEITHEN CETH MapIIpyTH3aTOpa

MocJIe BBITIOTHEHUS! KoMaH/IbI no shutdown nHTEpdeiic MapupyTH3aTopa akTHBUPYETCS U
Ha4YMHAET PadoTy

KOMaH 1bl, HacTpauBaronye [P-anpec 1 Mmacky mozaceTtn aist uarepderica, BBOJATCS B pEKUME
r7100ambHOM KOH(UTYparun

JUTSL IPaBWIIBHOM pa0OThI HACTPOSHHBIM M aKTUBUPOBAHHBIN HHTEPEHC MapIIpyTH3aTOopa
JIOJKEH OBITH TOJIKIIIOUEH K APYTOMY YCTPOMCTBY

VYkaxxute KoMaHay, KoTopasi oToOpakaeT CBOJAHYIO TaOJIUIly BCeX UHTEpPercoB
MapuipyTtusaropa, ux [P-angpecos u ux Texkyiiee onepanoHHOE COCTOSIHUE.
show ip route

show version

show interfaces

show ip interface brief

TexHUYEeCKU CIIEUAINCT BPYUYHYIO HACTPAUBAET HA KOMIIBIOTEPE MapaMeTPhI
[P, HeoOxonuMbIe 1J11 0OMEHa JaHHBIMU 10 KOPIOpaTUBHOM ceTu. Ha
KoMIIbIoTEpE yke umeercs [P-anpec, macka noacetu u cepep DNS. Jlis
noctyna B UHTepHeT emé Heo0X0IUMO HaCTPOUTH ...

aapec cepepa WINS

aJjpec UTI03a 10 YMOTYaHHUIO

MAC-anpec

UM JOMEHA OpraHu3aln

14



26. VYkaxwute cripaBeiuBoe yTBepxkaeHue B oTHomeHun NAT st [Pvo6.

o uHXeHepHas rpymnna no passututo Matepuera (IETF) otkazanacs or NAT64 B nonb3y NAT-
PT

O SBJSETCS BpPEMEHHOW Mepol AJis ynpoleHus nepexona ¢ [Pv4 na IPv6
o npumepoM peanuzauuud NAT s [Pv6 siBnsiercst 1BOWHOM CTEK
O HCIOJIB3yeTcs AJs peodpazoBaHus yacTHbIX [Pv6-anpecos B mybanunbie [IPv6-anpeca

HutepHer
209.165.200.1/27

192.168.11.11/24 192.168.12.1/24

Rlizonfig)# ip nat pool HAT-POOL? 209.165.200.1 209.165.200.10 netmask 255.255.255.224
Rliconfig) ¥ access-list 1 permit 192.168.0.0 0.0.0.255

Rlizonfig)# ip nat inside source list 1 pool HAT-POOL? overload

Rliconfig) # interface Fadf0

Rl {config-if) # ip nat inside

Rliconfig)# interface Fadjf1

Rl {config-if) # ip nat inside

Rliconfig)# interface Serialdf0f0

Rl{config-if)# ip nat outside

27.

B3amsaute Ha pucyHOK. Mapupytuzarop R1 HacTpoeH A HCoIb30BaHUsA
PAT. HazoBuTte BO3BMOXXHYIO MPUYUHY TOTO, UTO MPEOOpPa30BaHKE aIPECOB B
CETH HE BBIMOJIHAECTCS.

B KadyecTBe BHemHero nntepgeiica NAT nomkeH ObITh yka3aH unrepgeiic Fa0/l
CIHCOK access-list 1 HacCTpoeH HenpaBUIIBHO

mys1 NAT-POOL?2 ne npusszan k ACL-cniucky

0O O O O

B KadyecTBe BHyTpeHHero untepgeiica NAT nomken ObITh ykazaH untepgeiic S0/0/0

28. 3anonnwute mycroe nojie. Mcnonb3yiite necsaTuuHbii opMaT ¢ TOUKaMHU.
I'pynmoBas macka, cBsizaHHas ¢ cetbio 128.165.216.0/23, —

29. 3anonaute mycroe nojie. Mcnonb3yiiTe necssTuuHbIi (opMaT C TOUKaMHU.
I'pynmoBast Mmacka, cBs3aHHas ¢ ceThio 192.168.12.96/27, —

30. 3amonnute myctoe nose. Mcrnonp3yite qecaTUIHbIN opMaT ¢ TOUKAMH.
['pynnoBas macka, cBsizanHas ¢ cetbto 152.115.128.0/17, —

Kpurepum ouenku:
- OIICHKA «3a4YTCHO», €CJIN CTYACHT AaJI IPABUJIbHBIC OTBCTHI;

- OLICHKA «HE 3a4TCHO», €CJIM CTYACHT HE CMOTI" 1aTh IIPaBUJIBHBIC OTBCTHI.

7.2.2. KOMILIEKT OTY€TOB 10 3aJaHUSIM, BbINIOJIHEHHBIM HA JIA00OPATOPHBIX 3AHATHAX

(HaumeHoBanUue OYEeHOUHO20 cpedcmea)

JlabopaTopHasi paGora 1. BBeeHne B KOMIbIOTePHBIE CETH.
15



®opma otuéTa mo gadoparopHoii padore Nel. B oruér mo mabopaTopHoit paboTe JOIKHBI
OBITh BKJIIOYEHBI CJIEIYIOIINE MYyHKTHI:

— TUTYJbHBIH JIUCT;

— 1enb padoThl;

— KpaTKue TEOpPETUYECKUE CBEICHHUS;

— OIKCaHUE X0/1a BHINOJIHEHHS pabOThI;

— Ppe3yJbTaThl BHIIOJHEHHOM paboTHI.

JlabopaTtopnas padora 2. PazpadoTka CTPYKTYpPUPOBAHHON Ka0eJbHOW CHCTEMbI JIOKAJIbHOMI
KOMIILIOTEPHOM CEeTH.

dopma oTuéTa mo JadopartopHoii padore Ne 2. B oTuér mo maboparopHoit paboTe MOIKHBI
OBITH BKJIFOUEHBI CIEAYIOIINE MMYHKTHI:

— TUTYJIbHBIN JIUCT;

—  1IeJb paboThI;

— KpaTKue TEOPETUYECKUE CBE/ICHHUS;

— ONKCaHUE XO0Ja BHITIOJTHEHUS pabOTHI;

—  Ppe3yNbTaThl BHITIOJIHEHHON PabOThI

JlaGopatopuas padora 3. Pacuér 3aaepikek mepegauy NakeToB B TeJEKOMMYHHKAIMOHHOM
CeTH.

dopma oTuéTa mo JadoparopHoii padore Ne 3. B oTuér mo mabopatopHoil paboTe MOKHBI
OBITh BKITIOYCHBI CJICTYIOIINE TYyHKTHI:

— TUTYJIbHBIN JIUCT;

—  1IeJb paboTHI;

— KpaTKue TeOpPETUYECKUE CBEICHUS;

— OIHKCaHUE XO/1a BHITIOJHEHHS paOOTHI;

— pe3yJbTaThl BBITOJIHEHHON pabOThI

JlaGopaTtopnas paGora 4. Pa3spaGorka ajgpecoB ceTHM KaMmyca MO CTAaHAAPTaM CeTeBOIro
YPOBHSI.

dopma oTuéTa mo gadoparopHoii padore Ne 4. B oTu€r nmo nmaboparopHoil paboTe MOJIKHBI
OBITh BKIIFOUCHBI CJICTYFOIINE ITyHKTHI:

—  TUTYJIbHBIH JIUCT;

— 11e1b paboThI;

— KpaTKHu€ TCOPCTHUYCCKUC CBCACHUA,

— ONKCaHUE X0JIa BHITIOJHECHUS paOOTHI;

—  pe3yJbTaThl BBINOJIHEHHON paObOThI

Jlaboparopnasi paGora 5. MoaeaupoBaHue NMOTOKOB JAHHBIX B TeJeKOMMYHUKAIMOHHOM
CeTH.

®opma oTuéTa mo JadoparopHoii padore Ne 5. B otuér mo maboparopHoit paboTe HOIKHBI
OBITh BKJTFOUCHBI CIIEAYIOIINE MTyHKTHI:

— TUTYJIbHBIN JIUCT;

— 1enb paboThl;

— KpaTKue TEOpPETUYECKUE CBEICHHUS;

— OIKCaHUE X0/1a BHINOJIHEHHS pabOThI;

—  pe3yJbTaThl BHIOJIHEHHON paboOThI

JlaGopaTopuasi pabdora 6. YcranoBka um Hactpoiika OC cemeiictBa Linux ¢ moagepxkoii
nporokoja SAMBA.
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®opma oTuéTa nmo JadoparopHoii padore Ne 6. B oTuér mo maboparopHoit paboTe HOIKHBI
OBITh BKJIIOYEHBI CJIEIYIOIINE MYyHKTHI:

— TUTYJbHBIH JIUCT;

— 1enb padoThl;

— KpaTKue TEOpPETUYECKUE CBEICHHUS;

— OIKCaHUE X0/1a BHINOJIHEHHS pabOThI;

—  pe3yJbTaThl BHIOJIHEHHON paboOThI

JlaGopatopnas pa6ora 7. Hactpoiika Router OC quist 3a1aHHOM MapIIpyTU3allUu.

dopma oTuéTa mo gadoparopHoii padore Ne 7. B oTu€r nmo maboparopHoil paboTe MOJIKHBI
OBITh BKJIIIOYECHBI CJICTYIOIINE MYyHKTHI:

— THUTYJbHBIN JIUCT;

— 11e1b paboThI;

— KpaTKHue€ TCOPECTHUYCCKUC CBCACHUSA,

— OIHKCaHUE XO0/1a BHIMOJHEHHS pabOTHI;

—  pe3yJbTaThl BHINOJIHEHHON paObOThI

JlabopaTopnasi paGora 8. YnpasieHnue ceTblo.

dopma oTuéTa mo JadoparopHoii padore Ne 8. B oTuét mo maboparopHoil paboTe MOKHBI
OBbITh BKJIFOYEHBI CIIETYIOIINE TyHKTHI:

— TUTYJIbHBIN JIUCT;

—  1IeJb paboTHI;

— KpaTKue TeOpPETUYECKUE CBEICHUS;

— ONMCaHUE X0JIa BHIIOJIHEHUS pabOTHI;

— pe3yJbTaThl BBITOJIHEHHON pabOThI

TpedoBanus k opopMiIeHUI0
Otuer noKeH cojepxaTh MOApPoOHOE omucaHue (BKIOYas wutocTpaTuB). OTUET MO
MPAaKTUYECKOMY 3aHATHIO BBIIOJIHIETCS HAa CTpaHUIAX Gpopmara A4 B 3JIEKTPOHHOM BHUJIE.
[Ipu odopmieHnn 0T4ETa UCTIONB3YETCSI CKBO3HAST HyMEpalusl CTPAHMII, CUUTAsi TUTYIHHBIN
JMCT nepBoi cTpaHuell. HoMmep cTpaHuIbl Ha TUTYJIBHOM JIUCTE He cTaBUTCsA. Homepa cTpaHUIlbI
CTaBATCS TI0 IICHTPY BBEPXY.
ITpu opopmnenun otyéra cobIOATh CIEAYIOUINE TPeOOBAHUS:
e Jlyis 3aTOJIOBKOB: MOY>KUPHBIN mpu@T, 14 NT, IEHTPUPOBAHHBIMN.
e Jlyiss OCHOBHOTO TEKCTa: HEXXHUPHBIN WPHUPT, 14 1T, BRIpaBHUBAaHUE I10 IIUPUHE.
e Bo Bcex ciyvasx tun mpudta — Times New Roman, orctym a63ama 1.25 cM, mosryTopHbIi
MEXyCTPOYHBIA HHTEPBAJL.
e [lons: neBoe — 2 cM, mpaBoe, BepxHEe U HIKHEE — | cM.

IIpouexypa oneHuBaHUS
OneHka BBINOJIHEHHOTO IPAKTHUYECKOT0 3aHATUS IPOBOJAUTCS IO CIEAYIOLUIUM KPUTEPHUIM:
1. Hanuune Bceil cymecTBeHHOM nHpopManuu o padore
To4YHOCTP U NIOJTHOTA IPEIOCTABIIIEMBIX CBEJCHUM
HenpoTtuBopeunBocTh MpUBOIUMOI HH(OpMaLIUN
[TpaBUIBHOCTH HHTEPIPETALMIA U BHIBOJIOB, KOTOPBIE CICNIAHbI IO Pe3ysIbTaTaM padoThI
CreneHp TOCTHKEHUS CTYIEHTOM ITOCTaBICHHOM LI€JIN
OOOCHOBAaHHOCTH MMPUMEHAEMOT'0 PELICHHUS
I'pamoTHOCTH (cozepkaTeabHasi) UCIOJIb3YyEeMbIX (HOPMYITHPOBOK

Nowvhkwd
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Kpurepun onenkn:

MaxkcuManabHOE KOJMYECTBO OajuloB, HayHCIseMOe 3a 3aJaHue, BBINOJIHEHHOE Ha
NPaKTUYECKOM 3aHATHH, paBHO 6 wiu 12 B 3aBucuMOCTH OT paboThl. [Ipu yciI0BHUU BBINOIHEHUS
MeHee 40 POIEHTOB OT 3alIaHUPOBAHHOTO 00BbeMa paboTsl — 0 6awtoB, oT 40 10 60 MPOIEHTOB —
COOTBETCTBEHHO 2 1iH 4 6anna, or 60 1o 80 mporentoB — 4 wiu 8 6amioB, oT 80 1o 100 mpoueHTOB
— 6 niu 12 6annos.
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7.3. OneHo4Hble cpeacTBa AJs NMPOMEKYTOYHOH ATTECTAMM IO WTOraM OCBOCHMS
AUCHHUILINHBI

7.3.1. Bonpochbl K NIPOMEKYTOYHOM aTTecTAluu

Cemectp 5
No /it Bormpocs! k 3x3aMeny

1. [TosiBnenue UutepHeT u ero Biausinue Ha ceTu. CocTaBHBIE CETH.

2. O6bemnaéHHBIC ceTh. CepBrchl Web 2.0.

3. BinsiHve pa3BuUTHS KOMIIBIOTEPHOW TEXHUKH U CETEH HA Pa3BUTHE CPEICTB
TEJIEKOMMYHHUKAIUH.

4. WNudopmannonnoe npoctpanctBo. MHpopmannonHoe o01IecTBo.

3. Hctopus pazsutus BeruuciautenbHbix cucteM. RISC- u CISC-apxurekrypa.

6. [ToTokoBeie u mapamuienbabie OBM. O6nauHbIe BEIYUCICHUS! U CEPBHUCHI.

7. Knaccudukaius BBIMUCIUTENBHBIX CHCTEM MapajuieabHoi oopadoTku (SISD, SIMD,
MIMD, MISD).

8. Konsetiepsl. Kam-namsTs.

9. MynbTHIIPOIIECCOPHBIE CUCTEMBI OOIIET0 Ha3HAYSHUSI.

10. Apxurexktypa MIMD-cuctremsl c UMA, NUMA, ccNUMA. Muorosinepusie BC.

11. Tomnosiorust KOMMYHHKAIIMOHHBIX CETEN MYJIbTHIIPOLIECCOPHBIX CUCTEM.

12. CoBpemMennbie cynepkomnbioTepsl 1 BC. [Ipumenenne ux B conuaibHOU cdepe.

13. HcTopus pa3Butus TenekoMMmyHuKanmi. Kiraccudukamms cucrem
TEJICeKOMMYHUKALIUH.

14. Tenedonnas cBs3b. Uctopuueckuii 0630p. CoToBas TenedoHusl.

15. CpencrtBa HaBuranuu. CiiyTHUKOBAs M paAuoCBs3b. [I[puMeHeHe STUX CPe/ICTB B

COBPEMEHHBIX KOMITBIOTEPHBIX CETSAX M TEXHOJIOTUSIX.
16. [Iporokonst HTTP u WWW. Beemupnas naytuna. Web-apxutexrypa.

17. Hasnauenne web-cepBepa u web-knuenTa. [IpuMepsl peanuzanmii.

18. ['uneprexcroblie si3b1kK U TexHOoNoruu (HTML u XML).

19. Co3nanne U pa3MeIieHne web-cTpaHuIlsl.

20. 0630p WAN-Texnomnoruii. Kimaccugukanms. CpaBHeHne TexHonorui. Mcropus
pa3BuTHsl. IlepcneKTHBBI.

21. Mozembl 1 KOMMYTaTOPbI TII00aIbHBIX ceTeld. OOIacTH X MPUMEHEHHs U QYHKIINH.
CraHzapTHbIE CXEMBI.

22. MapupyTuzaropsl, HUt03bl U Opanamayspsl. [Ipuniunel paboTs! U GyHKIHH. CXeMBbI
COEJIMHEHMUSI.

23. Commxenue LAN- u WAN-TEeXHOJIOTHIA.

24. [lepcrieKTUBBI Pa3BUTHSL KOMIIBIOTEPHBIX CETEH M BHIYUCIUTEIBHBIX CUCTEM.

25. IIpoBonHas u 6ecripoBOiHAs CBsI3b. 3aKpbITas M OTKPbITAs Cpefa epeJadu JaHHbIX.
[IpenmyiiecTBa U HENOCTATKU. TEXHOJIOTUH.

26. [{udpossie KaHANIBI CBA3M U MPUHLHUIIBI X paboThl. KoMMyHHKalIMOHHOE
obopyoBanue. [ludpossie cetu csi3u. CXeMbl TOCTPOCHUSI.

27. Ceresble OC u ux npotokonsl. Cteku npoTokosnos pa3Heix OC. IlepcriekTuBsl
pa3BUTHSL.

28. OC moOmIpHBIX aThopm. O630p.

29. Kommynukanmonnoe o6opyaoanue 6ecripoBoaubix WAN-cereit. TexHomorum.

[lepcrieKTHBBI pa3BUTHSL.

30. becnpoBogusie LAN (IEEE 802.11, 802.16). Texaomoruu. O6opyaoBaHHe.
[IepcieKTHBBI Pa3BUTHSL.

31. OrnpeneneHre CETEBbIX NapaMeTpoB KoMIbioTepa. JlIoOMEHBI.
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32. Cayx6a DNS. IIporokon DHCP.

33. OnpeneneHue MyTH 10 TOYKA Ha3HauyeHus. KoMmyTanus u MapuipyTusanus.

34. Mapmpyrtuzaius TCP/IP.

35. [Iporokon RIP. Jlapunnas mapupytusanus (OSPF).

36. [Iporokosibl BHemHeN Mapuipytusanuu BGP u EGP.

37. ["apanTHpoBaHHas M HETApaHTUPOBAaHHAs JOCTaBKa coolmieHuii B IP-ceTsx.

38. [Tporokoasl TCP-ypoBHs.

39. Cepsuchl npukiagHoro ypoBHs. Ciyx0a TenekoHpepeHIHd, (OpPYMbI MPSIMOTO
00IIIeHUs, UHTEPHET-TeNeHOHNUS.

40. [Tpotokon auHamuveckoro pacnpeneneHus agpecos DHCP.

41. [Iporokon ynpasnenus cetbto SNMP.

42. [Tonnepxka CITYKOBI HoBocteit ~ NNTP, IRC-cityx0p51, IRQ-cmy>x081,
TeJIEKOH(EepEHIHH.

43. WuTepuer-Tenedonus.

44, [Touckossie cuctemsl cetr MuTeprer. HacTpoiika u pabora ¢ Humu. Web-moprai.

45. Pabota ¢ anexrponnoii nmouroi. IIporokoasr UUCP, SMTP. Anpecarus B mOYTOBBIX
cuctemax. OcobenHoctu paboTsl B cetssx UNIX u Windows.

46. [ToutoBbie cepBepsl W uX HacTpoika. [Iporpamma Sendmail. Kommonent MAPI.
[Iporokon POP3.

47. ®opmatel mouroBoro cooduienus. RFC-822, MIME. OrnpaBka 371€KTpOHHOTO
MMChMa C BJIO)KEHHEM.

48. Pabora c¢ mporokonom IMAP4. Cepsep IMAP u ero Bo3moxsoctu. bopnba co
CIIaMOM U BUPYCaMH.

49. O630p mouroBsix KiaueHToB (MsfOutlook, The Bat! u nap.). I'pynmnoBas pacchuika.
Bbopnba co criaMoM U BUpYCaMHU.

50. Onenka yrpo3 6e3omacHocTH. [lonuTtrka 6€30macHOCTH. 3aluTa CeTH. AMMapaTHbIe
CpencTBa.

51. Cucremsbl mmdpoBanus. KpunrocucTemsl.

52. ITpoTokonsl 6e3omacHocTi MHTEpHETA.

53. CoBpeMeHHBIE Cpe/ICTBA HACHTU(UKAIINH U ayTEHTH()UKALINH.

54. Texunonorus B-ISDN (ATM) - Ha3HaueHue, JOCTOMHCTBA U HEJOCTaTKU.
O06opyAOBaHHE U CXEMBI.

55. Crannaptel ontuyeckux cereid SONET-OC. OGopynoBanue u cxembl. JIoCTOMHCTBA U
HEJOCTaTKH.

56. CryTHMKOBBIE TEXHOJIOTUH U KOCMHYECKasl CBsI3b CHUCTEMBI T€0NO3UIIMOHUPOBAHMSI.

57. CBs13b ¢ r1obanbHbIMK TeNeoHHbIMU cucTeMaMu. Cetb 3G.

58. Brinenennsie muaun U TexHonorud XDSL. O6opynoBanue u cxeMbl. [lepcrnekTHBHI.

59. Opranu3zaiius B3auUMOJICHCTBUSI MMPOBOJHBIX U OECIPOBOMHBIX CETE€H U TEXHOJOTHUH.
Bnusinue coroBoii cBsizu Ha WLAN.

60. [lepciekTuBBl pa3BUTHUs TeIEKOMMYHMKalMii u cereii OBM. Ilpumenenue stux
CPEICTB B 3ajjauax COMAIbHOMN cephl.

61. KomnonenTsl cetn. OkoHeuHble ycTpoiicTBa. [IpoMexyToOUHbIE CETEBBIE YCTPONCTBA.
Cpena nepenauun. CereBble 00603HaueHus. Cxembl Tonojorun. [Ipeacrasienue u
(YHKIIMH KOMIIOHEHTOB CETH.

62. Ceru LAN u WAN. Tunsi cereii. JlokanbHble ceTu. [ 100anbHbIE CETH.

63. Cetu Unrtepuer, UnTpaneT 1 DKCTpaHeT.

64. [Monkmrouenue k MutepHery. Texnonoruu nocrymna B Marepuer. [loakimrouenue k
Wutepuer ans qoma u Heboubmoro oduca. [Togkmouenne k MHTEpHET 115
npeanpustuii. Packet Tracer.

65. MynbpTHCEpBUCHBIE CETH. TpaJuIIMOHHBIE OT/IEJIbHBIE CETH.

66. Hanéxnas cetb. CereBas apxutekTypa. OTKa30ycTOHYMBOCTh. MacITabupyeMocTb.
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KauecTBo 00cnyxuBaHus. be30macHoOCTb.

67. Tenaenmuu pa3sutus cereir. CoBmecTHas pabota uepes MHTepHeT. Buieocssss.
OO6s1ayHbIe BHIYMCIICHHUS.

68. CereBble TEXHOJOTUH 7S IoMa. TeXHOIOTrHYeCKHe TeHACHIIUY B JOMAITHUX CETSIX.
Opranu3zanus CeTH 10 JIMHUSAM JIEKTPONUTaHUsA. becripoBOAHON IMPOKOIOJIOCHBIN
JOCTYTI.

69. CereBas apxutektypa Cisco. CCNA.

70. Cisco IOS. Onepannonnsie cuctembl. Haznauenue OC.

7.3.2. Kputepuu U HOPMbI OLIEHKH

dopma
NpoBeIeHUsI
Cemectp . Kputepuu u HOpMBI OLIEHKH

NMPOMEKYTOUHOI

aTTecTaluu
Dk3ameH (1o Crynaent Habpan ot 85 mo 100
HAKOIUTEIIEHOMY COTIIMIHO 0aJIOB 10 HAKOITUTEIHLHOMY
pEUTHHTY) PEUTHHTY.

«Xopouio»

Crynaent Habpan ot 70 mo 84
0aJJIOB 10 HAaKOIUTEIBHOMY
pPEUTHHTY.

«YAOBJICTBOPUTCIIBHO»

Crynent HaOpan ot 55 o 69
0aJIoB MO0 HAKOMUTEIHHOMY
pEUTHHTY.

CHECYOOBJCTBOPUTECIBHO»

Crynent Habpain 54 unm MeHee
0aJIOB [0 HAKOMUTEIbHOMY
PEUTHHTY.
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8. YueOHO-MeTOAMUYeCKOE M NH(POPMALMOHHOE 0O0ecleYeHHue TUCIUILINHBI
8.1. Obs3aTesibHas IUTEpPaTYpa

Tun (yueOHUK, ydeOHOE

KoanuecTBo B

Ne nocodue, yueOHo- Hay*Hon
w/ ABTOpBI, COCTABUTEJIH 3arJsiaBue (3aroji0BOK) MeTomIecKoe mocobHe, I'ox n3panus onoauorexe /
NPAKTHEYM, ZP.) HaumenoBanmue
IBC
1 | Tenraiikun E.A. [IpoexTupoBaHnue cereBoit VY4ebHOe mocobue 2020 9BC
uHbpacTpykTyphl. Opranuszaius, «JIaubY
MIPUHLIMIIBI TOCTPOEHUS U
(YyHKIIMOHUPOBAHMS KOMITBIOTEPHBIX CETEH.
JlaboparopHbie pabOTHI
2 | demunos JL.H. OcCHOBBI DKCIUTyaTallui KOMIIBIOTEPHBIX VYueOHuk 2019 9bC
ceren «IPRBooks»
8.2. lonosiHMTE/ILHAS JIUTEPATypPa
Tun (yueOHMK, yueOHOE Konnqecnio i
Ne nocooue, yueoOHo- HayHHou
u/ ABTOpBI, COCTABUTEJIH 3arsnaBue (3aroJjioBoK) MeTomuecKoe mocobHe, I'ox n3nanus oundamoreke /
NPAKTHEYM, IP.) HaunmenoBanue
’ IbC
1 M.1O. Ceprees, KommnsrorepHsie cetn [IpakTukym 2019 9BC
T.H. Cepreesa, «IPRBooks»
C.A. OneliHukoBa
2 | Kosran H.M. KomnbroTepHsbie cetu YuebHOoe nmocobue 2019 9bC
«IPRBooks»
3 | bepnun A.H. TenexkoMMyHUKAMOHHBIE CETH U VYuyebHoe nmocobue 2020 9bC
YCTpONCTBA «IPRBooks»
4 | 3auka A.A. JlokasibHbIE CETU U UHTEPHET YuyebHoe nocobue 2020 9bC
«IPRBooks»
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8.3. Ilepeuens mpodeccmoHANBHBIX 0a3 JaHHBIX M MH(POPMAIMOHHBIX CIPABOYHBIX
cucreM

http://www.edutainme.ru/about/

8.4. IlepeueHb NpOorpaMMHOro obecrnevyeHus

— @enepanbHblil mopran «Poccuiickoe obpazoanue» http://edu.ru/
— O6pa3oBanue 1 HayKa : xKypHan https://www.edscience.ru/jour
— EDUTAINME - Oynymee o0pa3oBaHHs W TEXHOJOTMM, KOTOPbIE €ro MEHSIOT

N HaumenoBanue 110 PeKBHIHTEI A0ToBOpa
n/n (1aTa, HOMep, CPOK JielicTBHUSA)
1 | Windows XP Horosop Ne 690 ot 19.05.2015r., cpok
JEHCTBHUS — OECCPOUHO
2 | Microsoft Office Standart Horosop Ne 690 ot 19.05.2015r., cpok
nerctBust — 6eccpouno; Jloroop Ne 727
or 20.07.2016r., cpox pAeucTBUS —
OeccpoyHO
3 Canonical Ltd Ubuntu Bepcus 14.04 JInuensus GNU GPL
4 | npoext Debian Debian GNU/Linux Jlnnensus GNU GPL
Bepcus 8
5 | Ilpoekt Fedora Fedora Bepcus 23 Jlunensust GNU GPL

8.5. Onucanue MaTepuaIbHO-TEXHUYECKOMN

00pa30BaTEeJILHOI0 NMPoIecca Mo THCHUILINHE

0a3bl, HEOOXOAMMOW JJIs1 OCYLeCTBJIEHUS

Ne
n/n

HaumeHoBanue 000py10BAaHHBIX YU4eOHBIX
Ka0MHETOB, J1a00PATOPHii, MACTEPCKHUX U
Ap. 00bEKTOB /1JIsl IPOBe/IeHUs!
NPAKTHYECKUX U JIa0OPATOPHBIX 3aHATHH,
MOMEIIeHHH JJISI CAMOCTOATEILHOMI
padoThl o0yyaomuxcs (HOMep ayJAUTOPUN)

IlepeyeHb OCHOBHOTO 000PY/10BAHUS

KommerorepHslit kaace. YueOHas ay TuTOpHUS
IUTSL IPOBENICHUSI 3aHATUH JIEKITUOHHOTO THIIA.
VYyeOHast ay TuTOpUS A7l IPOBEACHUS
3aHATHI CEMUHAPCKOTO THIA. YueOHas
ayIUTOPUS ISl IPOBEACHUSI TaOOPATOPHBIX
pabot. YuebHast ay JUTOpus 51 KypCOBOTO
MIPOEKTUPOBAHMUSI (BBITIOJIHEHHS KYPCOBBIX
paboT). YueOHast ayTuTOpus 7Sl IPOBEIACHHUS
TPYMIOBBIX U UHAUBUAYAIbHBIX
KOHCYJIbTAIi YueOHast ayIUTOPHUS JIS
MPOBEJICHUS 3aHATUI TEKYIIETO KOHTPOIIS U
npoMexyTouHoil arrectamuu. (YJIK-203)

ITepeHOCHOM ITPOEKTOP, PKPaH, CTOJIBI
KOMIIBIOTEPHBIE, CTOJI
IIPENOAABATEIbCKUN, CTYJIbs, TOCKa
aynutopHas (MapkepHas) — [IK ¢ BeIxogom
B ceTb MHTEepHET

Komnbrorepnsiii  kiacc. Ilomemenue nmns
CaMOCTOSITEJIbHON paboTHI. VYuebHas
ayIATOpUsl s TPOBEACHMS  3aHATUU
CEMHHApPCKOro TUMa. Y4yeOHas ayiuTopus 1Jis
KypCOBOTO TPOEKTHPOBAHUS (BBIMOIHEHUS
KypCOBBIX paboT). YueOHas ayIauTopus LIS
MPOBEACHUS TPYNIOBBIX M MHAUBUAYAJIbHBIX
KOHCyJbTalluil. YdueOHas ayauTopus s
MPOBEACHUS 3aHATUH TEKYILLEro KOHTPOIS U
npoMexyTouHoil arrectauu (I'-401)

Crounbl
Y4EHUUYECKHUE,
WNHurepHer.

YYEHUUYECKHUE, CTYJIbS
IIK ¢ BBIXOZIOM B CETh
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