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1. Ilean ocBOEHUNA TUCHUILIHHBI

Ilenp oOcCBOEHHUS IUCHMIUIMHBI — C(OPMHUPOBAaTH y CTYACHTOB 3HAHUS W HaBBIKH,
HEOOXOIMMBIEC IJIsi TOCTPOCHMS, HACTPOWKH, TOJJICPKKH W TOMCKA HEHCIPABHOCTEH CETel OT
MaJjioro 10 CpeIHETo pa3Mmepa.

2. Mecto nucuumiaunbl B cTpykrype OITIOIT BO

JIMCUMIUIMHBl M TPAaKTUKH, HAa OCBOEHMM KOTOpBIX Oaszupyercs JaHHas AMCLUIUIMHA!
OCHOBBI KOMIIBIOTEPHBIX CETEM.

ILI/ICI_[I/IHJII/IHBI W IPaKTUKH, 11 KOTOPBIX OCBOCHUC HaHHOﬁ JUCHUITIINHBI HGO6XO,Z[I/IMO KaK
npeamectBytomee: ObecrneueHre 6€30MacHOCTH TIPH pa3padOTKe MPOrpaMMHOTO 00eCTIeUeHHS.

3. [InanupyemMble pe3yJbTaThl 00yUeHHs

®opmupyemMbie U HNuauxaropsl
KOHTPOJIHpYeMbIe AOCTHIKEHHUSA IInanupyemble pe3yibTaThl
KOMITETEHIM U KOMITeTeH M o0y4eHHs

(Ko 1 HAMMEHOBAHUE)

(K01 1 HAUMEHOBAHME)

CnocoOeH OCyIIeCTBIIATh
ONITUMH3AIIHIO
yIIpaBJICHUS )KU3HEHHBIM
IIUKJIOM pacrpeaeIeHHbIX
JTAHHBIX C Y4E€TOM
UH(POPMALIMOHHOM
6e3omacuoctH (ITK-8)

IIK-8.1. 3HaTh TEXHOJOTHH
yIpaBIeHUS )KU3HEHHBIM
IUKJIOM pacipeIesIeHHbBIX
JAHHBIX C YYETOM
nH(pOPMaITMOHHOMN
0C30I1aCHOCTH.

IIK-8.2. Ymeer
OCYIIIECTBISTh
ONTUMU3AIMIO YIIPABIICHUS
’KU3HEHHBIM [IUKIOM
pacrnpeiesIeHHbIX IaHHBIX C
y4eToM MH(POPMALUMOHHOM
0€30IacCHOCTH.

T1K-8.3. Bnageet HaBLIKaMU
ONTHUMM3ALINH KU3HEHHOT'O
IIUKJIa pacrpeIesIeHHbBIX
TAHHBIX.

3HaTh:

- XapaKTePUCTUKU U OCOOCHHOCTH
pa3HBIX GU3UYECKUX Cpel U
MPHUHIIMITEI TIepeaadn
3JIEKTPOMArHUTHBIX CUTHAJIOB B HUX;
- CEeTEeBbIC MPOTOKOJIBI, HEPAPXUIO
MIPOTOKOJIOB U PEXKUMBI UX PaOOTHI;

- CTaHJapThI, COTJIANICHUS U
PEKOMEHIalluK B 001aCTH
KOMIBIOTEPHBIX CETEH, METObI
nepenayy nH(GopMaluu B CeTsX;

- TEOPETUIECKUE OCHOBBI
APXUTEKTYPHOM OpPTaHU3AIlUU CETEH;
- 0a30BbIe Cpe/ICTBA MEepeIadn
TAHHBIX B CETAX;

- METO/IbI KOJIUPOBAHMSI U 3ALIUTHI OT
OIMOOK B CETSIX

YMeTh:

- CO31aBaTh MOJIEJIN CETEU U
TEJIEKOMM YHUKALHA;

- UCIIOJIB30BaTh COBPEMEHHBIE
CEeTEeBbIE. MPOrPAMMHbBIE CPEACTBA!
CETEBBIC ONMEPALIMOHHBIE. CUCTEMBI,
OTIEPAITMOHHBIE U CETEBbIC 000I0UYKU

Baanern:

- HAaBBIKAMHU HUCITIOJIb30BaHU
MIPOTPaMMHBIX CPEACTB U pabOTHI B
KOMHBIOTepHBIX CCTAX




4. CTpyKTYypa M coaeprKaHue TUCHUIINHbI

®opMbI TEKYyILLEr0

Bun . KOHTPOJIA
Monayab . HaumenoBanue TeM 3aHATHH Oo0nem,
y4yeOHoit N Cemectp Baanbl | UHTepakTuB, 4.| (HAHMeHOBaHHe
(pasznen) (y4eOHoii paboThI) 4.
padoThI OLIEHOYHOI'0
cpeacTBa)
Monyisb 1. Cp [IpyuHIMIIBI KOMMYTAIUU 4 16 - Tect
Bsenenue B Cp Ceru VLAN 16 3 - Tect
KOMMYTalHUIO,
MapIIpyTHU3aLHUIO0
1 OeCrIpOBOAHBIE | Jlek baszoBas HacTpolika KOMMyTaTopa 2 - Tect
et Cp [IpuHIMIBEL 00ecnieueHrs 0€30MacHOCTH 16 - Tect
ceTu
IIp ba3oBas HacTpoiika KOMMyTaTopa 2 17 - Otuér o
PaKTUYECKO paboTe
IIp Hacrtpoiika OCHOBHBIX ITapaMeTpPOB 2 17 - Otuér o
MapuipyTu3aropa MPAKTUIECKON paboTe
Cp OcnoBuble noHsATH WLAN 16 - Tect
Cp ITpuHIMIIBI MAPIIPYTU3ALTUAN 16 3 - Tect
Mogyns 2. Cp NAT png IPv4 16 - Tect
Kopnoparusnsie | Cp Ipunnune: pabotel WAN 16 - Tect
CCTH, Jlek Hacrtpoiika NAT nns IPv4 2 - Tect
GesomacHocTh U | Cp [puniuns pabotel VPN u IPsec 16 . Tect
ABTOMATU3allMA | [Tp Hactpoiika NAT nns IPv4 2 17 - Otuér no
MpaKTUYECKOU padboTe
AHKeTa 3 - AHKeTa
Wrorossiii Tect | [TA 2 40 Tect
Dopym 4
Hroro: 144 100

Cxema pacuyera HTOTOBOro 6a/1JIa: CyMMa BCexX MOJTy4YeHHBIX 0a/110B.




5. O6pa3oBare/ibHbIE TEXHOJIOTHH

B pamkax y4eOHOro Kypca HpeIycCMOTpPEHAa TEXHOJIOTUS AMCTAaHIMOHHOIO OOYy4YEeHHs B
dbopMe 1abopaTOPHBIX 3aHATUI M CAMOCTOSTEIHHON pabOTHI CTYICHTOB.

MeTtoauyeckue peKoMeHAAIUH /I IPenoaaBaTeJis 0 NPOBeIeHNI0 3aHATHIT

PexomeHnaanuu no npoBeeHNI0 JIAa00PATOPHBIX 3aHATHI

JlaGopaTopHple 3amaHus CTyIEHTaM JOJDKHBI (OpMyIHpoBaThCs B TpoOJIeMHON (dopme,
TpeOyroleil aHamu3a, HWCCIEIOBAaHUS M MOJCIMPOBAHHUS C TNPUMEHEHHEM KOMIIBIOTEPHBIX
nporpamm. [lpu onleHMBaHUY BBITTOJHEHHBIX 33JaHUH CIeyeT YUUThIBAaTh JOCTH)KEHUE pe3ysbTara,
3P PEKTUBHOCTH AJITOPUTMA PEUICHUS, HHIUBUAYAIBHOCTD PAOOTHI.

PexomMeHganum 1o OpraHu3anuy BHeAyIMTOPHOH PadoThI

BueaynutopHass paboTa CTy[IEHTOB HampaBleHa Ha 3aKpeIuieHHe W  pa3BHUTHE
TEOPETUYECKUX 3HAHUM, NPAKTUUECKUX HABBIKOB U YMEHUH paboOThl C KOMIBIOTEPOM Kak
CpeAcTBOM 00pabOTKH, XpaHeHUs U Inepenaud MHpopmauuu. B pamkax BHeayauTOpHOH pabOTHI
CTYJIEHTBl CaMOCTOATEIBHO HM3Yy4alOT TEOPETUYECKUN MaTepuall, BBIIOJHSIOT WHIUMBUIYyalbHbIE
JIOMAIITHUE 33/1aHusl.

6. MeTtonuyeckue yKa3aHUA M0 OCBOECHUIO JUCIUILIHHBI

Pabota B Kkypce mpeamoiaraer ciefyrouie (opMbl 3aHATHIA: J1a0OpaTOpHBIC 3aHATHS,
BHEAYIUTOPHBIC 3aHSATHSL.

Ha 3aHATHSX CTYIEHTHI BBIIOJNHSIOT JIaAOOpaTOpHBbIE 3aJaHHs 10 BapHaHTaM C
UCTIONIb30BAaHUEM METOJMUYECKUX YKa3aHWH 10 BhITONHEHHIO pabor. Ilo kaxmomy 3amaHHIo
OpeayCMOTpeHO o¢dopMIIEHHE oOTdeTa 1o paboTe ¢ TOCIEeAYIOIUM coOeceloBaHHEM C
IpernoaaBaTeeM, B MPONECce KOTOPOrO CTYJCHT JOJDKEH OTBETHTh HAa BOMPOCH MO XOIY
BBITIOJIHEHUS 33JaHU ¥ TIOJYYEHHBIM pe3yjbTaTaM. 3a KaXI0e 3aJaHue HAYUCISIOTCS Oallibl,
CyMMa KOTOPBIX B KOHIIE CEMECTpPa ONPEACIUT pe3yIbTaT padoThl CTYyICHTa B Kypce.

BHeaynuTopHbIe 3aHATHS SBISIOTCS BaXKHOW 4YacThio paboThl cTyaeHTa. CTyHZeHTHI
CaMOCTOATENIFHO pabOoTaIOT ¢ TEOPETUUYECKUMH MaTepHalaMi, U3y4YeHHE KOTOPBIX HMPETyCMOTPEHO
porpaMMoil ooydeHusl.



7. OneHOYHBIE CPEACTBA

7.1. IIaciopT OLIEHOYHBIX CPEACTB

Cemectp Koa koHTpO/IMpyemMoil KOMIIeTeH UK HaumenoBanme
(WJIM ee 4acTH) OLICHOYHOI'0 CPeACTBA
4 ITK-8 TecTbl
OTu€TBl IO MPAKTUYECKUM paboTam

7.2. TunoBble 3aJaHUA WJIH MHbIE MATEPHAJIbI, HE00X0AUMBbIE IJIA TEKYLIEro KOHTPOJIs
7.2.1. TunoBble TeCTOBBIE 3aJaHUA

TunoBble npuMepbI 3aJaHUI

Monyas 1. Beenenne B KOMMyTanMIo0, MAPIIPYTH3ALHMIO H 0eCIIPOBOJHBIE CETH

I. Yr10o0BI y3J1aM YOAOCTOBEPUTHLCA B TOM, YTO UX ITAKCThI OTIIPABJICHBI I10
BCPHOMY MCCTY Ha3HA4YCHUA CCTH ...
® 1M HY)XHO BECTH COOCTBEHHYIO JIOKAUIbHYIO TAOJIUIy MapIIPyTU3ALMH, KOTOPast
coiepkuT MapmpyT K loopback-untepdeticy, MapupyT J0KaIbHON CETH, a TAKKE
YAAJIEHHBIA MapIIPYT I10 YMOJIYaHUIO
e OHU BCErJa HaNpaBJSIOT CBOU MAKETHI K IILTIO3Y 110 YMOJIYaHUIO, KOTOPBIN OyeT
OTBEYATh 32 JIOCTABKY IAaKETOB
e OHH BBINOJIHAIOT MOMCK MapIIPyTa K apecy Ha3HAYEHUs CETU B COOCTBEHHOU
JOKAJIBHON TaOJIHIle MapIIPYTU3AIMH U IEPEAAIOT 3TH JaHHBIC IIUTIO3Y T10
YMOJIYaHUIO
e OHU OTIPABJISAIOT MAKET 3arpoca NUTI03y M0 YMOTYAHHIO, YTOUHSS HAWITYUIINH
MapuipyT
2. Mapmpytu3zatop B nporecce o0paboTku Tpaduka cpasy Mmocie Toro, Kak
0OHApYKHUT COOTBETCTBUE MeX Ay IP-aapecoM Ha3HAUCHUS U 3aMHCHIO O
HEIMOCPEICTBEHHO MOIKITIOYCHHOM CETH B TAOJIHMIIE MAPIIPYTU3AIIHH ...
10CJIE€ M3YYEHUS TaOJIUIbl MapIIPyTU3ALUU OTOPOCUT Tpaduk
HAYHET UCKATh B TAOIUIIE apec cenyroniero nepexoaa (next-hop)
HAIpaBUT MAaKeT HA HEMOCPEICTBEHHO MOKIIOYCHHBIN HHTEpQEc
npoananusupyer [P-anpec HazHaueHus
3. VYkaxuTe BEpHOE yTBEpxkKAeHHE 00 nHTepdelicax MapupyTh3aTropa.
e pHTEp(EICH JOKAITBHON CeTH MapIIPYTH3aTopa HE aKTUBUPOBAHBI 10 YMOIYAHUIO, IIPH
9TOM aKTUBHPOBAaHBI HHTEP(EHCH BHENIIHEH CETH MapIIpyTH3aTopa
e [0cJ€ BHIMOJHEHUs KoMaHabl no shutdown nnTepdeiic MappyTusaropa akTHBUPYETCS
U HAYMHAET paboTy
e KOMaH[bI, HacTpauBawIue [P-aagpec u Macky moaceru st uHTEpdeiica, BBOAITCS B
pexxuMe r1o6aabHON KOH(pUrypanun
® I MPaBWJILHON PabOTHI HACTPOCHHBIM U AKTUBUPOBAHHBIN HHTEP(]Eiic
MapIIpyTH3aTopa JOJDKEH OBITh MOAKIIOUEH K IPYTrOMY YCTPOHCTBY
4.  YkaxwuTe KOMaHIy, KOTopas 0TOOpakaeT CBOJIHYIO TAOJIHITY BCEX
uHTep(delicoB mappyTuzaTopa, ux [P-angpecoB u ux Tekyiee oneparoHHOe
COCTOSAHHC.
e show ip route



5.

show version
show interfaces
show ip interface brief
TexHuUYeCKUI CIENUATUCT BPYYHYIO HACTPAUBAET HA KOMIIBIOTEPE

napameTpsl [P, Heob6xouMeble 1151 oOOMeHa TaHHBIMU IO KOPIIOPATUBHOM CETH.
Ha xomnwroTepe yxxe umeercsa [P-aapec, macka nojcetu u cepsep DNS. Jlns
noctyna B UHTepHeT e1ié Heo0X0IMMO HACTPOUTH ...

aapec cepepa WINS

aJipec NUTI03a 0 YMOJIYaHHIO
MAC-anpec

UM JOMCHA OpraHu3alunu

Monayas I1. KopnopatuBHbie ceTH, 0€301aCHOCTh M ABTOMATHU3AIUA

6.

7.

YkaxkuTte cripaBeyinBoe yrBepxkaeHue B oTHomeHnu NAT s [Pv6.

nHKeHepHas rpynna mno passututo Marepuera (IETF) otkazamace or NAT64 B moib3y
NAT-PT

SIBJIIETCS. BpDEMEHHOW MEpOH Aiis yrpoleHus nepexoaa ¢ IPv4 na IPv6
npumepoMm peannzauuu NAT nis [Pv6 sBisiercst 1BOIHON cTek
UCTIONb3YyeTCs Ui mpeoOpa3oBanus yacTHbIX [Pv6-aapecos B mybnmunsie [Pv6-anpeca

HHuTepHer
209.165.200.1/27

192.168.11.11/24 192.168.12.1/24

( J ( J

Rli{config)# access-list 1 permit 192.168.0.0 0.0.0.255
Rli{config)# ip nat inside source list 1 pool HAT-POOL2? overload
Rli{config)# interface Fa0jf0

RBl{config-if)# ip nat inside

Rli{config)# interface FaOjf1

RBl{config-if)# ip nat inside

Rli{config)# interface Serial0fof0

Rliconfig-if)# ip nat outside

Rl{config)# ip nat pool HAT-POOL2 209.165.200.1 209.165.200.10 netmask 255.255.255.224

Barnsiaute Ha pucynok. Mapupyrtuzarop R1 HacTpoeH a1 ucronb30BaHus
PAT. HazoBute BO3MOXXHYIO IPUYUHY TOTO, YTO TPeoOpa30BaHUE aIPECOB B
CETH HE BBIMOJHAETCA.

B KauecTBe BHenTHero uatepdeiica NAT nomkeH ObITh ykazan untepderic Fal/l
CITHUCOK access-list 1 HacTpoeH HenpaBUIBHO

nyn NAT-POOL?2 ne npussizan k ACL-criucky

B KauecTBe BHyTpeHHero untepgeiica NAT nomken ObITh ykazan untepgeiic S0/0/0



8.  3amomnuTe myctoe nojue. Mcnonb3yite AecaTUYHBINA (HOpMaT ¢ TOYKAMHU.
['pymimoBas macka, cBs3aHHas ¢ ceThio 128.165.216.0/23, —
9.  3anomnute nmycroe noJe. Mcnonb3yiite necaTuyHbii popMar ¢ TOUKaAMH.
['pymnimoBast macka, cBsi3aHHasl ¢ ceThio 192.168.12.96/27, —
10. 3anomnute nmycroe noJe. Mcnonb3yiite necaTHYHbIN GopMaT ¢ TOUKAMH.
['pymnimoBast macka, cBsi3aHHasi ¢ ceThio 152.115.128.0/17, —

Kputepun onenkn:
- OLICHKA «3a4TEHO», €CIIU CTYAEHT JlaJl IPaBUJIbHbBIE OTBETHI;
- OIICHKA «HC 3aUYTCHO», CCJIN CTYACHT HC CMOTI" 1aTh IIPABUJIBHBIC OTBCTHI.

7.2.2. OTY€éTBHI 10 NPAKTHYECKUM padoTam

IpakTuyeckasi padora Nel «ba3oBast HacTpoiika KOMMYTaTOpa»
®dopwma oTuera:

-TUTYJIbHBIN JIUCT;

-3aJJaHuUE;

-pe3yJbTaT BBIIIOJHEHUS 3a1aHUS;

-BBIBOJIBI TI0 padoTe.

IIpakTuyeckasi padora Ne2 «Hactpoiika OCHOBHBIX ITAPaMETPOB MapILIPyTH3aTOPa
®dopwma oTyera:

-TUTYJIbHBIN JIUCT;

-3a/1aHHE;

-pe3yNbTaT BHITIOTHEHUS 3a/1aHNUS;

-BBIBOJIBI TI0 padoTe.

IpakTnyeckas padora Ne3 «Hacrpoiika NAT mist [Pv4»
®opmMma oTyera:

-TUTYJIbHBIN JIUCT;

-3aJJaHuUE;

-pe3yabTaT BBIIOJIHEHUS 3aJaHNUs;

-BBIBOBI TIO paboTe.

Kpurepum onenku:
- OIIEHKA «3a4TEHOY BBICTABIIACTCS CTYJCHTY, €ClId OOPMIICH OTUET MO MPAKTHIECKOH pabore;
- OLIEHKA «HE 3aYTEHO» BBICTABIISETCS CTYACHTY, €CJIU HET OTUETa MO0 MPaKTHUECKOH paborte.



7.3. OueHovHble CpeaCTBa ISl MPOMEKYTOYHOH ATTECTAIIMM O MTOraM OCBOCHHS
AUCHUTLTHHBI

7.3.1. Bonnpochl K POMEKYTOYHOM aTTecTaluu

Cemectp 4
Ne n/mt Bonpockl k 3auéry

1. ITosBnenue MuTepHeT u ero Biusinue Ha ceTU. COCTaBHBIE CETH.

2. O6benunénnbie cetu. CepBuckl Web 2.0.

3. Biusinue pa3BUTHS KOMIBIOTEPHON TEXHUKH M CETEH Ha Pa3BUTHUE CPEIICTB
TEJICKOMMYHUKALUM.

4. Nudopmanmonnoe npoctpanctBo. MHGpopManmoHHoe o01iecTBo.

S. Wcropus pa3zsutus Beruncaurenbiblx cucreM. RISC- u CISC-apxutekrypa.

6. ITotrokoBsle u napamiensabie 9BM. O0nayHble BBIYUCICHHUS U CEPBUCHI.

7. Knaccudukanmsi BEBIYUCIUTENBHBIX CUCTEM TapaiuienbHoi o0padboTku (SISD, SIMD,
MIMD, MISD).

8. Kongeliepbl. Kami-nmamsTs.

0. MynbTUTIPOLIECCOPHBIE CUCTEMBI OOIIET0 Ha3HAYCHUSI.

10. Apxurektypa MIMD-cucremsl c UMA, NUMA, ccNUMA. Muorosnepusie BC.

11. Tornonorust KOMMYHUKAIIMOHHBIX CETEN MYJIbTHIIPOIIECCOPHBIX CUCTEM.

12. CoBpemennble cynepkomnbioTephl 1 BC. [IpuMeHneHne ux B coruanbHOU chepe.

13. Hcropust pa3BuTus TeaekoMMyHuKamnuii. Kinaccudukarus cuctem
TEJICKOMMYHUKALU.

14. Tenedponnas cBsa3w. Mctopuuecknii 0630p. CotoBas Tenedonus.

15. CpenctBa HaBuranuu. CyTHUKOBasl U paguocBs3b. l[puMeHenne 3Tux cpeacTs B

COBPEMCHHBIX KOMITBIOTCPHEBIX CETAX U TCXHOJIOI'UAX.

16. ITpotokonst HTTP u WWW. Beemupnas naytuna. Web-apXuTekTypa.

17. Hasnauenne web-cepepa n web-knuenra. [Ipumeps! peanm3anuid.

18. I'mneprexcroBsie s3b1ku 1 TexHoNornu (HTML u XML).

19. Co3nanue 1 pa3menieHrne web-CTpaHHIIb.

20. 0630p WAN-texnonoruii. Knaccudukamus. CpaBHeHHne TexHoyoruil. Mcropus
pa3Butus. IlepcrieKTUBBLI.

21. Mopaembl 1 KOMMYTaTOPBI TJI00ATBHBIX ceTeil. O0IacTH MX MPUMEHEHUS ¥ (PYHKITUH.
CraHapTHBIE CXEMBI.

22. MapipyTtu3zatopsl, U036 1 OpanaMay3psl. [IpuHimne! padboTel 1 GyHKIHMH. CXEMBI
COEIMHEHMSI.

23. Commxenne LAN- u WAN-TexXHONOTHiA.

24, [TepcrieKTHBBI pa3BUTHSI KOMIIBIOTEPHBIX CETEH M BHIYMCIUTEIBHBIX CUCTEM.

25. [TpoBoiHast 1 GeCTIPOBOIHAS CBSI3b. 3aKphITask M OTKPBITAs Cpe/a rnepeaavn TaHHbIX.
IIpeumyiiectBa U HepocTaTKu. TexHOIOIMHU.

26. HudpoBsie KaHAIBI CBA3M U MPUHIMIIBI UX paboThl. KOMMyHUKAIIMOHHOE
obopynosanue. [{udposrie cetn cBsizu. CXeMbl TOCTPOCHUS.

27. Ceresbie OC u ux npoTokoisl. Cteku mpoTokoiioB pa3Hbix OC. [lepcnekTuBbl
pa3BUTHSIL.

28. OC MobunpHBIX TUIaThopm. O630p.

29. KoMmmyHnukanmmonHnoe obopynoBanue 6ecripoBoaabix WAN-cereid. TexHomoruu.

IlepcrieKTUBBI pa3BUTH.

30. becnipooansie LAN (IEEE 802.11, 802.16). Texnonoruu. O60opynoBaHue.
IlepcrieKTUBBI pa3BUTHS.

31. OrnpeneneHre CeTEBbIX apaMeTpOB KOMITbIOTEpa. [[OMEHBI.




32. Cnyx6a DNS. TIporoxon DHCP.

33. Onpenenenye NyTu 10 TOUYKM Ha3HaueHus. KommyTanus 1 MapmpyTusanusl.

34. Mapmpyruzanust TCP/IP.

35. [Tpotokon RIP. JlaBunnas maprpytuzanus (OSPF).

36. ITpoTokomnsl BHemHel mapipytuzanuun BGP u EGP.

37. I"apanTrupoBaHHas 1 HerapaHTHPOBAHHAs JI0CTaBKa coobuienuii B IP-ceTsx.

38. IIporokossl TCP-ypoBHsL.

39. CepBucel mnpukmagHoro ypoBHs. Cmyx0a TenekoH(epeHnuit, GopyMbl TPSIMOTO
0O0IIeHNs, UHTEPHET-TeNe()OHMUS.

40. IIpoTokon auHamuueckoro pacnpenenenus aagpecos DHCP.

41. [Iporokos ynpasienus cetbro SNMP.

42. [Tognepxka  CIyKOBI HoBocTeii ~ NNTP, IRC-cmyx08I, IRQ-cyx08I,
TEeJIEKOH(pEPEHITH.

43. WNurtepuet-tenedonus.

44, ITouckoBsie cuctemsl cetn MaTepHeT. Hactpoiika u padota ¢ ammu. Web-moprant.

45. Pabora ¢ snextponnoit nouroii. IIporoxonsr UUCP, SMTP. Anpecanus B TOYTOBBIX
cucreMax. Ocobennoctu pabotel B ceTsix UNIX u Windows.

46. [ToutoBbie cepBepbl U ux Hactpoiika. IIporpamma Sendmail. Komnonenr MAPIL
ITpoTokon POP3.

47. ®opmarel  moutoBoro coodbmenus. RFC-822, MIME. OrtmnpaBka 3J€KTPOHHOTO
MUChMa C BJIOJKEHUEM.

48. Pabora ¢ mporokoirom IMAP4. Cepsep IMAP u ero Bo3moxuoctu. bopnba co
CIIaMOM U BUPYCaMH.

49. 0O630p moutoBeix kiaueHtoB (MsfOutlook, The Bat! u ap.). I'pynmoBast pacchuika.
boprba co cnamom u BUpycamu.

50. Orenka yrpo3 6e3zonacaoctu. [lonmutuka Oe3omacHoCTH. 3amuTa ceTH. AnmaparHble
CpeJICTBA.

S1. Cuctembl mudpoBanus. Kpunrocuctemsl.

52. ITpoTtokonsl OezonacHoctu MHTEpHETA.

53. CoBpeMeHHBIE CPeJICTBA WICHTH(UKAIINKI 1 ayTCHTH()UKAIUH.

54. Texnonoruss B-ISDN (ATM) - Ha3HaueHHe, [IOCTOMHCTBA U HEIOCTATKH.
O06opyIOBaHUE M CXEMBI.

55. Cranpaptel ontrueckux cereidr SONET-OC. O6opynoBanue u cxemsl. JlocTronHcTBa U
HEJOCTAaTKHU.

56. CIlyTHMKOBBIE TEXHOJIOTMH U KOCMUYecKasi cBsi3b CHCTEMBI I€0N03UIIMOHUPOBAHUS.

57. CBs13b ¢ rio0ansHbIMU TeneonapiMu cucteMamu. CeThb 3G.

58. Beinenennsie muaun 1 texHosnoruu XxDSL. O6opynoBanue u cxemsl. [lepcreKTHBEI.

59. Opranuzanys B3aMMOACHCTBUS IMPOBOJHBIX M OECHPOBOJHBIX CETEH M TEXHOJOTHI.
Bnusinue corosoii ca3u Ha WLAN.

60. [lepciekTuBBl pa3BuUTHSA TeneKOMMyHUKauuid u cerei OBM. Ilpumenenue 3Tux
CPEJICTB B 3aJjauax COLMAIbHON cephl.

61. Komnionents! cetn. OkoHeuHble ycTpoiicTBa. [IpoMekyToUHbIE CETEBBIE YCTPONUCTBA.
Cpena nepenauun. CereBbie 0003HaueHus1. Cxembl Tonosioruu. [IpeacraBnenue u
(YHKIIMU KOMIIOHEHTOB CETH.

62. Ceru LAN u WAN. Tunsl cereil. JIokanpHble ceTu. ['1obanbHble ceTH.

63. Certu UnTepHer, IHTpaneT u DKCTpaHeT.

64. ITogxmrouenue k Murepuery. Texnonoruu gocryna B MaTepHer. Iloakmoyenue k
WuTtepuet ansa noma u Hebonbimoro oduca. [logkmouenne k MHTEpHET 1151
npeanpusituii. Packet Tracer.

65. MynbTHCEpBUCHBIE CETU. | paIIMOHHBIE OT/ICJIbHBIE CETH.

66. Hanéxnas cetb. CereBas apxurekrypa. OTKa30yCcTOWYMBOCTh. MacTabupyeMocTb.




KadectBo o0cnmyxuBanus. be3onacHOCTb.

67. Tennenuuu pazsutus cereil. CoBMecTHas pabora uepe3 MntepHer. Buaeocssss.
OO6J1ayHble BBIUNCICHHUS.

68. CerteBble TEXHOJIOTUH JJIs1 JoMa. TE€XHOJIOrMYEeCKUE TEHACHIIMU B JJOMAIIIHUX CETSX.
OpraHuzanus CETH IO JUHUAM JIEKTPONUTaHUs. becpoBOIHON MIUPOKOMOIOCHBIN
JOCTYII.

69. Cereas apxurektypa Cisco. CCNA.

70. Cisco 10S. Oneparmonnsie cucremsl. Haznauenue OC.

7.3.2. Kputepun U HOPpMbI OLEHKH
®opma
NMPOBeIeHUs
Cemectp . Kpurepun u HOpMbI OLIEHKH
NMPOMEKYTOUHOI
aTTecTanuu
3auér (1o CryaenTt Habpan ot 55 mo 100
HaKOMHUTEJIbHOMY «3a4TEHO» 0aJIOB MO HAKOMIUTEITHPHOMY
pEUTHHTY) PEUTHHTY.
Crynent Habpan 54 unm MeHee
«HE 3a4TEHO» 0aJJIOB MO HAKOMUTEIBHOMY
PEUTHUHTY.




8. YueOHO-MeTOAUYecKOe U MH(POPMAIIMOHHOE o0ecevYeHre JUCHMIITIMHBI

8.1. O0s13aTesibHAA IUTEpPATYypa

Tun (yueOHunk, yuedHoe

KoanuecTBO B
HAy4YHOI

Ne nocooue, y4e0HoO-
u/n ABTOpPBI, COCTABUTEH 3arsaaBue (3aroJjioBoK) MeTouuecKoe mocobue, T'ox m3nanus oudauorexe /
DpaKTHKYM, Ap.) HaumeHoBaHue
IbC
1 | Tenraiikun E.A. [TpoexTHpoBaHuE CETEBOM VYuebHoe nmocobue 2020 3BC
nHppacTpykTyphl. Opranuzanms, «JIanby»
MPUHIIMITBI TTOCTPOSHUS U
(GYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH.
JlaGopaTopHble pabOThI
2 Hemumos JI.H. OCHOBBI KCILTyaTallid KOMITbIOTEPHBIX YyeOHuk 2019 9BC
ceTen «IPRBooks»
8.2. lonostHMTEIBHAS JIATEPATYPa
Tun (yueOHuk, yueOHoe Konnqecnio i
Ne nocooue, y4e0HoO- Hay-nou
u/n ABTOPBI, COCTABUTEIH 3ar;iaBue (3aroJi0BOK) MeTouuecKoe mocobue, I'ox u3panus ondauorexe /
HPaKTHKYM, Ap.) HaunmeHnoBanme
IbC
1 M.IO. Ceprees, KomMmnbrotrepHslie cetu IIpaxTukym 2019 9BbC
T.N. Cepreesa, «IPRBooks»
C.A. OneltHukoBa
2 | Kosran H.M. KommbrorepHsie cetn YuebHoe mocobue 2019 ObC
«IPRBooks»
3 | bepnun A.H. TenexkoMMyHUKAIIMOHHBIE CETH 1 YuebHoe mocobue 2020 ObC
yCTpOHCTBa «IPRBooks»
4 | 3amka A.A. JlokanbHbIE CETH U UHTEPHET YuebHoe mocobue 2020 ObC

«[PRBooksy»




8.3. Ilepeyenb mpodeccHOHAIBHBIX 0a3 JaHHBIX W HWHGOPMAUHOHHBIX CIHPABOYHBIX
cucremM
— @enepanbHblil mopran «Poccuiickoe odbpazosanue» http://edu.ru/

— O0pa3oBanue u Hayka : )xypHai https://www.edscience.ru/jour

— EDUTAINME - Oynymiee o0pa3oBaHHMs M TEXHOJOTHH, KOTOpBIE €ro MEHSIOT
http://www.edutainme.ru/about/

8.4. [lepeyenb mporpaMMHOro odecrneyeHust

Ne Hanmenosanue IO PexBU3HUTHI norms?pa
n/n (nata, HOMep, CPOK JAeHCTBHUA)
1 | Windows XP Horosop Ne 690 ot 19.05.2015r., cpok
TEHCTBHS — OECCPOUHO
2 | Microsoft Office Standart Horosop Ne 690 ot 19.05.2015r., cpok
nerctBust — 6eccpouno; lorosop Ne 727
or 20.07.2016r., cpok peWcTBUS —
OeCCpOYHO
3 | Canonical Ltd Ubuntu Bepcus 14.04 Jluuensus GNU GPL
4 npoekT Debian Debian GNU/Linux JIunensuss GNU GPL
Bepcus 8
5 | Ilpoekt Fedora Fedora Bepcus 23 Jluniensust GNU GPL

8.5. Onucanue MaTepualbHO-TEXHUYECKON 0a3bl, HEOOXOAMMON JJI51 OCYIIeCTBJIEHUS
00pa30BaTeILHOIO MPoIecca Mo JMCUUILIHHE

HaumeHoBaHue 000py10BAHHBIX Y4eOHBIX
Ka0MHeTOoB, 1a00paTOpPHii, MACTEPCKHUX U

Ne JAPp. 00bEKTOB /1JIsl IPOBeIeHUs
. IlepeyeHb OCHOBHOTO 000PYAOBAHMA
I/ | MPAaKTHYeCKHX U JIA00PAaTOPHBIX 3aHATHIA,
NMOMeNIeHU IJIfl CAMOCTOATEILHOM
padoThl o0yuawmuxcs (HOMep ayAUTOPHM)
Aynutopus BeO-KOH(EepeHIIHIA. OKpaH TEJICBU3MOHHBIH, IUPMBI,
VYuebHasgs  ayauTopusi NS TPOBEACHUS | TPOKEKTOP Ha LITaTUBE. CTOII
3aHATUN  JICKIMOHHOTO  THUMA. Y4eOHas | mpernoaBaTelbCKui, CTYJbS
ayIuTOpUs  JJI1  IPOBEACHMS  3aHATHUH | IPENOJaBaTEIbCKUE., Tpancnapant-
CEMHHApPCKOro Tuna. YueOHas ayIuTopus Ui | EPEeTsHKKa, CUCTEMHBIN OJIOK.
1 KypCOBOTO IPOEKTHUPOBAHUS (BBIIOJHEHUS
KYpPCOBBIX PaboT). YueOHas ayauTopust IJis
MPOBCACHUA TI'PYHIIOBBIX U MHIAWBUAYAJbHBIX
KOHCYNbTallui  YueOHas ayauTopus Jyist
MMPOBCACHUA 3aHATUU TCKYIICTO KOHTPOJIIA U
npomexxyrounoit arrectanuu. (YJIK-807)
Komnerotrepnsiii  knacc. Ilomemenue st | Ctossl YYECHUYECKUE, CTYJIbs
CaMOCTOATEJIbHOMN paboTHI. Vuebnas | yaennueckue, [IK ¢ BbIxomoM B ceTh
aymuToOpus I HpOBeAcHUS  3aHATHM | IHTEpHeT.
CEMHHApPCKOro Tuna. YuyeOHas ayIuTopus Uis
5 | KYPCOBOIO  MPOCKTHPOBAHHUS (BBITIOJIHEHUS

KYpPCOBBIX PaboT). YueOHas ayauTopust IJis
MPOBCACHUA TI'PYHIIOBBIX U MHAWBUAYAJbHBIX
KOHCYNbTAIllUi. Yd4eOHass ayauTopust Jyist
IMPOBCACHUA 3QHATUN TCKYLICTO KOHTPOJIA U
npomexxyrounou arrectanuu. (I'-401)
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