MMHUCTEPCTBO HAYKHU U BBICIHIEI'O OBPA30OBAHUS POCCUMCKOM ®EJEPAIIN
deneparbHOE TOCYAAPCTBEHHOE 00 PKETHOE 00pa30BaTEIbHOE YUPEIKICHNUE
BBICIIET0 00pa30BaHUs
«TONMBATTUHCKUHN TOCYIaPCTBEHHBI YHUBEPCUTET)

b1.0.23

(uHOeKc OUCYUuniIuHbl)

PABOYASA ITPOI'PAMMA JIUCHUIIJIMHBI

KomnbrorepHblie ceTn

(Haumenosanue OUCYUNIUHbL)

110 HalIpaBJICHUIO IOATOTOBKHU

01.03.02 IlpukianHas MaTeMaThuKa U HHGOPMATHKA

HaIpaBICHHOCTH (TIPodHIIb)

KOMHBIOTCpHLIC TCXHOJIOTHUH U MATEMATHYCCKOC MOJACIIUPOBAHNC

dopma 00ydeHus: ouHast
I'on Habopa: 2023
O6mras TpynoemMkocTsb: 5 3E

Pacnpeneﬂeﬂue JaCoB JUCHUILIMHBI IO ceMeCTPpaM

Cemectp 5

®opma KOHTPOJISA | DK3aMeH Hroro
Bun 3ansiTuit
Jlexnun 32 32
JlaGopaTopHbIe 32 32
IIpakTrnueckue
PykoB0oJCTBO: KypcoBbie paboThl (poekTsl) / PI'P
ITpomMexyTouHas aTTecTanus 0,35 0,35
KoHrakTHas pabota 64,35 64,35
CamocrosTenbHas paboTta 80 80
KoHTpoan 35,65 35,65
Hroro 180 180




Pabouyto mporpaMmy cocTaBuiL:
crapwmuii npenonasarenb ToHkux Aprém Ilerposuu

(OondcHocmy, yueHoe 36anue, cmenensb, Pamunus 1.0.)

PenensupoBanue pabodeid mporpaMMbl JUCIUIUTHHBL:

OtcyrcTBYyeT

Penensent

(OoadicHoCcmb, yueHoe 36anue, cmenensb, Pamunus 1.0.)

PaGouas mporpamMmma AuCHMILTUHBL cocTaBiieHa Ha ocHoBaHUU @I'OC BO u yyeOHoOro 1ana
HaIpaBJICHUs TOATOTOBKU
01.03.02 IIpuxiaggas MaTeMaThKa U MHQOpMaTHKa

Cpok neiicTBus padoueii mporpaMMebl AMCUHUIIMHBI 10 «31» aBrycra 2027 r.

YTBEPXIEHO

Ha 3acemannm kadenps
«[TpuknagHas MareMaTHKa U HHPOPMATHUKA»

(mpotokon 3acemxanust Ne 1 ot «30» aBrycra 2022 r.).

AOKYMEHT NoAarmmcAH
QNEKTPOHHOWM NOAMUCHIO

Ceptudmkar: 0101AEC60064AF94AD41EA4854441FD671
Bnapgeneu: lNyuwnHa OkcaHa MuxannosHa
[encteuteneH: ¢ 07.12.2022 go 07.12.2023

\. J




1. Ilean ocBOEHUN TUCIUILIHHDI

Llenp ocCBOEHUS IUCHUIUIMHBI — C(OPMHUPOBAaTH y CTYACHTOB 3HAHHMS M HAaBBIKH,
HEoO0XOAuMBbIEe AJIsl MOCTPOEHMS, HACTPOMKHU, MOAJEPKKU U IOMCKa HEUCHpaBHOCTEH cereil oT
MaJjioro 10 CpeIHEero pasmepa.

2. Mecto nucuumiuabl B ctpykrype OIIOITI BO

JIMCUMIUTMHBL M TPAKTUKU, HAa OCBOGHUU KOTOPBIX Oaszupyercss JaHHAs UCHUIUIMHA:
[MudpoBass  KynbTypa,  ApXUTEKTypa  KOMIIBIOTEPOB H  OIEPAI[MOHHBIE  CHUCTEMBI,
[TpodeccnonabHBI HHOCTPAHHBIN S3BIK, TH(OpMAIIMOHHBIC TEXHOJIOTHH.

JIMCUMIUTUHBL U TPAKTUKH, JUISI KOTOPBIX OCBOEHUE JIaHHOM TUCIUILUIMHBI HEOOXOIMMO Kak

npenmectByromee: HMupopmanmonHas 0e30macHOCTh, BBITIONHEHWE ¥ 3alIMTa BBITYCKHON
KBATM(UKAIIMOHHON PabOTHI.

3. Ilinanupyembie pe3yJibTaThl 00y4YeHUs

dopmupyemble U HNuaukaropsl
KOHTPOJIHpYyeMbIe JNOCTH/KCHHUS IInanupyembie pe3yjbTaThl
KOMIIETEHIMHU KOMIIeTEeHIUI o0y4eHus

(Ko 1 HAMMEHOBAHUE)

(K01 ¥ HAUMEHOBAHUE)

[TK-8 Cnocoben
OCYILECTBIISITh
OTNITUMHU3AIHIO
yIIpaBJICHUS KU3HEHHBIM
IIUKJIOM pacrpeeeHHbIX
JTAHHBIX C YYE€TOM
UH(POPMALIMOHHOM
0e30MacHOCTH

TIK-8.1 3HaeT 0CHOBBI
ONTUMU3AINH YIIPABICHUS
’KH3HEHHBIM IIUKIOM
pacrpeiesIeHHbIX JIaHHBIX,
TIPUHIIHIIBI
nH(}OpMaLIMOHHON
0e30IMacHOCTH

3HaTh: MOHATHE ONTHUMH3AIUU
YIIpaBJICHHUA )KU3HCHHBIM [TUKJIIOM
pacnpeaACICHHbIX TaHHBIX, TIOHATHEC
MH(POPMAIIMOHHOM 06€30MacCHOCTH
YMeTh: yrnpaBisiTh )KU3HEHHBIM
IIUKJIOM pacrpeeeHHbIX JaHHBIX,
IPUMEHSATH METO/IbI
MH(POPMAIIMOHHOM 06€301MacCHOCTH
BJ'Ia}IeTI): HaBbIKaMHU OIITUMHU3AIINU
yIpaBIeHUS )KU3HEHHBIM ITUKIOM
pacrpeeneHHbIX TaHHbIX,
OCyIIecTBIeHUSI THPOPMAITMOHHOMN
0€30IIaCHOCTH JaHHBIX

I1K-8.2 Ymeer npuMeHSATH
METOBI ONTHMH3ALNT
yIIpaBJICHUS )KU3HEHHBIM
IIUKIIOM pacpeaeTIeHHBIX
JAHHBIX C YYE€TOM
nH(OPMaLOHHON
0e3omacHOCTH

3HaTh: METO/Ibl ONITUMHU3ALNH
yTIpaBJICHUS )KU3HEHHBIM IUKIIOM
pacripesielIeHHbIX TaHHBIX,
MPUHIMITBI THPOPMAITMOHHOM
0€30MacHOCTH

VYMeTh: IMPUMCEHATHE MCTOABI
ONITUMU3AIMU YIIPABICHUS
AKHU3HEHHBIM ITUKIIOM
pacrpeielIeHHbIX TaHHBIX
Brnanets: HaBbIKamMH BbIOOpa MeTo/1a
ONTUMHU3AINU YIIPABJICHUA
KU3HEHHBIM LIUKIJIOM
pacnpeaci€HHbIX TaHHBIX U UX
MH(POPMALIMOHHOM 6€30MaCHOCTH




®opmMupyembie U
KOHTPOJIUpYeMble
KOMIIETeHI[HH
(Ko 1 HAUMEHOBAHME)

Nuauxkaropsl
AOCTHKEHU S
KOMIIeTeHIU
(K01 1 HAMMEHOBAHUE)

I[lnanupyemMsble pe3yabTaThl
o0y4eHust

T1K-8.3 Bnaneer HaBeIKamMu
OCYIIIECTBIICHUS
ONTHMHU3AINH YIIPABICHUS
JKM3HEHHBIM [IUKIOM
pacnpe/elIeHHbIX JaHHBIX C
y4eToM HH(POPMAITMOHHON
0e30macHOCTH

3HaTh: TEXHOJIOTHIO OCYIIECTBICHHS
OINTUMU3AIUU YIIPABJICHUSA
KHU3HCHHBIM LUKIIOM
PacnpeaACIICHHBIX JaHHBIX C YUCTOM
MH(POPMAIIMOHHOHN 0€30MacHOCTH
VMeTb: IPOBOJUTH ONTHMHU3ALIUIO
YIPABJICHUS KU3HEHHBIM LIUKJIOM
pacrpe/esCHHbIX JAaHHBIX C Y4ETOM
MH(POPMAIIMOHHOM 0€30MacHOCTH
BJIaHeTB: HaBbIKaMHM OCYHICCTBJICHU A
ONTHMH3ALMH YIIPABICHUSI
KU3HCHHBIM ITUKJIOM
pacnpeeeHHbIX TaHHBIX C YYETOM
MH(POPMAIMOHHON 0€30MaCHOCTH




4. CTpyKTYpa U cofepKaHue JUCHUILIHHBI

DopMbI TEKYILIEro

Bun . HaumeHoBaHue TeM 3aHATHII KOHTPOJIsI
Moayab (pa3nen)| yuyeOHOM . Cemectp | O0bem, u.| bamabl HNuTepakTus, 4.
PaGOTHI (yuedHoii paGoThI) (HaMMeHOBAHME
OLIEHOYHOTI'0 CPeJICTBA)
Mogyns 1. Jlex CoBpeMeHHBIC CETEBBIC TEXHOIOTHU 5 2 - - Tect
Baenenrie B Cp COBpEMEHHBIE CETEBBIE TEXHOIOTUU 4 - - Tecr
KOMIIBIOTCPHBIC Jlex CereBbI€ MTPOTOKOJIBI 1 KOMMYHHUKAITHA 2 - - Tecr
cotn Jlab BBenenue B KOMIbIOTEPHBIE CETU 4 12 - Otuér no
mabopaTopHOi paboTe
Cp CereBble TPOTOKOJIBI U KOMMYHHUKAIIUU 4 - - Tect
Mopnyns 2. Jlex ®duznueckuit yposersb mozaenu OS] 2 - - Tect
Du3nuecKuii u J1a6 Pa3paboTKa CTPYKTYypUPOBAHHOMN KabeabHOM 4 12 - Oruér no
KaHAJIbHBIA YPOBHH CUCTEMBI JIOKAJIbHOW KOMITBIOTEPHOM CEeTH mabopaTopHoi paboTe
Mozemn OSI Cp Puzndecknil ypoBeHb Moaenu OS] 4 - - Tect
Jlex Kananbnerit yposers moenu OSI 2 - - Tect
Jla6 Pacuér 3anepixek nepegaun MakeToB B 4 12 - OtuéT mo
TEJIEKOMMYHHUKAITUOHHOW CETH mabopaTopHoi paboTe
Cp Kananbnerit ypoBers moenu OSI 4 - - Tect
Jlek Ethernet-kommyTanust 2 - - Tect
Cp Ethernet-kommyTanus 4 - - Tecr
Monyns 3. Jlex Brenenue B ceTeBoit ypoenb moaenu OSI 2 - - Tect
Ceresoii ypoenb | Cp Beenenue B cereBoil ypoBeHs mogenu OSI 4 - - Tecr
mozemu OSI Jlex Paspermienue anpeca 2 - - Tecr
Cp Paspemrenue agpeca 4 - - Tect
Jlex Anpecarus [Pv4 2 - - Tect
Jla6 Pa3zpaboTka agpecoB ceTu KaMmiryca 1mo 4 12 - OtuéT mo
CTaHAAapTaM CETEBOI'O YPOBHS mabopaTopHoii paboTe
Cp Anpecarus [Pv4 4 - - Tect
Jlex Anpecaius [Pvo 2 - - Tecr




Bua ) DopMbI TEKYILIEro
. HaumeHnoBaHue TeM 3aHATHI KOHTPOJIsI
Moayas (pa3nen)| yuyeOHOM . Cemectp | O0bem, u.| bamibl HNuTepakTus, 4.
paGoThi (yuedHoii paGoThI) (HaHMMeHOBAHHE
OLIEHOYHOTI'0 CPeJICTBA)
Cp Anpecarus [Pv6o 4 - - Tect
Jlex ICMP 2 - - Tecr
Cp ICMP 4 - - Tect
Monyns 4. Jlex TpancnoptHbIl ypoBeHb Mojienu OSI 2 - - Tect
Bepxuue ypoBHu | Cp TpancnopTHbIN ypoBeHb Mojenu OS] 4 - - Tect
moziem OS] Jlex CeaHCOBbIHl YPOBEHb, YPOBEHD MPEICTABICHUS 1 2 - - Tect
MpUKIagHON ypoBeHb Mojenu OS]
JIa0 MopenvupoBaHue MOTOKOB TaHHBIX B 4 13 - OTtuéT o
TEIEKOMMYHHKALMOHHON CETH mabopaTopHoii paboTe
Cp CeaHCOBBIN YPOBEHB, YPOBEHb NPEACTABICHUS U 4 - - Tect
MPUKJIaJHON ypoBeHb Mozenu OS]
Jlab VYcranoska u Hactpoiika OC cemeiicTBa Linux ¢ 4 13 - Otuér no
oAep kKo mpoTokosia SAMBA maboparopHoi padoTe
Mogyns 5. OcHoBsl| JIek Beenenue B 0eCIpOBOJIHYIO CBSI3b 1 - - Tect
0eCIPOBOIHBIX Cp BBenenune B OecripoBOIHYIO CBSI3b 4 - - Tect
cereit Jlex Kommnonentst WLAN 1 - - Tect
Cp Komnonentst WLAN 4 - - Tecr
Jlex Pa6ora WLAN 1 - - Tect
Cp Pa6ora WLAN 4 - - Tect
Monyns 6. Jlex NAT g IPv4 1 - - Tect
Kopmoparusseie | Cp NAT nns IPv4 4 - - Tect
CeTH Jlex Konuenunu WAN 1 - - Tect
Cp Konnermuun WAN 4 - - Tect




DopMbI TEKYILIEro

Bu .
Moayab (pa3nen) yqeﬁliloﬁ Hanmeﬂosamfe TeM 3aHTHH Cemectp | O0bem, u.| bamibl HNurepakTus, 4. KOHTPOJIH
paGoThi (yuedHoii paGoThI) (HaHMMeHOBAHHE
OLIEHOYHOTI'0 CPeJICTBA)
Jlex Konnenmmu VPN u [Psec 1 - - Tect
J1a6 Hactpoiika Router OC st 3amaHHOM 4 13 - OtuéTt mo
MapIIpyTH3auU mabopaTopHoi paboTe
Cp Konnemnmmu VPN u [Psec 4 - - Tect
Jlex Konnenmun QoS 1 - - Tect
Cp Konnenmmm QoS 4 - - Tect
Jlex YmpaBneHue ceThio 1 - - Tect
J1a6 VYmpasieHue ceTbio 4 13 - OtuéTt mo
maboparopHoi padoTe
Cp VYnpasieHue ceTbio 4 - - Tect
[ToaroTroBKa K SK3aMeHy 35,65
Wrorossiii Tect  [[TA | 0,35 100
Hroro: 180 200

Cxema pacuéra urorosoro 6aaaa: «(Cymma + Tep)/2» — cymMma 0ayuioB MO BCEM y4€OHBIM MEPONPUITUSIM, HMPETyCMOTPEHHBIM B Kypce +

CpeaHee aqu)MeTqucxoe 10 BCEM IIPOMCIKYTOUHBIM TECTaM, ITPOBOANMBIM 4YCPE3 OT, JACIIUTCA Ha 2.




5. O6pa3oBaTe/ibHbIEe TEXHOJIOTHHU
B pamkax y4eOHOT0 Kypca MpeIyCMOTPEHBI CIeIyIoIIne 00pa3oBaTeIbHbIC TEXHOIOTHH:

e  TEXHOJIOTHS TPAJUIIMOHHOTO OOYYCHHUS: JICKIIUH, TJa0OPATOPHBIC 3aHSATHS, CAMOCTOSTEIIbHAS
pabora.

6. Meronuyeckue yKa3aHUs M0 OCBOEHUIO JUCHUILIHHBI

PexomeHganuM M0 NOArOTOBKE K JIEKIIMOHHBIM 3aHATHAM

W3ydyeHne MUCHUIUIMHBI TPEOYeT CHUCTEMAaTUYECKOTO W TOCIEIOBATEIILHOTO HAKOTUICHUS
3HAHUH, CIIeZIOBATEIbHO, IPOMYCKH OTAEIbHBIX TEM HE MO3BOJIAIOT IIYOOKO OCBOUTH MPEIMET.

B xone NeKUMOHHBIX 3aHATUN 3aJaBaTh IMPENOJABATENI0 YTOUHSIOUIME BOMPOCHI C IEJIbIO
YSICHEHHSI TEOPETUYECKUX MOJIOKEHUMN, pa3pelIeHHs] CIIOPHBIX CUTYaIUH.

CTyaeHT MOXET [ONOJIHUTh CIHCOK MCIOJIb30BAaHHOM JIMTEpAaTypbl COBPEMEHHBIMU
MCTOYHUKAMU, HE MPEJCTABICHHBIMHU B CIHCKE PEKOMEHOBAaHHOW JUTEpaTyphl, U B JajbHEMIIeM
MCIIO0JI30BaTh COOCTBEHHBIE MOJTOTOBIEHHBIE YY€OHbIE MaTepuaibl MPU HAMMCAHUM KYPCOBBIX U
BBIMMYCKHBIX KBATU(PHUKAIIMOHHBIX PaloT.

PexoMeHnanum 1o noaAroToBKe K JJA00paTOPHBIM 3aHATHAM

CrynenTam cienyer:

- NIpU TOAIOTOBKE K JIAOOPATOPHBIM 3aHATHAM CJleIyeT 0053aTelIbHO HCIOJIb30BaTh He
TOJILKO JICKI[UH, y4EOHYIO JIUTEPATypy, HO U IPYrHe UCTOYHUKH;

- B Hauvaje 3aHATUI 3aJaTh MPENojaBaTeNlI0 BOMNPOCHI IO MaTepually, BbI3BaBIIEMY
3aTpyJHEHUS B €ro IOHMMAaHUUM M OCBOEGHUU TIpU pEUIEHUH 3a7ad, 3aJaHHbIX s
CaMOCTOSITEJILHOTO PELICHMUS;

- Ha 3aHATUU JOBOJAMTH 3aJaHUs J1a0OpaTOpHOM pabOThl JO OKOHYATENLHOIO PELICHMUS,
JIEMOHCTPUPOBATh BBINOJIHEHHBIE 33/1aHUS, B CIIydae 3aTpyIHEHUH 00palaThCcs K MpenojaBaTeto.

Jly1s TOro 4To0b!l JIabopaTOpPHBIE 3aHATUS MPUHOCUIN MAKCUMAJIbHYIO MOJIb3Yy, HEOOXOAMMO
IIOMHHUTbH, YTO YNPAXKHEHHE M PEIICHUE 3aJad IPOBOJATCS II0 PACCMOTPEHHOMY Ha JIEKLUAX
MaTepuaily U CBSI3aHbl, KaK MPaBUJIO, C JIETAIbHBIM pa300poM OTAENIbHBIX BOMPOCOB JEKIIMOHHOTO
kypca. CiegyeT MNOAYEPKHYTb, YTO TOJIBKO TIOCIE€ YCBOEHUS JIEKIMOHHOIO Marepuaiga ¢
OTIpeIeIEHHON TOYKH 3peHMsI (2 UMEHHO C TOH, C KOTOPOM OH M3JIaraeTcsl Ha JIEKIIHUIX) OH OyneT
3aKpEIUIATHCS CTYJACHTOM Ha J1a0OpaTOPHBIX 3aHATUSAX KakK B pe3ysbTaTe OOCYXIEHHsS M aHaJIn3a
JIEKIIMOHHOT'O MaTepHaja, TaK U C MOMOIIBI0 peHIeHHUs] IPOoOJIEeMHBIX CUTyauui, 3anad. [lpu stux
YCIIOBUSX CTYAEHT HE TOJIBKO XOpOLIO YCBOMT MarepHall, HO M HAayudWuTCs NPUMEHSATHh €ro Ha
IPAaKTUKE, a TAKXK€ IOJYYHUT JONOJHUTENBHBIM CTHUMYN (M 3TO OYEHb Ba)XXHO) JUIsl aKTUBHOMN
NpopabOTKH JIEKIIUH.

PexomMeHnaanuu no OpraHu3anuyu CaMOCTOSITEIbHON PadoThl CTYICHTOB

CaMocrosiTenbHasi paboTa BBINOJIHAETCS CTYACHTaMU B pEXHME BHEAYIUTOPHOW pabOTHI.
BueaynuTtopHass paboTa CTyIEHTOB HalpaBiieHAa Ha 3aKpeIUieHHe W Pa3BUTHE TEOPETHUYECKUX
3HAHUH, NMPAKTUYECKUX HABBIKOB M YMEHHUN pabOThI C KOMIIBIOTEPOM KaK CPEICTBOM 00pabOTKH,
XpaHeHHs M 1epenaud uHpopMmanuu. B pamkax BHeayaIuTOpHOH paOOTBI  CTYAEHTHI
CaMOCTOSITENIbHO U3y4YaloT TEOPETUUECKUI MaTepuai, TOTOBATCS K Ja0OPAaTOPHBIM 3aHATHSIM.

PexomeHnaauuu no noaAroroBKe K 3K3aMeHy

ITonroToBka K 9K3aMeHy CIIOCOOCTBYET 3aKpEIICHUIO, YTIyOJIeH!I0 U 0000IIeHNIO 3HAaHUH,
MOJIy4aeMBbIX, B Ipolecce 00yUeHHs], a TaKKe MPUMEHEHUIO UX K PEUICHUIO MPaKTUYECKUX 3a/ad.
['oTOBsICE K 3K3aMEHY, CTYIEHT JUKBUIMPYET HMeEIoLecs MpoOenabl B 3HAHUSX, YIIyOuser,
CUCTEMATHU3UPYET U YINOPAJOUYMBAET CBOM 3HaHUA. Ha sk3ameHe CTyAeHT eMOHCTPUPYET TO, YTO
OH mpuoOpen B nporecce 00yueHHst 10 KOHKPETHOW yueOHOM JUCIUIUINHE.



Ha xoHcynbTanuu nepea 5K3aMeHOM CTYACHTHI JJOJKHBI ObITh 03HAKOMJICHBI C OCHOBHBIMU
TpeOOBAHUSIMH U TIOJIYYHTh OTBETH Ha BOZHUKAIOIIME B MPOIIECCE TIOJITOTOBKH BOIIPOCHI.

Heo0xomuMo OpueHTHPOBATh CTYJESHTOB Ha CUCTEMATHUYECKYIO MOATOTOBKY K 3aHSTHSIM B
TEUEHHE CEMECTpa, YTO TMIO3BOJUT UCIOJIL30BaTh BpeMs HK3aMEHAIMOHHOW CECCUM A
CUCTEeMAaTH3aIly 3HaHUMH.



7. OueHOYHBIE CPEACTBA

7.1. IIacopT OLIeHOYHBIX CPEACTB

Cemect Koxa koHTpo/IMpyemMoii KOMIIeTEeHIIUH HaumeHoBaHue
P (WJIK ee 4acTH) OLICHOYHOI'0 CPeACTBA
5 [1K-8 Omuemul NO 3a0AHUAM, 8bINOJHEHHbIM HA

1aOOPaAMOPHLIX 3AHAMUSIX.
Bonpocut k sxkzameny Nel-70.
Tecm.

O O O O o O O O

O O O O

o O O O

7.2. TunoBble 3a1aHUsI MJIM HHbIE MATEePHAJIbl, HEOOXO0AMMBbIE /1JIs1 TEKYIIEero KOHTPOJIsI
7.2.1. TunoBble TeCTOBBIE 3aJAHUA
TunoBble NpuMepbI 3a1aHMT

JloMeH — 310 ...

4acTh aJ[peca, ONpEACIAIoNIas apec KOMIIbIOTEpa MOJIb30BaTels B CETH
HAa3BaHUC MMPOrpaMMbl, 111 OCYIICCTBIICHUSA CBA3U MCKIAY KOMIIBIOTEpaAMU
HA3BaHHUE YCTPOMCTBA, OCYIIECTBIISIONIETO CBA3b MEXKIY KOMIIBIOTEPAMH
€IMHMIIA CKOPOCTH HHPOPMAIIMOHHOTO OOMEHA

bpaysep —a10 ...

cepsep MuTepuera

CpCACTBO IMPOCMOTPA U MOUCKA WEb-CTpaHI/II_I

YCTPOMCTBO AJIs Tepeiau nHGopMaluy 1o TeaeOHHON ceTn
AHIIMICKOE Ha3BAHME JIEKTPOHHOM MOYTHI

ITo4TOBBIi1 SIIUK — OTO ...

CIICIMAJIBHOC TCXHUYCCKOC COTJIallICHUSA IJIs pa6OTBI B CCTU

paszen BHEIIHEN ITaMATH ITI0YTOBOTO cepBepa

KOMHI)I-OTep, I/ICHOJ'II)?;YIOHH/II\/'ICH JJISL HGpGCI)IJ'IKI/I BJICKTpOHHI)IX IIMCeM
Ha3BaHUEC MPOrpaMMbl JJIs1 IIEPECBUIKU 3JICKTPOHHBIX ITHCEM

J{nst coeqMHEHNSI KOMITBIOTEPOB B CETSAX MCMOJIB3YIOTCS KaOeIu pa3InyHbIX
TunoB. /s nepenaun nadopmaiinm, 3aK0ITMPOBAHHON B ITyUKE CBETA,
npeaHa3HaYeH Kadeb ...

BUTAs MMapa

TeneOHHBIHI

KOaKCHaJIbHBIN

BOJIOKOHHO-ONTHYECKUM

[Iporokoi — 310 ...

YCTPOMCTBO 11 MpeoOpa3oBaHus HHpoOpMaIum

JIMHUA CBA3HU, COCAUHAIOIIAsA KOMIIBIOTEPEI B CCTh

crieralibHas MporpaMMa, TOMOTa0IIasl OJIL30BATENI0 HAUTH HYKHYIO HHPOPMAIIUIO B CETH

10
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10.

O O O O

11.

12,

@)
@)

CIICHUaJIbHOC TCXHUYCCKOC COTJIAIICHUA JJIsA paGOTBI B CCTHU

CeteBoit aganTep — 370 ...
ClricuaJbHas1 mporpamma, qepes KOTOpYHO OCYH_IGCTBJ'IHCTCH CBs3b HECKOJIBKUX KOMHBIOTepOB

CIEIMAIILHOE aIliapaTHOE CPEACTBO st 3P (HEKTUBHOTO B3aUMOICHCTBUS TIEPCOHATBLHBIX
KOMIIBIOTEPOB CETH

creluaibHas CUCTeMa YIpaBlIeHUS! CETEBBIMU pecypcaMu OOIIETo JOoCTyma
cuctema ooMeHa nHpopMalein Mex Iy KOMIIBIOTEpaMHU 110 JIOKAJLHBIM CETSIM

Anpec 192.168.1.96 B kauecTBE IPUTOAHOTO JIJISI UCIIOJIB30BAHUS aJipeca y3ia
Oyner comep)kaTh MOJACETH ...

192.168.1.64/26

192.168.1.32/27

192.168.1.32/28

192.168.1.64/29

[IpoToxonom TCP oGecnieunBaeTcs PyHKIUS ...
HWHKAIICYJIAUA JaHHbIX

06Hapy>1<eHHe OTCYTCTBYIOIIIUX ITAKETOB

yIpaBJIECHUE CEaHCOM CBSI3U

OMpCaACIICHUEC IYTH JIA MTAKCTOB JaHHBIX

Vxkaxkute HazHaueHnue cooomienuii ICMP.

COOOIIUTH MapIIPyTH3aTOpaM 00 U3MEHEHHSIX TOMOJIOTHH CETH
obOecnieunTh qocTaBKy [P-makera

NPeJOCTaBUTh 00OPAaTHYIO CBS3b O mepenadax [P-makera

HaOJIF0/1aTh 32 MPOLIECCOM pa3pelieHHs JOMEHHOTO MMeHH B [P-aapec

Ykaxute yTBEepKICHHUE, KOTOPOE OMUCHIBACT (PYHKITUU MTPOTOKOJIA Pa3pelIeHuUs
aapecoB (ARP)?

ARP ucnons3yercs qis ooHapyxenus [P-aapeca nro6oro y3na B Apyroi ceTu.

ARP ucnons3yercs ayia ooHapyxenus IP-agpeca mo6oro y3mna B JOKaJIbHOH CETH.

ARP ucnons3yercs ais ooHapyxeHuss MAC-aapeca a1000r0 y3i1a B Ipyroi ceTu.

ARP ucnons3yercs ans ooHapyxkenuss MAC-anpeca mo00ro y3ia B JIOKaJIbHOU CETH.

VYkaxute yactHsie |P-aapeca.
O010.1.1.1

0 172.32.5.2

[ 192.167.10.10

O 172.16.4.4

[0 192.168.5.5

O 224.6.6.6

KomrmiproTep B JaHHOW CETH B3aUMOJAECHCTBYET C ONPEACTEHHON IPYIIION
KOMITBIOTEPOB. Y KQXKUTE TUI KOMMYHUKALIUH.

IIHUPOKOBEIIATEIIbHAA PaCChlIIKa

MHOTroaapeCHasA pacChblIKa

11
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OJIHOAJPECHAs PacChUIKA
ARP
HTTP

Vkaxure METOM, KOTOpBIﬁ MOXKCET UCIIOJB30BATHCA ABYMSI KOMIIBIOTCPpaMHU IJIA
NpeaoTBpaliCHUA ITIOTCPH ITAKECTOB U3-3d CIIMIIIKOM 6LICTp0ﬁ nepecaadun
OOJIBIIOrO KOJNYECTBA JAHHDbIX.

MHKAICYJIsus

yIpaBjieHUE MTOTOKOM

METO/JI JOCTyma

BpeMsl O’KHIaHUs OTBETa

Yxaxute crangapt [EEE, kotopsrit mo3BossieT OecripoBOAHON CETEBOM IIaTe
HOJIKJIFOYAThCs K OECIIPOBOJHON TOUKE JOCTYIA, pa3padOTaHHON APYyTruM
IIPOU3BOJIUTEIIEM?

802.1

802.11

802.3

802.2

3anonuuTe mycroe noiie. Mcnonb3yite necaTuuHblil popMat ¢ TOUKaMHu.
['pynmoBast macka, cBsi3anHas ¢ ceTbio 192.168.12.0/24, —

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config) # acecess-list 120 deny ip 192.168.20.0 0.0.3.255 10.0.10.0 0.0.0.255
Rl (config)# access-list 120 permit tcp 192.165.22.0 0.0.0.15 10.0.10.0 0.0.0.15 =g 23
Rl (config)# access-list 120 permit ip any any

Rl (config)# line vty O 4

Rl (config-line)# password admin-in

Rl (config-line)# access-class 120 in

Rl (config-line)# exit

Rl (config)$# interface fastEthernet 0/0

Rl (config-if)# ip address 10.0.10.1 255.255.255.252

Rl (config-if)# no shutdown

Rl (config-if)# ip access-group 120 in

Rl (config-if)# end

R1¥

R1#% show acocess-lists

Extended IP access list 120
deny ip 192.168.20.0 0.0.3.255 10.0.10.0
permit tep 192.168.22.0 0.0.0.15 10.0.10
permit ip any any

55 (16 match(e=s))

0.0.0.2
.0 0.0.0.15 &g telnet

R1#

Barnsaute Ha pucyHok. CereBoit agMuHUCTpaTtop HacTpanBaeT ACL-cnucok,
YTOOBI OrpaHUUUTh coeauHeHus ¢ VTY -muansimu mapuipytuzatopa R1 Tombko
pabouumu ctanusmu UT-moapaznenenus B cetn 192.168.22.0/28. Ilepen
npumeHeHueM ACL-crnucka aIMUHUCTPATOP MPOBEPSIET pabOTOCITIOCOOHOCTh
coenunenuii Telnet mexay padodeit cranmmeit ¢ [P-agpecom 192.168.22.5 u
mapmpytuzaropoM R1. Ho mocne npumenennss ACL-criucka xk uatepdeicy

Fa0/0 coenunenus Telnet oTkoHSIOTCS. YKaXXuTe BEPOATHYIO MPUIUHY cOO0s
12
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17.
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18.

O O O O

19.

20.

o O O O

21,

COC€ANHCHUS.

ACE-3amuch pa3pemnieHus 3a1aéT HEBEpHBIA HOMEpP TOPTa

cetb UT-nonpa3aenenus BKIIIOUE€HA B MHCTPYKIIMIO OTKJIOHEHHS.

B ACE-3amnucu paspenieHus Tpedyercst ykazarb npotokos [P Bmecro TCP
Ha Mapupytuzarope R1 He HacTpoeHa komania enable secret password
komaHza login He BBenena s VY -nuHuii

Korna Ha HikHuX ypoBHsX Mojienau OSI ucnosb3yroTcst IpoTOKOJIbI 6€3
YCTAHOBJICHHA COCAUHCHUA, YTO OOBIYHO HCIIOJIB3YCTCA, yT0OBI 00ECIIEUNBaATh
IMOATBCPIKACHUC YCIICITHOI'O ITOJIYUCHUA JAHHBIX U 3allpallliBATh IIOBTOPHYIO
OTMPABKY YTEPSHHBIX TaHHBIX?

MOJTBEPK/IEHUS O€3 YCTAaHOBIICHUSI COSTUHEHUS

MIPOTOKOJIBI BEPXHETO YPOBHS C YCTAaHOBJICHHEM COSAMHEHUS

IP-nnpoTOKOIIBI CETEBOrO YPOBHS

UDP-npoTOKO0IbI TPaHCIIOPTHOTO YPOBHS

VYkaxure, Kakoe 1noJie 3arojioBka [Pv4 orsedaer 3a onpenesieHre NpruOpUTETA
MAKETOB.

MCTKa IIOTOKa

baaru

muddepenmpoBannoe oocykuBanue (differentiated services)

KJ1acc Tpaduka

Mexanuszm NAT (mpeoOpa3zoBaHue CETEBBIX aIpecoB) HE HykeH B [Pvo,
IIOCKOJIBKY ...

[Pv6 obnamaeT HHTErpUPOBAHHBIMU CPEICTBAMH 0€30MaCHOCTH, HET HEOOXOAUMOCTH
CKphIBaTh anpeca [IPv6 BHyTpeHHUX ceTei

1100011 y3e WM NoJIb30BaTEeNb MOXKET MOTYYUTh MyOInYHbIN ceTeBol anpec [Pvo, T. K.
CYIIIECTBYET OTPOMHOE KOJIMUECTBO JOCTYIHBIX afipecoB IPvo

npo0JeMbl, BbI3BaHHbIE NpHIokeHUsIME NAT, pemaroTcs, HOCKOJIbKY 3aroJIOBOK ITPOTOKOJIA
[Pv6 ynyumaer o0paboTKy MakeTOB MPOMEKYTOUHBIMU MapLIPyTH3aTOpaMuU

poOJIEMBI CO CKBO3HBIM MOJIKIIIOUeHHEM, BbI3BaHHbIE NAT, pematorcs, T. K. KOJUYECTBO
MapLIPyTOB MOBBIIAETCSA C YBEIIMUCHUEM KOJIMUECTBA y3JI0B, TOAKIIOYEHHbIX K IHTEpHETY

ITone metku notoka (Flow Label) 3aronoska IPv6 ...
OrPaHUYMBAET BPEMS CYIIECTBOBAHUS IIAKETA

orpenenser ooIyro JUIMHY nakera [Pvo

KJIaCCU(UIUPYET MaKEThI IS YIIPaBJICHUS MIEpEerpy3KaMu CeTH

uH(GOPMHUPYET YCTPOHCTBA, UTOOBI TpaduK MPUIIOKEHUH, pa0OTAIOIINX B pealbHOM BPEMEHH,
OTIPABJISUICA 1O OAHOMY U TOMY K€ ITyTH

YTtoOBI y3JaM yaoCTOBCPUTHCA B TOM, UYTO UX ITAKCTBI OTIIPABJICHBI I1I0O BCPHOMY
MCCTY Ha3HA4YCHUA CCTH ...

UM HY)KHO BECTH COOCTBEHHYIO JIOKAIbHYIO TaOIUIy MapIIPyTU3AIUH, KOTOPast COAEPKHUT
MapupyT Kk loopback-unrepdeiicy, MapuipyT JT0KanbHON CETH, a TaKkKe YAaIEHHBIA MapLIpyT
M0 YMOJTYaHUIO

13
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23.

24,

o O O O

25,

o O O O

26.

OHU BCCT A HANIPABJAIOT CBOU IMAKCTHI K [UIIO3Y M0 YMOJYaHUIO, KOTOpBIﬁ GyﬂeT OTBC€YAaTh 3a
J0CTaBKYy IMAKE€TOB

OHHU BBIIIOJHAIOT ITOUMCK MapuipyTa K agpeCy Ha3HAa4UCHHUA CCTU B COOCTBEHHOI JIOKaJIbLHOU
Ta6JII/II_[e MapupyTu3aluvuu U NepcaaroT 3T JaHHBIC IUIIO3Y 110 YMOJYaHUIO

OHM OTIPABJIAIOT NAKET 3aIpOca LUIK03Y M0 YMOIYAHUIO, YTOUHSISI HAWTYYIINH MapiipyT

MapipyTtu3zaTop B porecce 00padoTKu Tpaduka cpasy Hocie TOro, Kak
06Hapy}KI/IT COOTBCTCTBHUC MCIKIY IP'aI[peCOM Ha3HA4YCHMUA U 3aIlIMCBIO O
HCTIOCPCACTBCHHO HOI[KJ'IIOLICHHOI\/’I CCTH B Ta6JII/IH€ MapaipyTu3aiuu ...
10CJI€ M3YYEHUs TaOIUIbl MapIIPYTU3AUH OTOPOCHUT TpaduK

HAYHET UCKATh B TAOJIMIIC ajpec CIACaYyIoIero nepexoaa (next-hop)

HAIMpPaBUT MaKET Ha HEMIOCPEICTBEHHO TOAKIIOYCHHbBIN HHTEpdEric

npoananusupyet [P-agpec Ha3HaueHHS

VYkaxute BepHOE yTBepKAeHUE 00 HHTEpdericax MapuIpyTu3aropa.

uHTEep(dechl TOKATbHON CETH MapIIPyTU3aTOpa HE AKTUBUPOBAHKI M0 YMOIYAHUIO, TIPU ATOM
AKTUBHPOBaHBI MHTEP(DEWChI BHEIIHEH CETH MapIIpyTHU3aTOpa

1I0CJIE BBIMIOJIHEHHST KOMaH 16l N0 shutdown uHTEepdeiic MapupyTu3aTopa akTHBUPYETCS U
HAa4YMHACT PaboTy

KOMaH[IbI, HacTpauBatonme [P-agpec u macky nmojcern st HHTEpdeiica, BBOIITCI B PEKUME
r100anbHOM KOHpUTyparuu

JUTSI IPAaBUIIBHON paOOTHI HACTPOCHHBIN U aKTUBUPOBAHHBIN HHTEp(delc MapIpyTH3aTOopa
JOJKEH OBITh MOJKITIOUEH K IPYTOMY YCTPOMCTBY

VYkaxuTte KOMaHay, KOTopasi 0ToOpa)kaeT CBOJIHYIO TabJIUIly BceX UHTEpPEHCoB
MapupyTu3aTropa, ux [P-aapecoB u ux TeKylee oneparmoOHHOE COCTOSTHHE.
show ip route

show version

show interfaces

show ip interface brief

TexHn4eCcKui CrieuanucT BPyYHYI0 HACTPAUBAET HA KOMIIBIOTEPE NTapaMETPhI
IP, HeoOxoauMble 111 oOMeHa JaHHBIMU 0 KOpIopaTuBHOM ceTu. Ha
KoMmIbloTepe yxke umeercs [P-anpec, macka noaceru u cepep DNS. [l
noctyna B UHTepHeT e1€ Heo0X0AMMO HACTPOUTH ...

aapec cepepa WINS

aZipeC IIr03a 1Mo yMOoJI4aHHuro

MAC-anpec

UM JOMEHA OpraHu3anu

VYkaxute cripaBelNInBOe yTBepKacHUE B OTHOIEHNU NAT st [Pvo6.

uHXeHepHas rpymnmna no pazsututo Untepuera (IETF) otkazanacs or NAT64 B mons3y NAT-
PT

ABJISIETCS] BpEMEHHOM MepoH [t ynpoueHus nepexona ¢ [IPv4 na IPvo
npumepoM peanuzaun NAT ms [Pv6 sBisercs 1BOMHON CTEK
UCIIOJNIB3YETCs IS mpeoOpa3zoBaHus yacTHbIX [Pv6-anpecos B myOanunbie [Pv6-anpeca

14



HHuTepHeT
209.165.200.1/27

192.168.11.11/24 192.168.12.1/24

Rliconfig)# ip nat pool HAT-POOLZ 209.165.200.1 209.165.200.10 netmask 255.255.255.224
Rliconfig)# access-list 1 permit 192.168.0.0 0.0.0.255

Rliconfig)# ip nat inside source list 1 pool HAT-POOL2 overload

Rliconfig)# interface FaDjf0

Blijconfig-if) # ip nat inside

Rliconfig)# interface FaDjf1

Blijconfig-if) # ip nat inside

Rliconfig)# interface SerialDf0f0

Rliconfig-if) # ip nat outside

27.

Barnsaute Ha pucyHok. Mapuipytuszatop R1 HacTpoeH 1u1sl HCIOIb30BaAHUSA
PAT. Ha3oBute BO3MOKHYIO IIPHUYUHY TOI'O, YTO Hp€O6paSOBaHI/I€ aJIpCCOB B
CCTH HE BBIIIOJIHACTCA.

o B kadectBe BHemHero uHTepderica NAT nomken ObiTh yka3zan unatepdetiic Fal/1

O CIIUCOK access-list 1 HacTpoeH HelpaBHILHO

o nyn NAT-POOL2 ne npusszan k ACL-cnucky

O B KadecTBe BHyTpeHHero untepdeiica NAT nomken ObITh ykazan unrepdeiic S0/0/0

28. 3anomnuTe mycroe nojie. Mcnonb3yite AecATUYHBIA (OopMaT ¢ TOUKAMHU.
['pynnoBas Macka, cBsi3aHHas ¢ cetbto 128.165.216.0/23, —

29. 3anomHuTe mMycToe noje. Mcnonb3yiTe AecaTuYHbINA (hopMaT ¢ TOYKaAMHU.
['pynnoBas Macka, cBsi3aHHas ¢ ceTbio 192.168.12.96/27, —

30. 3anomnuTe myctoe noje. Mcnonb3yiTe AecaTndHbi (hopMaT C TOUKaMHU.
['pynnoBas macka, cBsi3anHad ¢ cetbto 152.115.128.0/17, —

7.2.2. KOMILUIEKT OTY€ETOB 10 3aJaHUAM, BBINIOJTHCHHBIM HaA naﬁopaTopm,lx 3AHATHUAX

(Haumenosanue oYeHouHo20 cpeocmsa)

JlaboparopHasi padora 1. BBeneHue B KOMINIbIOTEPHBIE CETH.

®opma otuéTta no JadoparopHoii padore Nel. B otuér mo nmaGoparopHoii paboTe AOKHBI
OBITH BKIIFOUEHBI CIIEIYIOIINE MYHKTHI:

— TUTYJIbHBIN JIUCT;

— 1e7b paboThI;

— KpaTKue TeOpeTHUYECKUE CBEICHUS;

— OMHCaHWe XOJa BBHITIOTHEHUS padOTHI;

—  pe3yJbTaThl BHIMOJIHEHHON paOOTHI.

JlaGoparopHas padora 2. PazpadoTka CTPYKTYPHMPOBAHHOM Ka0eJIbHON CHCTEMbI JIOKAJIbLHOM
KOMIIbIOTEPHOM CeTH.
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®opma otuéTa Mo JadopaTopHoii padore Ne 2. B oTuér no nabopatopHoil paboTe JOIKHBI
OBITh BKJIFOUEHBI CIEAYIOIINE ITYHKTHI:

— TUTYJIbHBIN JIUCT;

— 1e7b paboThI;

— KpaTKue TEOPEeTHYECKUE CBEICHNUS;

— OIMCaHHE X0J1a BBIIIOJHEHUs PaboThI;

— pe3yJabTaThbl BHIIOJIHEHHON PaboOTHI

JlaGopaTopnasi pa6ora 3. Pacuér 3ajep:kek mepeayn NaKeTOB B TeJeKOMMYHHKANMOHHOM
CeTH.

®opma oTuyéTa Mo JadoparopHoii padore Ne 3. B oru€r nmo mabopaTopHoii paboTe TOIKHBI
OBITH BKJIFOUEHBI CIIEIYIOIINE MYHKTHI:

— TUTYJIbHBIN JIUCT;

— 1enb paboThL;

— KpaTKue TEOPETUYECKHE CBE/ICHHUS;

— OMHCaHue XOJa BBIOJHEHUS padoThI;

—  pe3yJbTaThl BHIMOJIHEHHON pabOThI

JlaGopaTtopnas paGora 4. Pa3paGoTka aapecoB ceTH Kamiyca MO CTaHIapTaM CeTeBOI0
YPOBHSI.

®opma oTuyéTa mo JadopaTropHoii padore Ne 4. B oru€r mo maGopaTopHOi paboTe TOJKHBI
OBITH BKJIFOUEHBI CIIEIYIOIINE TYHKTHI:

— THUTYJIbHBIN JIUCT;

—  1eNb paboThL;

— KpaTK{e TEOPETHYECKUE CBEIACHUS;

— OMHCaHue XOJa BBIOJHEHUS padoThI;

—  pe3ynbTaThl BHIMOJIHEHHON pabOThI

Jlaboparopnasi padora 5. MojaeiupoBaHHe NMOTOKOB JAHHBIX B TeJEKOMMYHHKAIMOHHOM
CeTH.

®opma otuéTa no JadoparopHoii padore Ne 5. B oTué€T mo jmabopaTopHOi paboTe JTOKHBI
OBITH BKIIFOUEHBI CIIEIYIOIINE MYHKTHI:

— THUTYJIbHBIN JIUCT;

—  1enb paboThl;

— KpaTK{e TEOPETHYECKUE CBEICHUS;

— ONHCaHHWE X0J1a BHIIOJIHEHUS Pa0OTHI;

— pe3ynbTaThl BHIMOJTHEHHON pabOThI

JlaGopaTopnasi pa6ora 6. YcranoBka m Hacrpoiika OC cemeiicTBa Linux ¢ momaep:kkoii
nporokoja SAMBA.

®opma oTuéTa mo JadoparopHoii padore Ne 6. B oru€r mo maGopaTopHOi paboTe TOIKHBI
OBITH BKIIFOUEHBI CIIEIYIOIINE MYHKTHI:

— TUTYJIbHBIN JIUCT;

— 1e7b paboThI;

— KpaTKue TeOpeTHUYECKUEe CBEICHUS;

— OIHCaHue XOJa BBIIOJHEHUS paboThI;

— pe3yJabTaThl BHIMOJIHEHHON pabOThI
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JlabopaTopnasi padora /. Hactpoiika Router OC s 3agaHHOi MapIIpyTH3aliH.

®opma otyéTa mo JadoparopHoii padore Ne 7. B oty mo jmabopaTopHOi paboTe MOHKHBI
OBITh BKIIIOYEHBI CICAYIOIIUC ITYHKTBI:

—  TUTYJbHBIN JIUCT;

—  1enb paboThL;

— KpaTK{e TEOPETHUECKUE CBEICHNUS;

— OIIMCAaHHMC€ XOAa BBIITOJIHCHUA pa6OTBI;

—  pe3yJbTaThl BHIMIOJTHECHHON pabOThI

JladopaTopnasi padora 8. YnpaBJjieHHe CeTbIO.

®opma oTuéTa mo JadoparopHoii padore Ne 8. B oru€r nmo mabopaTopHOii paboTe TOIKHBI
OBITH BKJIFOUEHBI CIIEIYIOIINE MYHKTHI:

— TUTYJIbHBIN JIUCT;

— 1enb paboThL;

— KpaTKue TeOpeTHYECKUEe CBEICHUS;

— OMHCaHue XOJa BBIOJHEHUS padoThI;

—  pe3yJbTaThl BHIMOJIHEHHON pabOThI

TpeGoBanus k opopMiIeHUIO
Otyer JO/DKEH colepkaTh MOAPOOHOE omucaHue (BKIOYas WLIOCTpatuB). OTYET 1O
NPaKTUYECKOMY 3aHSTHIO BBITIOJIHIETCS Ha CTpaHUIax Gpopmara A4 B 3JIEKTPOHHOM BHJIE.
[Tpu odpopmieHnn oTyéTa UCHONB3YeTCsl CKBO3HAs HyMepalusl CTPaHMILl, CUUTasi TUTYJIbHBIN
JIMCT MEepBOM cTpanuueld. HoMep cTpaHuIbl HA TUTYJIBHOM JIMCTE HE cTaBUTCA. HoMepa cTpaHuULlbl
CTaBsITCA IO LICHTPY BBEPXY.
[Tpu opopmiennn oruéra coOIIOAATH CIEAYIOMINE TPEOOBAHUS:
e Jlnis 3ar0JIOBKOB: MONYKUPHBIN Wpu@T, 14 0T, HEHTPUPOBAHHBIMH.
e ]l OCHOBHOTO TE€KCTa: HEXHUPHBINA MPUPT, 14 1T, BBIpaBHUBAHUE 10 LIUPUHE.
e Bo Bcex ciyuasx tun mpudta — Times New Roman, otcryn ad3arma 1.25 cM, momyTopHbIit
MEX1yCTPOUHBIN HHTEPBAJL.
e Ilons: neBoe — 2 cM, IpaBoe, BEpXHEE U HUKHEE — 1 cM.

ITpouenypa oneHuBaHusA

OneHka BBIMOJIHEHHOTO IPAKTUUECKOT0 3aHATUS IPOBOIUTCS MO CIEAYIOIINM KPUTEPHSIM:
Hanuuue Bceil cymecTBeHHOM nHpOpManuu no padbote

TO4YHOCTB M NTOJIHOTA IPENOCTABISAEMBIX CBEICHUIN

HenpotuBopeunBoCTh MPUBOAUMOM HH(pOpMaLIUN

[TpaBHIIBHOCTH MHTEPHIPETALNI U BHIBOJIOB, KOTOPBIE ClI€NaHbl IO pe3yJbTaTaM padoThl
CreneHp JOCTHKEHUSI CTYJ€HTOM ITOCTABJIEHHOM LI€TIN

O060CHOBaHHOCTh IPUMEHSAEMOTO PEIICHHUS

['pamMOTHOCTB (coaepxKaTeabHas ) HCIOJIb3YeMbIX (POPMYITHUPOBOK

NoabkowhE

Kpurepun ouenku:

MakcumanbHOE KOJIMYEeCTBO OajUloB, HAyUCIsAeMOE 3a 3aJjaHue, BBIIOJHEHHOE Ha
NPaKTUYECKOM 3aHATHH, paBHO 12 wmu 13 B 3aBucUMOCTH OT paboThl. [IpH ycIoBHU BBITOTHEHHS
meHee 40 MPOLEHTOB OT 3aIJIaHUPOBAHHOTO 00beMa paboTsl — 0 Oamos, oT 40 10 60 NPOLIEHTOB —
4 6amna, ot 60 1o 80 mporenToB — 8 6amtoB, ot 80 10 100 mporerToB — 12 rutn 13 6aIoB.
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7.3. OueHo4YHbIe cpeICcTBAa [Jisl NMPOMEKYTOYHONH aTTeCTAMM MO HTOraM OCBOEHMA
AUCHMILTHHBI

7.3.1. Bonnpochl K POMEKYTOYHOM aTTecTallun

Cemectp 5
Ne /it Bonpockl k 3k3ameny

1. [TosiBnenue MuTtepuer u ero Bnusinue Ha cetu. COCTaBHbIE CETH.

2. Oobemuuénubie cetu. Ceprcel Web 2.0.

3. Brnusinue pa3BUTHS KOMIIBIOTEPHOM TEXHUKHU U CETE Ha pa3BUTHE CPEICTB
TEJIEKOMMYHUKALIWIA.

4, Nudopmanmonnoe npoctpanctBo. MHGpopManmonHoe oOiecTBo.

o. WcTopus pa3sutus BeluncautenbHbix cucteM. RISC- u CISC-apxutexTypa.

6. ITotokoBble u napajuienpHbie 9BM. O0nauHble BHIYMCIEHUS U CEPBUCHL.

7. Knaccudukanus BEIUUCIUTENBHBIX CHCTEM NapajuiensHoi 06padotku (SISD, SIMD,
MIMD, MISD).

8. Kongetiepbl. Komi-mamsTs.

9. MyJIbTHIIPOLIECCOPHBIE CUCTEMBI 00IIET0 Ha3HAYCHUSI.

10. Apxutexkrypa MIMD-cucremsl ¢ UMA, NUMA, ccNUMA. Muorosepubie BC.

11. Tornonorusi KOMMYHUKAITMOHHBIX CETEH MYJIbTHIIPOLIECCOPHBIX CHCTEM.

12. CoBpemennble cynepkomnbioTepsl 1 BC. [lpuMenenne ux B counanabHoOl cdepe.

13. HcTopus pa3BuTHs TenekoMmmyHukanuii. Knaccudukanus cucrem
TEJIEKOMMYHUKALWIA.

14, Tenedonnas csa3p. ctopuueckuii 0630p. CotoBas Tenedonusl.

15. CpenctBa HaBuranuu. CyTHUKOBasl U paauocBs3b. [IpuMenenne 3Tux cpeicTs B

COBPCMCHHBIX KOMITBIOTCPHBIX CCTAX U TCXHOJIOT'UAX.

16. [Tporokonst HTTP u WWW. Bcemupnas nayruna.Web-apxutekrypa.

17. Hasnauenue web-cepsepa u Web-kiuenTa. [Ipumepsl peanu3anuii.

18. I'nneprekcroBbie s3biku ¥ TexHOT0rud (HTML u XML).

19. Cosanue u pa3menieHne Web-crpanuiipl.

20. 0630p WAN-texnonoruii. Knaccugukarus. CpaBHeHue TexHoaorui. Mcropus
pa3Butus. IlepcieKkTuBBI.

21. Mozembl 1 KOMMYTaTOphI I100aNbHbBIX ceTeil. O0IacTH X MPUMEHEHHs U GYHKLIUH.
CraHgapTHBIE CXEMBI.

22. MapmipyTtuzaTopsl, HuTt03bl U Opanamayspsl. [IpuHiuns: padoTs! 1 GyHKIMUA. CXeMBI
COCIIMHEHUSI.

23. Commxenne LAN- 1 WAN-TexHOT0THH.

24, [TepcneKTHBBI pa3BUTHSI KOMITBIOTEPHBIX CETEH M BEIYUCIUTEIBHBIX CHCTEM.

25. [TpoBoaHast u 6ecripoBOIHAS CBSI3b. 3aKpPbITasi M OTKPBITAs Cpefa NMepeadu TaHHbIX.
IIpenmyiiecTBa 1 HefOCTAaTKU. TEXHOIOTHH.

26. [{udpoBbie KaHATBI CBSA3M M MPUHIIUIBI UX Pad0Thl. KOMMyHHKaIMOHHOE
obopynoBanue. Lugpposeie cetu cBsizu. CXeMbl TOCTPOSHHUSL.

27. Ceresbie OC 1 ux npotokoibl. Cteku mpoTokoioB pazHbix OC. [lepcniekTHBBI
pa3BUTHSL.

28. OC moOunpHbIX maTdopm. O630p.

29. KommynukarronHoe o6opynoBanue 6ecripoBoanbix WAN-cereil. TexHomorum.

IlepcnexkTHBBI pa3BUTHSL.

30. Becniporomusie LAN (IEEE 802.11, 802.16). Texnonoruu. O60pymnoBaHue.
IlepcnexkTHBBI pa3BUTHSL.

31. OHpCI[CJ]CHI/IC CCTCBLIX MMApaMCTPOB KOMIIBIOTCPA. I[OMCHLI.

18



32.

Cnyx6a DNS. TIporoxon DHCP.

33. Omnpeznenenue NyTH 10 TOYKK HasHaueHHs. KoMMyTanus u MappyTH3aIms.

34. Mapiupyruzarus TCP/IP.

35. ITporokon RIP. Jlaunnas mapmpyruzanus (OSPF).

36. ITporokomnsl BHemHEH Mapuipytusanuu BGP u EGP.

37. ["apanTHpoBaHHAs ¥ HErapaHTUPOBAHHAs JOCTaBKa cooOmeHuil B IP-cersx.

38. ITpotokousbl TCP-ypoBHs.

39. CepBucel mnpukiagHoro ypoHs. Cayxk0a TenexkoHdepeHnnid, (GoOpymbl MPSIMOToO
OOIIeHUs, MHTEPHET-TeNe()OHMSL.

40. IIpoTokon aunamudeckoro pacnpenenenus agpecos DHCP.

41. ITporoxoi ynpaBienust cetbto SNMP.

42. [Tognepxka  CIyKOBI HoBOoCcTeli ~ NNTP, IRC-cnyx08l, IRQ-cyx0bi,
TEJIEKOH(pEPEHITHA.

43. WNurtepuer-Tenedonus.

44, ITouckoBsie cuctemsl cetu Matepuer. Hactpoiika u pabora ¢ aumu. Web-moprai.

45. Pa6ora ¢ snexrponnoit mouroit. [Iporokonsr UUCP, SMTP. Anpecanust B TOY4TOBBIX
cucremax. Ocobernnoctu pabotsl B cetssx UNIX u Windows.

46. [TouroBbie cepBepsl M MX HacTpoiika. [Iporpamma Sendmail. Kommonenr MAPL
ITporokon POP3.

47. ®opmatel  moutoBoro coobmenus. RFC-822, MIME. OrtnpaBka 3J€KTPOHHOTO
IUCHhMA C BIIO)KEHUEM.

48. Pabora ¢ mporokonom IMAP4. Cepep IMAP u ero Bo3moxuoctu. bopnba co
CIIaMOM U BUPYCaAMH.

49. 00630p noutoBsix kaueHtoB (MsfOutlook, The Bat! u ap.). I'pynmoBast pacchuika.
boprba co cnamMoM 1 BUpyCaMH.

50. Ouenka yrpo3 OezomacHoctu. [lonuTrka 6e30macHOCTH. 3aluTa CEeTH. ATMMapaTHBIE
Cpe/CTBa.

51. Cuctemsl mmdpoBanus. Kpunrocuctemsl.

52. ITporoxosnbl 6e3onacHocTu MHTEpHETA.

53. CoBpeMeHHbIE cpeJICTBA MISHTU(UKALMY U ayTeHTH()UKALINY.

54. Texuonorust B-ISDN (ATM) — Ha3HaueHHWe, JOCTOMHCTBA W HEJOCTATKH.
O6opynoBaHNe U CXEMBI.

55. Cranpmaptel ontrueckux cereid SONET-OC. O6opynoBanue u cxemsl. JlocTonHCTBA H
HEJIOCTaTKU.

56. CIyTHUKOBBIE TEXHOJIOTHH ¥ KOCMHUYECKas CBsi3b CHCTEMBI T€ONO3UIIMOHUPOBAHMSL.

57. CBs13b ¢ rnoOasibHbIMU TeneoHHbIMU cucTeMaMu. Cetb 3G.

58. Beiienennble tuHuM U rexHonoruu XDSL. O6opynoBanue u cxemsl. [lepcrieKTUBEI.

59. Opranuzainys B3auMOJENUCTBUS NMPOBOJIHBIX U OECIPOBOAHBIX CETEH M TEXHOJIOTHH.
Bnusinue coroBoii cBsa3u Ha WLAN.

60. IlepcnexTuBbpl pa3BUTH TeleKOMMyHUKanuii m cereir OBM. IlpuMeHenune sTux
CpPEZCTB B 3a7jayax COLUAIBHOM cepsbl.

61. KommnoneHTs! cetn. OkoHeuHbIe yeTponcTBa. [IpoMexxyTOUHBIE CETEBBIE YCTPONCTBA.
Cpena nepenaun. CeteBble 0003HadeHus1. CxeMsl Tonosioruu. [Ipencrasnenue u
(GYHKIIMM KOMIIOHEHTOB CETH.

62. Ceru LAN u WAN. Tunsl cereid. JlokanpHble ceTu. [ 1obanbpHbIe ceTH.

63. Certu Untepner, InTpanet u DkcTpaHerT.

64. IToaxmrouenue k Muteprery. Texnonoruu nocryna B atepuer. [logkmrouenne k
WuTtepHer ans noma u HeGombinoro oduca. [logxmouenune k MaTepHer s
npeanpusituii. Packet Tracer.

65. MynbTHCEpBHCHBIE CeTU. TpaulIMOHHBIE OTJEIbHBIE CETH.

66. Hanéxnas cetb. CereBast apxurekrypa. OTKa30ycToHYMBOCTh. MacitabupyeMocTb.
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KadectBo o6cnmyxuBanus. bezonacHOCTb.

67. Tennennuu pazsutus cereil. CopmecTtHast pabota uepe3 Mutepuer. Buneocssb.
OO0navHbIC BEIYUCIICHHUSL.

68. CereBble TEXHOJOTHH IS ToMa. TeXHOJIOrMYecKre TEHACHIIMH B JOMAIIHUX CETSIX.
OpraHu3anus CeTH 10 JIMHUSAM 3JICKTPONUTAHHS. BecipOBOAHOM MIUPOKOIIOIOCHBIH
JIOCTYII.

69. Cereas apxutektypa Cisco. CCNA.

70. Cisco 10S. Onepannonnsie cuctemsl. Haznauenune OC.

7.3.2. Kputepuu 4 HOPMbI OLEHKH
dopma
NpoBeIeHUs
Cemectp . Kpurepun u HOpMbI OLIEHKHU

MPOMEKYTOYHOM

aTTecTaluu
DK3aMeH (110 Crynent Habpan ot 85 o 100
HaKOIUTEILHOMY COTJIMYHOY 0aJUIOB 1O HAKOMHUTEIHLHOMY
pEHUTHHTY) pEUTHHTY.

«XOpOoIIo»

Crynent Habpan ot 70 mo 84
0aJUIOB 110 HAKOITUTEILHOMY
pEUTHHTY.

«yZOBJIETBOPUTEIBHO

Crynent Habpan ot 55 10 69
0aJJI0B 110 HAKOMIUTEIHHOMY
pPEUTHUHTY.

«HEYHOOBJICTBOPUTCIIBHO»

Crynent HaOpan 54 unu MeHee
0aJUI0B 110 HAKOIUTEIBHOMY
pEUTHHTY.
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8. YueOHo-MeTOoAuYecKoe 1 MH(OPMAIITUOHHOE 00ecTiedyeHue U CIIUTIITUHbI
8.1. O6s13aTesbHas JUTEpPaTypa

Tun (yueOHuK, yueOHOe

KoJsinmuecTBO B

Ne nocooue, yuedHo- Hay=nou
wn ABTOPBI, COCTABUTEJIH 3ar;iiaBue (3aroJji0BoK) METOIHUECKOE OCOBHe, TI'ox u3nanus oudamoTeke /
HPAKTHKYM, 1Pp.) HaumenoBanue
IbC
1 | Tenraiikun E.A. [IpoexTupoBanue ceTeBoit YyeOHoe nmocodue 2020 O9BC
uHppacTpyKTYypbl. OpraHu3arus, «JlaHb)
MIPUHIIMIIBI TTOCTPOSHUS U
(yHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH.
JlaGopaTopHbIie pabOThI
2 | Hemumos JI.H. OCHOBBI 3KCIUTYaTallMM KOMITbIOTEPHBIX Y4eOHuk 2019 OBbC
cerel «IPRBooks»
8.2. lonotHuTEIBHAS JIATEPATYPa
Tun (yueOHHK, yueOHOE KOHH%CTEO B
Ne nocodue, yue0Ho- Hay=Hon
ABTOpBI, COCTABUTEIH 3arsiaBue (3aroJioBOK) I'op u3panus Ondmorexe /
n/n MeTOoanYecKoe mocoome,
HPAKTHKYM, 1Pp.) HaunmeHoBaHue
> IbC
1 | MIO. Ceprees, KomMmnerotepHsie cetu [IpakTukym 2019 9bC
T.M. Cepreesa, «IPRBooks»
C.A. OneltHuKOBa
2 | Kopran H.M. KommnbroTepHbie ceTu VY4aebHOe mocobue 2019 3BC
«IPRBooks»
3 | bepmun A.H. TenexkoMMyHHUKAaIIMOHHBIE CETH U VY4aebHOe mocobue 2020 3BC
YCTPOMCTBA «IPRBooks»
4 | 3amka A.A. JlokanbHBIE CETH U UHTEPHET VYuebHoe mocobue 2020 OBC
«IPRBooks»
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8.3. Ilepeuenb mpodgeccHoHATBHBIX 0a3 JaHHBIX U MH(POPMALMOHHBIX CHPABOYHBIX
cucTeM
— Mdepepanbusbiii nopran «Poccuiickoe oopazoBanue» http://edu.ru/

— O6pasoBanue u Hayka : kypHan https://www.edscience.ru/jour

— EDUTAINME - Oynymee o0pa3oBaHuss M TEXHOJOTMH, KOTOPbIE €r0 MEHSIOT
http://www.edutainme.ru/about/

8.4. [lepeuenb nmporpaMMHOro odecrneyeHust

Ne Hammenopanne IO PexBU3UTHI L[OFOB?pa
n/n (nata, HOMep, CPOK JAeHCTBHUA)
1 | Windows XP Horosop Ne 690 ot 19.05.2015r., cpok
JIeNCTBUS — OECCPOUHO
2 | Microsoft Office Standart JHorosop Ne 690 ot 19.05.2015r., cpok
neiictBust — Geccpouno; orosop Ne 727
or 20.07.2016r., cpok geWcTBUS —
0ecCpovHO
3 | Canonical Ltd Ubuntu Bepcus 14.04 Jlunensuss GNU GPL
4 | npoekt Debian Debian GNU/Linux JInnensus GNU GPL
Bepcus 8
5 | IIpoekt Fedora Fedora Bepcus 23 JInuensus GNU GPL

8.5. Onucanne MaTepHaJbLHO-TEXHHUYECKOH 0a3bl, HEOOXOAMMOM JJs OCylIeCTBJIEHUsI
00pa30BaTeILHOIO MPoIEecca MO TUCHUIINHE

HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0MHETOB, JIa0opaTopHuii, MACTEPCKHUX H JIP.

Ne 00bEeKTOB VIl NPOBeeHUs MPAKTHYECKUX H Ilepeyenn ocHOBHOTO
n/n JIA00PATOPHBIX 3aHATHH, IOMEIICHUI 1JIs1 odopynoBanus
CaMOCTOSITeIbHOM padoThl 00y4aroIuXcs
(HOMep ayIuTOpHH)
KommbrorepHsrit kinace. Yuebnas aynuropus aist | [lepeHOCHOM TpOeKTOp, IKpaH, CTOJBI
IIPOBEJICHUS 3aHATUH JIEKIIMOHHOTO TUIIA. KOMIIBIOTEPHBIE, CTOJI
VYyeOHast ayuTOpus AJIsl IPOBEACHUS 3aHATHI MpenoJaBaTeNIbCKU, CTYyIbs, 10CKa
CEeMHUHApPCKOro THUMa. Y4yeOHas ayAuTOpHs JUIs ayautopHas (MapkepHas) — 1K ¢
MPOBEACHUS JTa0OPaTOPHBIX paboT. YueOHas BBIXOZIOM B ceTb MHTEepHET
{ | @yRuTOpHA [T KypCOBOIO NPOCKTHPOBAHHUS
(BBITIOJIHEHHUS KYPCOBBIX paboT). YueOHas
ayJUTOPHS IS IPOBEACHMSI TPYIIIOBBIX U
WHIUBUAYAIbHBIX KOHCYJIbTAUN YueOHas
ayIUTOpHS AJIs IPOBEACHUS 3aHATHI TEKYIIETO
KOHTPOJIS U TpOMeXyTouHoM artectanuu. (YJIK-
203)
Komnerorepubiii  kmacc.  [lomemenne st | CTosl YUYEHUYECKUE, CTYJbS
caMoCTOsITeNIbHONH paboThl. YuebHas ayautopus | yuenudeckue, IIK ¢ BbIxomom B ceTb
JUIsL TIPOBECHMS 3aHATHUN CEeMHHAapcKkoro Ttuna. | MHTepHer.
VYuebHas ayuTopus JUISL KypCOBOTO
2 | IpOEKTHPOBaHUS (BBITOJHEHHUS KYPCOBBIX padoT).

VYuebHas ayauTopus AJsl IPOBEACHUS TPYIIOBBIX
U WHIMBUIYaJbHBIX KOHCYyNIbTaluh. YyeOHas
ayIUTOpHUs Ul TPOBENEHHUS 3aHATHH TEKYLIETO
KOHTPOJIS ¥ TpoMexyTouHoii arrectaruu (I'-401)
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