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1. e ocBoeHMsI JUCUMIIIHHBI

HucuumimHa «be3onacHOCTh KOMIBIOTEPHBIX CeTei» obecrnednBaeT NMpHOOpeTeHne
3HAaHUM M YMEHHH B OOECIeYeHHH OEe30MacCHOCTH BBIYMCIUTEIBHBIX CETEeH, COAEHCTBYeET
(OpMHPOBAHUIO KPUTUYHOTO M CHUCTEMHOTO MBIIUICHUS; HAalpaBleHa Ha U3y4YeHHe
COBPEMEHHBIX CTaHIApTOB obOecrieueHus MH()OPMAIMOHHON O€30MacHOCTH, MPOrPaMMHO-
anmapaTHbIX METOJOB U CPEICTB 3alIMTHl MH(OPMAIMM, KPUTEPHEB OLIEHKH OOecreueHHs
0e30macHOCTH HH(POPMAIIMOHHO-TEXHOJIOTHYECKUX CUCTEM U CETEH.

Lenbto ocBOeHUS y4eOHOW JWUCHMIUIMHBI SBJSIETCS HW3yYEHHE IPOTPaMMHO-
anmapaTHBIX METOJOB W CPEACTB 3alluThl HH(pOpMmanuu, obecredeHuss Oe30MacHOCTH
MH(POPMALMOHHO-TEXHOJIOTHIECKUX CUCTEM U CETEH.

B pesynbpraTe u3ydeHus: JUCUUIUIMHBI CTYACHTHI JOJDKHBI 3HATH:

* TEXHOJIOTMH OOHAPYKEHUSI KOMIIBIOTEPHBIX aTaK U UX BO3MOXHOCTH;
* OCHOBHBIE YS3BUMOCTH U TUIIOBBIE aTAKH Ha COBPEMEHHBIE KOMIIBIOTEPHBIE CUCTEMBI;

* BO3MOXHOCTM U OCOOCHHOCTH HCIIOJIb30BaHMS CIEHHUATN3UPOBAHHBIX MPOrpPaMMHO-
annapaTHbIX CPEJICTB MPH MPOBEJCHUN ayuTa HHPOPMALIMOHHONW O€30M1aCHOCTH;
* METOJIBI 3aILUTHl KOMIIBIOTEPHBIX CETEH;
* KIaccu(UKauuo U OOLIyI0 XapaKTEpUCTUKY CETEBBIX MPOrpaMMHO-aIlNapaTHBIX CPEJCTB
3alUThl HHPOPMALINY;
* OCHOBHBIE IIPUHIUIBI JMUHUCTPUPOBAHUS 3alIUILEHHBIX KOMIIBIOTEPHBIX CUCTEM;
* 0COOCHHOCTH peaJM3allid METOAOB 3alIUThl MH(OPMAIMM COBPEMEHHBIMH MPOrpPaMMHO-
anmnapaTHbIMU CPEICTBAM.

2. Mecto aucunmimabl B ctpykrype OIIOII BO

JIMCIUIITMHBL ¥ IPAKTHKH, HA OCBOEHUH KOTOPBIX 0a3upyeTcs AaHHAs TUCIMILIIMHA!
- OcHOBBI ynpaBJeHUs: UHPOPMALMOHHON O€30MaCHOCTHIO;

- [IporpammHO-anmapaTHbie CPEACTBA 3AIUTHI HHPOPMAIUH;

- AyIuT 3alUIIEHHOCTH UH(OPMAIIMOHHBIX CUCTEM.

I[I/ICI_II/IHJII/IHBI U NPAaKTUKH, IJId KOTOPBIX OCBOCHUC HaHHOﬁ JUCHUITIIMHBI HCOGXOI[I/IMO
KaK IpeIIIeCTBYIOIIEe:
* MOHUTOPHHT COOBITHII HHPOPMALIMOHHOM O€30M1aCHOCTH;

* Texauueckas 3amuTa HHPOPMAITUH.

3. [InanupyemMble pe3yJibTaThl 00y4eHHUs

®opmupyembie U Nuaukaropsl
KOHTPOJIMpyeMble AOCTHKEHUS Ilnanupyemble pe3yabTaThl
KOMIIeTEeHI[UU KOMIIeTeH Uil o0yueHust
(Ko ¥ HANMEHOBAHUE) (Ko ¥ HANMEHOBAHUE)
[K-3 [IK-3.1 Ucnonp3yeT NpUHIKIB K 3HaTh:
Cnoocoben OLICHUBATH YI'PO3bI METOBI HpOTHBOHeﬁCTBHﬂ - IPpUHIHUIIBI U METOABL HpOTHBOHeﬁCTBHH
Oe3onacHoCTH HH(pOpMATUU HECAHKIIUOHUPOBAaHHOMY HECaHKIMOHUPOBAHHOMY HH(POPMAIIHOHHOMY
OICpallMOHHBIX CUCTEM U cereit I/IH(l)OpMaL[I/IOHHOMy BOSHGﬁCTBHm B03ﬂeﬁCTBH}O Ha BBIYHUCJIIUTCIIBHBIC CUCTCMBI
Ha BBIYHUCIUTCIIBHBIC CUCTCMBI U " CUCTEMBI IE€pEiavn I/IH(bOpMaLII/II/I
CHCTEMBI Nlepesiau HHPOpMaLuK




®opmupyemble H
KOHTPOJIMpyeMble
KOMIIeTEeHIIUH
(Ko ¥ HANMEHOBAHUE)

HNuauxkaropsl
JOCTHKEHHS
KOMIIEeTeHI N
(Ko ¥ HANMEHOBAHUE)

I[lnanupyembie pe3ybTaThl
o0yueHust

VYMmerTh:

- OCYIIECTBIIATh MEPHI MPOTHBOICHCTBUS
HapyIIEHUSIM CETeBOH 0E30IaCHOCTH C
HCIOJIb30BaHUEM PA3JIMYHBIX IPOIPAMMHBIX U
amnmapaTHbIX CPE/ICTB 3alHTHL

Bnanets:
- HABBIKAMH BBUIBJICHHS U YHUUTOKCHUS
KOMITBIOTEPHBIX BUPYCOB

TIK-3.2 ITpumensier Mepsl
MIPOTUBOJICHCTBUS HapYIICHUSIM
ceTeBoil 6e301acHOCTH C
HCII0JIb30BAHUEM Pa3JIMYHBIX
HPOrPaMMHBIX ¥ amapaTHbIX
CPEZICTB 3allUTHI.

3HaTh:
- CpejIcTBa 3alIuThl HHHOPMALIUH,
(YHKIIMOHAT, HACTPONKH

YmeTb:
- IPUMEHATH U npoektupoBath C3U1

Bnanets:

- -HaBBIKAMH Pa3pabOTKH, TOKYMEHTHPOBAHUS
BBIYUCIUTEIIBHBIX CETEH C yIETOM
TpeOoBaHMI IO 00ECTICYCHUIO
nH(pOpMaIMOHHOM 6€3011acHOCTH

[IK-3.3 JlemoHCTpHpYET BiIageHUE
METO/IaMH KOJIMYECTBEHHOTO
aHaJIM3a MpOoLEeCcCcoB 00padOTKH,
MIOWCKa ¥ IIepenadn nHdopmanuu
1 HaBBIKAMH Pa3paboTKH,
JOKYMCHTHUPOBAHUA
BBIYHCIIUTEIBHBIX CETEH C y4eTOM
TpeOOBaHUH IO 0OECTIEYCHUIO
nH(OPMAIMOHHOW 0€30MacHOCTH

3HaTh:
- MaTeMaTHYEeCKHE METOMbI 00paboTKH
IKCIIEPHUMEHTANIBHBIX JAHHBIX

VYMeTh:
- HCIIOJIb30BaTh MATEMAaTUYECKUE METOIBI U
MOOCIH OJIA pemeﬂuﬂ l'lpI/IKJ'[alIH]:IX 3axa4,

Bnanets:

-MEeTOaMH KOJIMYECTBEHHOTO aHAII3a
MpoIIecCOB 00pabOTKH, MMOUCKA U TIepeIadn
“HpOpMAIHN




4. CTpyKTYypa M coJep:KaHue TUCHUIIMHBI

Moayas (pa3aen)

Bun
yueOHoit
padoThbI

HanmMmenoBanue TeM 3aHATHH
(y4eOHoii padoThI)

Cemectp

O0beMm, .

Baaabl

HNHuTepakTus,
q.

®opMbI TEKYILIET0
KOHTPOJIA
(HauMeHOBaHMe
OLICHOYHOI'0
cpeacTBa)

Monyns 1

Jlex

Tema 1 DBomONMs KOMITBIOTEPHBIX CeTel
1.BeruncnurensHas U
TEJIEKOMMYHUKAIIMOHHAs  TEXHOJOIHU.
2.CucTeMsbl TakeTHOI 00paboTKH.
3.MHOroTepMUHaJIbHbIE  CHCTEMbl —
npoobpa3 cetu. IlepBbie KOMIIBIOTEPHBIE
cetu. [lepBrie rmobansHbIe ceTH. [lepBbie
JoKanbHble ceTd. KoHBepreHnus cereil.

4. O0mI¥e IPUHIHUIIEI TOCTPOEHHS ceTeil

Monyns 1

Ip

Tema 1 DBoOLUS KOMIIBIOTEPHBIX CETEH
Co3aHne 3alMIICHHBIX CETMEHTOB IPU
pabore B cetu Wntepuer c
HCIIOJIb30BAHUEM MEKCETEBBIX IKPAHOB.

OTueT no NpaKTUYECKOMY
3aHATHIO Nel

Monyns 1

Cp

Tema 1 DBomONMs KOMITBIOTEPHBIX CeTel

Monyis 1

Jlex

Tema 2 ApxurexkTypa U CTaHAAPTU3ALMS
cereit

2 TIpoToKoi u CTEK MPOTOKOJIOB.

3. Mogens OSI. CrangapTusanus cerei.
4.Ilonsarue OTKPBITOHN CHUCTEMBI.
5.CrangapTu3anus WnTtepuera.
6.CranapTHbIC CTEKH
KOMMYHHKAIIMOHHBIX IIPOTOKOJIOB

7. Knaccudukanusi KOMIBIOTEPHBIX CeTeH
8.City>x0bl KaTauaoros.
9.06mue  cBemeHUs O
kataigoroB.  10.CtpykTypa
LDAP.

11.Cucrema eamHOro BXOJa B CETh Ha
ocHoBe npoTtokoia Kerberos.
12.Co3manme  eIMHOTO  TPOCTPAHCTBA
6e3onacHocTH Ha Oaze Active Directory

ciryx6ax
Karajaora

Monyis 1

Ip

Tema 2 ApxurexkTypa U CTaHAAPTU3ALMS
ceTei

[Mpumenenne CIEIMATN3UPOBAHHBIX
cpeact opraam3aimu VPN Ha mpumepe

OTYeT Mo MPAKTHYCCKOMY
3aHATHIO Ne2




VipNet

Monymns 1

Cp

Tema 2 ApXxuTeKTypa U CTaHAAPTU3ALML
ceTe

Monyns 1

Jlex

Tema 3 TexHOJOTUM JIOKAJILHBIX CeTed U
Internet

1. TexHoMOrMM JIOKAJIBHBIX CETEH Ha
paznensiemoii cpene.

2.00mas  xXapakTepHCTHKa IPOTOKOJIOB
JIOKQJIBHBIX CETEH Ha pa3liesieMoil cpere.
3.CrangapTHas TOTIOJIOTHS u
pasmensemast cpema. CraHgapTH3anus
IPOTOKOJIOB JIOKANBHBIX cereid. Ethernet
co ckopocthto 10  MoOur/c  Ha
pasznensemoii cpene.

4.MAC ampeca. dopmarel  KagpoB
texHosoruu Ethernet.

S.JlocTyn K cpele W nepenada JJaHHbBIX.
BoznukHOBeHHE KOJUTH3HH.
6.Crienukanmu  GuU3NIEeCKOd  Cpempl.
7.MakcumanbHas — IIPONU3BOIMUTEIBHOCTH
cetu Ethernet.

8.Texnomornu Token Ring u FDDL
9.becnipoBoanbie snokanbHble cet IEEE
802.11. TIpoGiiemsr u obmactu
MIPUMEHEHHs OECHPOBOAHBIX JOKAIBHBIX
cereit

10. Kommyrtupyemsie cetu Ethernet.

11.dynexcHblit pexumM paboTEHL.
12.Xapaxrepuctuku
IIPOU3BOAUTEILHOCTH KOMMYTaTOPOB.

13.Cxopoctabie Bepcun Ethernet. Fast
Ethernet. Gigabit Ethernet. 10G Ethernet.
14.ApxuTeKTypa KOMMYTaTOPOB

Monymns 1

IIp

Tema 3 TexXHONOrHMHU JIOKAIBLHBEIX CETEH U
Internet
Hactpoiika komMmyTaTopa

OT4er Mo MPaKTUIECKOMY
3aHATHIO No3

Monymns 1

Cp

Tema 3 TeXHONOrUHU JTOKAIBHBIX CETCH U
Internet

Monymns 1

Jlex

Tema 4 CereBoe ympasienue B [P-cetsix
1.bazoBsie mpoTokonsl TCP/IP.

2.ITopThl U COKETHI.

3.IIporoxon UDP u UDP-gelitarpammsl.
4.IIporokon TCP u TCP-cermenTsI

5. Tpancnanus ceTeBbIX aJpecoB
6.Anpecaisi B CTEKE  NPOTOKOJIOB




TCP/IP

7.ApPXHTEKTYypbl ~ CHUCTEM  YNpPaBICHHS
CETSMH.

8.IIpotoxon SNMP.

9.I1poroxon DHCP.

Monyis 1

Ip

Tema 4 CereBoe ynpasnenue B [IP-cersix
Cospnanue KOMMYTUPYEMOH CeTH.
VYnpasnenue kommyratopoM uepes WEB-
uHTepQeic. NzyueHue TabJIHIL
KOMMYTAIHN.

Anpecanus KaHaJIbHOTO ypoBHA. MAC-
azpeca. [locTpoeHne 0 JHOPaHTOBOH CETH

OT4eT N0 NPaKTUIECKOMY
3aHsATHIO Ned, 5

Mogyns 1

Cp

Tema 4 CereBoe ynpasienue B IP-cetsix

Monyns 1

Jlex

Tema 5 IIpoGnembl (yHKIHOHHPOBAHHS

MEKCETEBBIX 3KPAHOB.

1.06mas xapakrepuctuka MCD u ux

(hyHKIMOHAIIBHBIC CBOHCTBA.
2.IIpob6aeMsl pa3paOboOTKH W BHEIPEHHS

MCD.

3.Pons MCD npu peanusanuu aTak

4. Ounetpanus mnaketoB. Kpurepun u

npaBwia GpuUIbTpaLN

53agaum  WUBb mpu  BeIOOpe W

sKkcIutyatanua MCD

6. 1110361 IPUKIIATHOTO YPOBHS

7. Kontponme  HTTP-tpaduka u

JJNIEKTPOHHON MOYTHI.

8. Hammcanwe mpaBmin QuisTpamnuy,

BO3MOXHOCTH TI0 aHAIN3y COAEPKUMOTO.

Monymns 1

IIp

Tema 5 IIpobnembl (HyHKIHOHHPOBAHHS
MEKCETEBBIX 3KPAHOB.

Apnpecanust  cereBoro  ypoBHs.  IP-
anpecarus. PopMupoBaHUe oACETeH
TpaguunoHHas TEXHOJIOTUS NAT.
ba3oBast TpaHCISIUSL CETEBBIX apPECOB.
TpaHcsnus CEeTEBBIX aAPECOB U OPTOB

OTYeT Mo NPaKTHYECKOMY
3aHATHIO Ne6,7

Monymns 1

Cp

Tema 5 IIpoGiembl (yHKIHOHHPOBAHHS
MEKCETEeBBIX IKPAHOB.

Monymns 1

Jlex

Tema 6 OOHapyXeHHE KOMIBIOTEPHBIX
aTak

1.IlonsaTHe W KiaccudUKamus aTak Ha
KOMIIBIOTEPHBIE CETH.

2. OcCHOBHBIC THIIBl CETEBBIX aTak.
3.CpencrBa peanu3anuu aTak.




4 MexaHU3Mbl THUITOBBIX arTak,
OCHOBAaHHBIX Ha YSI3BUMOCTSAX CETEBBIX

MPOTOKOJIOB.
5.ATtaky Ha CeTeBbIE CITYKOBI.
6.Atakn c HCTIONb30BaHUEM

MPOMEKYTOUHBIX Y3JIOB M TEPPHTOPHUIA.

7 Kanamel yreukm uHbOpPMAmuMM W3
KOMITBIOTEPHBIX CUCTEM

8.Texnonoruu oOHapyKeHHs
KOMIBIOTEPHBIX aTaK M UX BO3MOXKHOCTH.
9.IlpsiMble U KOCBEHHBIE NPHU3HAKH ATaK.
10.Metonpt oOHapyXeHUs aTak.
11.CurnatypHblif aHaM3 U 0OHApYKEHUE
aHOMaJIui.

12.Knaccudukanus CUCTEM
oOHapyxeHus atak (COA).

13.CereBble u Y3JI0BbIE COA.
14.TpeboBanus, npenbssisemsie kK COA.
15.Crangaprusaius B obnactu
OoOHapy>KEeHU aTak.

16.  Apxurektrypa COA. TumoBas
apxurektypa COA B cocTaBe ceHcopa,
MOZYyJsl ~ YNpaBIEHMs,  aHAIM3aTopa,
Habopa MPOTOKOJIOB B3aMMOJCHCTBHUS U
CpEICTBA pearupoBaHus. DKCILTyaTalus
COA. Bapumantsl pasmemenus COA.
Pa3zmemenne CEHCOpOB COA.
PearupoBanmue Ha HMHIUICHTHL.
[Ipobnemsl, cBsazanHbie ¢ COA.

Monyis 1 IIp Tema 6 OOHapyXeHHE KOMITBIOTCPHBIX OT4eT N0 NPaKTUYECKOMY
aTak 3aHATHIO Ne§
MogenupoBaHie KOMIBIOTEPHOU aTaku

Monymns 1 Cp Tema 6 OOHapyXeHHE KOMIBIOTCPHBIX

aTakK




Moayas (pa3aen)

Bun
y4eOHoi
padoTsI

HaumenoBanue TeM
3aHATHH
(y4eOHOI1 padoTHI)

Cemectp

Oo0beMm, 4.

Banabl

HNHuTepakTus,
4.

DopMbI TEKYLIET0
KOHTPOJIsA
(HauMeHOBaHM e
OLICHOYHOI0
cpeacTBa)

Monyns 2

Jlex

Tema 7 HNudopmanmonnoe
HIPOTHBOOOPCTBO

1 .Monsrne
BOMHA”.

2. Tlonste ‘“‘nHpOpPMAIIOHHOE
opyxue”.

3.®opmMbl MHPOPMAIIMOHHOTO
poTHBOOOPCTBA

4. KoMObIOTEpHBIH IIMHOHAK,
KaKk  CIEJCTBHE M  CHOCOO
MH(OPMALMOHHOTO
HPOTHBOOOPCTBA.

5.Mogenp aTak THIa ‘“‘Mackapan’.
6.00Hapy)xeHHE  aTaKk  THIa
“mackapan’

“uropManoHHAS

Monyns 2

IIp

Tema 7 HNudopmanmonnoe
TIPOTHBOOOPCTBO
OOHapyKeHHEe  aTaku
Mackapaz. 3amuTa

THIIa

OTYer Mo MPaKTUIECKOMY
3aHATHIO Ne9

Monyns 2

Cp

Tema 7  UndpopmannoHHoe
TPOTUBOOOPCTBO

Monyms 2

Jlex

Tema 8 OcHOBHBIE TEXHHYECKHE
MOJIeNIU obecnieyeHust
nH(pOPMAIMOHHOH Oe30ImacHOCTH
B UTC

1 Lenp u 3amaun obecrieueHuUs
Wb nsc.

2.Mogens ciyx6 obecreueHus
b ngc.

3.Pemenne 3amau obecrieueHus
Wb — pacnpenenéHHble CUCTEMbI
4.3amura TONOJOTHUH CEeTH
5.AGoHenTckoe  1mmdpoBaHue.
6.BupryanbHbple uacTHBIC CETH.

Monyns 2

IIp

Tema 8 OCHOBHBIE TEXHHUECKHE
MOJIETH obecniedeHust
HH(POPMAIIMOHHOW 0e30MacHOCTH
B UTC

OTYeT No NPaKTHYECKOMY
3aHsaThio Nel(




Pazpabotka  Momenun  ciyxk0
obecnieuenus Ub nBc

Momymns 2

Cp

Tema 8 OCHOBHBIE TEXHHUYECKHE
MOJIEITH obecrieueHus
HH(POPMAIIOHHOW 0e30MacHOCTH
B UTC

Monyis 2

Jlex

Tema 9 IIpuHIMIIBI aPXUTEKTYPBI
6e3omacHocTu B Internet-cetu

1. IlpuHIMOBI ~ ApXUTEKTYpHI
6e3onacHoctH [SO.

2 Ipuatmmst APXUTEKTYPHI
6e3onmacnoctn DOD.
3.IIpunnumnst apPXUTEKTYPbI
6e3onacHoctu Internet (IETF).

4. PexoMeHmanuu IETF o
HCTIONB30BAHUIO  CIIOCOOOB U
cpeactB obecneuenuss Wb B
Internet-cetu (comepxaHue
APXHUTEKTYPBI 0e30macHOCTH
Internet)

Monyns 2

Ilp

Tema 9 IIpuHIMIIBL APXUTEKTYPBL
6e3onacHocTH B Internet-cetu
3ammra CeTeBOro YyNpaBieHUs U
CeTeBOM ayTeHTU(UKALUU

OT4er 10 NPaKTUYECKOMY
3auaTHio Nel |

Momyns 2

Cp

Tema 9 IIpHHIUIIBI APXUTEKTYPHI
6e3omacHocTH B Internet-cetu

Monyns 2

Jlex

Tema 10 OcHOBHBIE IPUHIMIIBI U
coJiep)KaHue TOIOJIOTMUECKHUX
(3arpaguTeNbHbIX) CHUCTEM
obecneuenus b

1.3amaun, pemaemsle NAT-
monyisivu u CO.

2.NAT-Moaynmu W KaK CHCTEMBI
pacro3HaBaHUs 00pazos..
3.Hanuuue NIPUHIUININAILHON
B0o3MOkHOCTH NAT-Momyneit st
pacrio3HOBaHMS aTak
4.OCHOBHBIE MIPUHIIMIIBI "
conepkanne NAT

Monyns 2

IIp

Tema 10 OcHOBHBIC IPUHIUTIBI U
coJiepiKaHue TOIOJIOTMYECKHUX
(3arpauTeNbHBIX) CHCTEM
obecnieuenus b

Hcnonw3oBanue Nat moaynei

OTYeT Mo MPaKTHYECKOMY
3aHsaTuo Nel2

Monyns 2

Cp

Tema 10 OcHOBHBIE TPUHIUIIBI U
COJICpJKAHME  TOHOJIOTUYECKHX




(3arpaguTeNbHbIX) CUCTEM
obecneuenus b

Momymns 2

Jlex

Tema 11 3ammra cereBoro
Tpaduka ¥ KOMIIOHEHTOB CETH
1.3amuTa KOMIIOHEHTOB CETH OT
HCA.

2. be3omnacHOCTh pecypcoB CeTH:
cpeicTBa  MACHTHOHUKALUM U
ayTeHTH(UKAINH, METO/BI
pasnencHust pecypcos "
TEXHOJIOTUHI pasrpaHUYeHUsS
JIOCTYyTIA.

3.OnexTpoHHast nudpoast
HOAIIICH u MaKeTHOE
mppoBaHue.
4.Kpunrorpapuueckue ceTeBble
IPOTOKOJBI. Ynpasnenue
KITFOYaMHI

Momyms 2

IIp

Tema 11 3ammra cereBoro
TpaduKa ¥ KOMIIOHCHTOB CETH
PazpaboTka METOZOB 3alIHUTHI
JIBC or HCJ]

OTYeT Mo NPaKTHYECKOMY
3aHaTHo Nel3

Monyns 2

Cp

Tema 11 3ammra ceTeBOro
TpaduKa ¥ KOMIOHEHTOB CETH

Momyns 2

Jlex

Tema 12 CpenctBa MHOBBIICHHS
HaJISKHOCTH (DYHKIIMOHUPOBAHHUS
ceTeit

1.3amura oT cboeB
JJIEKTPONHUTAHUS, AIIapaTHOTO U
MPOrPaMMHOTO obecrieueHus.
2.KoHTpons u pacmpeznerneHue
HAarpy3Kd Ha BBIYHCIUTEIBHYIO
ceThb

3. @usnueckas 3amura JIBC.
ConeprkaHue MepONpUsITHIA
4.PazpaboTka KITUCHT-
CEpPBEPHBIX  NPHIOKEHUH  C
3JIEMEHTAMH 3aIUTHI.
5.Pa3paboTka OPHIOKEHUS IS
ayTeHTH(UKALUK TOoJIb30BaTeseit
Ha OCHOBE cepTH(UKATOB

Monyns 2

Ilp

Tema 12 Cpencrsa MHOBBILIECHUS
HaJISKHOCTH (DYHKIIMOHUPOBAHHUS
cerei

Pa3paboTka KIMEHT- CepBEpHBIX
MPUIOKEHUH € 3JIeMEHTaMH

OT4er Mo NpakTHYECKOMY
3aHaTHio Nel4




3aIUTHI.

Monymns 2 Cp Tema 12 CpencTBa MHOBBIICHHS
HaJIKHOCTH ()yHKIIMOHUPOBAHHUS
cere

Monyns 2 Jlex Tema 13 Cern Wi-Fi
1.ITocTpoeHue mnOKaIbHOW CeTH
HeOoupIoro oguca Ha OCHOBE
TOYEK JOCTyIa U OeCrpOBOAHBIX
a/1anTepoB.

2. Hactpoiika TOYKH OOCTyNa H
0ecnpOBOIHBIX aTaNTEPOB.
3.WEP-nm¢ppoBanne u  ero
HEJIOCTATKH.

4. WAP-mmmdposanue. Craboctu
QIrOPUTMOB  IMppoBaHUsS Ha
ocHoBe WAP.

5.Metoasl CKPBITHS
uneHTudukaTopa OGecIpoOBOIHOM
TOYKH JIOCTYTIA.

Monyns 2 IIp Tema 13 Cern Wi-Fi OTuer Mo MpPaKTHYECKOMY
amura TOYEK JIoCTyTa, 3aHsATHIO Nel5
HACTPOWKH, KOH(UTYpUPOBaHHUE,
METO/IbI B3JIOMa

Momyns 2 Cp Tema 13 Cern Wi-Fi

Monyis 2 Jlex

Tema 14. CpencrBa 3amuThI
nporokona [P. 3amwmra IP-
nakeroB ¢ nomoupso IPSec.
3armura WEB. [TpoToxosbt
SSL/TLS. TIporokon
3aIIUIIEHHBIX INEKTPOHHBIX
Tpan3akiuii SET

1.CpencTBa 3amUTHl IPOTOKOINA
IP.

2.IP-naketoB ¢ momouipto IPSec.
3.0cHOBHBIE 3a/lauy, pellacMble
IPSec.

4.0OcHoBHble  cepBuchl  [PSec.
5.TpaHCIIOPTHBIN W TYHHENbHbIN
pexumsl [PSec.

6.3amMIneHHBIe CBA3M M WX
TapaMeTpel.

7.®opmat rnakera ESP.
8.Ynpasnenue kmoyamu B [PSec.
9.I1poTokomn Oakley.




10.0cobeHHOCTH ~ TIPUMEHEHHUs
MPOTOKOJIA [Psec.
11.Mcnonp30BaHne MPOTOKOJIA B
MapIIpyTH3aTopax u
(aitepBonax.

12. Opranu3zanus
JEMIINTOPU30BAaHHBIX 30H Ha
OCHOBe npoTokoJa I[Psec.

Monyns 2

Ip

Tema 14. Cpexacra 3alIUTHI
nporokona IP.  3ammra IP-
nakeroB ¢ 1niomompro  IPSec.
3ammra  WEB.  IIporokomst
SSL/TLS. IIporokon
3aIUIIEHHBIX DJIEKTPOHHBIX
tpan3akuuii SET

3ammra cereBoro Tpaguka C
HCTIONB30BaHUEM MIPOTOKOJIA
IPSec

OT4yeT Mo NMPaKTHYECKOMY
3aHATHIO Ne16

Monyns 2

Cp

Tema 14. CpexactBa 3aIUTHI
nporokona IP. 3amwmra IP-
makeroB ¢ momomeo  IPSec.
3amura  WEB.  IIpoTtokosst
SSL/TLS. IIporokon
3aLUIICHHBIX 3JIEKTPOHHBIX
tpan3akuuii SET

Monyns 2

Jlex

Tema 15 Opranuzanus
BHUPTYaJIbHBIX YaCTHBIX CeTEeH
1. 3apaun, pemaemsie
VPN
2. TynsenupoBaHue B
VPN
3.  3ammra JaHHBIX Ha
KaHAIEHOM YPOBHE
4. 3amuTa JaHHBIX Ha
CETEeBOM YPOBHE
5. 3ammra Ha
TPAHCIIOPTHOM YpPOBHE

Momyns 2

Ip

Tema 15 OpraHu3zanus
BUPTYaJbHBIX YAaCTHBIX ceTeil
Oprammsanmss VPN cpencrBamu
mpotokona SSL B Windows
Server

OT4YeT Mo MPaKTHYECKOMY
3ansTHIO Nel7




Monyns 2 Cp Tema 15 Opranu3zanus 6
BUPTYaJIbHBIX YACTHBIX ceTeil
Momymns 2 Jlex Tema 16 TexHomoruun 2
TEepMHUHAIBEHOTO JOCTYIa
1 OO6mue cBeneHus o
TEXHOJIOTUHI
TEepMHUHAIBHOTO
JoCTyma
2 Hacrpoiiku cepepa
MSTS
3 Hactpoiiku npoTtokoina
RDP
Monyns 2 IIp Tema 16 TexHonoruun 2 OTuer Mo MpPaKTHYECKOMY
TEPMHUHAIBHOTO 1OCTYyIa 3aHaTHO0 Nel§
Hactpoiika BUpTYyaabHOH CeTH
Monyns 2 Cp Tema 16 TexHonorun 6
TEePMUHAITBEHOTO JOCTYIa
K IlonroroBka K 5K3aMeHy 35,65
ITA Crnaua Dx3ameHa 0,35 Bormpocsl k 9k3aMeny

Hroro:

216




5. O6pa3oBaTe/ibHbIE TEXHOJIOTHHU

TexHonorus ®Dopmbl 00yUeHuUs MeTto161 00yUeHHUS
TexHosorus TPAAMUMOHHOIO | Jlekuus. Harnsnnasle,  cinoBecHsle,
o0ydeHusi — opranmszanust ydeOHoro | [Ipaktudeckoe 3aHATHE. | MPAKTUYECKHE.
mpouecca B By3e, OcHOBaHHas Ha | CamocrosiTenbHas
JIEKIIMOHHO-CEMUHAPCKO-3aUeTHON pa0ora.
dhopmax oOyueHus NunuBuyansHOE

JIOMAIIIHEee 3a/1aHue.
TexHosnoruss MoayabHoro ody4denus | Jlekuus-koHcynpTanus. | PemeHne  cUTyallMmOHHBIX
— opranuzanus yuyebHoro mporecca | CemuHap c | 3amau.
TUIS MOJTHOTO OBIIAJICHUSI | UCTIONBb30BaHNEM MeTofa | [Ipe3eHTalnoHHbIN METO/.
coJiepKaHuEeM 00pa3oBaTeNbHBIX | aHAIN3A KOHKpeTHBIX | CaMocTosiTeNbHas padoTa.
MpOrpaMM Ha OCHOBE HE3aBHCHUMBIX | CHUTYaIlHil. Koncynprarnms.
y4eOHBIX ~ MOAyJe ¢  y4eToMm WunuBuayanbHas pabora.
WHAUBUAYAIbHBIX ~ WHTEPECOB  H
BO3MOKHOCTEHN CyOBEKTOB

O6p330BaTeJ'IBHOFO Iponeccca.

NudopManuOHHbIE TEXHOJIOTHM —

crenraibHbIE CIIOCOOBI,
MporpaMmMHBbIE u TEXHUYECKUE
cpenctBa  (KMHO, ayauo — U

BHJICOCPE/ICTBA, KOMIIBIOTEPHI) IS
paboTHI ¢ HHPOPMAITHEH

Jleknus-npecc- [Ipe3eHTaOHHBIN METO/.
KOH(EpEeHIIHUS.

Busyanbnas nexuusi.

DopMbl U METOIbI 00YUEHHUS

JucTaHIIHOHHOE 00y4YeHHne

CereBasi TeXHOJIOTMSI — HU3yueHHE Kypca (yueOHOM
JTUCIUIUIMHBI) TOCPEJCTBOM 3JEKTPOHHBIX yueOHO-
METOJMYECKMX  MaTepualioB,  pa3MEIICHHbIX B
oOydaroliell cpeie C HCHOJB30BaHUEM KOMIIbIOTEpA,
MOJIKJIFOUEHHOTO K ceTu MHTepHeT.

CD-texHosiorusi — u3ydeHHe Kypca (yueOHOI
JUCLUIUIMHBI), TPEJCTABICHHOTO CTYAEHTY B BHUJE
aBTOHOMHOW JJICKTPOHHOM oOOydaromeil CHCTeMbl H
AIIEKTPOHHOMN BEpPCHUU y4eOHO-METOIUUECKUX
MarepuasioB Ha CD-nucke.

6. Meronuyeckue yKa3aHus M0 OCBOEHHIO TUCIIUILIUHbBI

6.1. PexoMeH1alini 0 OCBOEHUIO JICKIIMOHHOTO MaTepurana, MOAroTOBKE K JICKIHIM
.HGKI_II/II/I ABJIAOTCA OAHUM U3 OCHOBHBIX BHUI0B y‘-Ie6HBIX 3aH$ITPII>'I B BBICIIIEM y‘-I€6HOM

3aBeficHUU. B Xo0/€ JIEKIIMOHHOTO Kypca MPOBOJUTCS HM3JI0KEHHE COBPEMEHHBIX HayUYHBIX
MaTepI/IaHOB B CI/ICTeMaTI/ISI/IpOBaHHOM BHUAC, a TaK¥XKC paS'bHCHeHI/Ie Han6onee prl[HLIX
BOIIPOCOB Y4Ye€OHOW AMCHUIUIMHBL. [IpyM W3ydyeHWW IUCHUIUIMHBI CJEAyeT IMOMHHUTBH, YTO
JICKIIMOHHBIC 3aHATHUA ABJISIFOTCA HaHpaBJI}IIOH_[I/IMI/I B 60J'IBH_IOM OGT;GMC Hay‘-IHOFO MaTepI/IaJIa.
Bonpiyro 4WacTe 3HaHWUW CTYAEHT JOJDKEH HAOUpaTh CaMOCTOSITEIRHO W3 YUYEOHUKOB H
Hay4yHOU nureparypbl. KOHCIIEKTHI JIEKIIMM PEKOMEHIYETCSl UCII0JIb30BaTh IPU MOATOTOBKE K
a0OpaTOPHBIM  3aHATHSAM, OK3aMEHy, KOHTPOJBHBIM  TECTaM, TIPH  BBITIOJIHCHUH
CaMOCTOSTCIIBHBIX SaﬂaHHﬁ.

. 6.2. PexomeHmanmu mo opraHu3aiii cCaMOCTOATEILHON pabOThI

CamocrosrenbHas padoTa BKJIIOYAET M3YUYECHHE JIUTEPATYypbl, MOUCK MH(OpMaIy B
cetu MIHTEpHET, MOATOTOBKY K TecTaM, sk3ameHy. HeoOxommmo pa3o0paThcsi B OCHOBHBIX
IIOHATHUAX. 3aanaTb BO3HHUKIIINEC BOHpOCBI nu HaﬁTH OTBCThl Ha HHUX Ha 3aHATHAX, JII/I60



pa3obpaTh ux ¢ mpemnojaaBareneM. [IoArOTOBKY K Sk3aMeHy HEOOXOJUMO HAaYMHATH 3apaHee.
Crnenyer mpoaHaJM3UPOBATh HAYYHBIH M METOMWYECKHM MaTepual y4eOHHWKOB, Y4eOHO-
METOJIMYECKUX MOCOOW, KOHCIIEKTHI JIEKIUNA. 3HaTh (POPMYJIUPOBKU TEPMHUHOB U YMETh UX
YETKO BOCIPOU3BOIUTh.

7. OneHo4YHbBIE CpeacTBa

7.1. IlaciopT OLlEHOYHBIX CPEACTB

Cemect Koa xonTpoaupyemoii HaumenoBanmue
P KOMIIeTEeHIIUM (WJIM ee YACTH) OLICHOYHOI'0 CPeACTBA
7 I1K-3 [IpoTOKOABI MPAaKTUYECKUX 3aJaHUM
Neol-18

Bomnpocsl k sx3ameny NoNe 1-105
Bauk tectoBrix 3amanuii Nel-350

7.2. TunoBble 33/laHUs WJIM HHbIe MATepPHAJIbl, HEOOXOAUMbIE [JIsl TEKYIIero
KOHTPOJIA
7.2.3. Boino/iHeHHe NPAKTHYECKHUX 3aJaHUH

Tembl IIpakTHUyecKkux 3aaHui

Ne Tema

1 Co3maHue 3amIMINEHHBIX CErMEHTOB TIpu pabore B cetu UWHTepHeTr cC
HCIIOJIB30BAHUEM MEKCETEBBIX YKPAHOB.

2 [IpuMeHeHHe crnenualIu3upOBaHHBIX CpPeAcTB opranusauud VPN Ha mpumepe
VipNet

3 Hactpoiika kommyTaTopa

4 Cozpanne KOMMYTHPYEMOW CETH. YIpaBieHHE KoMMyTatopoM uepe3 WEB-
untepdeiic. M3yuenne Tabiaui KOMMYTAIHH.

5 Anpecanusi kanasibHOro ypoBHsi. MAC-anpeca. [locTpoeHne oqHOpaHrOBOM ceTH

6 Anpecaius cereBoro ypoBHs. [P-anpecanus. @opMupoBaHue MOACETEN

7 Tpagunuonnas texHonoruss NAT. ba3zoBas TpaHCHALMS CETEBBIX aJpPECOB.
TpaHciALMs CETEBBIX aJPECOB U TOPTOB

8 MonennpoBaHue KOMIIBIOTEPHOM aTaku

9 OO6HapyxeHue ataku Thia Mackapas. 3amura

10 Pa3paboTtka Mmozaenu ciry:x0 obecnieuenust b nBc.

11 3ammra CeTeBOro yIpaBiIeHUsl U CeTeBOM ayTeHTU(UKAIIIH

12 Hcnonb3zoBanue Nat moaynen

13 Pa3pabotka meronos 3amnmthel JIBC or HC/]

14 Pa3paboTka KIMEHT- CepBEPHBIX MPHIIOKEHUHN C DJICMEHTAMHM 3aIIHUTHI.

15 3ammra TOYeK J0CTyMa, HACTPONKH, KOHUTYpUPOBAaHHE, METO/IbI B3JIIOMa

16 3amuTa ceTeBoro Tpaduka ¢ ucnoiib3oBaHueM npotokona [PSec

17 Opranuszanus VPN cpenctamu npotokona SSL B Windows Server

18 Hactpolika BUPTyaJIbHOM CETH




Tunosoii(bie) npuMep(bl) 3agaHusI(1id)

IIpy BBINOMHEHUM MPAKTHUYECKUX 33JaHUNA CTYJIEHTHI NPOEKTUPYIOT 3alUIICHHBIC
CErMEHTBI CETH, HaCTPAaUBAIOT KOMMYTATOp, U3y4alOT TEXHOJIOTUM aJApECalUd, MOJAECIUPYIOT
KOMITBIOTEpPHBIE aTaKh, MPOEKTUPYIOT 3allUTy TOYEeK JOCTyNa, CeTeBoro Tpaduka,
opranu3yroT VPN U KOHTpOJIb yIaJI€HHOT0 AOCTyIa

KpaTtkoe onucanmne u perjiaMeHT BbIIOJTHEHUS
1. U3yunTh TeOpEeTHUECKUI MaTepral 1 HOPMAaTUBHO-TIPABOBYIO 0a3y.
2. OdopMuTh OTYET O TMPAKTUYECKOM paboTe B COOTBETCTBUU C TPEOOBAHUAMU K
0(pOPMIICHHUIO MPAKTHUYECKUX pabOT B COOTBETCTBUU C TEMAaTUKOM 3aaHMUS.

Kpurtepumn onenku:

- OLEHKAa «3a4TE€HO» BBICTABISCTCA CTYIEHTY, €CIM IPAKTUYECKOE 3aJaHue
BBITIOJTHEHO TPaMOTHO WJIM UMEET HECYIIECTBEHHBIE 3aMEeUaHus, BBITIOJIHEH OTYET 110 paboTe.

- OLIEHKAa «HE 3a4TE€HO» BBICTABIIACTCS CTYIEHTY, €CIU IPAKTUYECKOE 3aJaHue He
BBITIOJTHEHO, UMEET IpyOble OLIMOKH, HE TOJITOTOBJIEH OTYET.

7.3. OuneHouyHble CpeacTBa UIA INPOMEXKYTOYHOH AaTTeCTAIMH MO HTOram
OCBOCHMSA NUCIUIIJINHBI

7.3.1. Bonnpochl K NPOMEKYTOYHOM aTTeCTAlUuM

Cemectp 7
Ne Bomnpocekl Kk 3xk3aMeny
n/n
1. OO0mMe MPUHIKITEI TOCTPOCHUS CETEH
2. ApxuTeKTypbl ”HHOPMAITMOHHBIX crcTeM. OCHOBHBIE XapaKTEPUCTUKH, IOCTOMHCTBA U
HEJOCTaTKU KIMEHT-CEPBEPHOM apXUTEKTYPbI
3. Opnopanrosslie ceteBble OC n OC ¢ BbIJIEJI€HHBIMU CEpBEPAMHU
4. Knaccudukanuss cereit mo cmocobam pacmpeneneHuss MaHHBIX, CpaBHHUTEIbHAs
XapaKTEPUCTHKA PA3TUYHBIX THIIOB CETEH
5. KoHTposib 1 pacupeneneHne Harpy3ku Ha BEIYMCIUTEIbHYIO CETh
6. CranaapThl 0€30MaCHOCTH BBIYUCIUTENbHBIX CETEH M MX KOMIIOHEHTOB
7. [TpaBOBBIE OCHOBBI 3AIIUTHI HHOOPMAIIUU B CETIX
8. Poxs ciyx0661 b B opranu3zanuu cetei U ux 3aIuThl
9. BrusitHue genoBedeckoro akTopa Ha CETEBYIO O€30IMaCHOCTh
10. | [lenu co3gaHusi CUCTEMBbI 3aLIUThI
11. | Unentudukauus u ayreHTUGUKaLMs aOOHEHTOB CETU
12. | DnekrponHas nudpoBasi NOANNCH U MAKETHOE MU(POBAHKE
13. | OcHOBHBIE CX€MbI IPUMEHEHUSI MO
14. | MapuipyTH3aTtopbl, MEKCETEBbIC YKPaHbI
15. | KoMMyTaTopsl, XapakTepUCTUKH, TPOU3BOAUTEIHLHOCTD, YSI3BUMOCTH, METO Il 3aILIUTHI
16. | [IpuMepsl TUIIOBBIX aTaK M PEKOMEHIAIMHA 110 TOCTPOSHUIO CUCTEM 3aIlUThI
17. | Meroabl pa3fesieHusi peCypcoB M TEXHOJIOTHUH pa3rpaHUYEHUs JOCTYIIa
18. | YopaBneHue KiouyamMu
19. | Ilpotoxoner PPTP, SSL. Ha3nauyenue, o0iacTh NpUMEHEHUS, AyTCHTUDUKALMS H
mHQpoBaHUE TaHHBIX




20. | Knaccugukamuss cpeactB ¥ HH()OPMAIMOHHBIX PECYpPCOB B COOTBETCTBHM  CO
crtangaprom ISO-17799

21. | Bugsl tpeboBanuii 6e3omacHoctu cormacao ['OCT P MCO/MDBK 15408-1-2002.
«Mudopmanrionnas TexHosorus. MeToasl U cpelnctBa obecriedeHHus Oe30IMacHOCTH.
Kpurepuu onenku 6€30macHOCTH HHPOPMALIMOHHBIX TEXHOIOTHI.

22. | Buapl IpOTOKOJIOB U UX XapaKTEPUCTHKU

23. | IlopThl, COKETHI, MPOOIEMBI 0€30MTACHOCTH CBS3aHHBIE C TOPTAMU

24. | OpraHu3anuusi BBIYMCIMTENBHBIX ceTell Ha Oa3e omepauuMoHHbIX cucteM Unix:
OCHOBHBIE IPOTOKOJIBI, CIIy>)KObI, (YHKIMOHUPOBAHHME, CpPEIACTBA OOecTeyeHUs
0€30IaCHOCTH, CPEICTBA YIIPABICHUS U KOHTPOJIS, TeHEpaIusi, CONPOBOXK/ICHHE

25. | IlpeumymiecTBa ¥ HEIOCTATKH OCHOBHBIX TOMOJIOTHH CeTH

26. | MeTtoabl KOHTPOJIsl CETEBOTO Tpaduka

27. | MexaHu3Mbl TUIIOBBIX aTaK, OCHOBAHHBIX Ha YSI3BUMOCTSIX CETEBBIX MPOTOKOJIOB

28. | Kananpl yTeuku nHGOpMAIMK U3 KOMIBIOTEPHBIX CUCTEM

29. | Meroapl 0OHApYKEHHS aTakK

30. | CurHaTypHbIi aHaIM3 U 0OHAPY)KEHUE aHOMAJIHM

31. | IIporokos TCP u TCP-cermeHThI

32. TpaHcasLMs CETEBBIX aJIPECOB

33. | ApXHUTEKTYpbI CUCTEM YMPABJICHUS CETSIMHU

34. Anpecarus B creke npotokosioB TCP/IP

35. Tabuuilbl KOMMYyTaIUU

36. | @unptpanus naketoB. Kpurepuu u npaBuia GuibTpanuu

37. | 3amauu Wb npu Be160Ope 1 skciuryataun MCO

38. | Ataku Ha ceTeBBIC CIIYKOBI

39. | ATaku ¢ UCIIOJIL30BaHUEM MPOMEXKYTOUYHBIX Y3JI0B U TEPPUTOPHUIA

40. | Knaccudwukaims cuctem obnapyxkenus arak (COA)

41. | Cetesble u y310Bbie COA

42. | Apxurextypa COA.

43. | TpeboBanus, npeabsiBisiembie K COA

44. | Cranmaptusaiys B 00JacTH 0OHAPYKEHHS aTaK

45. | 11O nns COA

46. | Ataku Ha IPOTOKOJIBI U CIyxO0bl MIHTEepHET. MEeTOIbI U CpeCcTBa

47. | Kpurepun ¢unpTpaun mnaketoB. OCHOBHBIE CXEMBI CETEBOM 3alIUThl Ha 0Oase
MEKCETEBbIX SKPAHOB.

48. | KondurypupoBanue cereBbix (UIBTPOB Ha 0a3e HACTPOEK OE30MaCHOCTH MPOTOKOJIA
TCP/IP B OC Windows

49. | 3ammra pabouux CTaHLUUHN C UCIOIb30BAHUEM MEPCOHATIBHBIX CETEBBIX (PUIBTPOB.

50. | Kputepun oneHku 6e30nacHOCTH ceTeBhix OC

51. | [Ipumepsbl TUIIOBBIX aTaK M PEKOMEH/IALUHU 110 TOCTPOCHUIO CUCTEM 3aIUThI

52. | OcHOBBI KJIaccU(UKAIIMH CETEBBIX YTPO3 U aTak

53. 3amuTa kommoHeHToB cet oT HCJ]

54. | 3amuTa OoT c60€B IEKTPONUTAHUS, ANAPATHOIO U IPOrPaMMHOr0 obecreyeHust

55. | Pa3paboraiite u peanusyiiTe MOJUTHUKY A TMAaKeTHOro (pUiIbTpa, 3arpelniaroliero
CKaHUPOBaHUE BHYTPEHHEH CTPYKTYPbI CETH

56. | Pa3paboraiite u peanusyiiTe MOJUTHKY Ui MAKETHOTO (QHUIBTPA, pa3pelIaroliero
TOJIBKO TOTy4YeHue aoctyna k Web-pecypcaMm IByX onpeeneHHbIX Y3JI0B. Peanu3yiite
MOJIUTUKY CPEAICTBAMH CETEBBIX (PUIBTPOB

57. | Pa3pabotaiiTe u peayM3ylTe NOJUTUKY Il TMAaKETHOro (UIbTPa, pPa3peliaroliero
TONBKO TpocMOoTp Web-pecypcoB. Peanusyiite mONMTHKY CpeacTBaMu MNpPOTOKOJIA
IPSec

58. | Pa3paboraiite W peanu3yilTe MOJUTUKY IS TMAKETHOTO (WIbTpPA, 3ampenaroiiero




CKaHMpPOBAaHUE BHYTPEHHEH CTPYKTYpbl ceTH. Peannsylire NOIUTHKY CpEeICTBAMHU
npoTtokosa [PSec

59. Opranmzanus VPN-cereit. 3agaun, permraembie VPN. Tynnenuposanue B VPN.

60. Hactpoiite Bxoasiiee noakiaouenre VPN ¢ ucnonszoBanuem nporokosja PPTP

61. | IIporokonsl u cpencra opranuzanuu VPN Ha ceteBom ypoBHe. HazHauenue, o0nacteb
pUMEHEeHus, ayTeHTuduKanus u mudposanue nanueix B npotokonax SKIP u IPSec.

62. | IlepexBarure B JIOKaJbHOW CETH MAKEThl, yOeAUTECH B MIM(PpPOBAaHUH TpaduKa

63. | IlpeumymiecTBa TEXHOJIOTMU TEPMUHAIBHOTO ocTyna. ObecneueHre 6e30MacHOCTH

64. | YcTaHOBUTH CIIy)O0y TEPMHHAIBHOTO JOCTYIA. BBIMOJHUTH HACTPOWKH IMPOTOKOJIA
RDP, 3ampemaromue MCHOIb30BaHUE PECYpcoB pabodeid craHIMH, BKiIodas Oydep
oOMeHa, MPUHTEPhl U HAKOIUTEIU

65. | YcraHoButh ciayx0y TEpMHHAJIBHOTO JOCTYIA. BBIMONIHUTH HACTPOHKU CIYXKOBI
MSTS, pa3pemaromue JOCTYyN K pecypcaM TEPMHUHAIBLHOIO CEpBepa TOJBKO s
YYETHBIX 3allicel, 3aperUCTPUPOBAHHBIX B CO3JAHHOM II0O YMOJYAaHUIO TpyIIe
«Remote Desktop Users»

66. | PacnipenenéHHble aTaku Ha OTKa3 OT 00C/y)KMBaHUsI, 0OHapyKE€HHUE, TPOTUBOACHCTBHE

67. | CnocoObl B31OMa MapoIbHON 3alIUThl KOMIIOHEHTOB CETH

68. | Cucrema enuHOTO BXOJa B ceTh Ha ocHOBe mpoTokosia Kerberos. Co3nanue enuHoro
pocTpaHcTBa Oe3omacHOCTH Ha O6aze Active Directory.

69. | C moMompl0 YTWIHTBI nmap MPOBEIUTE CKAaHUPOBAHUE TIOPTOB CETEBOTO Y3Ia.
Coopmupyiite crucku oTkpeIThix TCP- m UDP-moproB, uneHtudumupyiire Bepcuu
OC u 3anymeHHbIX cepBUcOB. [lo pesynbTaTaM caenaiTe BBIBOJ O BO3MOXKHOCTH
OOHaApyKEeHHsSI OTKPBITBIX MOPTOB U uAeHTU(uKamumu Tuma U Bepcuu OC, a Takxke
CETEBBIX CEPBUCOB

70. | BolgBUTE ceTEeBBIE Y3JIbI B JIOKAJIBHOM CErMEHTE

71. | Cnyx0b1 kaTamoroB. OOmue cBeneHHuss O ciaykO0ax karaimoroB. CTpyKTypa KaTtajora
LDAP

72. | TectupoBaHHWE  COCTOSIHMSI ~ 3AlIMIICHHOCTH  KOMIIBIOTEPHBIX  CHCTEM  OT
HECaHKIMOHUPOBAHHOI'O JOCTyNa C MCIOJb30BAaHUEM CKAHEPOB 0O€30IacHOCTH.
MeTouKa mpoBeeHHs] HHCTPYMEHTAIbHBIX POBEPOK

73. | Ha3HaueHue 1 OCHOBHBIE (DYHKIIH MPOTPAMMHBIX KOMITIEKCOB «I pud-cnenmanucT) u
«KoHnop-cnenuanucT»

74. [ToctpoeHne Mojenu 3amUThl  KOMIIBIOTEPHOW CHCTEMBI C  HCIOJIb30BAaHUEM
KOMILJIEKCHOM SKCIEPTHOM CUCTEMBI «ABaHTap»

75. | Ha3nauenue cucreM oOHapyxeHHs atak. Knaccudukanus cucreM oOHapyKeHHs aTak.
Vcnionb30BaHrEe CUCTEMBI OOHAPYKEHHS aTak «Snorty.

76. | Pa3pabotaiite ¢aiin kondurypamun u Hactporte COA Snort Ha oOHapykenue ICMP
MAKETOB OOJIBIION JITTHHBI

77. O1rieHKa rmokasarene 00bEKTOB 3aIIUTEI

78. | Meroanka moArOTOBKU HKCIIEPTHOTO 3aKJIFOUYEHHS IO 3aIIUTE CETU

79. | MexaHu3Mbl TUMIOBBIX aTaK, OCHOBAHHBIX Ha YA3BUMOCTSAX CETEBBIX MPOTOKOJIOB

80. | MeTo/1bl KOHTPOJISI CETEBOrO Tpaduka

81. | WireShark, onucanue, npumeHeHue, MPUHIUI PaOOTHI

82. Anamus TCP-coenqnuenunii

83. | Ucnonb3oBanue Wireshark mis n3ydeHus ceTeBbIX TPOTOKOJIOB

84. | TexHomorum BUPTYyaJbHbIX JOKaIbHBIX ceTell VLAN

85. | I[IpeobpazoBanme ceTeBbIx agpecoB NAT

86. | Cnucku ynpasinenus noctynom ACL

87. | Kondurypuposanue u nmposepka [Psec VPN

88. | OGHapyXeHHe JOCTYIHBIX CETEBBIX CIYKO

89. | IlonuTHKa MEXKCETEBOIO SKPAaHUPOBAHMS




90. | PacmpenencHHbIC CUCTEMBI OOHAPYKCHHS aTaK

91. | BeiaBienue pakra CKaHUPOBAHUS IIOPTOB
92. | TynnenupoBanue B VPN
93. YPpOBHH 3alIUIIEHHBIX KAHAJIIOB

94. | 3amura JaHHBIX HA KaHAJIbHOM YPOBHE

95. | Opranuzanus VPN cpencrsamu npotokosia PPTP

96. AHau3 3alMIIEHHOCTH TiepeaaBaeMoil HHGOPMAIIMH 110 TYHEJIIbBHOMY COETMHEHHIO

97. | Opraam3anus VPN cpencrBamu C3U1 VipNet

98. | llludpoBanue Tpaduka c ucnojb3oBaHUEM ITpoTokona IPSec

99. | Meronuka IlpoBepku 3ammThl Tpaduka

100. | 3amura Ha TPAHCHOPTHOM YpPOBHE

101. | Meroauka HacTporku 6e3omacHocT Windows cepBepoB

102. | Opranusanus J1eMUJIUTOPU30BaHHBIX 30H HA OCHOBE mpoTokoJia [Psec
103. AHalM3 3aMIIeHHOCTH Web-cepBepoB

104. | Meronuka co3gaHusi KapT CETH

105. | Cxanepbl 6€30MIaCHOCTH CETH, TUIIbI, IPUMEHEHHUE

7.3.2. Kputepuu ¥ HOPMbI OLICHKH

Cemectp dopma npoBeaeHus Kpurtepun u HOpMbI OLIEHKH
NMPOMEKYTOYHOHI
aTTecTanuu
7 OK3aMeH COTJIIMYHO» 80-100 GayoB

(10 HAaKOMUTETHLHOMY «XOpOILIO» 60-79 6amioB

pEUTHHTY) «yJIOBJIETBOPHUTENBHOY» | 40-59 GayutoB

«HeypaoBueTBoputensHo | 0-39 6amnos
»




8. YueOHO-MeTOoAMYeCKOEe M HH(POPMALMOHHOE 0O0eceYeHue TUCIHILIMHBI

8.1. O6s13aTesbHASA JIUTEPATYPA

Tun (yueOHUK,
yueOHoe nocoodue,

KoaunuecTBO B

Ne yueOHo- HAY4YHOI
ABTOpBI, COCTABUTEJIHN 3aryiaBue (3aroJi0BOK) I'ox n3panus
n/n MeToauYecKoe oudaunorexe /
nocooue, HaumenoBanue 9bC
NMPAKTHKYM, JIP.)

1 Hectepos C.A. OcHOBBI HTH(POPMALMOHHOW O€30MTaCHOCTH ydeOHoe nmocodue 2022r. https://
e.lanbook.com/
books/1545

2 ITpoxoposa O.B. NudopmanmonHas 6€301macHOCTh U yueOHOoe mocodue 2022r. https://

3amuTa HHpOpMaIim e.lanbook.com/book/
2174457
category=1545

3 Huxudopos C.H. MeToap! 3aUThl HHPOPMALIUH. ydebHoe nocodue 2021 r https://

3amuIneHHbIE CeTH e.lanbook.com/book/
1718687
category=1545
8.2. lonosiHMTE/ILHAS JIUTEPATypPa
Tun (yueOHUK,
yueOHOe mocoone, KoanuectBo B
Ne y4eOHo- HAY4YHOH
ABTOpBI, COCTABUTEH 3aryiaBue (3aroJioBOK) I'ox n3panus
n/n MeToaHYecKoe oundamorexe /
nocooue, HaumenoBanue 9bC
NPAKTHKYM, JP.)
1 A. U. buprokos NudopmarnmonHas 6€30macHOCTb: 3aIluTa y4eOHO- 2019r.
Y HamaZieHue 2-e u3f.) METOANYECKOE
nocooue
2 A.B. MopryHoB HNudopmanmonHasi 6€30MacHOCTh: yae0HO- 20109r. https://




Ne
n/n

ABTOpBI, COCTABUTEJHN

3arsiiaBue (3aroJioBOK)

Tun (yueOHUK,
yueOHoe nocoodue,
yueOHo-
MeToauYecKoe
nocooue,
NMPAKTHKYM, JIP.)

T'ox m3panus

KoauuecTBO B
HAY4YHOI
ounobanorTeke /
HanmenoBanue DbC

METOINYECKOE
rmocoOue

e.lanbook.com/book/
1522277
category=1545




8.3. Ilepeyenr mnpodeccMoHATBHBIX 0a3 JAHHBIX

CIIPaBOYHBIX CUCTEM

1.MudopmannonHas 6e3onacHOCTh. 3auuTa HHGOpMaLuu
Anpec pecypca: http://all-ib.ru/

2. CNEWS 6e3omacHocTh

Anpec pecypca: https://safe.cnews.ru/

3.1S027000.RU BAIIUTA-UHO®OPMAILINN.SU
Anpec pecypca: http://www.is027000.ru/

8.4. IlepeueHb NpPOrpaMMHOIo obecrnevyeHus

U UHpOpMALMOHHBIX

N HaumenoBanmue 11O PeKBHIHTEI Arosopa
n/n (maTa, HOMep, CPOK JIelicTBHUS)
1 Windows Wlndovzs (doroBop Ne 690 ot 19.05.2015r.,
CPOK JEHCTBUS - OECCPOYHO);
2 OfficeStandart  (JloroBop Ne 690 or

19.05.2015r., cpok nelcTBUS - OECCPOUHO;

OfficeStandart Horoop Ne 727 ot 20.07.2016r., cpok
JEHCTBUSI - OECCPOYHO)
3. Koncynerant+  (JoroBop  Nel522 ot
+
Koncyssrant 25.12.2015, cpok neicTBus - 0€CCPOUHO)
8.5. Omnucanue MaTepuaIbHO-TEXHUYECKOH 0a3bl, HeOOXOAMMON IS

OCymeCTBJICHUA oﬁpaaonaTe.nbﬂoro nmpouecca nmo TMCuMIlInHe

HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0MHeTOB, 1200pPATOPHIA, MACTEPCKHUX U AP.
Ne 00BbEeKTOB 1JIs1 NPOBEJCHUS NPAKTHYCCKUX H
n/n JIa00pPaTOPHBIX 3aAHATHI, IOMeELEeHU I IS
CaMOCTOSITeIbHOM PadoThbl 00y4arOIIUXCH

(HoMep ayauTOpHH)

IlepeyeHb OCHOBHOIO
o0opynoBaHusi

1 Aynutopus BeO-KOH(pEpeHITHA.

YueOHas ayTuTOpHs AJIs IPOBEACHUS 3aHSITHIA
JICKIIMOHHOTO THIIA.

YueOHas ayTuTOpHs AJIs IPOBEACHUS 3aHITHIA
CEMHUHAPCKOI0 TUIIA.

VYueOHas ayiuTopust i1 KypCOBOTO
POEKTUPOBAHUS (BBITIOJIHEHUS KYPCOBBIX padoT).
VYueOHas ayTuTOpHsl IS TPOBEACHUS TPYIIIOBBIX U
WHUBUTyAJIbHBIX KOHCYJIbTAIIUM.

YueOHas ayTuTOpHs AJIs IPOBEACHUS 3aHITHIA
TEKYILEro KOHTPOJIA U MPOMEXYTOUHON aTTeCTalluU
9-705

Cron npenogaBaTeabCKU,
SKpaH TEJIEBU3UOHHBIMN,
poyTep, CTOMKa ISt
TeneBu3opa, BeO. Kkamepa,
TpaHCIapaHT-TIEPETIKKA,
mMpMa, HayIIHHUKH,
KOMIIBIOTEP C BBIXOJIOM B
HNuTtepuer.

2 "Aynuropusi BeO-KOH(pEepeHIINH.

VYueOHas ayTuTOpust Ui IPOBEACHUS 3aHATHI
JICKIIMOHHOTO TUIIA. Y4eOHast ay IMTOpHS JUIs
IPOBEJICHUS 3aHATHI CEMUHAPCKOTO THUIIA.
VY4yeOHas aytuTOpUs Uil KypCOBOTO
HPOEKTUPOBAHUS (BBIIIOIHEHHS KYPCOBBIX palor).
YueOHas ayTMuTOpUs Uil IPOBEICHHSI TPYIIIOBBIX U

CroJibl y4eHUUYECKHUE., CTOJ
MIpenoaaBaTeNbCKUIA,
CTYJIbs, TOCKa (MapKepHasi),
kadeapa HamonbHas, [1K ,
TEJEBU30pP.




HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0OMHETOB, J1a00paTOPHil, MACTEPCKHUX U IP.

Ne 00BbEeKTOB JIs1 NPOBEJCHUS NPAKTHYCCKUX H ITepeyennb 0CHOBHOTO
n/n J1a00pPaTOPHBIX 3aAHATHI, MOMEIEeHU I 115 000opyI0BaHUA
CaMOCTOSITeIbHOM PadoThl 00y4arOIIUXCS
(HOMep ayIUTOPHH)
UHIMBUAYAJIbHBIX KOHCYJIbTaUi YuyeOHas
ayJIUTOpUS AJI NPOBEICHMS 3aHATUH TEKYyLIETO
KOHTPOJISL ¥ IPOMEXKYTOUHOM aTTeCTalUH.
YJIK -310
3 [Tomernienue A1 caMOCTOSITENNHLHONU PaOOTHI Cromnbl, CTyJIbS,
o0yyaromuxcs KOMIIBIOTEPBI
-401
4 [Tomerenue ais caMocToSITENbHOM paboOThI Croubl-napTsl
oOyyaromuxcst JIBYXMECTHBIE, CTYJIbsI, CTOJI
1 -409 MPENo1aBaTeIbCKUi-, CTYJ

MPENOJaBaTENbCKUM,
nepeABUKHAs JOCKa, SKpaH,
MPOLECCOP, TPOEKTOP,
KOMITbIOTEPHBIE CTOJIHI,
KOMIBIOTEPHI IS
CTYJIEHTOB C BBIXOJIOM B
CETh UHTEPHET, KOMITBIOTEP
MpenoiaBaress, CETeBOn
mkadg
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