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1. e ocBoeHMsI JUCUMIIIHHBI

HCJ'IB JAUCHUIUIMHBL — U3Y4YCHHA MCTOHOB U CPCIACTB IMPOBCACHHUA HCCICIOBAaHUN B

KOMITBIOTEPHOW KPUMHUHAJIUCTHKE.

B mporecce n3ydeHus: OCHOBHOE BHHMAaHHE yaeseTcss apredakTaM ONepariioHHON
KOTOpBbIE TMPHUMEHSIOTCS TpU MPOBEIECHUU
KPUMHUHAJIMCTUYECKUX HCCIENOBaHUNA. Tak HM3y4yaroTCss METOABl M3BICUYEHUS U IOIY4YCHHUS
naHHBIX apTedakToB. Oco00e BHUMaHUE yJIesieTcsd MeXxaH|u3MaM MoJydyeHus: 00pa3oB IUCKOB
U ONEpaTUBHOW MaMATH HCCIEIYyEeMbIX CHUCTEM, MPOrPaMMHBIX M allapaTHBIM CpPEICTBaM.
IToMumo 3TOro, M3ydaroTcsi NMPOrpaMMHBIE CpEACTBA JUIsl aHalnW3a Kak oOpa3oB, Tak U

CHCTEMEI,

B yactHoctu OC Windows,

MOJIYYCHHBIX U3 HUX apTe(aKTOB.
Oco0oe BHUMaHUE yESeTCs pacciieJOBaHUIO KOMIbIOTEPHBIX HHIUIECHTOB.

2. Mecto aucnuniaunbl B crpykrype OIIOII BO

,ZII/ICHI/IH.]'H/IHI)I " IPaKTUKH, HA OCBOCHUHU KOTOPBIX 6a3preTC$1 JaHHass TUCHUIIIIMHA:
- Texnonoruu u METOJABbI COHHaHBHOﬁ HHKCHCPUU,

- Undopmarmonnas 6e301macHOCTh KOMIIBIOTEPHBIX CETEH.

HOJ’Iy‘-ICHHI)Ie 3HaHUWA UCITOJIB3YIOTCA NPU U3YYCHHUHU CICAYIOIUX TUCHUILINH

- AyauT 3aIUIIEHHOCTH HHPOPMAIIMOHHBIX CUCTEM;

- MonuTOopHuHTr coObITHI NH(OPMALIMOHHON OE30M1aCHOCTH.

3. Iliianupyemblie pe3yJibTaThl 00y4YeHUs1

dopMupyemblie
KOHTPOJINpyeMble
KOMIIETeHI[HHI
(K01 1 HAUMEHOBAHHE)

Nuauxkaropsl
JOCTHKEHHUS
KOMIIeTeHIU I
(ko4 ¥ HAMMEHOBAHUE)

IInanupyembie pe3yJbTaThl
o0yueHust

[K-6

Crioco0eH MpOU3BOAUTH OLICHKY
3¢ PEeKTUBHOCTH MPUMEHEHHS
IPOTrpaMMHO-aIIAPaTHBIX
CpEZICTB 3alUThl HHYOPMALHH,
OCYIIECTBIISITH MOHHTOPHUHT
(bYHKIIMOHHPOBAHUS
HPOrPaMMHO-aNNapaTHBIX
CpEJCTB 3anuThl HH(pOopMaIn

[1IK-6.5 Vicnionb3yer 3HaHue
CETEBBIX CEPBUCOB M MPOTOKOJIOB,
METO/I0B OOHApPyKEHHs aTak Ha
YPOBHE CETH, XOCTOB U 00JIAKOB,
KOHLENIUN 1 METOJI0JIOTUI
aHanu3a BpegoHocHoro 10

3HaTb:
-3HaHHUE yIPO3 U ySI3BUMOCTEN

-3HaHNe 3aKOHO/aTeNnbCTBa (6e3
YTOYHEHHUS KaKOTO)

-3HaHUE KaTeropuidi HHIUIECHTOB

-3HAaHUEC METOA0B 06Hapy)KeHI/I$I aTakK Ha
YPOBHE CE€TH, XOCTOB U 0011aK0B

-3HaHUE PUCKOB 0E30I1aCHOCTH
MPUIOKEHUH

VYmeTs:
-KnaccupuKanms |
MHIIMICHTOB
-JIOKYMCHTUPOBAaHHUC UHIIUICHTA
-OllEHKa TEeHACHIINI
-aHaJIU3 JIOTOB OT Pa3HbIX UCTOYHHUKOB
-B3aUMOJICHCTBUE
MIPaBOOXPAHUTEIBHBIMU  HJIH

CTeIHabHBIMI opraHamu,
TIPOBOISIIIMH paccieioBaHue
HWHIUICHTA

-KOOpAMHALIUSA GbyHKUImMiA

pearnpoBaHUIO Ha NHIUJICHTBI

Brnanets:

NpuopuTHU3alnsd

HWHBIMHU




®opmupyemble U
KOHTPOJINpyeMble
KOMIEeTeHI[UH
(ko1 ¥ HAMMEHOBAHUE)

Nuaukaropsl
JOCTHKEHUA
KOMIIeTeHIIUi
(Ko ¥ HAMMEHOBAHUE)

Inanupyembie pe3yJibTaThl
o0yueHust

HaBBIKAMH OOECIICUeHHUS] [EJIOCTHOCTH
mU(POBBIX OKAa3aTeIbCTB HA PA3HBIX
miatgopMax ¥ B COOTBETCTBHE C

TpeOoBaHMUIMU JIOKaJIBbHOTO
3aKOHOJIATETbCTBA

HaBbIKaMU 3aLUTBHI CEeTEBBIX
KOMMYHMKAIUH

HaBBIKaMU pacro3HaBaHUsS u

KaTeropu3alul THIIOB YSI3BUMOCTEH U
CBSI3aHHBIX C HUMH aTak
HaBBIKaMH OIIEHKH yIiepOa

[1K-6.6 IIpumeHseT HaBbIKH
aHaJIM3a JOTOB OT PAa3HbIX
HCTOYHUKOB, KOPPEJISILIMN JAHHBIX
10 Pa3HbIM HHLHUICHTAM,
HOJrOTOBKH PEKOMEH QLU 110 HX
HEHTpanu3auuu u coopa
apTeakToB MO HHIUACHTaM

3HaTh:
- CETEBBIC CEPBHCHI U MPOTOKOJIBI;

- OCHOBHBIX CE€TEBBIX KOHIICTILIHA,
BKJIFOYasl TOMIOJIOTHH, IPOTOKOJIBI,
KOMIIOHEHTHI

VMmerTs:
- TIpOBOAWTH cOOp apTedakToB IO
HHIHUICHTaM
HanmruCaHUEC OTYCTOB IO MHIIUJACHTAM,
- HOPOBOAUTH -MOHUTOPHUHI' BHCIIHHUX
HCTOYHHKOB JIAHHBIX

Brnaners:
- HaBBIKAMH
BpenoHocHoro [10

3alIUThI CCTHU oT

[1K-6.7 Bnageer HaBBIKaMH
UIeHTH()UKALUH, TOTyYSHUS,
JIOKAITHM3AIMU U PETIOPTUHTA TI0
BpenoHocHomy I10, obecnieuenus
[ENIOCTHOCTHU IIH(DPOBBIX
JIOKa3aTeNbCTB Ha Pa3HBIX
wiath)opMax 1 B COOTBETCTBUE C
TpeOOBaHHUSAMH JIOKAJIBHOTO
3aKOHOJATEIbCTBA

3HaTh:
- 3HAHHME KOHIIEMIUH ¥ METOIOIOTHH
aHanm3a BpegonocHoro 110

VMmeTs:
- TPOU3BOJIUTH KOPPEISLMs JaHHBIX T10
pa3HbIM MHLHMJEHTaM W MOJrOTOBKA
peKoMeHJauui Mo ux HeHTpaIu3auu

Bnagers:
- HaBBIKAMH HCIIOJIb30BAHUS CPEJICTB
koppensiiuu coowrtuii b;
- HaBBIKaMH HAeHTH(UKAIINY,
MOJTY4CHHUS, JOKAIU3AI[MA U PEHOPTUHTA
110 BpegoHocHomy I10




4. CTpyKTYypa M coJep:KaHue TUCHUIIMHBI

MopnyJas (pa3aean)

Bun
yueOHoit
padoThI

HaunMmeHnoBanue TeM 3aHATHH
(y4eOHoi1 padoThI)

Cemectp

Oo0beMm, 4.

Banasl

HNHTepakTus,
4.

DopMbI TEKYLIET0
KOHTPOJIsA
(HauMeHOBaHM e
OLICHOYHOI0
cpeacTBa)

Monynsb 1

Jlex

Tema 1 BBenenue B popeHsuky 1
1.IMoapa3zaenst GopeH3UKH.
2.3amaun GopeH3uKH.
3.00u1ieHayYHbIe METOIBI.
4.AKTyajbHBlE aTaku H
5.1IpecTymnHbIe TPYIITUPOBKH.
6.OCHOBHBIE NUCTOYHUKHN TAHHBIX.
7.0praHn3anoOHHO-IIPABOBEIE ACHEKTHI.
8.KoMnbploTepHbI€ MpecTyIeHUs.
9.CrenanbHble TEXHHYECKHE CPEJICTBA

N3BECCTHBIC

Monyns 1

Cp

Tema 1 Benenue B Gpopensuxy 1

12

Monyns 1

Jlex

Tema 1 BBenenne B popeH3uky 2
6.OCHOBHBIC HCTOYHHKH JaHHBIX.
7.0OpraHu3aOHHO-IIPABOBbIC ACIICKTHI.
8.KommbroTepHble MpecTyIIeHus
9.CnenuanbHble TCXHHYSCKHE CPEACTBA

Monyns 1

Cp

Tema 1 BBenenue B Gpopensuxy 2

12

Monyisb 1

Jlex

Tema 2 ApTedakThl CHCTEMBI
1.TaiiMTaliHBI 1 UICTOYHHKH.
2.0nepaTuBHO-PO3BICKHBIC MEPOTIPHSTHS
3.@aiinosas cucrema (NTES).
4.TlepexBat u ucciea0BaHue Tpaduka.
5.Peectp OC.

6.XKypnan cobsrtuit Windows.
7.Wcnonb3yemble Gaiiibl.

8.Mcropus nocemieHus Opay3epoB

Monyisb 1

IIp

Tema 2 ApTedakThl CHCTEMBI

OdopmiteHne
JOKYMEHTAllMid 110  ONEPaTHUBHO-
PO3BICKHBIM MEPOIIPUATUAM

OTYeT Mo MPaKTHYECKOMY
3aHaTHIO Nel

Monyns 1

lp

Tema 2 ApTedakTsl CHCTEMBI
IlepexBar u wuccrnegoBaHUE
Tpaduka c HCIOJH30BAHUEM

OTyeT 1Mo NpaKTUUECKOMY
3aHATHIO No 2




nacrpyMenTapus Kali Linux

Monyns 1

IIp

Tema 2 ApTedhakTbl CHCTEMBI
Ananmms JIOTOB, CHCTEMHBIX
JKYpHaJIOB, (halHI0BOH CHCTEMBI

OTYeT Mo MPaKTHYECKOMY
3aHATHIO Ne3

Monyisb 1

Cp

Tema 2 ApTedakThl CHCTEMBI

12

Monyns 1

Jlex

Tema 3  KommbloTepHO-TeXHUYECKast
JKCTIEePTH3a

1.®peiiMBOpKU

2.Mertonsl KTD.

3.Pabota c (aitnoBoii cuctemMoii.

4.JIor-daitns

5.Pa6ota ¢ peectpom OC.

6.CucreMHasi KOHQUTypaLus.

7.MccnenoBanue nporpaMm.

8.Ananus xypHana coOsrtiii Windows.
9.UccnenoBaHnne  JOTIOJHHUTEIBHBIX

HCTOYHUKOB JIAHHBIX.

10.AKTUBHOCTB I10JIb30BaTENIbCKUX

Opay3epos.

11. Ilouck HecTaHIAPTHBIX MPOLECCOB U

HOJKJIFOYESHUH

Monyns 1

IIp

Tema 3  KommbloTepHO-TEXHHUYECKAs
JKCTIEPTH3a

AHaTOMUSI aTaKu

OTYeT Mo MPaKTHYECKOMY
3aHATHIO Ned

Monyns 1

IIp

Tema 3  KommbloTepHO-TeXHHUYECKAs
JKCTIEePTH3a

IIpakTuka TOTOBHOCTH K
MHIUIEHTaM

OTYeT Mo MPaKTHYECKOMY
3aHATHIO No5

Monyns 1

Ip

Tema 3  KoMmnbloTepHO-TeXHUYECKast
JKCIIEPTH3a

BrisBiienue HEOOBIYHBIX
ciyx0 " HECTaHAapPTHBIX
MOIKJIFOUYEHUN

OTYeT MO MPAKTHYECKOMY
3aHATHIO Ne6

Monyib 1

Cp

Tema 3  KoMnbloTepHO-TeXHUYECKAs!
JKCTEPTH3a

12

Monyns 1

Jlex

Tema 4 [IpakTHKa SKCHIEPTU3BI
1.JleficTBus ~ cnienMaaucTa Ha  MeECTe
WHIUJICHTA




2.CrnencTBeHHbIE JEHCTBUSA

3.TakTrka oObICKa

4.Ananu3 3apax€HHON CUCTEMBI HA MECTE
U ero 3ajiaud. HoJydeHue apTehakToB Ha
MECTE HHIH/ICHTA.

5.AHanu3 CHUMKa ONEpaTUBHON IMaMATH.
6.Co3nnanue KPUMHUHAITUCTUYECKOTO
o0pa3a HaKOMUTENs

7. Y naneHue cieoB

Monyns 1

IIp

Tema 4 IIpakTuka
SKCIIEPTU3BI

[opsimox ~ cbopa  ynuK,
NEHCTBHM CIIelHaIncTa

OTYeT Mo MPaKTHYECKOMY
3aHATHIO No7

Monyns 1

Ip

Tema 4 IIpakTuka 3KCIIEpPTU3BI
AHanm3 3apaXeHHON CHCTEMBI

OTueT 1o NPaKTHYECKOMY
3aHATHIO Ne§

Monyns 1

Cp

Tema 4 IIpakTuKa 3KCIIEPTU3BL

12

Mopyns 1

Jlex

Tema 5 PearupoBanue Ha
MHUOUAEHTH |

1.'0TOBHOCTh K MHITUACHTAM
2.MIHCTpYMEHTB! YIAIEHHON COPTUPOBKU
3.Coznanne 1aMmna namsitu

4.Coznanue oOpasa 1ucka
5.MlHCTpyMEHTBl MOHHUTOPHMHIA CETEBOM
6e3omacHOCTH

6.AHan3 COOBITHH CHCTEMEI

7AHanu3 namsTu

8.AHanu3 BpeJOHOCHBIX IPOrpaMm

Monyns 1

Cp

Tema 5 PearupoBanue Ha
UHIUAEHTH 1

12

Monyinsb 1

Jlex

Tema 5 PearupoBanue Ha
WHUUOCHTHI 2
9.U3Bneuenne wuHbpopMamuu ¢ obOpasza
JKECTKOTO JINCKA

10.Ananus JalpHENIIEro
pacnpoCcTpaHeHHs O CETH

11. BrisiBnenne 3JIEMEHTOB
HHPaCTPyKTYpHI, 3aTPOHYTHIX
HMHIUIEHTOM

12.MepbI 1O CTITaXUBaHHIO MOCIIEICTBUMA
13.Omynsuus nercTBuit
3JI0YMBINUICHHAKA

14. B3zaumoneiictere ¢ HKIIKU




Monyns 1

Ip

Tema 5 PearupoBanue Ha
WHIUICHTHI 2

Coznganne oOpasza Omcka
00pasa BUPTYaJbHBIX MAITUH

OTueT 1o NPaKTHYECKOMY
3aHATHIO N29

Monyinsb 1

Cp

Tema 5 PearupoBanue Ha
HHIOUACHTEI 2

11

Monyns 1

Jlex

Tema 6 HoBele u pasBuBarommecs
TEXHOJIOTUH B 00JacTd IU(pPOBOH
KPUMHHAIHCTHKA

Monyinsb 1

IIp

Tema 6 HoBble W pa3BUBArOINECs
TEXHOJIOTHH B 00JacTd IUPPOBOH
KPUMHUHATUCTHKA

IIpuMeHeHHE HHCTPYMEHTOB CETEBOM
0e30MacHOCTH

OTYeT Mo MPaKTHYECKOMY
3ausaTuio NelQ

Monyns 1

Cp

Tema 6 HoBple u pasBuBarommecs
TEXHOJIOTUU B oOjacTH IHUQPPOBOI
KPUMHHAIHCTHKA

11,75

Monynsb 1

IIp

Tema 6 HoBble u pa3BuBaroIIMecs
TEXHOJIOTHH B 00JacTd IUPPOBOH
KPUMHHAJIHCTHKU

AHanu3 JIeUCTBUI
BPEIOHOCHBIX MIpOTpamMM,
0o0HapyXeHHe, HeUTpaTu3alus

OTYeT Mo MPaKTHYECKOMY
3ausgTHio Nell

A

Cpnayva 3aueTa (MTOrOBBIN TECT/cada
3a4eTa YCTHO (IICHMEHHO)

0,25

BaHKk TecTOBBIX
3ananuil /Bonpockl k
3a4eTy

Hroro:

144




5. O6pa3oBaTe/ibHbIE TEXHOJIOTHHU

O6pa30BaTeJ'II>HOFO IIponecca.

TexHonorus ®Dopmbl 00yUCHHS MeTto/161 00yUYeHHS
Texuosorus TPaAUIUOHHOTrO | JIekuus. Harnsanaele,  CIOBECHBIC,
o0ydyeHusi — opranmzanusi ydeOHoro | [IpakTudeckoe 3aHsTHE. | MPAKTUYECKHE.
mporecca B By3e, OcHOBaHHas Ha | CamocrosiTenbHas
JIEKIIMOHHO-CEMUHAPCKO-3a4ETHOM pabora.
dhopmax oOyueHus NunuBunyansHOE

JIOMalIHee 3a/1aHue.
TexHonoruss MmoayabHOro o0y4deHusi | Jlekuusa-koHcynpTanus. | Pemenue  cUTyallmOHHBIX
— opranuzanus yudeOHoro mporecca | CeMuHap c | 3a/1au.
TUTST MIOJTHOTO OBJIaJICHUS | UCTIOJb30BaHMEM MeToja | [Ipe3eHTannoHHBINH METO/.
coJiepKaHuEeM 00pa30BaTENbHBIX | aHAIH3A KOHKpeTHBIX | CaMocTosiTeNbHas paboTa.
IporpaMM Ha OCHOBE HE3aBHCHUMBIX | CUTYyaIlHii. Koncynpranms.
y4eOHBIX ~ MOXyJed €  y4eToM WuauBuayanbHas padoTa.
WHJMBUIYAlIbHBIX ~ WHTEPECOB u
BO3MO>KHOCTEN CyOBeKTOB

NHpopmManMOHHbIE TEXHOJIOTHH —

crenuaibHbIe CIIOCOOBI,
MpOorpaMMHBIE u TEXHUYECKHE
cpeactBa  (KMHO, ayauo — U

BUJICOCPENICTBA, KOMIIBIOTEPHI) JJIf
paboThI ¢ HHpOPMAITHEH

Jleknusi-npecc-
KOH(epeHIIHs.
Busyanbnas nexuusi.

[Tpe3eHTalMOHHBI METOI.

@DopMbl U METOJIbI 00YUEHHUS

JAucTaHIIHOHHOE 00yYeHHne

CeTeBasi TexHOJIOTHSI — H3y4YeHHE Kypca (yueOHOI
JTUCITUTUTMHBI) TIOCPEACTBOM AJIEKTPOHHBIX  y4eOHO-
METOJIMYECKUX  MaTepUaOB,  pa3MEIICHHBIX B
oOyyJaromieit cpefie ¢ HMCIOJIB30BAaHUEM KOMITBIOTEPA,
MOAKIIOYEHHOT0 K ceTu HTepHeT.

CD-texHosiorusi — u3ydeHue Kypca (y4deOHOI
JTUCIHIUTAHBI), TPEACTABICHHOTO CTYIACHTY B BHIE
ABTOHOMHOW 3JIEKTPOHHOM OOydaromeld CHCTeMbl U
3JEKTPOHHOM BEpCUU y4e0HO-METOINIECKUX
MareprasioB Ha CD-nucke.

6. Meronuyeckue yKa3aHus M0 OCBOEHHIO TUCIIUILIUHbBI

6.1. PexoMeH1alini 0 OCBOEHUIO JICKIIMOHHOTO MaTepurana, MOAroTOBKE K JICKIHIM
.HGKI_II/II/I ABJIAOTCA OAHUM U3 OCHOBHBIX BHUI0B y‘-Ie6HBIX 3aH$ITPII>'I B BBICIIIEM y‘-I€6HOM

3aBeficHUU. B Xo0/€ JIEKIIMOHHOTO Kypca MPOBOJUTCS HM3JI0KEHHE COBPEMEHHBIX HayUYHBIX
MaTepI/IaHOB B CI/ICTeMaTI/ISI/IpOBaHHOM BHUAC, a TaK¥XKC paS'bHCHeHI/Ie Han6onee prl[HLIX
BOIIPOCOB Y4Ye€OHOW AMCHUIUIMHBL. [IpyM W3ydyeHWW IUCHUIUIMHBI CJEAyeT IMOMHHUTBH, YTO
JICKIIMOHHBIC 3aHATHUA ABJISIFOTCA HaHpaBJI}IIOH_[I/IMI/I B 60J'IBH_IOM OGT;GMC Hay‘-IHOFO MaTepI/IaJIa.
Bonpiyro 4WacTe 3HaHWUW CTYAEHT JOJDKEH HAOUpaTh CaMOCTOSITEIRHO W3 YUYEOHUKOB H
Hay4yHOU nureparypbl. KOHCIIEKTHI JIEKIIMM PEKOMEHIYETCSl UCII0JIb30BaTh IPU MOATOTOBKE K
a0OpaTOPHBIM  3aHATHSAM, OK3aMEHy, KOHTPOJBHBIM  TECTaM, TIPH  BBITIOJIHCHUH
CaMOCTOSTCIIBHBIX SaﬂaHHﬁ.

. 6.2. PexomeHmanmu mo opraHu3aiii cCaMOCTOATEILHON pabOThI

CamocrosrenbHas padoTa BKJIIOYAET M3YUYECHHE JIUTEPATYypbl, MOUCK MH(OpMaIy B
cetu MIHTEpHET, MOATOTOBKY K TecTaM, sk3ameHy. HeoOxommmo pa3o0paThcsi B OCHOBHBIX
IIOHATHUAX. 3aanaTb BO3HHUKIIINEC BOHpOCBI nu HaﬁTH OTBCThl Ha HHUX Ha 3aHATHAX, JII/I60



pa3obpaTh ux ¢ mpemnojaaBareneM. [IoArOTOBKY K Sk3aMeHy HEOOXOJUMO HAaYMHATH 3apaHee.
Crnenyer mpoaHaJM3UPOBATh HAYYHBIH M METOMWYECKHM MaTepual y4eOHHWKOB, Y4eOHO-
METOJIMYECKUX MOCOOW, KOHCIIEKTHI JIEKIUNA. 3HaTh (POPMYJIUPOBKU TEPMHUHOB U YMETh UX
YETKO BOCIPOU3BOIUTh.

7. OneHo4YHbBIE CpeacTBa

7.1. IlaciopT OLlEHOYHBIX CPEACTB

Cemect Kox koHTpo/mpyemoi HaumenoBanue
P KOMIIeTEHIIUN (MJIH €€ YACTH) OIEHOYHOI0 CPeACTBA
6 I1K-6 [IpoTOoKONBI MPAKTUYECKUX 3aJaHUMN
Neol-11

Bonpocsl k 3aueTy NoNol-45
Tewmsl 11t pepepara
bank tectoBnix 3amanuii Nel-350

7.2. TunoBble 3aJaHMsl WJIH HHbIe MAaTePHAJIbl, HEOOXOAUMBbIE ISl TEKYIIero
KOHTPOJIA

7.2.1.1 Pedepat «Buasl u MeTOABI aTak HA MPOHUKHOBEHHE)

7.2.1.2 Pedepat «KomrproTepHbIe TPECTYIUICHUS

7.2.1.3 Pedepat «O630p DLP pemenwuii»

7.2.1.4 Pedepat «O030p TEXHUK KOMIBIOTEPHON KPUMHUHATHUCTHKID)

7.2.1.5 Pedepar «MeToasl rccnenoBanus Tpadukay

7.2.3. BoInojiHeHHe NPAKTHYECKUX 3aaHU I

Temsl IIpakTH4ecKkux 3agaHuil

z

Tema
O(i)OpMJ'IeHI/Ie L[OKyMeHTaI_II/II/I 110 OHepaTI/IBHO-pO3I>ICKHI>IM MepOHpI/IHTI/IHM

ITepexBar u uccienoBanue Tpaduka ¢ UCMoas30BaHreM HHCcTpyMeHTapus Kali Linux

AHanu3 JIOroB, CHCTEMHBIX )KYpHAaJIOB, (hailioBoii cCHCTEMBI

AHATOMUS aTaku

HpaKTI/IKa TOTOBHOCTHU K MHIIUJCHTAM

BrisBiaenue HeOOBIYHEIX CJ'Iy)K6 1 HECTAHAAPTHBIX HO,HKJIIO"ICHI/II\/'I

Iopsimok cOopa yimK, NEHCTBUH crierraincTa

AHanu3 3apakxeHHON CHCTEMBbI

Co3nanue obpa3a ancka u obpasza BUPTYaJbHBIX MAIINH

[IpumMeHeHne HHCTPYMEHTOB CETeBOil O€3011aCHOCTH

— =[O |0 [|Q [N [N | |W(IN|—

— O

Amnanu3 neicTBHI BpEIOHOCHBIX IIPOrpaMM, 0OHapyXeHHe, HeHTpaau3aus

Tunosoii(bie) npuMep(bl) 3agaHusi(Mid)

[Ipu BBIMONHEHHMH MPAKTUYECKUX 3aJaHUN CTYAEHTHl M3y4yaloT cOop, aHAIU3 U
HUHTCPIIpETAlA I_[I/I(prBI:IX JAaHHBIX, BKJIIOYass OCTABJICHHBLIC CJICAbl Ha KOMIIBIOTCPEC HIIM B
cetu VHTEpHET, paccienoBaHHe MPECTYIUIEHUH B 00JacCTH KOMITBIOTEPHOU OE€30MacHOCTH,



BKJIIOYAsk METO/IbI aHANIM3a JTAaHHBIX M MPOIEAYphl CYyAeOHOr0 MpeciaeoBaHus, PaKTHYECKUe
MIPUMEPHI U KEUChI pacciieJoBaHUs IU(PPOBBIX MPECTYIIICHHUH.

KpaTtkoe onucanmne u perjiaMeHT BbIIIOJTHEHUS
1. U3yunTh TeOpEeTHUECKUI MaTepHral 1 HOPMAaTUBHO-TIPABOBYIO 0a3y.
2. OdopMmuTh OTYET O TMPAKTUYECKOM paboTe B COOTBETCTBUU C TPEOOBAHUAMU K
0(pOpMIICHHUIO MPAKTHYECKUX pabOT B COOTBETCTBUU C TEMATUKOM 3aaHMUSI.

Kpurtepum onenku:

- OLEHKAa «3a4TE€HO» BBICTABICTCA CTYIEHTY, €CIM IIPAKTUYECKOE 3aJaHue
BBITIOJTHEHO TPAaMOTHO HJIM UMEET HECYIIECTBEHHBIE 3aMEeUaHusl, BBIOJIHEH OTYET 10 padoTe.

- OLIEHKAa «HE 3a4TE€HO» BBICTABIIICTCS CTYIAEHTY, €CIU IPAKTUYECKOE 3aJaHue He
BBITIOJTHEHO, UMEET IpyOble OINOKH, HE TOJITOTOBJIEH OTYET.

7.2.4. TunoBoii npuMep TECTOBOI0 3aaHUA
O6bexToM UPPOBOI KPUMUHATUCTUKH SIBISIFOTCS:
Br16epuTe 01H UM HECKOJIBKO BApHAHTOB OTBETA!
1) npaBoHapy1IeHUs], CBSI3aHHbBIE C UCTIOJIb30BAHUEM KOMITBIOTEPHBIX TEXHOJOTUI
2) o011IeCTBEeHHbIE OTHOILIECHHSI, BO3HUKAIOIINE B X0/I€ BBISBICHUS HAPYILICHUN
3) pabouune MecTa ToJIb30BaTeNIeH
4) nporpamMMHoe o0ecrieyeHue
Kpurepun onenkn:

MuHuManpHOE KOJIWYEeCTBO OaioB 1. DBamel HAYHUCIAIOTCA aBTOMATHYECKHA
MPONOPLIMOHATIBHO ITPAaBUJIBHBIM OTBETAM.

7.3. OuneHo4YHbIe CpeACTBA IS MPOMEXKYTOYHOH aTTeCTAIlMH 10 HUTOram
OCBOEHUS TUCHHUILIMHBI

7.3.1. Bonnpochl K NPOMEKYTOYHOM aTTeCTAlUuM

Cemectp 6
Ne Bomnpocs! k 3a4ery
n/n
1. Otnnune GopeH3uKr OT ayauTa
2. @dopeH3uKa KaK HayKa 0 pacciieJOBaHUH KHOepHpecTyICHUM
3. OO61eHayyHbIe U CIEIHATbHBIE METObI (hOPEH3UKH
4. [ToHsiTHE B3710OMa B KPUMHUHAIUCTUKE
5. PaccMmoTpeTh opyausi 1 HHCTPYMEHTHI B3JIoMa
6. KiaccuduimpoBath ciieqibl B3jioma
7. [TepeuncnuTh METOIbI PUKCAITMI OPYIUI U CIESIOB B3JIOMA
8. MeTo/161 00HAPYKEHHS BPEIOHOCHBIX MPOTrpamMm
9. MeTo/1pI pacpoCcTpaHEHHs] BPEIOHOCHOTO MPOrPaMMHOI0 Kojia




10. [ToHsiTHE ONIEPATUBHO PO3BICKHBIX MEPOIPUITHI
11. Kypnan coosituii Windows
12. MeTo/1pI TOVCKa CY0IOMEHOB
13. JlecTBuUS cienpanucTa Ha MECTe MHIIUICHTA
14. [ToHsITHE KOMIIBFOTEPHOTO MHLIHJICHTA
15. Dranbl KOMIBIOTEPHON YKCIIEPTU3BI
16. ITopsiIOK BOCCTAHOBJICHUSI XPOHOJIOTHH (TaliMIIaiiH) aTaku
17. ITopsiiok cOopa apTehakToB
18. MeTo/1bl ¥ TEXHUKH KOMITBIOTEPHOU SKCIIEPTU3BI
19. [IpuBecTr npuMepsl KOMIIBIOTEPHBIX MPECTYIUICHUN
20. [Topsimok uccnenoanus tpaduka, npumensiemoe 110
21. Amnanus jor daitnos, mpumensiemoe [10
22. Kaxkue Bonpochl CTOSIT nepesi SKCIepTOM
23. CpenctBa u uHcTpyMeHThl KTO
24. [Topsipok uccnenoBanus [10
25. O0bexTsl ucciegosanus KTO
26. Kakne gpaiimopku npumensitorest At KTO 1 ux BO3MOXHOCTH
27. Otinumne GopeH3uKH OT ayAuTa
28. [Topsimok aynuTa n3MeHeHU KOH(MOUTYpaIluA CHCTEMBbI
29. TTopsiiok ayauTa MpoIeccoB
30. [Topsiiok aHanM3a )KECTKOTO JIUCKa
31. [Tpu3Haku pabOTHI BpEIOHOCHBIX MPOTPaMM
32. 3amura HeJI0CTHOCTH YUK
33. Mepbl IpeoCcTOPOKHOCTH MpH pabote ¢ nHuuaeHToM Ub
34. [Tomo3puTenbHbBIC YUETHBIC 3aMKMCH, CITYKObI, BHISIBIICHUE, aHAIH3
35. [Topsinok mcnonw3oBanus PowerShell s 3anpoca »ypHaaoB COOBITHI
36. W cTOUHMKY TaHHBIX TTaMSITH
37. Hcnonw3oBanue Volatility u Rekall
38. OMynsiuyst 1eHCTBUH 310yMbIIIEHHUKA
39. JIoKyMeHTUpOBaHHE Pe3yIbTaTOB paccle0BaHuUs
40. Taktuku u TexHuku u3 TexHuku MITRE ATT&CK
41. VY naneHue ciie1oB mpoiecca paccie10BaHus
42. Bcerpoennbie Bo3moxkHoctu Windows [uist ayauTa
43. CyIIHOCTH anmapaTHoi (OpEeH3UKH
44. CymHocTh ceTeBoi hopeH3UKH
45. Kakue nanusie coduparorcs uz Windows
7.3.2. Kputepuu 1 HOPMbI OLIECHKH
Cemectp ®opMma npoBeieHUs! Kputepuu u HOpMBI OLIEHKH
MPOMEXKYTOYHOM
aTTecTalnuu
6 3adeTr (MUCBMEHHO/TIO | «3aYTCHOY 55-100 6amioB
HAKOIUTEILHOMY «HE 3a4TCHOY» 0-54 GamnoB
pPEUTHHTY)




8. YueOHO-MeTOoAMYeCKOEe M HH(POPMALMOHHOE 0O0eceYeHue TUCIHILIMHBI

8.1. O0s3aresqbHas JUTEpPaTYpa

Tun (y4eOHMK,
yueOHoe mocooue,

KoaunuecTtBo B

Ne y4eOHo- HAY4YHOUH
ABTOpBI, COCTABUTEH 3arsiaBue (3arojioBoK) T'ox m3panusa
n/n MeToqHu4YecKoe oudmortexe /
nocooue, HaumenoBanue 96C
NMPAKTHKYM, JP.)
1 H.H.®enotos ®dopeH3nKa — KOMIbIOTEpHAs y4eOHO- 2021
KPUMUHAIACTUKA METOJINYECKOE
nocooue
2 | O.1. CkynkuH Windows Forensics Cookbook VueGHOE OCOGHE 2022
3 C.B. IlayneBnuu 2020 https://
DopeH3uK-IKCIIepTU3a: CyIIHOCTh U Kypnan cyberleninka.ru/
OCHOBHBIE METO/Ibl OPraHU3aluu journal/n/vestnik-
(hMHAHCOBBIX pacciieJOBaHU B moskovskogo-
KOMIIaHUSIX universiteta-seriya-6-
ekonomika?
i=1082882
8.2. /lonosiHMTE/ILHAS JIUTEPATypPa
Tun (y4eOHHK,
yueOHoOe mocodue, KoauvecTBo B
Ne y4eOHO- HAY4YHOU
ABTOpBI, COCTABUTEH 3arsiaBue (3arojioBoK) Tox m3nanms
n/n MeToAuYecKoe oudmortexe /
nocooue, HaumenoBanue 96C

NPaKTHKYM, Jp.)

10.I". I'opiikoB

KpI/IMI/IHaJ'II/ICTI/ILIeCKOG HCCJICIOBAaHUC

YyebOHoe rocodue

2019

https:/




Tun (yueOHHK,
yueOHoe nocodue,

KoanuectBO B

Ne yueOHo- HAY4YHOI
ABTOpBI, COCTABUTEJH 3aryiaBue (3aroJi0BOK) T'oa m3panusa
n/n MeTOauYecKoe oudaMoTeke /
nmocooue, HaumenoBanue 9bC
NMPAKTHKYM, JP.)
¢doHorpamMm reader.lanbook.com/
book/103620
2 KommenTapun 2019

JlokTpuHe
UH(POPMALTMOHHON
0e30macHOCTH
Poccuiickoit
®Denepanuu




8.3. Ilepeyenr mnpodeccMOHANBHBIX 0a3 JaHHBIX W HWH(OPMALMOHHBIX
CIIPaBOYHBIX CUCTEM

CyxanoB M. KomnprotepHass KOHTpPKPUMHHAJIMCTHAKA: COCTOSSHAE U MTEPCIEKTUBBI
[DnexTpoHHBIH pecypc]. - Pexxum noctyna: www.securitylab.ru/ana-lytics

8.4. IlepeyeHb NPOrpaMMHOro obecrnevyeHus

Ne Hanvenosanue MO PexBu3uTHI noroni)pa
n/n (nata, HOMep, CPOK /1eiCTBHS)
1 Windows Wlndovzs (Hdorosop Ne 690 ot 19.05.2015r1.,
CPOK JICHCTBHS - 0€CCPOYHO);
2 OfficeStandart  (oroBop Ne 690 ot

19.05.2015r., cpok neWcTBHS - OECCPOUHO;

Horosop Ne 727 ot 20.07.2016r., cpok

JEHCTBHUS - OECCPOYHO)

3. Koncynerant+  (JoroBop  Nel522  or
+

Koncymeranr 25.12.2015, cpok nercTBHsI - 0ECCPOYHO)

OfficeStandart

8.5. Omnucanume MaTepHaIbHO-TEXHUYECKOH 0a3bl, HeOOXOAMMON IS
OCylIecTBJIEHUsI 00Pa30BaATEIbHOIO NMPoIecca Mo TUCHUILINHE

HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0MHeTOB, 1a00paTopuii, MACTEPCKUX H JP.
Ne 00bEKTOB JIs1 IPOBEACHHUS NPAKTHYECKUX U IlepeyeHb OCHOBHOIO
n/n JIAa00PATOPHBIX 3aHATHI, MOMEIECHUH 115 odopynoBaHus
CaAMOCTOSAITEIbHOM PadoThl 00y4aOIIMXCH

(HOMep ayAUTOPHUH)

1 Aynautopust Be0-KoH(DepeHITUH. Cton npernogaBaTeIbCKui,
YyeOHast ayiuTOpus AJIsi IPOBEICHHUSI 3aHATHIA JKpaH TEJIIEBU3UOHHBIMN,
JIEKIMOHHOTO THUIA. poyTep, CTolKa AJs
YyeOHast ayiuTOpUs AJIsi IPOBEICHHUSI 3aHATHIMA TeneBu3opa, Beb. kamepa,
CEMUHApPCKOro THIA. TpaHCIIapaHT-MIEPETIKKA,
VYyeOHast ayiuTopus 1Ji1 KypcOBOTO IMpMa, HAYITHUKH,
MIPOEKTUPOBAHUS (BBITIOJHEHHUS KYPCOBBIX pab0OT). | KOMIBIOTEP C BBIXOJIOM B

YyeOHast ayIMTOpHS JUIs IPOBEICHUS TPYNIOBLIX U | IHTEpHEeT.
WHAVBHUYaJIBHBIX KOHCYJIbTAIUM.

VYueOHast ayIMTOpHS JUIs POBEICHUS 3aHATUI
TEKyIero KOHTPOJIs ¥ MPOMEKYTOYHOM aTTeCTalluu

2-705

2 "AynuTtopus BeO-KOH(EPECHIIHIA. CTOJ1Bl yYEHUYECKHE., CTOJI
YyeOHast ayiuTOpus AJIsi IPOBEICHHUSI 3aHATHMA MPENOAABATEIbCKHM,
JICKIMOHHOTO THMA. Y4eOHasi ay IMTOpus AJs CTYJIbSl, 1I0CKa (MapKepHasi),
IIPOBEACHMS 3aHATHIA CEMUHAPCKOIO THIIA. kagenpa namonsHas, [1K,
VYueOHast ayTuTOpUS A7l KypCOBOTO TEJIEBU30P.

MPOCKTHPOBAHUS (BBIIOJIHEHHUS! KypCOBBIX PadoT).
VYuebHas ayIuTOpus AJIs IPOBEICHUS IPYNIIOBBIX U
VH/IMBUAYAJIBHBIX KOHCYJIbTaUN YueOHas
ayIUTOpUs JJI IPOBEACHMS 3aHATHH TEKYLIETO
KOHTPOJISL ¥ TPOMEXYTOUYHOM aTTeCTaI|H.

YIJIK -310

3 [TomerieHue 715l CaMOCTOSITETTLHOU PabOTHI CTOJIBl, CTYJIBS,



http://www.securitylab.ru/ana-lytics

HaumenoBaHue 000py10BaHHBIX Y4eOHBIX
KaOUHEeTOB, JJa00paTOPHUil, MACTEPCKHUX U JIP.

Ne 00BbEeKTOB /ISl IPOBEJACHUS] NPAKTHYECKHX U Ilepeyennb 0CHOBHOTO
n/n JIa0OPATOPHBIX 3aAHATHIA, MOMEIEeHU I ISt 00opynoBaHus
CaMOCTOSITeIbHON padoThl 00y4aroIuXCs
(HOMep ayJAUTOPHH)
o0yyaromuxcs KOMITBIOTEPHI
I'-401
4 [TomernieHue 1151 CaMOCTOSTENBHOM paboThI Crounbl-mapTsl
oOyyaromuxcs JIByXMECTHBIE, CTYJIbSI, CTOJI
1 -409 IIPEToAABaTENbCKUM-, CTYII

IpenoaBaTeabCKHi,
nepeBUKHAs 10CKa, SKPaH,
IpoIeccop, MPOEKTOp,
KOMIIBIOTEPHBIE CTOJIBI,
KOMITBIOTEPHI JUIs
CTYJICHTOB C BBIXO/IOM B
CEeTb UHTEPHET, KOMIIBIOTEP
IIPEernoiaBares, CEeTeBOn
mkad
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