MHHUCTEPCTBO HAVKH U BBICIIIEI'O OBPA3OBAHU S POCCUNICKOM ®EJIEPAITAN
(henepanpbHOE TOCYIApPCTBEHHOE OFOPKETHOE 00pa30BaTEIBLHOE YUPEKICHHE
BBICIIIETO 00pa30BaHuUs
«TonBATTUHCKHI TOCYTapCTBEHHBIN YHUBEPCUTET)

b1.B.10

(UHOEKC OUCYUNIUHDL)

PABOYASA ITPOI'PAMMA JTUCHHUITJIMHBI

HpOFpaMMHO-aHHapaTHLIC CpCAcCTBa 3alIHUTLL I/IH(I)OpMaI_II/II/I

(HaumeHo8anue OUCYUNIUHbL)

10 HATPABJICHUIO TIOJTOTOBKH
09.03.03 IlpuknagHast uHpopMaTHKa
HaIpaBJIEHHOCTH (TPODUIIB)
[Ipuknannas uHGpopmaTuka B MHGOPMAITMOHHON 6€30acHOCTH

®opma 00yueHus: ouHas [AOKYMEHT MOAMUCAH
SMEKTPOHHOW MOAMMUCHIO

I'ox nabopa: 2023

CepTudumkar: 01794E5C0049AF9D9145347EB1B3606D07
Bnapeneu: MNopuHa Jlapuca HukonaesHa
OevicteuteneH: ¢ 10.11.2022 go 10.11.2023

O6mas TpynoemMkocTb:4 3E

Pacnpene.ﬂeﬂue YacCoB JUCHMIUIMHBI IO CEMeCTPpamM

Cemectp 6

®dopmMa KOHTPOJIA 3a4eT Hroro
Buj 3ansaTuii
Jlexknuu 16 16
JlaboparopHsbie - -
[IpakTyeckue 32 32
PykoBozcTBO: KypcoBble paboTh! (poekTsl) / PI'P - -
[IpomexxyTouHasi aTTecTalus 0.25 0.25
KonrtakTHas pabora 48.25 48.25
CamocTosiTenbHas padoTa 95.75 95.75
KonTtposb - -
Hroro 144 144




Pabouyro nmporpamMmy coctaBuiI(u):
BnacoB Urops AHatonseBud

(Oonxcnocmen, yuenoe seanue, cmenenv, Pamunus 1.0.)

(Oondcrocmo, yuenoe 36anue, cmenets, Pamunus 1.0.)

PenensupoBanue padouei mporpaMMbl TUCIUTINHBL:

OtcyTcTBYET

Penienzenr

(OonducHocms, yuenoe 36anue, cmenerv, Pamunus 1.0.)

Pabouas nporpamma aucuumuinabl cocrapiieHa Ha ocHoBaHuu GI'OC BO u yuebHOTrO
aHa HampasiaeHus noarotoBku (cnerumanbHocTH) 09.03.03 IlpuknagHas wHbOpMaTHKA

Cpok aeiicTBus padoueii nporpaMmbl Jucuuiuinabl 10 31.08.2027

YTBEPXIAEHO

Ha 3acenanny MHCTHTYTa MH)KEHEPHOH M YKOJIOTUYECKON 0€301MacHOCTH
(mporokou 3acenanus Ne 2 ot 05.09.2022).




1. e ocBoeHMsI JUCUMIIIHHBI

Ilenpto ocBoeHus aucuuIuiuHbel «lIporpaMMHoO-anmapaTHble CpEICTBA  3alUThI
uHbopManun» sBigercs (HOpPMUPOBAHME y CTYACHTOB 3HAHUN O MPUHLHUIAX TOCTPOCHHS
cucrem 3amuthl uHpopmamuu (C3U) B omepannonHbix cucremax (OC), BEIYHCIUTEIHHBIX
cetsix (BC) u cucremax ynpasnenus 6azamu gansbix (CYB/]).

3aza4yy TMCUUIUIMHBI HAllpaBJICHbI HA U3Y4YECHHE:

— npuHOMNoB mnoctpoeHus cuctem 3ammtel B OC, BC u CVYBJl paznuunHon
apXUTEKTYPHI;

— CPEeJICTB U MEeTO0B HecaHKIHOHUpoBaHHOTro noctyna (HCJ) x pecypcam OC, BC u

CYB/;

— NPUHLUIOB (YHKIIMOHUPOBAHMSI COBPEMEHHBIX CUCTEM ayTEeHTHU(UKALINY;

— METO/IMK UCIOJIb30BAHUS MEKCETEBBIX FKpaHoB (MD);

— MpOrpaMMHO-aNMapaTHBIX CPEICTB oOecredeHnss HHPOPMAIIMOHHON Oe30MmacHoCTH
aBTOMATHU3UPOBAHHBIX CUCTEM;

— OCHOBHBIX Me€p MO 3amuTe HHPOpPMAIMM M TMPOTPAMMHBIX TPOIYKTOB OT
HECAHKIIMOHUPOBAHHOTO JIOCTYyNa, MOJU(HUKAIMA W H3yYEHUS B aABTOMATHU3UPOBAHHBIX
CUCTEMaX.

2. Mecto aucuuniaunbl B crpykrype OIIOII BO

,ZII/ICHI/IH.]'H/IHI)I " IPaKTUKH, HA OCBOCHUHU KOTOPBIX 633preTC$[ JaHHass JUCHUIIJINHA:
- Hacrpolika 1 agMUHUCTPUPOBAHUE KOMIIBIOTEPHBIX CETEM;
- OcHOBBI ynpaBiieHUs] ”HPOPMAITMOHHOM 0€30MaCHOCTHIO.

HonyquHHe 3HaHUWA UCIIOJB3YIOTCA NPU U3YYCHHUHU CICAYIOIUX TUCHHUILINH
- Texnuueckas 3ammra HHGOpMaIUH;

- be3omacHOCTh KOMITBIOTEPHBIX CETEH;

- besonacHocTh 6a3 TaHHBIX.

3. [lnannpyemble pe3yJabTaThl 00y4YeHUs

(K01 1 HAUMEHOBAHHE)

(Koa 1 HAMMEHOBAHUE)

dopMupyemblie Nuauxkaropsl
KOHTPOJIMpyeMble JOCTHKEHHUS I[lnannpyeMble pe3ybTaThl
KOMIIeTeHIINH KOMIIeTeHIU I o0yueHust

T1K-3 CrniocobeH orieHHBaTh
yrpo3bl 6€30MacHOCTH
UH(pOPMALNH ONEPALHOHHBIX
CHCTEM U CeTeH

I1K-3.4 Mcnonb3yeT NpUHIUIBL K
METO/IbI [IPOTHBOACHCTBHS
HECAHKIIMOHUPOBAHHOMY
MHGPOPMALIMOHHOMY BO3/CIHCTBHUIO
Ha BBIYHCIIMTENBHBIC CHCTEMBI 1
CHCTEMBI Ilepejadn HHPOpMauH

3HaTh:

- OCHOBHBIC TIPUHIIUIIBI TOCTPOCHHS
MO/ICHCTEM 3alUThl KOMITBIOTEPHOM
nH(pOpPMAIMHK B ONIEPAIHOHHBIX CHCTEMAaX U B
MOJTb30BATEIbCKUX MTPOTPAMMHBIX
TIPHIOKCHHSX;

- IPUHIITE (YHKIIHOHUPOBAHUS K
obecrieueH s 3allUuThl MPOrPaMMHO-
anmapaTHBIX CPECTB HHPOPMAIIMOHHOU
0€30I1aCHOCTH,

YMmers:

- o1leHUBATh 3(PpPEKTUBHOCT M HAJIE)KHOCTH
3amuthl OC, BC u CYB/;

- BEIBIIATE ciiaboctr 3amutel OC, BC u
CVYB/I u ucrnonb30BaTh UX Ul BCKPBITUS
3aIUTHI;

Bnagets:
- 9 peKTHBHOTO MCITOJIL30BAHMS




®opmupyemble U
KOHTPOJINpyeMble
KOMIEeTeHI[UH
(ko1 ¥ HAMMEHOBAHUE)

Nuaukaropsl
JOCTHKEHUA
KOMIIeTeHIIUi
(Ko ¥ HAMMEHOBAHUE)

Inanupyembie pe3yJibTaThl
o0yueHust

MpOrpaMMHO-aNNapaTHbIe CPEACTBA
obecrieueHns HHPOPMATMOHHON
0e30aCHOCTH,

TIK-3.5 IIpumeHseT Mepsl
MPOTHBOJACHCTBYUS HAPYIICHUSIM
CeTeBOii 6e30MacHOCTH ¢
HCIIOJIb30BaHUEM Pa3INYHBIX
MPOTPaMMHBIX U allapaTHBIX
CPEJICTB 3alHUTHI.

3HaTh:

- MPOOJIEMBI ¥ HATIPABIICHUS Pa3BUTHS
anmnapaTHbIX U IPOTPaAaMMHBIX CPEICTB
3anmThl HHGOpMANNY;

Ymers:

- IPUMEHATb ¥ aJMHHHCTPUPOBATh
CpelcTBa MPOrpaMMHO-aNIapaTHOW 3allUThI
HHpOpPMaIH

Bnanets:

- METO/IaMH 3alIUThl HHHOPMAIIUH B
OIEPALMOHHBIX CHCTEMax U B
M0JIh30BATEIbCKUX MPUIIOKEHHSAX;

TIK-3.6 lemoHCTpHpYET BIaJcHUE
HaBBIKaMH 3PPEKTUBHOTO
UCIIOIBb30BAaHMs IIPOTPaMMHO-
anmapartHble CpeCTBa
obecnieyeHus: HHPOPMALUOHHON
6e30macHOCTH

3HaTh:

- cepTu(HUIMPOBAHHbIC H TIEPCIICKTHBHbIC
IIporpaMMHO-aIIapaTHbIe CPECTBa, 1
METO/IbI 3aIIUTHl KOMIIBIOTEPHON
uHpopMaLUH

YMmeTsh:
- IUIAHUPOBATH TPOrPAMMHO-AITAPATHYIO
MoJicucTeMy 0€30MacHOCTH OpraHU3alnH;

Branets:

- HaBbIKAMH HCIIOJb30BaHHUS MEXKCETEBBIX
9KPaHOB M CHUCTEM OOHAPY)KEHHS BTOPXKCHHI
u apyrux C31U




4. CTpyKTYypa M coJep:KaHue TUCHUIIMHBI

MopnyJas (pa3aean)

Bun
yueOHoit
padoThI

HaunMmeHnoBanue TeM 3aHATHH
(y4eOHoi1 padoThI)

Cemectp

Oo0beMm, 4.

Banasl

HNHTepakTus,
4.

DopMbI TEKYLIET0
KOHTPOJIsA
(HauMeHOBaHM e
OLICHOYHOI0
cpeacTBa)

Monynsb 1

Jlex

Tewma 1 Ilpeamer u 3aga4n MPOrpaMMHO-
annapaTHoil 3aIUTHl HHOPMALUH
Mecto MIpOorpaMMHO-aIIapaTHBIX
METOJIOB M CPEACTB B KOMIUIEKCHBIX
cucTeMax 3aIUTHI nH(pOpMAaIUH.
OCHOBHBIE TEPMHHBI U OIPEACIICHUS.
CTpyKkTypa M COCTaB CHUCTEM 3all[HThI
nHpOpMalM W KOMIUIEKCOB CpEJCTB
3aIIUTEL. Omnpenenenne MecTa
IIpOrpaMMHO-aIIapaTHBIX CpelCTB
3ammTel  WHpOpMAlmMM B oOImei
npobiieme nH(OPMAIMOHHOM
Oe3onacHocTi. HopMaTHBHO-IIpaBOBbIE U
TEeXHUIECKHE TPEOOBAHUS K IIPOTPaMMHO-
anmnapaTHBIM cpencTBam 3aIIUTHI
WHPOPMAIIHH.

Monyisb 1

Cp

Tema 1 Ilpeamer u 3a1auu NporpaMMHO-
annapatHoii 3aIUThl HHPOPMALUH

12

Monyns 1

Jlex

Tema 2 IlpoekTupoBaHHE U pean3anus
KOMILIEKCOB CpencTB 3aIIUTHI
“HpOPMAIHH. [Ipobnemsr
MIPOEKTHPOBAHHS u peanuzanuu
MEXaHU3MOB 3aIlUThI

TexHmueckoe MPOCKTUPOBAHUE u
peanuzanus KOMILJICKCOB CpeInCTB
3aIUTHI. JKu3HeHHbBIH LUK
KOPIIOPaTHBHBIIT CHCTEMBI. O0630p
MOAXOMOB K CO3JaHHIO KOMILICKCOB
CpencTB 3aIIUTHL. [Ipobremsl
MIPOEKTHPOBAHHS u peanuzanuu
sanmuuieHHbIX AC. OCHOBHBIC TIPHHITUITBL
CO3JaHus MPOrpaMMHO-aIIapaTHBIX
cpencTs obecniedeHuss HHPOPMAITMOHHON
Oe3onacHocTy. [IporpaMMHoO-anmapaTHble
CPE/CTBA, pealu3ylollie  OTACIBHbBIC
(OYHKIIMOHAJIbHBIC TpeOOBaHMS o




3amuTe. WX TOpUHUMIBL  ACHCTBUS U
TEXHOJIOTHYECKHE OCOOCHHOCTH

Monyns 1

IIp

Tema 2 IIpoexkTHpOBaHHE W PEaTH3ALMSL
KOMIIJIEKCOB CpencTB 3aIIUTHI
HHPOPMAIIHH. [IpoGnemsr
MIPOEKTHPOBAHHS u peanu3anuu
MEXaHU3MOB 3aIllUTHI

Mertonuka MIPOEKTUPOBAHUS C3U.
[ToctpoeHue Monenu JUist BBIOPaHHOTO
00BeKTa

OTYeT 1Mo NpaKTHYECKOMY
3aHsThio Nel

Monyns 1

Cp

Tema 2 IIpoekTHpOBaHHE W PEaTH3ALL
KOMILIEKCOB CpencTB 3aIIUTHI
WHpOPMAIIHH. [IpoGnemsr
HPOSKTHPOBAHHUS u peanu3anuu
MEXaHU3MOB 3aIUTHI

12

Monyns 1

Jlex

Tema 3 Teopemqecme OCHOBBI
peanuzanuu MEXaHH3MOB 3aIUTHI
rHpOpMAIIN

3ama4n M METOHOJIOTHYECKHE OCHOBEI
UCIIONIB30BAHMS  allllapaTHBIX  CPEJCTB
3alUTEl MHGOPMALUH B KOMIBIOTEpAX.
TexHnueckne TpeOOBaHMS CTAHIAPTOB K
IPOrpaMMHO-aNNapaTHBIM cpencTBam
3amuTel  uHGopManuu.  DopmanbHbIe
MO M TIOJMTHKH  YHPABICHUS
nocryrnoMm. Iloxcucrema  obGecriedeHus
1eNoCTHOCTH. KOHTpONb  IeTOCTHOCTH.
AHTHBHpYCHasi ~ 3all[UTBl.  Pe3epBHOE
xormpoBanue. [loacucrema perucrpanyu
n yué€ra cooObrtnii. Kpunrorpaduueckas
MIOJICHCTEMA.

Monyns 1

Cp

Tema 3 TeopeTquCKHe OCHOBBI
peanuzanuu MEXaHHU3MOB 3aIIHUTHI
nHMOpMAITUH

12

Monyinsb 1

Jlex

Tema 4 MexaHu3MbI 3aIIUTEI,
peanu3yemble Ha 0a3e IPOrpaMMHBIX
npoaykToB pupmbel Microsoft

IMogcucrema pasrpaHudeHHs JOCTyTA.
Iloncucrema peructpauun U ydéra.
Ioxcucrema obecriedeHUs ETOCTHOCTH.

Kpunrorpaguueckas MOJCHUCTEMA.
Unrepdetic aJIMHUHHCTPATOpA
0e301MacHOCTH. [onstue JIOMEeHa.
OcobeHHocTn YCTaHOBJICHHS

JOBEPUTECIILHBIX OTHOIIICHUH. C03I[aHI/Ie u




yJaJIeHHe OIKETOB MOJIb30BATENICH.

Monyns 1

IIp

Tema 4 MexaHu3MbI 3AIIMTEL,
peanuzyemble Ha 0a3e MPOrPaMMHBIX
poaykToB upmel Microsoft
Oo0ecrnieuenne 6€30MaCHOCTH AOCTYTIA
K JIaHHBIM HHQPOPMAITMOHHON
CHUCTEMbl OpPraHU3alMK C IMOMOIIbIO
npoxykroB Microsoft u  Aladdin.
TumnoBele penieHusl.

OTYeT Mo MPaKTHYECKOMY
3aHATHIO Ne2

Monayinsb 1

Cp

Tema 4 MexaHu3MbI 3aIIUTEHI,
peann3zyemple Ha ©0a3e IIPOrpaMMHBIX
poayKToB upmbl Microsoft

12

Monyib 1

Jlex

Tema 5 MexaHu3MbI 3aIUTHI,
peanusyemble Ha ©Oaze OC cemelicTBa
Linux

OCHOBHBIE KOMIIOHEHTBI ~ ITOJICHCTEMBI
samuTel LINUX. ®daiinoBas cuctema —
KaK OCHOBa ITOJICHCTEMSBI 3amuThl. [IpaBa
JoCTyna K  dneMeHTaMm  (haitmoBoit
CHCTEMBI.  YTpaBJeHHE MPOLECCAMHU.
Co3ganue W yJaleHue — OHOKETOB
nosip3oBateneil. OCHOBHBIE MPOOJIEMBI C
0C30I1aCHOCTBI0 U BO3MOXKHBIE PELICHHS
B UNIX-nogo0HBIX CHCTEMax.
Honcucremsr. [lepecbopka siapa OC. Brl-
BOJ  CHCTEMBl W3  HECTAaOWIHLHOTO
COCTOSIHUSL: TOHCKM W YCTpaHCHHUE
HETIOJIaJI0K.

Mopyns 1

Ip

Tema 5 MexaHu3MBbI 3aIUTHI,
peamusyemble Ha ©Oaze OC cemelicTBa
Linux

Hactpoiika BCTPOEHHBX CUCTEM
Oe3omacHocTd Linux

OTYeT MO MPAKTHYECKOMY
3aHsATHIO Ne3

Monyib 1

Cp

Tema 5 MexaHu3MbI 3aIUTHI,
peammsyembie Ha 0Oaze OC cemeiicTBa
Linux

12

Monyns 1

Jlex

Tema 6 Cpencrsa 3amutsl HHGOPMALIUH,
peann3oBaHHbIE B AKTHBHOM CETEBOM
0060pyIOBaHUH

Hcnonb3yemoe ceTeBoe 00OpyHOBaHHE.
Ero KIIacCU(pUKALH. Cpencrtsa
obecrieueHus 0€e30MacHOCTH
KOPIIOPAaTUBHBIX ~ CETEH. OCHOBHEIE
3alIUTHBIC MCXaHU3MBbI U l'[pI/IMepLI ux
peanu3aluu. OcobeHHocTH




CYIIECTBYIOIINX cBOOOTHO-
pacnpocTpaHsIeMbIX MPOrPaAMMHBIX
peanu3anuii  MEXCETeBBIX  JKPaHOB.
OuibTpanusi  MakeTtoB.  MexXceTeBble
9KpPaHBI YPOBHSI COE/IMHEHHSI.
MexceTeBble  9KpaHbl  HPUKIIATHOTO
YpOBHSL.  MexcereBble  JKpaHBl  C
JUHAMUYECKOW (UIbTpaluell IaKeToB.
MexcereBble 9KPaHBI MHCTICKIUH
coCTOsIHUSL. MexceTeBble SKPaHbl YPOBHSI
siapa.  TpebGoBaHMsi K  MMOKa3aTessiMm
3aIIUIIEHHOCTH MEKCETEBBIX IKPAHOB.
M3 wnHa miarpopme Windows. MD
IPTables Ha  1ardopme Linux.
YcranoBka U HacTpoiika Web
Application Firewal

Monyns 1

lp

Tema 6 Cpencrsa 3amutsl HHGOPMALIUH,
peann3oBaHHBIE B AKTHBHOM CETEBOM
obopynoBaHHU

Pazpaborka MD Ha  mmardopme
Windows.

Hacrpoiika 6panamayapa.

OTyeT 1Mo NpaKTUUECKOMY
3aHATHIO Nod

Mopyns 1

Ip

Tema 6 Cpencrsa 3amutsl HHGOPMALIUH,
peaIM30BaHHbIE B AaKTHBHOM CETEBOM
0060opyI0BaHUH

Pazpaborka MD [PTables Ha miatdopme
Linux

OTYeT MO MPAKTHYECKOMY
3aHATHIO NeS

Mopyns 1

Ip

Tema 6 Cpenctpa 3ammuThl HHGOpMALIUH,
peann3oBaHHBIE B aKTUBHOM CETEBOM
000pyIOBaHUH

YcraHoBka u HACTpOKa Web
Application Firewal

OTYeT MO MPAKTHYECKOMY
3aHATHIO Ne6

Monyisb 1

Cp

Tema 6 Cpencrsa 3amuTsl HHGOPMALUH,
peaM30BaHHbIE B AaKTHBHOM CETEBOM
000py10BaHHU

12

Monyns 1

Jlex

Tema 7. CpezctBa 3amuThl HHGOpPMAIINH,
peann3oBaHHbIE B MIPUKIIATHOM
MIPOrpaMMHOM 00ECTICUeHUH

Bo03MOXXHOCTH ~ peanm3aldd  CPEJICTB
3alMThl HA  TMPHUKIAAHOM  YPOBHE.
UcnonszoBanne APl wu  Oubmmorek.
Hcnonb30BaHue  CHCTEMHBIX  BEI30BOB.
Peanuzanyiss COOCTBEHHBIX OHOJHOTEK.
IMpumepsl  peajM3alid  MEXaHH3MOB
3a0MThl  HAa  MPHKIAJHOM  YPOBHE.




Cranmaptsl paspabortku I10. Pa3pabotka
6e3omacHoro nporpammuoro koaa, [OCT
P 56939-2016 «Pa3paboTka Ge30macHOro
POrPaMMHOI0 00ECTICUCHHSY.

Monyns 1

Cp

Tewma 7. CpeznctBa 3amnThl HHPOpPMAIINH,
peanu3oBaHHbIE B MPUKIIATHOM
MPOrPAMMHOM 00ECTICYCHUH

12

Monyns 1

Jlex

Tema 8 IIporpamMmmHo-anmapaTHsie
cpeiacTBa  3alUThl  MHpOpPMAamMM  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA
[Ipumenenue IpOrpaMMHO-
annapatHbIX KoMIiuiekcoB SecretNet ,
Co6oab, Koutunenr, Dallas Lock.
YcTaHOBKa M perucrpanus B cUCTEME
3amuTel. Co3jaHMe Y4YeTHBIX 3aruceil.
Peanuszanus JIUCKPELIMOHHOMN u
MaHIATHOM Mojienell pasrpaHudyeHust 10
Tyma. ObecneueHne 3aMKHYTOCTH
MporpaMMHON cpenbl. KonTposnb
LEJIOCTHOCTH.  Perucrpamust  coOBITHIL.
lapanTHpoBaHHOE yaJICHHE TAHHBIX.

Monyns 1

lp

Tema 8 ITporpamMMHoO-annapaTHbIe
cpeacTBa  3amuMThl  MHQOpManMu  OT
HECaHKIIMOHUPOBAHHOTO JJOCTYIIA
M3yyeHue MeTONOB 3alUTHl JOKAJIbHOU
I[I3BM or HCJ] x wunbopmanuu, ot
HECaHKIIMOHUPOBAHHOIO  KOIHMPOBAHUS
nHpopmarmy, HAECHTU(PUKAINH u
ayreHTHOUKaMN cyobekToB B AC mpu
MIOMOIIH IporpaMMHO-aINIapaTHOro
kommiuekca  Secret  Net 5.0 u
3JICKTPOHHOTO KJII04a "Co0ob".
VYceranoBka u  Hactpoiika ITAK
KoHTuHEHT

OTyeT 1Mo NpaKTUUECKOMY
3aHATHIO N7

Monyinsb 1

IIp

Tema 8 IIporpamMmmMHo-annapaTHbie
cpeacTBa  3amuThl  MHQOpManmMu  OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYyTIA
M3yyeHnne MeTONOB 3alLUTHI JIOKAJIBHOU
[I9BM or HCJ] x wundopmamum, or
HECAaHKIMOHUPOBAHHOTO  KOMHPOBAHHS
“HpOpMAIHH, uaeHTHGUKAIN u
ayTeHTHOUKAMU cyobekToB B AC mpu
TTOMOIIN TIPOrpaMMHO-AIIapaTHOTO
kommekca Dallas Lock. Hacrpoiika
MMAK.

OTYeT Mo MPaKTHYECKOMY
3aHaTHIO No§




Monyns 1 Cp Tema 8 IIporpammHoO-anmnapatHbie 11.75
cpeicTBa  3aIIUTHl  MHPOPMAIMHA  OT
HECAaHKLIMOHHPOBAHHOTO JOCTyHa
1A Cnaua 3auera (MTOTOBBII TecT/cnavya 5 0,25 Bank TecToBBIX
3ayera yCTHO (TIMCHMEHHO) 3anannit /Bonpock k
3a4eTy
Hroro: 144







5. O6pa3oBaTe/ibHbIE TEXHOJIOTHHU

O6pa30BaTeJ'II>HOFO IIponecca.

TexHonorus ®Dopmbl 00yUCHHS MeTto/161 00yUYeHHS
Texuosorus TPaAUIUOHHOTrO | JIekuus. Harnsanaele,  CIOBECHBIC,
o0ydyeHusi — opranmzanusi ydeOHoro | [IpakTudeckoe 3aHsTHE. | MPAKTUYECKHE.
mporecca B By3e, OcHOBaHHas Ha | CamocrosiTenbHas
JIEKIIMOHHO-CEMUHAPCKO-3a4ETHOM pabora.
dhopmax oOyueHus NunuBunyansHOE

JIOMalIHee 3a/1aHue.
TexHonoruss MmoayabHOro o0y4deHusi | Jlekuusa-koHcynpTanus. | Pemenue  cUTyallmOHHBIX
— opranuzanus yudeOHoro mporecca | CeMuHap c | 3a/1au.
TUTST MIOJTHOTO OBJIaJICHUS | UCTIOJb30BaHMEM MeToja | [Ipe3eHTannoHHBINH METO/.
coJiepKaHuEeM 00pa30BaTENbHBIX | aHAIH3A KOHKpeTHBIX | CaMocTosiTeNbHas paboTa.
IporpaMM Ha OCHOBE HE3aBHCHUMBIX | CUTYyaIlHii. Koncynpranms.
y4eOHBIX ~ MOXyJed €  y4eToM WuauBuayanbHas padoTa.
WHJMBUIYAlIbHBIX ~ WHTEPECOB u
BO3MO>KHOCTEN CyOBeKTOB

NHpopmManMOHHbIE TEXHOJIOTHH —

crenuaibHbIe CIIOCOOBI,
MpOorpaMMHBIE u TEXHUYECKHE
cpeactBa  (KMHO, ayauo — U

BUJICOCPENICTBA, KOMIIBIOTEPHI) JJIf
paboThI ¢ HHpOPMAITHEH

Jleknusi-npecc-
KOH(epeHIIHs.
Busyanbnas nexuusi.

[Tpe3eHTalMOHHBI METOI.

@DopMbl U METOJIbI 00YUEHHUS

JAucTaHIIHOHHOE 00yYeHHne

CeTeBasi TexHOJIOTHSI — H3y4YeHHE Kypca (yueOHOI
JTUCITUTUTMHBI) TIOCPEACTBOM AJIEKTPOHHBIX  y4eOHO-
METOJIMYECKUX  MaTepUaOB,  pa3MEIICHHBIX B
oOyyJaromieit cpefie ¢ HMCIOJIB30BAaHUEM KOMITBIOTEPA,
MOAKIIOYEHHOT0 K ceTu HTepHeT.

CD-texHosiorusi — u3ydeHue Kypca (y4deOHOI
JTUCIHIUTAHBI), TPEACTABICHHOTO CTYIACHTY B BHIE
ABTOHOMHOW 3JIEKTPOHHOM OOydaromeld CHCTeMbl U
3JEKTPOHHOM BEpCUU y4e0HO-METOINIECKUX
MareprasioB Ha CD-nucke.

6. Meronuyeckue yKa3aHus M0 OCBOEHHIO TUCIIUILIUHbBI

6.1. PexoMeH1alini 0 OCBOEHUIO JICKIIMOHHOTO MaTepurana, MOAroTOBKE K JICKIHIM
.HGKI_II/II/I ABJIAOTCA OAHUM U3 OCHOBHBIX BHUI0B y‘-Ie6HBIX 3aH$ITPII>'I B BBICIIIEM y‘-I€6HOM

3aBeficHUU. B Xo0/€ JIEKIIMOHHOTO Kypca MPOBOJUTCS HM3JI0KEHHE COBPEMEHHBIX HayUYHBIX
MaTepI/IaHOB B CI/ICTeMaTI/ISI/IpOBaHHOM BHUAC, a TaK¥XKC paS'bHCHeHI/Ie Han6onee prl[HLIX
BOIIPOCOB Y4Ye€OHOW AMCHUIUIMHBL. [IpyM W3ydyeHWW IUCHUIUIMHBI CJEAyeT IMOMHHUTBH, YTO
JICKIIMOHHBIC 3aHATHUA ABJISIFOTCA HaHpaBJI}IIOH_[I/IMI/I B 60J'IBH_IOM OGT;GMC Hay‘-IHOFO MaTepI/IaJIa.
Bonpiyro 4WacTe 3HaHWUW CTYAEHT JOJDKEH HAOUpaTh CaMOCTOSITEIRHO W3 YUYEOHUKOB H
Hay4yHOU nureparypbl. KOHCIIEKTHI JIEKIIMM PEKOMEHIYETCSl UCII0JIb30BaTh IPU MOATOTOBKE K
a0OpaTOPHBIM  3aHATHSAM, OK3aMEHy, KOHTPOJBHBIM  TECTaM, TIPH  BBITIOJIHCHUH
CaMOCTOSTCIIBHBIX SaﬂaHHﬁ.

. 6.2. PexomeHmanmu mo opraHu3aiii cCaMOCTOATEILHON pabOThI

CamocrosrenbHas padoTa BKJIIOYAET M3YUYECHHE JIUTEPATYypbl, MOUCK MH(OpMaIy B
cetu MIHTEpHET, MOATOTOBKY K TecTaM, sk3ameHy. HeoOxommmo pa3o0paThcsi B OCHOBHBIX
IIOHATHUAX. 3aanaTb BO3HHUKIIINEC BOHpOCBI nu HaﬁTH OTBCThl Ha HHUX Ha 3aHATHAX, JII/I60



pa3obpaTh ux ¢ mpemnojaaBareneM. [IoArOTOBKY K Sk3aMeHy HEOOXOJUMO HAaYMHATH 3apaHee.
Crnenyer mpoaHaJM3UPOBATh HAYYHBIH M METOMWYECKHM MaTepual y4eOHHWKOB, Y4eOHO-
METOJIMYECKUX MOCOOW, KOHCIIEKTHI JIEKIUNA. 3HaTh (POPMYJIUPOBKU TEPMHUHOB U YMETh UX
YETKO BOCIPOU3BOIUTh.

7. OneHo4YHbBIE CpeacTBa

7.1. IlaciopT OLlEHOYHBIX CPEACTB

Cemect Kox koHTpo/mpyemoi HaumenoBanue
P KOMIIeTeHIIUH (WM ee YACTH) OLICHOYHOI'0 CPeACTBA
6 I1K-3 [IpoTOoKONBI MPAKTUYECKUX 3aJaHUMN
Nol-8

Bormpocsr k 3auety NeNel-45
Tems! pedepaToB
bauk TectoBbIX 3amanuii 1-350

7.2. TunoBble 3aaHNsl WJIM HHbIE MaTepHAJbl, HEOOXOAUMBbIE Jisl TeKYyLIero
KOHTPOJIA

7.2.1 Pedepat Bunpl annapaTHbIX CpeACTB 3allUThl HH(OpMaLIUU

7.2.2 Pedepar IIporpammMHble cpecTBa 3allIUTHI HHGOpMALUN

7.2.3. BeinosiHeHHe NPAKTHYECKHUX 3aJaHUH

Temsl IIpakTHYecKuX 3aaHUI

No Tema

1
Meroauka mpoektupoBanusi C3U. Iloctpoenune wmomenu miis BBIOPAHHOTO
o0BeKTa

2 .
Obecneyenne 0€30MaCHOCTH JOCTyNa K J@aHHBIM WH()OPMAIMOHHOW CHCTEMBI
OpraHu3aIlMK C IIOMOIIBIO ITPoIyKToB Microsoft u Aladdin. TunoBsie penieHus.

3 . .
Hactpoiika BcTpoeHHBX cucteM 6e3omacHoctu Linux

4 ) .
Pa3zpaborka MD Ha tutarhopme Windows.Hactpoiika OpaHamayapa.

5 .
Pa3zpabotka MO [PTables na miardopme Linux

6 . . .
YcranoBka u HacTpoiika Web Application Firewal

7 .
Nzyuenne meronoB 3amuthl JokaiabHOH [I9BM ot HCJ x undopmanum, ot
HECaHKITMOHHUPOBAHHOTO KOMUPOBaHUS HWHPOpMANHK, HWIACHTUDUKAIUU U
ayreHtudukanuu cyorektoB B AC mpu MOMOIIM MPOTrPaMMHO-AMIApaTHOTO
komruiekca Secret Net 5.0 u snextponnoro kitouda "CobOomnp". YcTaHoBKa u
Hactpoiika [TAK.

8 .
N3yuenne metonoB 3amuthl JokainsHOW [IDBM ot HCJI x mudopmaruu, ot
HECaHKI[MOHMPOBAHHOTO  KOMHUPOBAHHS HWHPOpPMAIUH, WIACHTUDUKANMUA W
ayreHTuukaunu cyobektoB B AC mpu NOMOIIM MPOrpaMMHO-aNIapaTHOrO
komiuiekca Dallas Lock. Hacrpoiika ITAK.




Tunosoii(bie) npuMep(bl) 3agaHus(1il)

[Ipy BBINOJHEHWU NPAKTUYECKUX 3aJaHUN CTYJEHTHl OTPadaThIBAIOT METOAMKY
npoektupoBanuss C3M, HacTpauBarOT CHCTeMBl 0€30MaCHOCTH LinuX, yCTaHaBIMBAIOT W
HactpauBaoT Web Application Firewal, ITAK Co6onb u npyrue C3U.

KpaTtkoe onucanmne u perjiaMeHT BbIIIOJTHEHUS
1. U3yunTh TeOpEeTHUECKUI MaTepHral 1 HOPMAaTUBHO-TIPABOBYIO 0a3y.
2. OdopMmuTh OTYET O TMPAKTUYECKOM paboTe B COOTBETCTBUU C TPEOOBAHUAMU K
0(pOpMIICHHUIO MPAKTHYECKUX pabOT B COOTBETCTBUU C TEMATUKOM 3aaHMUSI.

Kpurtepum onenku:

- OLEHKAa «3a4TE€HO» BBICTABICTCA CTYIEHTY, €CIM IIPAKTUYECKOE 3aJaHue
BBITIOJTHEHO TPAaMOTHO HJIM UMEET HECYIIECTBEHHBIE 3aMEeUaHusl, BBIOJIHEH OTYET 10 padoTe.

- OLIEHKAa «HE 3a4TE€HO» BBICTABIIICTCS CTYIAEHTY, €CIU IPAKTUYECKOE 3aJaHue He
BBITIOJTHEHO, UMEET IpyOble OINOKH, HE TOJITOTOBJIEH OTYET.

7.2.2.
Tunosoi npuMep TECTOBOIrO 3aJaHUA

Knaccudukanus cuctem oOHapyKeHUsI BTOPKEHHUH

Br16epuTe 0H UM HECKOJIBKO BAPHAHTOB OTBETA!
1) mo cocobam pearupoBaHus
2) 1o pellaeMbIM 3a/1a4yam
3) o cioco0y c6opa nHpopMauu
4) mo MeToaaM aHaju3a

Kpurepun onenkn:

MuHuManpHOE KOJIWYEeCTBO OaioB 1. DBamel HAYHUCIAIOTCA aBTOMATHYECKHA
MPONOPLIMOHATIBHO ITPAaBUJIBHBIM OTBETAM.

7.3. OuneHo4YHbIe CpeACTBA IS MPOMEXKYTOYHOH aTTeCTAIlMH 10 HUTOram
OCBOEHUS TUCHHUILIMHBI

7.3.1. Bonnpocel K IPOMeKYTOYHOM aTTecTAlMA

Cemectp 6
Ne Bonpocsl k 3a4erty
n/n
1.
HopmatuBHO-TIpaBOBbIE M TEXHHYECKHE TpPeOOBaHHA K MPOrPaMMHO-aNNapaTHBIM
CpeJICTBaM 3alIUThl HHPOpPMAITUU
2. [Tonsite HecankimoHuposanHoro nocrymna (HCJI) k undopmarmu
3. . .
HacTpoiika nonuTHKu 6€30MacHOCTH ONEePaAMOHHON CHCTEMBbI
4. o
B yewm 3akirogaercs MojieIb JUCKPELMOHHON NOJUTHKHU O6€3011acHOCTH ?
5. )
['pynnoBas noauTuka B jomeHax Windows
6.
Mertoap! u cpenctsa 3ammThl HHGopmaruu ot HCJI B nokanbuabix [I9BM




Tunbl KOHTPOJISI 0€30IMACHOCTH: IIOTOKOBBIM, KOHTPOJIb BBIBOJIA, KOHTPOJIb JOCTYIIA

8. . N
TexHoJIOruy JOBEpEHHOU 3arpy3KH ONEepallMOHHON CUCTEMBI
9.
[TpuHIUTIBI CePTUPUKAIINN CPEJCTB 3aIIUTH HHPOpPMAIIH
10. . .
Ympasnenue cpeactBamu ayreHTHHKauu B Linux 1 Windows
11. .
[IpumeHeHre TUTTOBBIX MOJIEJICH YIIpaBJICHUS JOCTYIIOM B OTIEPAIIMOHHBIX CHCTEMAax
12. .
Kak cooTHOCsITCS MaTpulia JOCTya U POJIEBOM focTyn?
13.
CpenctBa obecnieuenust 3anuThl nHGopmaimu B CYB/]
14.
CpenctBa 1 MeToIbI OOectiedeHus menoctHocT JaHHbIX CYB]L
15.
MeTo/ 161 BHEIPEHHUS TPOTPAMMHBIX 3aKJIaJIOK
16.
Peanuzarust 3auThl OT BPEAOHOCHOTO TPOTrPaAaMMHOTO KOAa
17.
MexaHH3M CETEBhIX aTak Ha Opay3epbl
18. .
Ynpasnenue nponeccamu. Co3gaHue U yaajaeHue Or0HKETOB MOJIb30BaTeeH
19.
Opranu3zaiys 1 aIMUHACTPUPOBAHKE PAOOTHI PA3IMYHBIX THIIOB MEXKCETEBBIX KPAHOB.
20.
MeskceTeBble 9KpaHbl, UX TUIbI U KOH(MUTYpaIHs
21.
Opranuzaiys U aIMUHACTPUPOBAHKUE Pa0OTHI Pa3IUYHBIX TUIIOB MEKCETEBBIX IKPAHOB.
22.
CoctaB u Bo3moxkHocTu I10 C3U SecretNet
23.
CocraB u Bo3moxkaoctu [10 C3U Dallas Lock
24,
CocraB u Bo3moxkHocTu [10 C3U KoHTHHEHT
25. .
[TpoTokonsl ayTeHTU(UKALIMKU W UACHTU(GUKALUKA TOJb30BaTeNIe B KOMIBIOTEPHBIX
cersix. RDP, RDG, VPN, VDI
26.
Opranu3zaius 1 METOJIMKU KOHTPOJIS 00JIaUHBIX CEPBUCOB
27. .
Knaccudukammst cuctem oOHapyKeHUsI BTOPKEHHUN
28. .
MeTto161 00X0/1a CETEBBIX CHUCTEM OOHAPYKEHHSI BTOPKEHUH
29.
[TonsiTHE O CUTHATYpE BPEIOHOCHOTO MPOTPAMMHOI0 KOJ1a
30.
JlecTpykTHBHBIC (DYHKIIMU BPEIOHOCHBIX TPOrpaMM
31.
MexaHu3Mbl BUPYCHOTO 3apa)KeHHsI
32.
MeTo/1b1 pabOTHI C TIOJIB30BATEIISIMU 10 MPOPIIAKTUKE 3apAXKEHUS] BUPACAMU
33. .
[ToHsiTHE 0 «TPOSHCKUX» MporpaMMax M X GyHKIHsX. [IporpaMMbI-«1KOMHEPHI
34.
MexaHn3Mbl CTATUYECKOTO CKPBITHSI BPEJIOHOCHOTO MTPOTrPaMMHOTO KOJa
35. .
CereBble BUPYCHI: JKU3HEHHBIN ITUKJI, 0COOCHHOCTH (DYHKIIMOHHPOBAHUS, OCOOCHHOCTH
IIPOTUBOJICHCTBHUS CETEBBIM BUPYCaM
36.
OcHOBHBIE MEPHI M0 3aIIUTE OT BUPYCOB - MHU(POBAIBITUKOB
37. .
UTo Takoe mporpaMMHBIN BUPYC M KaKOBa €ro npupoxga’?
38. . 9
Kakune nporpaMMHbI€ MOJIYJIM BXOAST B COCTaB IporpaMMHoOro komiuiekca ViPNet?
39. . .
Jlnst gero ciyxut kirodeBoit Habop (ViPNet)?
40.

[Mopsimok cepruduranuu HoBoM DII abonenta (ViPNet)?




41. .
AnMuHHCTpUpOoBaHuE KaHana Ha VipNet

42. . .

ITAK VipNet Coordinator, BO3MOKHOCTH, Ha3HAYEHHUE, AJIMUHICTPUPOBAHNE

43.

DJEeKTpOHHAs TOAIKUCH, IPUHIUN padoThl, cepTudukaTsl, Y L]

44. o -
[TpuHuMn OeicTBUS, TOCTOMHCTBA M HENOCTATKH allapaTHBIX YCTPOICTB Ha OCHOBE
AJIEKTPOHHBIX (MAarHUTHBIX) UIEHTU(PUKATOPOB

45.
buomerpudeckas naeHTUGUKALNS

7.3.2. Kputepuu ¥ HOPMbI OLIEHKH
Cemectp ®opMa npoBeeHUs Kpurepun u HOpMbI OLIEHKHU
MPOMEKYTOYHOM
arTrecTaluu
6 3adver (MMCbMEHHO/TIO | «3aYTCHOY 55-100 6amioB
HaKOMUTEILHOMY «HE 3a4TCHO» 0-54 GamnoB

pEUTHHTY)




8. YueOHO-MeTOoAMYeCKOEe M HH(POPMALMOHHOE 0O0eceYeHue TUCIHILIMHBI

8.1. O6s13aTesbHASA JIUTEPATYPA

Tun (yueOHHK,
yueOHoe mocooue,

KoanuectBO B

Ne yueOHo- HAY4YHOI
ABTOpBI, COCTABUTEJH 3aryiaBue (3aroJi0BOK) T'oa m3panusa
n/n METOIHYECKOe oudanorTeke /
nocoomue, HanmenoBanue OB5C
NMPAKTHKYM, JP.)
1 Kazapun O. B., 3a6a0ypun | [IporpamMMHo-ammapaTHbie CpecTBa yaeOHOoe mocooue 2022
A. C. 3aIUThl HTHGOPMAITIT
2 ['anatenko B.A. Wnentudukanus u ayreHTHOUKAITHS, Dn.pecypc 2021 http://citforum.ru/
yIpaBlIeHUE TOCTYIIOM security/articles/
galatenko/- (mara
oOpareHus -
17.10.2021)
3 ITpoxoposa O. B. WNndopmannonnas 6e30macHOCTb U yaeOHoe mocodue 2022
3anmTa HHPOpPMauu
8.2. lonosiHMTE/ILHAS JIUTEPATypPa
Tun (yueOHuK,
yueOHOe mocooue, KoaunvecTBo B
Ne yueOHo- HAY4YHOI
ABTOpBI, COCTABUTEH 3arJsiaBue (3arojioBoK) Tox m3nanms
n/n MeTOoAuYecKoe oudsmortexe /
nocooue, HaunmenoBanue 9BC

NMPAKTHKYM, Jp.)

[lagerug B.®.

3ammTa KOMIBIOTEPHON HH(POPMAIIHH.
DddekTHBHBIC METOBI U CPEACTBA

y4yeOHoe rocodue

2019

https://e.lanbook.com/
book/1122




8.3. Ilepeyenr mnpodeccMOHANBHBIX 0a3 JaHHBIX W HWH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM
Wutepner-nopran g UT-cnenuanucros - http://www.habrahabr.ru/
HuTepHeT-nopTai pecypcoB 1o nHhpopMalnoHHo! 6e3omacHocTH - http//www.all-ib.ru
Koncynbsrant [lnroc - http://www.consultant.ru/

OdunmanbHbIi NOpTal NpaBoBoil MHGOpManuu - http://pravo.gov.ru/
OdunmanbHblil caliT deaepanbHON CITyKOBI IO TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO -
http://www.fstec.ru/

8.4. Ilepeyenb nporpaMMHOro odecneveHnst

Ne Hanvenosanue MO PexBu3uTHI noroni)pa
n/n (nata, HOMep, CPOK JAeilCTBHS)
1 Windows Wlndovzs (Hdorosop Ne 690 ot 19.05.2015r1.,
CPOK JICHCTBHS - 0ECCPOYHO);
2 OfficeStandart  (HoroBop Ne 690 ot

19.05.2015r., cpok neWcTBHS - OECCPOUHO;
Horosop Ne 727 ot 20.07.2016r., cpok
JEHUCTBHUS - OECCPOYHO)

3. Koncynerant+  (JoroBop  Nel522  or
Koncymsranr+ 25.12.2015, cpok nercTBHsI - 6ECCPOYHO)

OfficeStandart

8.5. Omnucanume MaTepHaIbHO-TEXHUYECKOH 0a3bl, He0OXOAMMON IS
oCylIecTBJIEHUsI 00Pa30BaATEIbHOIO NMPoIecca Mo TUCHUIINHE

HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0MHeToB, 1a00paTopuii, MACTEePCKHUX H JP.
Ne 00bEKTOB JIs1 IPOBEACHHUS NPAKTHYECKUX U IlepeyeHb 0OCHOBHOIO
n/n JIAa00PATOPHBIX 3aHATHI, OMEIECHUH 115 odopynoBaHus
CAMOCTOSAITEIbHOM PadoThl 00y4aOLIMXCH

(HOMep ayAUTOPHUHN)

1 Aynautopust BeO-KoH(DepeHITUH. Crton npenogaBaTeabCKui,
YyeOHast ayiuTOpUs AJIsi IPOBEICHHUSI 3aHATHIMA JKpaH TEJIEBU3UOHHBIMN,
JIEKIMOHHOTO THUIA. poyTep, CTolKa AJis
YyeOHast ayiuTOpUs AJIsi IPOBEICHHUSI 3aHATHIA TeneBu3opa, Beb. kamepa,
CEMUHApPCKOro THMA. TpaHCIIapaHT-MIEPETIKKA,
VYyeOHast ayiuTopus 1Ji1 KypCOBOTO IMpMa, HAYITHUKH,
MIPOEKTUPOBAHUS (BBIMIOJHEHHUS KYPCOBBIX pab0OT). | KOMIBIOTEP C BBIXOJOM B

YyeOHast ayIUTOpHS U1 IPOBEICHUS IPYNIOBLIX U | IHTEpHEeT.
WHAVBHUYaJIbHBIX KOHCYJIbTAIUM.

VYueOHast ayIUTOpHS JUIs POBEICHUS 3aHATUI
TEKYyIero KOHTPOJIs ¥ MPOMEKYTOYHOM aTTeCTalluu

2-705

2 "AynuTtopus BeO-KOH(PEPEHIIHA. CT0J1Bl yYEHUYECKHE., CTOJI
YyeOHast ayiuTOpus AJIsk IPOBEICHHUS 3aHATHHA MPENOAABATEIbCKHM,
JICKIMOHHOTO THMA. Y4eOHasi ay TuTOpuUs AJst CTYJIbSl, 10CKa (MapKepHasi),
IIPOBEACHMS 3aHATHIA CEMUHAPCKOIO THIIA. kaenpa nvamonsHas, [1K,
VYueOHast ayTuTOpUs AJIsl KypCOBOTO TEJIEBU30P.

MPOCKTHPOBAHUS (BBIIIOJIHEHHUS! KypCOBBIX PadoT).
VYuebHas ayIuTOpus AJIs IPOBEICHUS IPYNIIOBBIX U
VH/IMBUAYAJIBHBIX KOHCYJIbTaUN YueOHas
ayJIUTOpUs JJI NIPOBEACHMS 3aHATHH TEKYLIETO
KOHTPOJISL U TPOMEXYTOUYHOM aTTecTally.



http://pravo.gov.ru/
http://www.consultant.ru/

HaumenoBaHue 000py10BaHHBIX Y4eOHBIX
KaOUHEeTOB, JJa00paTOPHUil, MACTEPCKHUX U JIP.

Ne 00BbEeKTOB VISl NPOBEJCHUS MPAKTHYECKUX H Ilepeyennb 0CHOBHOTO
n/n JIa0OPATOPHBIX 3aAHATHIA, MOMEIEeHU I ISt 00opynoBaHus
CaMOCTOSITeIbHON padoThl 00y4aroIuXCs
(HOMep ayJAUTOPHH)

YJIK -310

3 [TomernieHue 17151 caMOCTOATENBHOM paboThI Crombl, cTyBA,
00y4armuxcs KOMIIBIOTEPHI
I'-401

4 [Tomemienue aas caMOCTOSATEIbHONU PabOThI Crosnbl-napTsl
o0yyaromuxcs JIByXMECTHbIE, CTYJIbSI, CTOJ
1 -409 IIPEnoAaBaTeIbCKU-, CTYII

IpenoaBaTe’abCKHid,
nepeIBUKHAs 10CKa, SKPaH,
IpoIeccop, MPOEKTOpP,
KOMIIBIOTEPHBIE CTOJIBI,
KOMITBIOTEPHI JUIs
CTYJIEHTOB C BbIXO/IOM B
CEeTb UHTEPHET, KOMITBIOTED
IIPEno1aBares, CETeBON
mkad
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