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Pabouas nporpamma aucuumuinabl cocrapiieHa Ha ocHoBaHuu GI'OC BO u yuebHOTrO
maHa HampasiaeHus noaroToBku (crenuanbHOocTH) 09.03.03 Ilpukmamnas uHpOpMaTHKA

Cpok aeiicTBus padoueii nporpaMmbl Jucuuiuinabl 10 31.08.2027

YTBEPXIAEHO

Ha 3acenanny MHCTHTYTa MH)KEHEPHOH M YKOJIOTUYECKON 0€301MacHOCTH
(mporokou 3acenanus Ne 2 ot 05.09.2022).




1. e ocBoeHMsI JUCUMIIIHHBI

HCJ'IB OCBOCHHUA MUCHUIINIMHBI — HU3Y4YCHHUC OCHOB IMPOBCIACHUA TCCTHUPOBAHUSA Ha

IMPOHUKHOBCHUC MCTOAOM YCPHOI'O AlIWMKa, HMUTHPYSA BHCIOHETO U BHYTPCHHCTO

Hapymmrens. Crymarend TO3HAKOMSITCS C OCHOBHBIM HMHCTPYMEHTapueM, KOTOPBII
MIPUMEHSICTCSI TIPY MPOBEICHUN TECTUPOBAHUS HA MPOHUKHOBEHHE, M3yYaT OCHOBHBIC BHJIBI
YSI3BUMOCTEH U CLIOCOOBI MX AKCIUTyaTaIUH.

B kypce paccMaTpuBarOTCS CIEIYIONINE TEMBI:

- BEO-TECXHOJIOT U,

- BeO-ysI3BUMOCTH;

- METO/IMKA MPOBE/ICHUS TECTHPOBAHKS HA MPOHUKHOBEHUE;

- aKTHBHAsl ¥ MACCUBHAs Pa3BeKa;

- aBTOMAaTHU3WPOBAHHOE M PYYHOE CKAHUPOBAHHE CETH HA HAJIMUYUE YSI3BUMOCTEH;

- YCTPOMCTBO JOMEHA U YSI3BUMOCTHU B ITPOTOKOJIAX;

- rectupoBanue Wi-Fi cereit;

- 3allliTa OT IIPOHUKHOBCHUA.

2. Mecto nucunmimabl B ctpykrype OIIOII BO
JIMCUMIUINHBI ¥ IPAKTHKH, HA OCBOEHUH KOTOPBIX OazupyeTcs JaHHas AUCLUILINHA:

* TexHOJIOrMM U METO/IbI COLIUATBHON NHKEHEPHH;
* KoMIIBIOTEpHBIE CETH.

I[I/ICI_II/IHJ'II/IHBI U PAaKTUKH, IJId KOTOPBIX OCBOCHUC JaHHOM JUCUMILINHEI HGOGXO)II/IMO
KaK MpeACCTBYIOMICC:

* UudopmarrionHas 6€30MacHOCTh aBTOMaTH3UPOBAHHBIX CHUCTEM;
* 3amuTa HHGOPMAIIMOHHBIX POIIECCOB;
* Undopmarrionnast 6€301MacHOCTh KOMITBIOTEPHBIX CETEH.

3. [InanupyemMble pe3yJibTaTbl 00y4eHHUs

dopmupyemble U

KOHTPOJIMPYeMbI NHankaTopbl 10CTHKEHUS
€ KOMIIETEHI[U U KOMIIETEeHI[H A I[lnanupyemMble pe3yabTaThbl 00y4eHUs
(ko m (Kol 1 HAaMEHOBaHUE)
HalMEHOBAHME)
[IK-6 [IK-6.9 Hcmonb3yeT METOAUKY U 3HaTh:

CriocoOeH POU3BOIUTH
OLICHKY (P PEKTUBHOCTH
l'lpl/l MCHCHMUA

MPOBEJIEHHE KOMIUIEKCHOTO ay/InTa,
CpeJICTBA U MHCTPYMEHTHI aHa/In3a
3aIIUIIEHHOCTH

- METOJIMKY W TIPOBE/ICHHE KOMIUIEKCHOTO ayIUTa;
- OCHOBBI IPOTPAMMHUPOBAHUS;
- OCHOBBI BEO-TEXHOJIOTHIA;

HPOrPaMMHO-
anmnapaTHbIX CPECTB
3ammThl HHGOpManuy,
OCYILECTBIISTh
MOHUTOPHHT
(YHKIIMOHHPOBAHUS
NIPOrpaMMHO-
anmnapaTHbIX CPEACTB
3aIIUThl MHGOPMALUH

- MPOTOKOJIBI TIepeaaun (haiiios;
- Bugp! yszsumocteit UC.

VYmeTs:
- OPTraHM30BaTh ayIUT HHPOPMAIHOHHBIX CUCTEM;
- pa3pabaThIBaTh MOJIHUTHKY OC30MACHOCTH;
- OKCIUTYyaTHPOBaTh ysi3BuMOcTH UC;

Braners:
- OCHOBAaMH CONMAILHON HH)XEHEPHH;
- METOIaMH 00HAPYKEHUsI KOMITBIOTEPHbBIX aTakK;




dopmupyemble H

KOHTpoJupyembl | HWHIMKATOPBI 1OCTHXKEHUS
€ KOMIeTeHIn U KOMIeTeHIU IlnanupyeMble pe3yJbTaThl 00yUeHHS
(xom m (Kox ¥ HAMMEHOBaHUE)
HalMEHOBAHME)

IIK-6.10 [IpumeHseT HUHCTPYMEHTBI IS
TIEHTECTA

3HaTh:
- CPe/CTBA M MHCTPYMEHTHI aHAJIM3a 3aIUIIECHHOCTH

YmeTs:
- IPUMEHSTh HHCTPYMEHTHI ISl ICHTECTa

Bnanets:
- METOIaMH MTPOBEICHHUS TICHTECTA

IIK-6.11 Ymeer pa3pabaThiBaTh
MIOJIUTHKY O€30I1aCHOCTH,
9KCIUTYyaTHPOBATh YSI3BUMOCTH,
pacciie1oBaTh KOMITBIOTEPHBIE
HMHIUICHTHI

3HaTh:
- 3aKOHOJATeILCTBO PD
- HOpMAaTUBHBIE aKTHI PETYIISTOPOB

VYmerts:
- paCCHelIOBaTb KOMl'IblOTepHI:Ie HUHIOUACHTHBI
- MOJICJTUPOBATH YIPO3bI

Bnapers:
- HaBbIKamMu pazpabotku OP/]

T1K-6.12 Biiageer oCHOBaMH COIMAILHOM
WH)KCHEPHH, METOoJIaMH  OOHapYKECHUs
KOMIIBIOTEPHBIX aTaK, WHCTPYMEHTapueM
QSINT

3HATh:
- OCHOBBI COITUAJILHOM WH)KEHEPUU

VYMeTh:
- OJTy4YaTh HH(GOPMALIMIO OT CETEBBIX CEPBHCOB

Brnaners:
- nactpymenTapueM QSINT




4. CTpyKTYypa M coJep:KaHue TUCHUIIMHBI

Bun .
“ HaumMmeHoBaHHe TeM 3aHATHH
Mopnyas (pa3aean) yueOHoit . Cemectp | O0beMm, 4. | Baniabt
(y4eOHoi1 padoThI)
padoThI
Monyns 1 Jlex Tema 1 Beemenue B aymautr UB. 7 2
Merozmonorus ayaura.
1. Cymnocts aynuta b
2.HopmaTuBHBIE aKTHI IO ayTUTY
3.1lenu 1 3a1a4u ayauTa
4.2rtansl aynuTa
5.Kak npoBecTn ayauT 3aKOHHO
6.BHemHuii ¥ BHyTpeHHUI ayauT
7.Metononorus ayaura
8.JloKyMeHTHpOBaHUE pe3yabTaToB
ayauTa
9.Knaccudukanusi MEpOIpusITHI ayanuTa.
10. TectupoBaHue Kak OAMH U3
OCHOBHBIX THIIOB ay/UTA.
11. TectupoBaHe Ha OCHOBE MOJAEIEH.
12. TectupoBanue CIIENAAJIbHBIMU
CpPEe/ICTBAaMH H CTIOCO0aMH
13. HopmarusHoe 000CHOBaHHE
TECTUPOBAHUS Ha NPOHUKHOBEHUE
Monyns 1 Ip Tema 1 Beenenne B aymur HB. 7 4
Merogmonorus ayaura.
Pa3paboTka 3TamoB W MeponpuATHH
ayaura
Mopnyns 1 Cp Tema 1 Bsemenue B ayautr UB. 7 12
Merononorus ayura.
Mogys 1 Jlex Tewma 2 IlpoBenenue ayaura 7 2
1.Anamu3 3aIIUIICHHOCTH
MH(pOPMAIIMOHHBIX CHCTEM c
NIPUMEHEHHEM TEXHHYECKHX CpPEICTB,
HAaIpaBJICHHBII Ha BBISIBIICHHE
MOTECHIMAIBHBIX YSI3BUMOCTEH B
HH(PACTPYKType BEIYUCIUTEILHON CETH .
2.00cnenoBaHle U aygUT KIHOYEBBIX
OusHec-cHCTeM U OW3HEC-TIPOLIECCOB
(UHAHCOBO-XO035ICTBEHHON
JeATeTbHOCTH.
3.Aymutr mponeccoB HH(GOPMaIMOHHON
0€30I1acHOCTH.
4. Ayaur TEXHUYECKOI 3alATHI
KOH(HICHITUATHHON HHPOPMAIIHH.
S5.Aymutr  cooTBeTCTBHA ~ 00paboTKH
NEPCOHAIBHBIX JAaHHBIX Tpe6OBaHI/I$[M
3aKOHOATEIbCTBA.
Mopyns 1 IIp Tema 2 IlpoBenenue ayaura 7 4
TectupoBanue WHPPACTPYKTYpHl Ha
ocHOBe Mogenei. TectupoBaHus
PEAIBHBIX CUCTEM U UX IPOTOTHUIIOB C
HCIIOJIb30BAaHUEM CIIEIUAJIbHBIX
CPEJICTB U CIIOCO00B.
Monyinsb 1 IIp Tewma 2 IlpoBenenue ayaura 7 4
AyIuT aKTHBOB M OM3HEC MPOIECCOB
Monyns 1 IIp Tema 2 IlpoBenenue ayaura 7 4
MopnenupoBaHue yrpos u ACUCTBUH
HapYLIUTEIIS
Monyns 1 Cp Tewma 2 IlpoBenenue ayaura 7 12
Monyns 1 Jlex Tema 3 DkcrnepTHas OLICHKA PE3YJBTATOB 7 2




aynura

1.OkcriepTHass TPOBEpPKa COCTOSHUS
3alIMIIEHHOCTH ~ MHPOpPMAIMKd |
WHPOPMAIMOHHBIX CHCTEM.

2.01eHKa COOTBETCTBHS CHCTEM H

Mep UH(OPMALMOHHON
0e30MmacHOCTH Ha npeaMer
COOTBETCTBHS CTaHmapTam u

Tpe60BaHI/IHM 3aKOHOIATCIbCTBA

Monyns 1 IIp Tema 3 DkcmepTHas OLEHKa PE3yJIbTaTOB 7 4
Tema 3 DkcnepTHas oIeHKa aynura
PE3yIbTATOB ayAuTa Aymatr  cooTBEeTCTBUSL  00pabOTKH
MIEPCOHATBHBIX JAHHBIX TPEOOBAHUSIM
3aKOHOIATENIbCTBA
Monyisb 1 IIp Tema 3 DkcrniepTHasi OlLICHKa pPe3yJIbTaToB 7 4
Tema 3 DxcnepTHas OIEeHKa aynura
Ppe3yabTaTOB Ay AHTa Ouenka 3amumenHocty MC
Mopyns 1 Cp Tema 3 DkcriepTHast OIlEHKA Pe3yIbTaToB 7 12
Tema 3 DkcnepTHasi OleHKa aynura
pe3yNbTaTOB ayIuTa
Monyinsb 1 Jlex Tema 4 Merononorust B3jaoMa 7 2
1. DTamnsl pa3BeaKH U IPOHUKHOBEHUS
2.PasBenxa w  cbop  mHpOpMaLUH
Pa3IMYHBIME METOJAMH.
3. ITaccuBHas, MONyNAaCCUBHAs pa3Be/Ka.
4. Tlomyuenne MHGOPMAIMU OT CETEBBIX
CEepBUCOB
5. Tlomyyenue  uHbOpMamuu  u3
OTKPBITBIX ¥ 3aKPBITHIX HCTOYHUKOB
Monyns 1 IIp Tema 4 Metononorus B3jioMa 7 4
AHanmn3 ceTeBoro Tpaduka
Monyns 1 IIp Tema 4 Metonosiorus B3aoMa 7 4
INaccuBHas pa3Benka nc
OpraHu3anuu
Monyns 1 Cp Tema 4 Metononorus B3jioma 12
Bun
HaumeHnoBanue Tem
yueOHO . Oo6bem,
Mopnyas (pa3naein) i 3aHATHH Cemectp . Banasbi
(yueoHoli padoThI) )
padoThI
Mopyns 1 Jlex Tema 5 ®azunr nupekropuii Bed-caiira. 7 4
TToHCK OTKPBITHIX TIOPTOB
1. UnctpymeHnrapuii juisi  QasuHra
TUPEKTOPUi BEO-TTPUIIOKEHHSI.
2. CkaHUpOBaHHE CETH Ha HaJIH4He
OTKPBITBIX ITOPTOB C IIOMOILIBIO NMap.
3.HccnenoBanne BeO-IPWIOKEHHS €
TTOMOIIBIO Burp Suite.
Mopyns 1 IIp Tema 5 ®azunr nupekropuii Bed-caiira. 7 4
[Tonck OTKPHITHIX TIOPTOB
MOHUTOPUHT aKTUBHOCTH B CETH.
Hcnonb3oBaHue  MHCTPYMEHTapUs
(dasuHra IS TPOBEPKH OTKPBITHIX
TIOPTOB
Mopyns 1 IIp Tema 5 ®azunr nupekropuii Bed-caiira. 7 4
TTOHCK OTKPBITHIX TIOPTOB
HccnenoBanne BeO-IPUIIOKEHUS
Monyns 1 Cp Tema 5 ®azunr nupekropuil Bed-caiira. 7 12
IToMCK OTKPBITHIX IIOPTOB
Moayib 1 Jlex Tema 6 Ilouck  ysi3BUMOCTEH B 7 2




NPHIOKEHUSIX U Ha XOCTaX CEeTH
1. M3ydeHne pa3nuYHBIX CKaHEPOB MO
TOUCKY YSI3BUMOCTEN.

2.baHku ys3BUMOCTEN U yrpo3
3.Knaccudukanus ys3BUMocTeit
4.Py4Holi oKcK ysI3BUMOCTEH

5. CepruduiupoBaHHBIE  CpeICTBa
aHanM3a  3amumieHHoctd:  XSpider,
MaxPatrol, Pesuzop Cerun, Cxanep-BC.
OyHKIMK, METOAWKA HCIOIb30BAHHS

Monyns 1 Ip

Tema 6 Ilomck ys3BEUMOCTEH B
NPUIIOKEHHUAX U HA XOCTaX CETU
XSpider, MaxPatrol, Pesuzop Cetn,
Ckanep-BC ®yHkium, MeToIUKA
HCIOJb30BaHUS

Monyns 1 Cp

Tema 6 Ilomck ys3BHUMOCTEH B
MPUIOKEHUAX M HA XOCTaX CETH

Mopyns 1 Jlex

Tema 7 DkcruryaTanus ysi3BUMOCTEH.
1. Pabora ¢ ¢peiimopkom Metasploit.
2. Mousitue exploit, CVSS.

Monyns 1 IIp

Tema 7 DxcrutyaTanus ys13BUMOCTEH.
Pabora c ¢peiimBopkom Metasploit

Monyinsb 1 IIp

Tema 7 Okcmmyaranust yss3BUMOCTEH.
Google dork JUIS  TIOWCKA
nHpOpMaIHH

Monyinsb 1 Cp

Tema 7 DxcrutyaTanus ysi3BUMOCTEH.

Monyns 1 Jlex

Tema 8 3ammura UHPOPMALMOHHBIX
CHCTEM OT aTaK U BTOPXKECHUH
1.Ilonutrku GE30MacHOCTH, CTAaHIAPTHI,
TIPOLIE Y PBI

2. 3ammTa OT yTeuek nHpopmamu
3.CucreMbl OOHapy)KCHHs BTOPXKCHHH
IDS

4. bpanamMayspsl

5.BupTyanpHble 3alIMILIEHHbBIE CETH

Monyinsb 1 IIp

Tema 8 3amura WHPOPMAIIMOHHBIX
CHCTEM OT aTaK U BTOPIKCHUIA
Co3ganne VPN U3 KOMIIOHEHTOB C
OTKPBITHIM UCXOJHBIM KOJIOM

Monyns 1 IIp

Tema 8 3ammura UHPOPMALMOHHBIX
CHCTEM OT aTaK U BTOPXKEHHIH

ITpoBenenne GUIIMHTOBON aTaku

Monyns 1 Ip

Tema 8§ 3amura WHPOPMAIMOHHBIX
CHUCTEM OT aTaK U BTOPKECHUU
Iloctpoenue IDS u
IIPOEKTUPOBAHUE CHCTEMBl 3aIIUTHL
OT yTeueK HHpopMaIuu

Monyns 1 Cp

Tema 8 3amura WHPOPMAIMOHHBIX
CHCTEM OT aTaK U BTOPXKEHUMU

7 15,75

A

Cpauga 3auera

7 0,25

Hroro: 180

5. O6pa3oBaTe/ibHbIE TEXHOJIOTHU

Texuomorusa

Dopmbl 00yUeHUs

MeTobl 00yueHust

Texnoaornsa TPAAULUOHHOIO | Jlekuus.
o0yueHusi — opranuzanus yueOHoro | [IpakTuueckoe 3aHsTHE.

mporiecca B By3€, OCHOBaHHas
JEKIIMOHHO-CEMHUHAPCKO-3a4€THOM
dhopmax oOydeHus

Ha | CaMocTosITEIbHAS
paborta.
NuauBuyanbHOE

Harnsinnele,  cioBecHble,
MIPAKTHYECKUE.




JOMAIIHCC 3aJaHUC.

TexHoJ0rUsE MOAYJHLHOIO O00yYeHUs
— opraHu3anusi y4eOHOro Tporiecca
TUTSI MOJTHOTO OBJIAJICHUS
coJiepKaHuEM 00pa3zoBaTeIbHBIX
OporpaMM Ha OCHOBE HE3aBUCHUMBIX
y4eOHBIX ~ MOXOYJIEH €  y4eTOM
UHAMBUIyaJIbHBIX ~ UHTEPECOB U
BO3MO>KHOCTEN CyOBEKTOB
00pa30BaTeNpHOrO Mpoliecca.

Pemenne
3aj1a4.
[Ipe3eHTallMOHHBII METOI.
CamocrosrenbHas paboTa.
Koncynprarusi.
WunuBuayanbHas paboTa.

Jlexus-KOHCYIbTaITH.
Cemunap c
HCIIOIL30BAHUEM METOAA
aHaIM3a KOHKPETHBIX
CUTYyalU.

CUTYallMOHHBIX

NHpopManMOHHbIE TEXHOJIOTHH —

CHelHaNbHbIC CHocoO0bl,
IMporpaMMHELIC n TEXHUYCCKUC
cpeactBa  (KMHO, ayauo — U
BUJICOCPEJICTBA, KOMIIBIOTEPHI) IS

paboThI ¢ HHpOPMAITHEH

Jlexknusi-npecc-
KOH(pepeHIus.
Busyanbnas nexuusi.

IIpe3eHTalMOHHBIN METON.

@DopMBI 1 METOBI O0YICHHUS

JAucTaHIHOHHOE 00yYeHHne

CereBasi TexXHOJIOTMSI — HU3y4yeHHE Kypca (ydeOHOMH
JTUCLMIUIMHBI) TOCPEACTBOM 3JIEKTPOHHBIX Yy4eOHO-
METOAMYECKMX  MaTepualioB,  pa3MELICHHbIX B
oOyuyarolei cpelae ¢ HUCIOJIb30BaHUEM KOMIIBIOTEDA,
IIOJIKJIFOUEHHOTO0 K cetu MHTepHeT.

CD-TexHoslorusi — u3ydeHue Kypca (yueOHOI
JUCLUIUINHBI), TPEACTABICHHOTO CTYAEHTY B BHUJE
ABTOHOMHOM 3JIEKTPOHHON OOydaromel CHUCTEMbl U
IJIEKTPOHHOMI BEpPCHUU y4eOHO-METOINUECKUX
MarepuanioB Ha CD-aucke.

6. Meroauyeckue yKa3aHus M0 OCBOEHHIO TUCIUILIUHbBI

6.1. PexoMeH1aliy 0 OCBOEHUIO JICKIIMOHHOTO MaTepurana, MOAroTOBKE K JICKIHIM

Jlexiuu sSIBISIOTCS OJTHUM M3 OCHOBHBIX BHUJIOB YUEOHBIX 3aHATHI B BHICIIEM YYeOHOM
3aBeficHUU. B xo0/€ JEKIMOHHOTO Kypca TPOBOJUTCS HM3JI0KEHHE COBPEMEHHBIX HAyUYHBIX
MaTepuajoB B CHCTEMAaTH3MPOBAHHOM BHJIE, a TaKKe pa3zbsCHEHHE HawmbOoliee TPYIHBIX
BOHpOCOB yqe6H0171 JOUCHUITIJINHBI. HpI/I I/I3y‘—IeHI/II/I JUCHUITIINHBI cnenyeT IIOMHUTB, YTO
TIEKIIMOHHBIE 3aHATHUS SIBISIFOTCS] HAPABISIONUMH B OOJIBIIIOM 00beMe HAYYHOTO MaTepHana.
BOJ’IBHIYI-O qacCThb 3H3HI/II>1 CTYJIGHT JOJI’KEH Ha6I/IpaTI) CaMOCTOSTCIIBHO H3 y‘-IG6HI/IKOB nu
Hay4HOU JuTepaTypbl. KOHCIIEKTHI JIEKIUN pEKOMEHIyeTCsl HCIOIb30BaTh MPHU MOATOTOBKE K

7a00OpaTOPHBIM  3aHATHUSM,
CaMOCTOSITENTLHBIX 3aJJaHHI.

9K3aMeHY,

KOHTPOJIbHBIM TEeCTaM, npu BBIITOJTHEHUHN

. 6.2. PexomeHmanmu mo opraHu3aiii caMOCTOATEILHON pabOThI

CamMocTosTenbHass paboTa BKIIOYAET M3yUEHHUE JIMTEPaTyphbl, MOUCK MH(OpMauu B
cetu VHTepHeT, MOArOTOBKY K TecTam, 3k3ameHy. HeoOxomumo pa3oOpaThCsi B OCHOBHBIX
MOHITHUAX. 3aMucaTh BO3HUKIIUE BOMPOCH M HAWTH OTBEThl HAa HUX HA 3aHATHUSX, JHOO
pazobparth ux ¢ mpenojaaBareneM. [10AroToBKy K 9k3aMeHy HEOOXOJAMMO HAaYWHATH 3apaHee.
CrnenyeT mpoaHaTM3WPOBATh HAYYHBIM M METOJMYECKUI Marepual y4eOHHKOB, y4eOHO-
METOJIMYECKUX MOCOOWN, KOHCIEKTHI JIEKIMHA. 3HaTh (OPMYIUPOBKUM TEPMHHOB MU YMETh UX

YCTKO BOCIIPOU3BOAUTD.

7. OueHo4YHBIE CPEACTBA

7.1. IlacnopT OLIEHOYHBIX CPEACTB




Kox koHTpo/mpyemoi HaumenoBanue
KOMIIeTEHIIUH (MJIH €€ YACTH) OIEHOYHOI0 CPeACTBA
7 I1K-6 [IpoTOoKONBI MPAKTUYECKUX 3aJaHUMN
Nel-16
Bomnpocsl k 3ageTy NoeNel-100
bank TecroBbix 3amanmii Nel-350

Cemectp

7.2. TunoBble 3aJaHUS WJIM HHbIe MaTepHAJbl, HeOOX0AMMBbIEe I TEKylero
KOHTPOJIsA
7.2.1. BeinosiHeHUe NPAKTHYECKUX 3aJaHU I

No Tema

1 Pa3paboTka 3TarnoB 1 MEpONPUATHIA ayauTa
TectupoBanrne HHPPACTPYKTYPHl Ha OCHOBE Mojelel. TecTupoBaHus peaqbHbIX
CHUCTEM U UX IMPOTOTHUIIOB C MCIIOJIH30BAHUEM CIICIIHAJIBHBIX CPEJCTB U CIIOCOOOB.

3 AyIUT aKTUBOB U OM3HEC MPOIECCOB

4 MopenupoBaHue yrpo3 U ACMCTBUN HAPYIIUTENS

5 AynuT COOTBETCTBUS OOpaOOTKM TMEpPCOHATBHBIX JAaHHBIX TpeOOBAHUSIM
3aKOHOJATEIbCTBA

6 Ouenka 3anmunieHHoctu MC

7 AHanu3 ceteBoro Tpaduka

8 [TaccuBHas pazsenka MC opranuzammu

9 MOHUTOPUHT aKTUBHOCTH B ceTH. Vcmoab30BaHWEe HMHCTpyMEHTapus (ha3uHra
JUIS1 TPOBEPKH OTKPBITHIX TTIOPTOB

10 HccnenoBanue BeO-IPUITOKCHHS

11 XSpider, MaxPatrol, PeBmzop Ceru, Ckanep-BC @yHKnmH, MeTOAHKA
HCIIOJIb30BAHMS

12 Pabora ¢ ppeirimBopkom Metasploit

13 Google dork st moucka uHbopMaluu

14 Co3ganne VPN 13 KOMIIOHEHTOB C OTKPBITHIM UCXOJIHBIM KOAOM

15 [IpoBeneHne GUIIMHTOBON aTaku

16 [Toctpoenue IDS 1 MpoeKTUPOBaHUE CUCTEMBI 3aIMTHI OT YTeUeK WH(OpMaIuu

Tunosoii(bie) npuMep(bl) 3agaHus(1il)

[Ipu BbIMOJIHEHMM NPAKTUYECKUX 3aJaHUM CTYJEHTHl OPraHU3YIOT MEPOIPUATHUS I10
ayIuTy OWM3HEC-NPOLIECCOB OPraHM3allii, MOJCIHUPYIOT yTpo3bl HAapyIIUTENEH, MPOBOAST
Onenky 3amumenHoctd UMC, wuccnenyror BeO-IPUIOKEHHUs, Yydarcs HMHUTUPOBATh
(GUIIMHTOBBIE aTaKW JJIsl TIOBBIIICHHUS OCBEIOMIICHHOCTH IIOJIb30BaTelNei, NMPUMEHSIOT Ha
IPaKTUKE UHCTPYMEHTApHUI ayTuTopa.

KpaTtkoe onucanmne u perjiaMeHT BbIIIOJTHEHUS
1. U3yunTh TEOpETUUECKUI MaTepHral 1 HOPMAaTUBHO-TIPABOBYIO 0a3y.
2. OdopMmuTh OTYET O TMPAKTUYECKOM paboTe B COOTBETCTBUM C TpPEOOBAHUAMU K
0(OpPMIICHUIO TTPAKTUIECKHUX PAOOT B COOTBETCTBUU C TEMATUKOM 3a[aHMSI.

Kpurepun onenku:



- OICHKa «3a4YTCHO» BBICTABJLICTCA CTYACHTY, CCJIMW TPAKTUYCCKOC 3adaHHC
BBITTOJITHCHO I'PaMOTHO MJIXM UMCCT HECYIICCTBCHHBIC 3aMCUAaHW A, BBITIOJHCH OTYCT I10 pa60Te.

- OICHKAa «HC 3a4YTCHO» BBICTABJISICTCA CTYACHTY, CCJIHW MPAKTUYCCKOC 3aJaHUC HC
BBITIOJIHEHO, UMECT rpy61;1e OHII/I6KI/I, HEC ITOATOTOBJICH OTYCT.

7.2.2. TecTupoBaHue Il JMCUMILINH 1-6 cemecTpoB
Tunosoi npuMep TeCTOBOIrO 3aJaHUHA

WNudopmanus, HeobxonuMmasl Asl aHaiu3a JO00ro BUAA MPOU3BOIACTBEHHON NIEATEIBHOCTH,
MOXET BKJTIOUATh CJISAYIOINE MOMEHTHI:

Bri6epute oauH U3 4 BapMaHTOB OTBETA!

1) o6pazoBanue paboTHUKA

2) TEXHOJIOTHYECKHUI TIpoliecc

3) AAUTENBHOCTD U YAaCTOTa BBHINOJIHEHUS padoT;
4) cpeacTBa KOJUICKTUBHOM 3alTUTHI

Kpurtepumn onenku:
MunuManbHoe KonmudyecTBO OayuioB 1. Bamasl  HAaYMCHSAIOTCS  aBTOMAaTHYECKU

IMPOMOPIUOHAIBHO ITPaBHUJIBHBIM OTBCTAM.

7.3. OuneHo4YHbIe CpeACTBA IS MPOMEXKYTOYHOH aTTeCTAIlMH 10 HUTOram
OCBOEHUS TUCHHUILIMHBI

7.3.1. Bonnpocel K IPOMeKYTOYHOM aTTecTAlMA

Cemectp 7
Ne Bonpocsl k 3a4erty
n/n
1. OrnpezelieHne ayauTa HHGOPMAIIMOHHON 0€30I1aCHOCTH
2. Ilenu u 3a7aum ayauTa.
3. Otanel NPOBEICHNUS ayIUTa.
4. KoHnentyanbHble OCHOBBI ayIUTa
5. TecTupoBaHue Kak OJUH U3 OCHOBHBIX THIOB ayaUTa
6. TecTupoBaH#e Ha OCHOBE MOJIETICH
7. TecTupoBaHue CCIUAIBHBIMHA CPEJACTBAMHU U CITOCOOAMH
8. [Topsinok aHanu3za cocrosinus b o0bekTa ayaura
9. Peructpanus, cbGop u mpoBepKka CTAaTUCTUYECKHMX MJAHHBIX U  PE3yIbTaTOB

MHCTPYMEHTAJIBHBIX U3MEPEHUN YSI3BUMOCTEH U yIPO3

10. | CymHOCTb OLIEHKHU PE3YyJIbTATOB MPOBEPKHU

11. | Kpurepun napymenus Ub

12. | Tlopsimok pa3paOOTKH MOJIENH YyTPo3

13. | AyauT Ha OCHOBE aHaJIU3a PUCKOB

14. | Ayaut Ha ocHOBe aHanu3a cranaaptos b

15. Ay,I[I/IT Ha OCHOBC OKCIICPUMCHTAJIbHBIX HCCIICIOBAHUM CHCTEMBI MU €¢ IIPpOTOTHUIIA

16. | CymHocTh MPOLECCHOTO MOAX0/1a K ayAUTY

17. | Knaccudukanus MeponpusTHii ayanTa

18. | OcHOBaHHUs, IO KOTOPBIM MOTYT OBITH KJacCH(DHUIIMPOBAaHBI MeponpusaTus ayauta b
o0BeKTa

19. ITaccuBHBIN ayuT




20.

AKTHUBHBIN ayJaUT

21. Buennuii ayaut

22. | Buytpenuuii ayaur

23. | DKcnepTHBIA ayuT

24. Yro Takoe OLeHKa COOTBETCTBUS

25. | Yto Takoe arrecTamusi 00beKTa

26. | CxaHMpOBaHUE MTOPTOB, 11€J1b, OCYIIECTBICHUE, HNHCTPYMEHTBI
27. | Ataku Ha BeO-IIPUIOKCHHS, IIE€JIb, CITOCOOBI

28. Bunbl BeO-ys3BUMOCTEN

29. | CoumanbHasi HH)KEHEpUs, 1EJIH, 3a0a91

30. | @umwmHr

31. | Tunsl atak

32. | Kak ocymecTBisieTcsi mepexsBaT HHGpopMmamu

33. | Cuctembl OOHAPYKEHUS aTakK

34. | BpenoHocHble IpOrpaMMbl, TUIIbI, CHOCOOBI BHEAPEHUS

35. | Metasploit Framework, Ha3HaueHue, mpuMeHeHne

36. | OkcmiouThl, IOJE3Hask HAarpy3Ka

37. | Artaku, HanpaBlieHHBIC HA MepenojHeHue Oydepa

38. | Cucremsl oOHapyxeHust BTopskerus (IDS)

39. | lonuTuku, cTaHAapThl ayInUTa 3aITUIIICHHOCTH

40. | bpaaamayaspbl, Ha3HAYEHUE

41. | Dransl pa3BeKu U NPOHUKHOBEHMUSI

42. | PaszBenka u coop uHpopManuu pasinuyHbIMUA METOAMHU.

43. | IlaccuBHas1, MOJIyIIACCUBHASI PA3BEIKA.

44. | llonyuenue nHQOpPMAIIMH OT CETEBLIX CEPBUCOB

45. | Ilonyuyenue uHGOpPMAIMK U3 OTKPBITHIX U 3aKPBITHIX HCTOYHUKOB
46. Kaxk mpoBecTu ayiut 3aKk0HHO?

47. Otamnbl B3JI0Ma CUCTEMBI

48. [Tonyuenue nHOpMAIUU U3 OTKPHITHIX HICTOYHHUKOB
49. [Tonydenue nHGOpPMAIUH O JOMEHE

50. OrnpeneneHre akTUBHBIX XOCTOB

51. [Tonyuenue nundopmaruu or DNS-cepBepa

52. ITouck ysi3BUMOCTEM

53. Araku Ha BeO-pwitokernns, SQI - mabekImm, XSS
54. MeTo1bl COMaNbHON HHXKEHEPUU

55. CymHocTh QuIIMHTa

56. MeTo/1bI 321U THL OT (pHUITHHTA

57. Social-Engineer Toolkit

58. [lepexBat nHpOpManuu B OECIPOBOIHBIX CETIX

59. MeTo/b1 321U T HHGOOPMALIUK B OECIPOBOIHBIX CETSIX
60. [TaccuBHBIN nepexBaT Tpaduka

61. AKTHUBHBIN TIepexBaT Tpaduka

62. HNHCcTpyMeHTHI TepexBaTa Tpapuka U UX UCIOJb30BaHUE
63. Cucrembl 00HAPYKEHUS aTaK

64. BpenoHocHbIe mporpaMMbl

65. Meroas!l pacipOCTpaHEHUsI BPEJOHOCHBIX POTPaMM
66. MeTouKa BISIBJICHHS BPEIOHOCHBIX MMPOTPAMM

67. Hcnonb3oBanue Metasploit Framework

68. [TpoTokoJibl Iepeaayn GhaiaoB MX OTIIMYME B UCIIOIb30BAHUH
69. [lepenanpaBieHre NOPTOB, TYHHEIUPOBAHHBIE




70. Artaku, HanpaBJIeHHBIC HAa TiepernoyiHeHue oydepa
71. CrangapT BBIIOJIHEHUS TECTOB HA TPOHUKHOBEHHUE
72. KOMIOHEHTHI BUPTYaJIbHON YaCTHOU CETH
73. 3amura BUPTyaJIbHBIX CETEH
74. Cucrembl 00Hapy>keHus1 BTop keHUu, komnoHeHTsl COB
75. 3amuTa OT yTeuek nHhopMaIuu
76. [TonuTrky 6€30MaCHOCTH, CTAHIAPTHI, MPOIIEAYPHI
77. Google dork, crmocoOs! mprMeHEHUs
78. MeTo161 00HAPYKEHUS] AKTUBHOCTHU B CETH
79. Perucrpaius u aHaJIM3 MHIMACHTOB
80. CyIIHOCTh MPOLIECCHOTO MOAX0/1a
81. CyniHocTh TEOPETUYECKOr0 MOIX0/1a
82. MeponpusTtust ayauTa
83. Kiaccudukanmst MmeponpusTuii ayiura
84. CylIIHOCTh U COJIEp’)KaHNe BHYTPEHHETO ayauTa
85. CyuiHocTh 3KCIEPTHOTO ayauTa
86. TecTupoBaHue Kak OJUH U3 OCHOBHBIX THUIIOB ayJIUTa
87. Buibl TeCTUpOBaHUHN U MX CYITHOCTh
88. TecTupoBaHMEe HA OCHOBE MOJIEJIECH
89. TectupoBanme CrieIMAIBHBIMEI CPEACTBAMH U CIIOCOOAMHU
90. ba3oBbie MOHITHS CONMAILHOW MH)KEHEPUHU
91. CucreMHO-(DYHKIIMOHABHBIN IMOAX0J K MOJACITUPOBAHUIO
92. [Topsmok o6cnenosanws npoueccoB b
93. [Topsox oOcnenoBanusi HHPOPMALIMOHHONW HHGPACTPYKTYPHI
94. [Topsimok o0cieoBaHus MOACUCTEM 3aIUThI HH(GOPMALIUN
95. [Tops1oK cocTaBiIeHMsI OTYETHOCTH I10 pPe3ysibTaTaM ayIuTa
96. [Topsiiok opranu3aiyy NpoBeAeHUs IEHTECTa
97. Ilenu u 3anaun nedrecta. Bag baunty.
98. Meroanka ompeneneHus BEPOATHOCTH TPOBEICHUS aTakh, a TAaKXKe YPOBHEH
yiepba
99. Uro BKiIIOYAET B cebst pernameHT ooOcienoBanus NC?
100. [Tepeuennr OPJI, mpoBepsieMoil Ipu ayauTe
7.3.2. Kputepuu U HOPMbI OLEHKH
Cemectp dopma nposeaeHust Kputepuu u HOpMBI OLIEHKH
NMPOMEKYTOUYHOM
aTTecTalnu
7 3aueT (MUCbMEHHO/TIO | «3aYTEHO» 55-100 6amioB
HaKOIUTEITLHOMY «HE 3a4TECHO» 0-54 6amoB
pEUTHHTY)




8. YueOHO-MeTOoAMYeCKOEe M HH(POPMALMOHHOE 0O0eceYeHue TUCIHILIMHBI

8.1. O6s13aTesbHASA JIUTEPATYPA

Tun (y4eOHMK,

yueOHOe mocooue, KoauvecTBo B
Ne y4eOHo- HAY4YHOUH
ABTOpBI, COCTABUTEH 3arsiaBue (3arojioBoK) T'ox m3panusa
n/n MeToqHu4YecKoe oudmortexe /
nocooue, HaumenoBanue 96C
NMPAKTHKYM, JP.)
1 H.B. Ckab1oB Ayaut 6e30macHOCTH HH(POPMAITMOHHBIX y4eOHO- CII6.: ITutep,
CUCTEM METOANYECKOE 2020
nocooue
2 | C.A. Ilerpenxko Ayaut 6e30MacHOCTH y4eOHO- Axanemust
METOIUUECKOE AunTu: IMK
nocobue [Ipecc, 2022
3 Anemkul A. C., JIecbko AmnmapaTHble U IPOrpaMMHBIE CPENICTBA https://
C. A.. Kykos JI. O. MOWCKA YA3BUMOCTEH VaeGHoe 0cobHe 2020 e.lanbook.com/book/
1676007
category=1545
8.2. lonosiHMTE/ILHAS JIUTEPATypPa
Tun (yueOHuK,
yueOHOe mocooue, KoaunvecTBo B
Ne yueOHo- HAY4YHOI
ABTOpBI, COCTABUTEH 3arJsiaBue (3arojioBoK) Tox m3nanms
n/n MeTOoAHuYecKoe oudsmortexe /
nocooue, HaunmenoBanue 9BC
NMPAKTHKYM, Jp.)
1 A. . buprokoB Nudopmannonnas 6€301acHOCTh: 3alluTa y4eOHO- 2019
U HamajieHue 2-e u3.) METOMYECKOE
nocobue
2 A.A. JIuxonocos , JI.A. OcHOBBI ayauTa HHGHOPMAITMOHHON y4eOHO- Mockaa:



https://e.lanbook.com/book/167600?category=1545
https://e.lanbook.com/book/167600?category=1545

Tun (yueOHHK,
yueOHoe mocooue,

KoanuectBO B

Ne yueOHo- HAY4YHOI
ABTOpBI, COCTABUTEJH 3aryiaBue (3aroJi0BOK) T'oa m3panusa
n/n MeETOIHYEeCKOoe ouodanorTeke /
nocooue, HaumenoBanue 9bC
NPAKTHKYM, JP.)
Jlenucon 0€30IMacHOCTH METOIUYECKOE M®IIA,
oco6mue 2019




8.3. Ilepeuenn 0a3 U MHGOPMANMOHHBIX

CIIPaBOYHBIX CUCTEM

npo¢ecCHOHATBHBIX AAHHBIX

— Securitylab.ru Anpec pecypca: https://www.securitylab.ru

— Huadopmarnmonnas 6e30macHOCTh. 3amura uHbopMauu Anpec pecypca: http://all-
ib.ru/

— Accouuanus 1o sonpocam 3autsl nHpopmarmu BISA Anpec pecypca: http://bis-

expert.ru

8.4. IlepeyeHb NPOrpaMMHOro obecrnevyeHus

Ne Haumenosanmne IO PexBu3uTHI norongpa
n/n (nata, HoMep, CPOK JAeilCTBHS)
1 Windows Wmdovzs (doroBop Ne 690 ot 19.05.2015r.,
CPOK JICUCTBHSI - 0€CCPOYHO);
2 OfficeStandart  (HoroBop Ne 690 ot
19.05.2015r., cpok neWcTBHs - OECCPOUHO;
OfficeStandart Horoop Ne 727 ot 20.07.2016r., cpok
JENCTBUS - OECCPOYHO)
3. Koncynerant+  (JoroBop  Nel522  or
+
Koncymerant 25.12.2015, cpok nercTBHsI - 6ECCPOUYHO)
8.5. Omnucanme MaTepHaJIbHO-TEXHH4YECKOH  0a3bl, HeOOXOAUMOH  JJd

OCYyHIECTBJICHUSA 06pa30BaTeJIbHOFO nmpouecca 1mo 1MmCUuIlJInHe

HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0HHeTOB, JJa00paTOopuii, MACTEPCKHUX H JP.
00bEeKTOB /1JIs1 IPOBEJAeHUS] MPAKTHYECKHX U

JIa0OPaTOPHBIX 3aHATHI, MOMELEeHU 115

CaMoOCTOSITeIbHOI padoThl 00y4aroIuXCs

(HOMep ayJAUTOPHH)

IlepeyeHb OCHOBHOIO
o0opynoBanust

1 Aypnuropus BeO-KOH(pEpeHIUH.

VYuebHast ayIUTOpHUs AJIsl IPOBEICHUS 3aHATHI
JIEKIMOHHOI'O THUIA.

VYuebHast ayIUTOpHUs AJIs IPOBEICHUS 3aHATHIM
CEMMHApPCKOro THIIA.

VYuebHas ayIuTOpHUs AJIsi KypCOBOTO
IIPOEKTUPOBAHUS (BBIMOJIHEHHS KYPCOBBIX padoT).
VYuebHast ayIUTOpHUs AJIsl IPOBEICHUS IPYIIOBBIX U
MHAMBUIYaJIbHBIX KOHCYJIbTAIUI.

VYuebHas ayIUTOpHUs AJIsl IPOBEICHUS 3aHATHIH
TEKYIIET0 KOHTPOJIS ¥ IPOMEKYTOUHOM aTTeCTalluu
3-705

Crton npenogaBaTeIbCKui,
9KpaH TeJIeBU3NOHHBIH,
poyTep, CToMKa st
TeneBU30pa, Beb. kamepa,
TpaHCIapaHT-TIEPETSIKKA,
IMpMa, HAYITHUKH,
KOMIIBIOTEP C BBIXOAOM B
WNurepuer.

2 "Aynuropusi Be6-KoH(pepeHIHil.

YyeOHast ayiuTOpus AJIsl IPOBEICHHUSI 3aHATHIA
JICKITMOHHOTO THIA. Y4eOHas ayTUTOPUS JIIs
MIPOBEJICHUS 3aHATHI CEMUHAPCKOTO THUIIA.
VYyebnast aymuTopust 1711 KypcOBOTO
MPOEKTUPOBAHUS (BBITIOJTHEHHS KYPCOBBIX paboT).
YdueOHast ay TUTOPUS JIJIS TIPOBEACHHS TPYIIIIOBBIX H
WHIUBHTyJIbHBIX KOHCYJIBTAIIMHA Y UeOHas

CTOsBI yYEHUUECKHE., CTOI
IIPENOAABaTENbCKUMN,
CTYJIbSI, I0CKa (MapKepHasi),
kagenpa HamnonsHas, [1K,
TEJIEBU30D.




HaumenoBaHue 000py10BaHHBIX Y4eOHBIX
KaOUHEeTOB, JJa00paTOPHUil, MACTEPCKHUX U JIP.

Ne 00BbEeKTOB VISl NPOBEJCHUS MPAKTHYECKUX H Ilepeyennb 0CHOBHOTO
n/n JIa0OPATOPHBIX 3aAHATHIA, MOMEIEeHU I ISt 00opynoBaHus
CaMOCTOSITeIbHON padoThl 00y4aroIuXCs
(HOMep ayJAUTOPHH)
ayJIUTOpus AJI IPOBEACHUS 3aHATHI TEKYIETO
KOHTPOJISI U IPOMEKYTOUHON aTTeCTalllu.
YJIK -310
3 [TomernieHue 17151 caMOCTOATENBHOM paboThI Crombl, cTyBA,
00y4armuxcs KOMIIBIOTEPBI
I'-401
4 [Tomemienue aas caMoOCTOSTEIbHONU PabOThI Crounbl-napTsl
oOyyaromuxcs JIByXMECTHbIE, CTYJIbSI, CTOJ
1 -409 [IPEenoaaBaTeIbCKU-, CTYII

IpenoaBaTeabCKHid,
nepeBUKHAs 10CKa, SKPaH,
poIeccop, MPOEKTOp,
KOMIIBIOTEPHBIE CTOJIBI,
KOMITBIOTEPHI JUIS
CTYJIEHTOB C BbIXO/IOM B
CEeTb UHTEPHET, KOMIIBIOTED
IIPEeno1aBares, CETeBOn
mkad
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