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CamocrosiTenpHas pabora 95,75 95,75
Kontposb - -
Hroro 144 144
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OtcyTcTBYET
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Pabouas nporpamma aucuumuinabl cocrapiieHa Ha ocHoBaHuu GI'OC BO u yuebHOTrO
IJIaHa HarpaBjeHus moAarotoBku (cnerumanpHocTH ) 09.03.03 IlpuknagHas wHpOpMaTHKa

Cpok aeiicTBus padoueii nporpaMmbl Jucuuiuinabl 10 31.08.2027

YTBEPXIAEHO

Ha 3acenanny MHCTHTYTa MH)KEHEPHOH M YKOJIOTUYECKON 0€301MacHOCTH
(mporokou 3acenanus Ne 2 ot 05.09.2022).




1. e ocBoeHMsI JUCUMIIIHHBI

HeJ'ISIMI/I OCBOCHU JAUCHUITIINHBI «TexHomorun u METOABI COI_IPIaJlLHOﬁ
HHXXCHCPUW) SBJIAIOTCA OBJIAACHHUEC MCTOAAMHU CHUCTECMHOI'O0 aHaJIM3a IMpPOHECCOB, TAKTUK U
TCXHUK Hap}IHJPITeHeﬁ, C ICIBIO UX BBIABICHUA, HOCJ'IGI[}/IOH_IGI‘;I HeﬁTpaJ'IPBaI.[HPI, OCHOBaMH
HCﬁpOHHHFBHCTH‘IGCKOFO nporpaMMHUpOBaHud, a TaKXKC OBJAJCHUC HaBbIKaAMU pa6OTBI C
IIOJIB30BATCIIIMHA I/IH(I)OpMaI_II/IOHHLIX CHCTEM B OOJIACTH IOBBIIICHUS OCBCAOMJICHHOCTHU C

METOJaMU pa6OTBI CONHMAJIBHBIX MHXXCHEPOB.

2. Mecto aucunmimmabl B ctpykrype OIIOII BO

JIMCUMIUIMHBL ¥ IPAKTHKH, HA OCBOCHUHU KOTOPBIX OazupyeTcs JaHHAs AUCHUILTNHA:
- OcHOBBI ynpaBiieHUs1 ”HPOPMAIIMOHHOM 0€30M1aCHOCTHIO;

- KommiekcHast 6€3011acHOCTb.

I[I/ICLII/IHJ'II/IHBI U IPAaKTHUKH, I KOTOPBIX OCBOCHUC JTAHHOM JUCLUTIINHBI HCO6XO,Z[I/IMO

KaK MpeaAmCCTBYIOMICC:

- MOHUTOPHHT COOBITHI MHPOPMALIMOHHOM 0€30MacHOCTH.

3. [lnanupyemblie pe3yJbTaThl 00yUYeHUsI

®opmupyembie U
KOHTPOJIMpYyeMble
KOMIETeHI[HH
(KoJ1 ¥ HAMEHOBAHUE)

Nupukaropsl
JOCTHKEHUS
KOMIIeTeHITH
(Ko ¥ HANMCHOBAHUE)

IlnannpyemMble pe3ybTaThl
o0yueHust

I1K-9

Croco6eH (popMyITUpOBaTh
MOJIUTHKU HHOOPMALIMOHHON
Oe3omacHoCTH

TIK-9.1 Hcnonp3yeT NpHHIUITE
MOCTPOCHUS U Pa3BUTHUSL
COLMAIIbHOM MHIKEHEPUU, OCHOBBI
TEOPHU CUCTEMHOI'O IIOX0/a IPH
PELLICHUH 3a/1a4 3aILUThI
nHbopmanuu

3HaTh:

- HPMHLIUIIBI TOCTPOCHUS M Pa3BUTHUS
COLIMAILHON HHXKCHEPUH, OCHOBBI TCOPHU
CHCTEMHOTO MOAX0/a IIPU PEIICHHUH 3314
3aIIUTHl HHG)OPMALIUHY;

-OCHOBHBIC OCOOCHHOCTH, IPHHIIUITBI 1
METO/Ibl COLIMANIbHOI HH)XCHEPHH, TT0KA3aTeIn
U KpuTepuu 3GPEKTHBHOCTH PUMEHEHUSI
METO/IOB,;

VYMeTh:

- HAXOJUTh M UCIIOJIb30BaTh HH()OPMAIIUIO,
HE0OXOJUMYIO JUIsl ODHEHTUPOBAHUS B
TeKyIIUX 3a7a4ax HHPOPMALMOHHON
0e30IacHOCTH

Brnanets:
- OCHOBAaMH COIHATEHON HHKEHEPUH

[1K-9.2 YMeet npoBecTH OLEHKY
npo01eMHOI cutyauuu B cepe
COIMAILHOW MH)KEHEPUH, BBISIBUTD
OCHOBHBIE 3aKOHOMEPHOCTH H
TEHICHINY IIPUMEHEHHs GOpM U
METOJIOB HapyIIUTEIISIMA

3HaTb:
- OCHOBHBIE T€H/ICHIINU COBEPIICHCTBOBAHHS
COLIMAIbHON UHKEHEPUU

YmeTs:
- MPOBECTHU OIEHKY MPOOJIEMHON CUTYaIluH B
chepe connaTbHON HHXCHEPHH

Brnanets:
- MeToJaMu pabOThl HapyILIUTENIeH ¢ LEeNbIo
MX BBIABJICHMS W HEHTpaIU3alluu

T1K-9.3 Bnageer ocHOBaMH COIT
WHXXEHEPHHU, METOIaMH PabOThI
HApYIIATENEH ¢ eI UX

3HaTh:
- METO/IbI HAapYIIHUTEJICH MO BO3/ICHCTBUIO Ha
00BEKTHI BHUMAHMSL.




®opmupyemble U
KOHTPOJINpyeMble
KOMIEeTeHI[UH
(ko1 ¥ HAMMEHOBAHUE)

Nuaukaropsl
JOCTHKEHUA
KOMIIeTeHIIUi
(Ko ¥ HAMMEHOBAHUE)

Inanupyembie pe3yJibTaThl
o0yueHust

BBISIBJICHUSA U HeﬁTpaJ'[I/II}aLlI/II/I

- rexuuku CU, BUIBI aTak

VMmerTs:
- ycTaHoBUTh 1 HacTpouts DLP cucremy

Brnaners:
- HaBbIKaMu puMeHeHus DLP




4. CTpyKTYypa M coJep:KaHue TUCHUIIMHBI

MopnyJas (pa3aean)

Bun
yueOHoit
padoThI

HaunMmeHnoBanue TeM 3aHATHH
(y4eOHoi1 padoThI)

Cemectp

Oo0beMm, 4.

Banasl

HNHTepakTus,
4.

DopMbI TEKYLIET0
KOHTPOJIsA
(HauMeHOBaHM e
OLICHOYHOI0
cpeacTBa)

Monynsb 1

Jlex

Tema 1
CyIIHOCTh COLUUaNbHON MHXKEHEPUH

1.IlonsTHe "couuanbHas HHXEeHEpUs'".
2.Ilemn,  QyHKIMM M CTPYKTypa
COIMAJIbHON MH)KEHEPUH.
3.MeTtononoruueckue
COIMABEHOH HHKEHEPUU
4.Meronpl M TpOLETYPHI
HHKCHEPHN
5.ATaky Ha TIOJIb30BaTENEH.
6.TexHonornM, NCUXOJIOTUS U MEPBI
IPOTUBOACHUCBTHA
7. HeliponuHBUCTHYECKOE
MIPOrpaMMHPOBaHUE
8. Social Engineering 1 rymaHnTapHas
COCTaBIISIONIAS

OCHOBBI

COLMAJIbHON

Monyns 1

Ip

Tema 1

CyImHOCTh COIMATIBHON HHXEHEPUHU
Paspaborath 5 TEXHHUK
MaHHWIYJIMPOBAHUS JIFOBMH

OTYeT MO MPAKTHYECKOMY
3aHsaTHio Nel

Mopyns 1

Cp

Tema 1
CyImHOCTh COIMATBHON HHXEHEPUHU

17

Monayns 1

Jlex

Tema 2

TlcuxoTHume! Heaen U Kak ux
pacrno3Harb

1.Onmnenton

2.OMOTHUB

3.Ucrepoun

4 Inzoun

Monayns 1

IIp

Tema 2
ITcuxoTumne! nenen u Kak ux

OTYeT 1Mo NPaKTHYECKOMY
3aHATHIO Ne2




pacro3HaThb
OHPCHCHCHI/IC IICUXOTHIIA 110 IIOCTaM B
COILICETAX

Mopayns 1

Cp

Tema 2
Ilcuxotumel 1weneii W Kak HX
pacno3HaTh

17

Monyns 1

Jlex

Tema 3
TexHUKHU cOLMaIbHON UH)KEHEPUU

1. IlperexkcTrHT

2. OummHT

3. TpostHCKUi1 KOHB

4. lopoxHOE IOIO0KO

5. KBu mmpo kBO

6.00patHasi connanbHasi HHKESHEPHs
7. JIoBnsl «Ha XKUBLA»

8. UcckycTBO 0OMaHa

Monayisb 1

IIp

Tema 3
TexHUKH cOUAIbHON UH)XEHEPUH

Omnpenenenue TEXHOJIOTHYECKUX
BEKTOpPOB  IU(POBBIX  aTaKk Ha
COTPYJIHHUKOB

OTYer 1Mo NpaKTUIECKOMY
3aHaTHIO No3

Monyns 1

IIp

Tema 3
TexHUKH COUUaIbHON UHKEHEPUH

Opranuzanus " MIpOBEJICHNE
(UIIMHTOBOM aTaku

Ucnons3oBanue GoFish mis yuenuii
110 PUIIHHTY

OTYeT 1Mo NpaKkTHYECKOMY
3aHsTHIO0 Ned

Monyinsb 1

Cp

Tema 3
TexHUKH cOUAIbHON HH)XEHEPUH

17

Mopyns 1

Jlex

Tema 4 DLP u npodaiiiuer

1.HeBepOanbHble KOMMYHHUKALH

2. O630p perreHniA TPOTUBOACHCTBHS
yTedkam UH(OpMaIUK

3. TunoBast apXUTEKTypa MOCTPOCHHUS
cuctembl DLP

4.0co0CHHOCTH OpraHU3aIUOHHOM
paboTsl ipy SKcruryaTtanuyn DLP
5.00yueHue CUCTEMBbl IPUHLIUIIAM




Ki1accudukamy nadopmaryu

6.BBox mpaBui pearupoBaHus
7.Boinonnenue cucremoit DLP onepauuit
KOHTPOJIS

8.00paboTKa HHIMICHTOB
9.Ilpeumyiecta u orpannuenust DLP
cucTeM

10. Ipodaiinuar

Monyns 1

lp

Tema 4 DLP u mpocaiiimmar

Pa3paboTka ruraHa MpoTUBOJCHCTBHS
yTedKaM HH()OpMALIH

OTyeT 1Mo NpaKTUUECKOMY
3aHATHIO N5

Mopyns 1

IIp

Tema 4 DLP u npodaiiiuar

YcraHoBka 1 HacTporika DLP

OTYeT Mo MPAKTHYECKOMY
3aHATHIO No,6

Monyns 1

Cp

Tema 4 DLP u ipodaitiuir

17

Mopyns 1

Jlex

Tema 5 Mogenb aHTI/I(bI/ILHI/IHra

1. TexHONOTHMYECKHE BEKTOPHI MU(PPOBBIX
aTaK Ha COTPYIHUKOB

2. Ilcuxonoruyeckre BEKTOPhI aTaKu

3. UcTtounuku aTaku

4. TlepcoHnuKaIHs aTaKH

5.@opmaT oOmucCaHHA HUMUTHPOBAHHOMU
aTaku

6. Kiaccupukanus rmudpoBbIX aTak Ha
COTPYIHUKOB

Monyns 1

Ip

Tema 5 Mopeinb aHTI/I(bI/IIJJI/IHFa
Pa3zpabotka cuieHapusi mepcoHaIbHOM
aTaKu

[IpeTekCTUHT U JereHAUpOBaHUE.
Bummnar. Ketic be3oTBeTcTBeHHEIN
aIMHH

OTYeT MO MPAKTHYECKOMY
3aHATHIO No7

Mopyns 1

Cp

Tema 5 Mogenb anTuduUIIIHTa

16

Monyns 1

Jlex

Tema 6 ComnmanbHas WH)XEHEpUs Ha
TIPAKTHKE

1. ®dusnueckas  0e30MacHOCTh M
COIHATbHAST HHIKCHEPHSI

2. DkoHOMMYECKAs 0e30IacHOCTh U
COIMANIbHAsT MHKEHEPHSI

3 UWudopmarmonHas 0e30MacHOCTh H
COlHaIbHAsT HHXKCHEPHUS




4. JToroBopHbIC U IOPUANYECKUE ACTIEKTHI
CH

5.0SIN, Prntest wu colranbHast
HHKECHEPHS
6. Mepsl MPOTUBOJIEHCTBUS

COLUAJIbHOI MH)XXEHEPHHU

Monyinsb 1 IIp Tema 6 ColnanbHas WHXEHEpHsl Ha 6 4 OT4er o NPaKTUYECKOMY
TpaKTUKE 3aHATHIO Nog
Kmukmkekunr. Keiic HenanexHbiin
dopym
Crouppummur  Keiic  Toprosigst
OpYKUEM
Monyib 1 IIp Tema 6 ColuanbHas HHXXEHEpHsl Ha 6 4 OT4er no NPaKTUYECKOMY
MPaKTUKE 3aHaTHIO No9
OSINT+ Pentest + SE. Keiic
MaccoBasi pacchuika (aition
CereBoe CKaHHpPOBAHUE. Keiic
TBICSIYU ITPOAABLIOB
Monyis 1 Cp Tema 6 ColnanbHas HHKEHEpHsS Ha 6 15,75
TIPAaKTUKE
IIpeTekCTMHT M JereHAUpPOBaHUE.
Bummunar. Keiic be3oTBeTcTBeHHBIN
aJIMHH
ITA Cpnayva 3aueTa (MTOrOBBIN TECT/cada 5 0,25 Bank TecToBBIX
3ayera yCTHO (IIMCHMEHHO) 3amaHuii /Bompocs! k
3a4eTy
Hroro: 144




5. O6pa3oBaTe/ibHbIE TEXHOJIOTHHU

O6pa30BaTeJ'II>HOFO IIponecca.

TexHonorus ®Dopmbl 00yUCHHS MeTto/161 00yUYeHHS
Texuosorus TPaAUIUOHHOTrO | JIekuus. Harnsanaele,  CIOBECHBIC,
o0ydyeHusi — opranmzanusi ydeOHoro | [IpakTudeckoe 3aHsTHE. | MPAKTUYECKHE.
mporecca B By3e, OcHOBaHHas Ha | CamocrosiTenbHas
JIEKIIMOHHO-CEMUHAPCKO-3a4ETHOM pabora.
dhopmax oOyueHus NunuBunyansHOE

JIOMalIHee 3a/1aHue.
TexHonoruss MmoayabHOro o0y4deHusi | Jlekuusa-koHcynpTanus. | Pemenue  cUTyallmOHHBIX
— opranuzanus yudeOHoro mporecca | CeMuHap c | 3a/1au.
TUTST MIOJTHOTO OBJIaJICHUS | UCTIOJb30BaHMEM MeToja | [Ipe3eHTannoHHBINH METO/.
coJiepKaHuEeM 00pa30BaTENbHBIX | aHAIH3A KOHKpeTHBIX | CaMocTosiTeNbHas paboTa.
IporpaMM Ha OCHOBE HE3aBHCHUMBIX | CUTYyaIlHii. Koncynpranms.
y4eOHBIX ~ MOXyJed €  y4eToM WuauBuayanbHas padoTa.
WHJMBUIYAlIbHBIX ~ WHTEPECOB u
BO3MO>KHOCTEN CyOBeKTOB

NHpopmManMOHHbIE TEXHOJIOTHH —

crenuaibHbIe CIIOCOOBI,
MpOorpaMMHBIE u TEXHUYECKHE
cpeactBa  (KMHO, ayauo — U

BUJICOCPENICTBA, KOMIIBIOTEPHI) JJIf
paboThI ¢ HHpOPMAITHEH

Jleknusi-npecc-
KOH(epeHIIHs.
Busyanbnas nexuusi.

[Tpe3eHTalMOHHBI METOI.

@DopMbl U METOJIbI 00YUEHHUS

JAucTaHIIHOHHOE 00yYeHHne

CeTeBasi TexHOJIOTHSI — H3y4YeHHE Kypca (yueOHOI
JTUCITUTUTMHBI) TIOCPEACTBOM AJIEKTPOHHBIX  y4eOHO-
METOJIMYECKUX  MaTepUaOB,  pa3MEIICHHBIX B
oOyyJaromieit cpefie ¢ HMCIOJIB30BAaHUEM KOMITBIOTEPA,
MOAKIIOYEHHOT0 K ceTu HTepHeT.

CD-texHosiorusi — u3ydeHue Kypca (y4deOHOI
JTUCIHIUTAHBI), TPEACTABICHHOTO CTYIACHTY B BHIE
ABTOHOMHOW 3JIEKTPOHHOM OOydaromeld CHCTeMbl U
3JEKTPOHHOM BEpCUU y4e0HO-METOINIECKUX
MareprasioB Ha CD-nucke.

6. Meronuyeckue yKa3aHus M0 OCBOEHHIO TUCIIUILIUHbBI

6.1. PexoMeH1alini 0 OCBOEHUIO JICKIIMOHHOTO MaTepurana, MOAroTOBKE K JICKIHIM
.HGKI_II/II/I ABJIAOTCA OAHUM U3 OCHOBHBIX BHUI0B y‘-Ie6HBIX 3aH$ITPII>'I B BBICIIIEM y‘-I€6HOM

3aBeficHUU. B Xo0/€ JIEKIIMOHHOTO Kypca MPOBOJUTCS HM3JI0KEHHE COBPEMEHHBIX HayUYHBIX
MaTepI/IaHOB B CI/ICTeMaTI/ISI/IpOBaHHOM BHUAC, a TaK¥XKC paS'bHCHeHI/Ie Han6onee prl[HLIX
BOIIPOCOB Y4Ye€OHOW AMCHUIUIMHBL. [IpyM W3ydyeHWW IUCHUIUIMHBI CJEAyeT IMOMHHUTBH, YTO
JICKIIMOHHBIC 3aHATHUA ABJISIFOTCA HaHpaBJI}IIOH_[I/IMI/I B 60J'IBH_IOM OGT;GMC Hay‘-IHOFO MaTepI/IaJIa.
Bonpiyro 4WacTe 3HaHWUW CTYAEHT JOJDKEH HAOUpaTh CaMOCTOSITEIRHO W3 YUYEOHUKOB H
Hay4yHOU nureparypbl. KOHCIIEKTHI JIEKIIMM PEKOMEHIYETCSl UCII0JIb30BaTh IPU MOATOTOBKE K
a0OpaTOPHBIM  3aHATHSAM, OK3aMEHy, KOHTPOJBHBIM  TECTaM, TIPH  BBITIOJIHCHUH
CaMOCTOSTCIIBHBIX SaﬂaHHﬁ.

. 6.2. PexomeHmanmu mo opraHu3aiii cCaMOCTOATEILHON pabOThI

CamocrosrenbHas padoTa BKJIIOYAET M3YUYECHHE JIUTEPATYypbl, MOUCK MH(OpMaIy B
cetu MIHTEpHET, MOATOTOBKY K TecTaM, sk3ameHy. HeoOxommmo pa3o0paThcsi B OCHOBHBIX
IIOHATHUAX. 3aanaTb BO3HHUKIIINEC BOHpOCBI nu HaﬁTH OTBCThl Ha HHUX Ha 3aHATHAX, JII/I60



pa3obpaTh ux ¢ mpemnojaaBareneM. [IoArOTOBKY K Sk3aMeHy HEOOXOJUMO HAaYMHATH 3apaHee.
Crnenyer mpoaHaJM3UPOBATh HAYYHBIH M METOMWYECKHM MaTepual y4eOHHWKOB, Y4eOHO-
METOJIMYECKUX MOCOOW, KOHCIIEKTHI JIEKIUNA. 3HaTh (POPMYJIUPOBKU TEPMHUHOB U YMETh UX
YETKO BOCIPOU3BOIUTh.

7. OneHo4YHbBIE CpeacTBa

7.1. IlaciopT OLlEHOYHBIX CPEACTB

Cemect Kox koHTpo/mpyemoi HaumenoBanue
P KOMIIeTeHIIUH (WM ee YACTH) OLICHOYHOI'0 CPeACTBA
6 I1K-9 [IpoTOoKONBI MPAKTUYECKUX 3aJaHUMN
Nel-9

Bonpocsl k 3aueTy NoNol-45
Tewmsl 11t pepepara
bank tectoBnix 3amanuii Nel-350

7.2. TunoBble 3aJaHMsl WJIH HHbIe MAaTePHAJIbl, HEOOXOAUMBbIE ISl TEKYIIero
KOHTPOJIA
7.2.1 Pedepat «I[IpodaiinHr 1 METOAMKHU BBISIBIICHUS OOMaHay)
Pedepar «McckycTBo 0OMaHay

7.2.3. BoinoiHeHHe NPAKTHYECKHUX 3aJaHUH

Tembl [IpakTHUeckux 3axanui

Tema
PazpaboTtaTs 5 TEXHUK MaHUITYIHPOBAHUS JFOAbMHU

OHpeI[eJIeHI/Ie IICUXOTHIIA 10 ITOCTaM B COLCETAX

OHpeZ[eJ'ICHI/IC TEXHOJOIT'NYCCKUX BEKTOPOB I_[I/I(I)pOBBIX aTakK Ha COTPYJAHHUKOB

Opranuzanys u npoBesieHne (GpUIIMHIOBOH aTaku
Hcnonb3oBanue GoFish anst yuenuit mo ¢pummary
VYcranoBka u HacTpoiika DLP

Pa3paboTka cueHapust nepcoHaIbHOW aTaku

[IperexcTuHr u geredaupoanue. Bummmar. Keiic be3oTBeTcTBEHHBINH aiMUH
Kk mxekunr. Keiic Hemanexusiit popym

Crmpdummmsar Ketic Toprosiisl opyxueMm

OSINT+ Pentest + SE. Keiic MaccoBas paccruika ¢aiiinos

CereBoe ckanupoBanue. Keiic Thicsiun npoAaBLoB

O [ore} | e el L Rl 4
o

Tunosoii(bie) npuMep(bl) 3agaHusI (1)

HpI/I BBIIIOJTHCHUHU  ITPAKTUYCCKUX SaI[aHI/Iﬁ CTYACHTBI OIPCACIIAIOT IICUXOTHUIT
YCJIOBCKAa II0 aHAJIM3y TIOBCACHUA B COLCCTAX, HCIIOJIB3YIOT 3HAHHUA Ha (1)I/IIJ_II/IH1"OBBIX
YUCHUAX, PA3BCPTHIBAIOT W HACTPAUBAIOT DLP CUCTCMbI, MNPONHCBIBAIOT IIOJUTHKU HX
HCIIOJIb30BaHUs, Pa3BCPTHIBAIOT IMPUIOKCHUA JIA UMHUTAIUU (1)I/IH_II/IH1"OBLIX aTakK, MUIIYT
CICHApHU X NPUMCHCHUS.

KpaTkoe onucanue u perjiaMeHT BbINOJIHEHUSI
1. U3yunTh TeopeTHdeckuii MaTepral 1 HOpMaTUBHO-TIPaBOBYIO 0azy.



2. OdopMuTh OTYET O TMPAKTUYECKOM paboTe B COOTBETCTBUU C TPEOOBAHUAMU K
0(OPMIICHHUIO MPAKTHUECKUX pabOT B COOTBETCTBUU C TEMAaTUKOM 3aaHMUS.

Kpurtepumn onenku:

- OLEHKAa «3a4TE€HO» BBICTABISCTCA CTYIEHTY, €CIM IIPAKTUYECKOE 3aJaHue
BBITIOJTHEHO T'PaMOTHO WJIM UMEET HECYIIeCTBEHHBIE 3aMEeUaHus, BBIIOJIHEH OTYET 10 paboTe.

- OLIEHKAa «HE 3a4TE€HO» BBICTABIIICTCS CTYIEHTY, €CIU IPAKTUYECKOE 3aJaHue He
BBITIOJTHEHO, UMEET IpyOble OLIMOKH, HE TOJITOTOBJIEH OTYET.

7.2.4 TunoBoii npuMep TECTOBOIO 3aJAHUS
CyIHOCTh COMOTHIIA DMOTHB:

BriGepuTe 0MH MM HECKOJIBKO BapHaHTOB OTBETA:
1) sipkue smMonuu

2) comnepeXxuBaHUs

3) npamaTtu3anys CUTyaluu

4) BIeYaTIUTENBHOCTh

5) HEpeUIUTENLHOCTD

Kpurepun onenkn:

MuHuMaIpbHOE KOJIWYEeCTBO OaioB 1. bBamnel HAYHUCIAIOTCA aBTOMATHYECKHA
MPONOPLIMOHATIBHO ITPAaBUJIBHBIM OTBETAM.

7.3. OuneHouyHble cCpeacTBa UIA INPOMEXKYTOYHOH AaTTeCTANMH MO HTOram
OCBOCHMSA NUCHUIIJINHBI

7.3.1. Bonnpochl K NPOMEKYTOYHOM aTTecTAluM

Cemectp 5

Ne Bomnpocs! k 3a4ery
n/n
1. CyIIHOCTB MOHATHS "CONMaTbHAS HHXKEeHepHs"

2 Lenu, QyHKIMU U CTPYKTYpa COLUATBHON HHKCHEPHN

3 KaxoBbl METO10/10rH4ECKIE OCHOBBI COLUAIBHON HHKEHEPHU

4. Bupsl.atak Ha none3oBarenei

5. ITpusectu npumep Texnosnoruun CU

6 CyIIHUCTh HEHPOIMHBUCTHIECKTOE IPOTPAMMHUPOBAHUS

7 Social Engineering 1 ryMaHuTapHasi COCTABIISAIOIIAs HA TPUMEpax

8 IIpumepsr Mep MPOTUBOAEHCTBHS CONMATIBHBIM HHKEHEpaM

9. IIpuBectn mpuMeps! TeIePOHHOTO MOIICHHIYCCTBA

10. IIpuBecT npuUMeEpPHI ICUXOJOTMYECKOI0 BO3IEHCTBUS Ha M10J1b30BATEN

11. Buspl TexHOMOrMYECKUX aTak, ONMMCAHUE KAk IO

12. Kak npoBecTu araky uyepes3 coucetu

13. Kak mpoBectu araky uepes 1.I04Ty




14. Kax npoBectu araky yepe3 MECEHKepbI
15. Kak npoBectu araky uepe3 MOOMIIBHBIE YCTPOHCTBA
16. Kak npoBecTn aTaxy B orce
17. IIpuBecTH mpUMephI U ONUCATh ICUXOJIOTHUECKIE BEKTOPHI aTak
18. Ucrounuku arak. OnucaTh Kaxabli
19. CyTb IepCOHALHOM aTaku, KaK MPOBOTUTCS
20. Omnucars popMaT UMHUTHPOBAHHON aTaku
21. AHanm3 KOHTPOJIS TOCTYIIA M BHYTPEHHUX MTPABUIT
22. OKcrnepTHas OI[eHKa HOPMAaTHBHBIX U METOAMYECKHUX TOKYMEHTOB
23. IIpuemspl cuMysiuuy AEUCTBUN 3JI0YMBIIIEHHUKA B KOHKYPEHTHOH pa3BeIKe
24. MeponpHsiTus 1o NpOBEPKE BO3MOXKHOCTH JIOCTYIa K MH(OpPMaIK Ha pabOuUX MecTax
25. Kaxoss opuanueckue acnexktsl CU
26. KaxoBsl icuxonorudeckue acnektsl CU
27. Omnucats cBsizky OSINT+ Pentest + SE
28. Omnmcars TeXHUKY [IperekcTuHT
29. OnucaTh TEXHUKY DUIIHHT
30. OnucaTtbh TeXHUKY TpOsSHCKHIA KOHD
31. Omnmcats TEXHUKY JlopoxHoe A0710K0
32. OnucaTh TeXHUKY KBu mpo kBo
33. Omnmcats TEXHUKY JIOBJIs «Ha )KUBLA»
34. TIpuBecTr npuMeps! pelIeHnit IPOTUBOACHCTBUS yTeukaM HH(OPMaIUK
35. TunoBas apxutekTypa nocrpoenus cuctemsl DLP. O630p perrennii. CpaBHeHHe
36. IOpuanueckue acnextsl npumeHenuest DLP
37. [Tpumenenne DLP st KoHTpOIIs paboTyero BpeMeH!
38. IIprumenenne DLP mis npenoTBparieHus yreuek HHPOpMaIun
39. Ha3nauenue u BBOJ paBuII pearupoBaHUs
40. CyTb mpodaiimiara
41. OnucaTh CYIIHOCTh COLMOTHITA DTHUIEITOUS
42. OnucaTh CyIIHOCTh COUMOTHIIA DMOTHB
43, OnucaTh CyIIHOCTh connoThmna Hcerepons
44, Onucats CyIHOCTb conuoTuna llmsonx
45. IIpumeHeHMe 3HaHUH O COLMOTHUIIOB B COLL.MH)KEHEPUU

7.3.2. Kputepuu u HOPMbI OLIEHKH

Cemectp dopma npoBeaeHUs KpuTtepun u HOpMBbI OLIEHKH
NMPOMEKYTOYHOM
aTTecTanuu
3aueT (MUCbMEHHO/TIO | «3aYTEHO» 55-100 6asnoB
HAKOIIUTEIbHOMY «HE 3a4TECHO» 0-54 6amnos
pEUTHHTY)




8. YueOHO-MeTOoAMYeCKOEe M HH(POPMALMOHHOE 0O0eceYeHue TUCIHILIMHBI

8.1. O0s3aresqbHas JUTEpPaTYpa

Tun (y4eOHMK,
yueOHoe mocooue,

KoaunuecTtBo B

Ne y4eOHo- HAY4YHOUH
ABTOpBI, COCTABUTEH 3arsiaBue (3arojioBoK) Tox m3nanms
n/n MeTON4YeCcKoe oudmortexe /
nocooue, HaumenoBanue 96C
NMPAKTHKYM, JP.)
1 ITonien A. E. CoumanbHas UHXXEHEPUS: TEOPUS U VY4 nocobue 2022
MIPAKTHKA
8.2. JlonosiHuTEIbHAS JIUTEPATypa
Tun (yueOHMK,
yueOHoOe mocodue, KoaunuecTBo B
Ne yueOHo- HAY4YHOI
ABTOpBI, COCTABUTEH 3aryaBue (3arojioBoK) T'ox m3ganusa
n/n MeTOoau4YecKoe omo.moreke /
nocooue, HaunmenoBanue 9bC
NMPAKTHKYM, JIP.)
1 B.B. 3otoB ConmanbsHas unxenepus. Teopus u Xpecromarus 2019
MIPAKTHKA
2 | K. 1. MutHuk HckyccTBO 0OMaHa 2018
3 domuna H.A. Hcnonb30BaHre METOIOB COIUATBHOMN Y4eOHoe mocobue 2019

WHXEHEPUH NpU
MOIICHHUYECTBE B COLIMAJIBHBIX CETSIX




8.3. Ilepedyenp mnpodeccHOHANBHBIX 0a3 [JAaHHBIX M HH(POPMALMOHHBIX

CIIPaBOYHBIX CUCTEM

8.4. IlepeyeHb NpOrpaMMHOIo obecrnevyeHus

Ne Haumenopanue IO PexBu3NTHI zmrmsi)pa
n/n (naTa, HOMep, CPOK JielicTBHUS)
1 Windows Wmdov&vfs (doroBop Ne 690 ot 19.05.2015r.,
CPOK JIeHCTBHS - O€CCPOUHO);
2 OfficeStandart  (JloroBop Ne 690 ot
19.05.2015r., cpok neWcTBHus - OECCPOUHO;
OfficeStandart Horosop Ne 727 ot 20.07.2016r., cpok
JENCTBUS - OECCPOYHO)
3. Koncynbrant+  (Jorosop  Nel522 ot
+
Koncyprant 25.12.2015, cpok nercTBUsl - 6€CCPOUHO)

8.5. Omnucanue MaTepuaIbHO-TEXHUYECKOH 0a3bl, He0OXOAMMON IS
oCylIecTBJIeHHs 00Pa30BaTEeJIbHOIO NMPoLecca M0 TUCHUILINHE

HaunmenoBaHue 000py10BaHHBIX Y4eOHBIX
Kka0uHeToB, 1a0opaTopHii, MACTEPCKHUX U AP.
Ne 00BbEeKTOB JJIsl IPOBEJACHUS] NPAKTHYECKHX U Ilepeyennb 0CHOBHOTO
n/n JIa00PATOPHBIX 3aHATHIA, MOMeLEeHN I A5 o0opynoBanust
CaMOCTOSITeIbHOM PadoThl 00y4aroIuXCs

(HOMep ayAUTOPHH)

JICKIIMOHHOTI'O THUIIA.

CCMHUHApPCKOIr'0 TUIIA.

1 Aynutopus BeO-KOH(pEpEHITHIA.
VYyeOHast aytuTopHsi 1J1si TPOBEACHUS 3aHATHIA AKpaH TEJIEBU3UOHHBIMN,

VYueOHasi ay TMTOpUS AJIsl IPOBEACHUS 3aHATHIMA TeJleBU30pa, Beb. kamepa,

Cron npenogaBaTeabCKUii,
poyTep, CTOMKa It

TpaHCIapaHT-NIEPETIKKA,

VYyeOHast ayIuTOpUs AJIsl KypCOBOTO

HHIAWBUYAJIbHBIX KOHchIBTaI_II/II\/'I.

2-705

MPOEKTUPOBAHUS (BBIIOIHEHHUS! KypCOBBIX padoT).
VYuebHas ayIuTOpHUs AJIs IPOBEICHUS IPYNIIOBBIX U

VYyeOHast aytuTopHsi IJ1si TPOBEACHUS 3aHATHIA
TGK}’H_IGI‘O KOHTpOHH nu HpOMC)KYTO‘IHOﬁ arrecranguu

HIMpMa, HAYIIHUKH,
KOMIIBIOTECP C BEIXOAOM B
Nurtepuer.

2 "Aynutopust BeO-KOH(pepeHIHH.
JICKIIMOHHOTO THIIA. Y4eOHas ayAUTOPHS IS
NPOBEICHNUS 3aHATHIH CEMUHAPCKOTO TUIIA.
VYyeOHast ayIMTOpHS I KypCOBOTO

WHIUBUTyTbHBIX KOHCYJIbTAIMA YueOHas

KOHTPOJISL U TPOMEXKYTOYHOM aTTecTaIiHy.

YyeOHast aytuTopHsi 1J1s1 TPOBEACHUS 3aHATHIA

MIPOCKTUPOBAHMS (BBIMOJHEHUS KYPCOBBIX padoT).
YyeOHast ayTuTOpUs IJIs1 TPOBECHUS TPYIIIIOBBIX U

ayaUuTOPHS JUIsl TPOBEACHHUS 3aHATUI TEKYILETO

CroJibl y4eHMUYECKHUE., CTOJI
IpenoaBaTeabCKHid,
CTYJIbSl, I0CKa (MapKepHasi),
kadenapa HaronbHas, [1K ,
TEJIEBU30p.

VYJIK -310

3 [Tomemnenne I caMOCTOSATENBHOM paboThI CroJbl1, CTYIIBA,
00y4armuxcs KOMIIBIOTEPHI
-401

4 [Tomenienune A CaMOCTOSITEIBHON PabOThI

Crousbl-napThl




n/n

HaumenoBaHue 000py10BaHHBIX Y4eOHBIX
KaOUHEeTOB, JJa00paTOPHUil, MACTEPCKHUX U JIP.
00BbEeKTOB /ISl IPOBEJACHUS] NPAKTHYECKHX U

JIa0OPATOPHBIX 3aAHATHIA, MOMEIEeHU I ISt

CaMOCTOSITeIbHON padoThl 00y4aroIuXCs

(HOMep ayJAUTOPHH)

IIepeyeHb OCHOBHOIO
00opynoBaHus

00y4JarIuXxCst
I -409

ABYXMCCTHBIC, CTYJIbs, CTOJI
MIPENOIaBaTeNbCKUI-, CTYI
MPENOAABATEIbCKHM,
nepeaBUKHas J0CKa, SKpaH,
IIpolLeccop, NPOEKTOP,
KOMITBIOTEPHBIE CTOJIBI,
KOMITBIOTCPBI 1JIA
CTYJICHTOB C BBIXOJIOM B
CETb UHTEPHET, KOMIIBIOTEP
IIpenoiaBares, CETeBOn
mkad
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