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1. e ocBoeHMsI JUCUMIIIHHBI

Ilens ocBOEHUS NUCLUIUIMHBI — U3YYEHHUE OCHOB MOHMTOPHHIA COCTOSIHUS CPEICTB
3alMThl UHPOPMALMU U aHAIM3a TEKYyIIero TpaduKa C IEeTbI0 BBISBICHUS HEXeIaTeIbHON
AKTUBHOCTH B CETH, BHEAPECHHsS BPEIAOHOCHOIO KOAA, ATaK W HECAHKIIMOHHPOBAHHOIO
JOCTYIIA.

B kypce n3ydaroTcsi IpUHIMIIEL, CIOCOOBI U METO/Ibl HAOIIOACHUS, U3YUCHHUS, aHATIH3a
Tpapuka c mpuMeHeHHeM crnenuanusupoBaHHoro I1O, paccmaTpuBaroTCs MOAXOIBI K
co3nanuto SIEM, npumepsl aHanu3a JIOTOB, aBTOMAaTU3AIlHs ¢ TOMOIIBI0 onencopcHoro 110 u
HaIlCaHUE CKPUIITOB.

B pesynbrare nzyueHus AUCUMILINHBI, 00ydaroluecs NoiayyaT 3HaHUs 110:

- KOHTPOIIO 3a COOBITHSIMM O€30MacCHOCTH U JIEHCTBUSIMU TOJIb30BaTeeil B
nH(GOPMaLlMOHHOHN (aBTOMaTU3UPOBAHHON) CUCTEME;

- KOHTpOJI}O  (aHanM3y) 3allMUICHHOCTH HWHPOpPMALUHU, COJAeprKalleics B
nH(GOPMallMOHHOHN (aBTOMaTU3WPOBAHHON) CUCTEME;
- aHanM3y M OLEHKEe (PYHKUMOHUPOBAHMS CHCTEMBbl 3alIUThl HH()OpMAILUH

nH(pOpMAITMOHHOM (aBTOMAaTU3UPOBAHHON) CUCTEMBI;
- MEepHOJAWYECKOMY aHAJM3y W3MEHEHUs yrpo3 Oe30macHOCTH WH(OpMaluu B
MH(POPMALIMOHHOW (aBTOMATH3HPOBAHHOW) CHCTEME, BO3HUKAIOIINX B XOJE €€ SKCIUTyaTalllH.

2. Mecto aucuuniaunbl B crpykrype OIIOII BO

[Tony4eHHble 3HAHUSI UCTIONIB3YIOTCS NIPU U3YUYEHUU CIAEAYIOIUX TUCIUIIINH!
* MonienupoBaH#e MPOIECCOB M CUCTEM 3aIIUTHI HHPOPMAIINH;
* KommnbroTepHas KpUMHUHATUCTHKA.

JIMCLIMIUINHBI ¥ IPAKTHKK, HA OCBOEHUH KOTOPBIX OazupyeTcs JaHHas AUCLUILINHA:
- Texnuueckas 3ammra HHGOpMaIuHy;

- HaCTPOﬁKa U aIMUHHUCTPUPOBAHNEC KOMIIBIOTCPHBIX ceTel.

3. [IlnanupyemMble pe3yJibTaThl 00y4eHHUs

®opmupyembie U Nuaukaropsl
KOHTPOJIMpyeMble AOCTHKEHUS Ilnanupyemble pe3yabTaThl
KOMIIeTEeHI[ U KOMIIeTeH Uil o0yueHnust
(Ko ¥ HANMEHOBAHUE) (Ko ¥ HANUMEHOBAHUE)
[1K-6 [IK-6.1 IIpumeHseT MeTOuKYy, 3HaTh:
Crnioco0OeH MPpOU3BOAUTH OLICHKY CpEenCTBAa U MHCTPYMEHTBHI IS - CPEACTBA U UHCTPYMEHTBI JUIs IIPOBEACHUS
3(1)(1)CKTI/IBHOCTI/I MIPUMCHCHUSL IpOBEACHUA MOHUTOPHUHIA MOHUTOPHUHTA,

MPOrpaMMHO-aIIapaTHBIX
CPE/ICTB 3aIUTHI HHPOPMAIIHH,
OCYIIECTBIATh MOHHTOPHHT
(GYHKIIHOHUPOBAHHMS
MIPOTrPaMMHO-AIIapaTHBIX
CpPeICTB 3auuThl HHpOpMAIU

- yTpo3sI 6€30MacHOCTH HH(OPMALIUH;
- 3aKOHOJIaTEILCTBO PD;

- Toctel o Ub;

- HCTOYHMKH coObITHIF UB.

YMmers:
- OpraHu30BaTh IPOLECC MOHHUTOPUHIA
coosrtuii b;

- HNPUMCHATH HUHCTPYMECHTBL
MOHUTOPUHTA,
- paSpaGaTbIBaTL OTYECTBI o

pe3yabTaTaM MOHUTOPHHIA;
- OpPOBOAUTH  CTAaTUYECKUH

aHaJIM3




®opmupyemble H HNuaukaTopsl
KOHTPOJIMpyeMble AOCTUKEHUS IInanupyemble pe3yabTaThl
KOMIIeTEeHIIUH KOMIIeTeHI U o0y4eHus
(Ko ¥ HANMEHOBAHUE) (Ko ¥ HANMEHOBAHUE)
JACUCTBUU ITOJIB30BAaTCJICU 151

agmuHHACTpaTopoB UC;
- BBUIBJIATH HApyLICHUs 0E30MAaCHOCTH B
nuc

Brnaners:
- HHCTPYMEHTApUEM MOHUTOPHUHTA.

[1IK-6.2 HUcnons3yeT 3HaHUS
OCHOBBI CETEBBIX TEXHOJIOTHH,
yrpo3 6e3onacHocTr HHGOPMALHH,
ysi3Bumoctet UC u [10, rexaukn
U TaKTUKHU Hapyummrenei uz by
OCTOK, UCTOUYHUKOB COOBITHIA
ub

3HaTh:

- OCHOBBI CETEBBIX TEXHOJIOTHIA;

- ysizBuMocTd MC u [10, TeXHUKH U TaKTHKH
Hapymmreneii u3 BY ®CTOK

Ymers:
-KOHTPOJIMPOBAThH COOTBETCTBUC
HACTPOEK MPOTrPaMMHOT0 00ECTICUCHHUS U
CpencTB 3aIIUTHI uHpopmarmu
yCTaHOBHCHHbIM TpeGOBaHl/IﬂM
0e30MmacHOCTH (monuTHKaM
0e301MacHOCTH);

- KOHTPOJIUPOBATH ITOTOKHU I/IH(bOpMaIII/II/I.

Biagets:
-MeTo/1aMu KOppesLun COOBITHI
0C30MacHOCTH € IIEJbI0  BBISABJICHUS
HapyIIeHU# 6e30macHoCTH nHpopMarmu

TIK-6.3 Bnageetr MeTOAMKOM
MPOBENICHHS CTATHYECKOTO
aHaJIM3a JIEHCTBUH I10JIb30BaTEIICH
u aqmuHucTparopos UC,
BBISIBIICHUST HAPYIICHUS
6e3onacHoctr B UC

3HaTh!
- METOAVKY U MOPSIOK ITPOBEACHHUS
monuropunra Ub

YMetb:
- cobHpaTh M aHATM3UPOBATh JAHHBIE OT
Pa3IMYHBIX UCTOYHUKOB coObITHit UB;
- BbIBIATE ysa3BuMocT B IO
HHOPACTPYKTYPE CETH

Brnaners:
- IpreMaMHi MOHHTOpUHTa coobTii b




4. CTpyKTYypa M coJep:KaHue TUCHUIIMHBI

®opMbI TEKYILIET0

Bun . KOHTPOJISA
o HanmMmenoBanue TeM 3aHATHH HHTepaKTHB,
Moayas (pa3aen) yueOHO N Cemectp | O0bem, u. | Babl (HauMeHOBaHMe
(y4eOHoii padoThI) 4.
padoThbI OLIEHOYHOI0
cpeacTBa)
Mogys 1 Jlex Tema 1 IIpenmer MOHUTOPHHIA 8 2 -
cooprTrit b
1.CymHocTh MOHHTOpHHTA cOOBITHI B,
Cucrembl cO0pa, aHaIN3a U KOPPEISALUN
coobITuii Ub
2.HopmarusHOE obocHOBaHME
HEOOXOMMOCTH MOHHTOPHHTA M aHAIN3a
coobrtuii Ub ms:
-THUC;
- CTIJIH;
-ACY;
-300KN1H;
- (h)MHACOBBIX OpPraHU3aLHH.
3.Co0biTus Ub.
4.Oprasu3aiyst mporecca MOHUTOPHHTA.
5.I10 nnst MOHUTOpPHUHTA.
6.0praauzanys B3aUMOJIEHCTBUS [¢
INoccomnka, ®unuepr, HKIIKU.
7.CutyaliioHHbIE LIEHTPBI
uHdopMalMOHHOH  Oe3omacHOCTH -
Lentper  SOC (Security ~ Operations
Center).
8. NIST SP 800-53
Mopuyis 1 Cp Tema 1 Ilpeamer MOHHUTOPHHTA 8 14
coorprtrii b
Monayns 1 Jlek Tema 2 Metonosorus KOHTPOJS 3a 8 2 -

COOBITHSIMH 0e301acHOCTH u
JICHUCTBHAMHK IMOJIb30BaTeIIeH B
WHPOPMAIIMOHHON CHUCTEME.

SIEM cucrembl

1. C6op  JaHHBIX 0 COOBITHAX
Ge3omacHOCTH oT Pa3IYHBIX
WCTOYHHKOB B UH(OPMAIIHOHHOM

CUCTEME.




2.Hopmanuzanus, ¢bunbTpanms u
arperanysi  JaHHBIX O  COOBITHAX
6€30MacHOCTH.

3.Koppemsiiust coOBITHII 0€30IIacCHOCTH C

LENBIO BBISIBJIEHUS HapyIICHUI
6e30macHOCTH HH(POPMALIHIH.
4. CorocraBicHue CcoOBITHI

06e30MacHOCTH C TOTOKaMH JAHHBIX 00
yrposax, coAep)Kallue  HHIUKATOPBI
KOMITPOMETAIIHH.

5.Yyer W CTAaTUCTUYECKMHM  aHaIu3
eCTBUMN TI0JIL30BaTEIEH "
aJIMUHHCTPATOPOB MHPOPMAIIMOHHON
(aBTOMATH3MPOBAHHOI) CHCTEMBL.
6.ComnocraBieHue pe3ynbTaToB
perucTpauiu coObITHI Ge30IacHOCTH ¢
pe3yJibTaTaMK aHaIIN3a YsS3BUMOCTEH.
7.BoisiBneHne HapylIeHHd Oe30MacHOCTH
uadopmarmt B MHOOPMALUOHHON
cucTeme.

8.MudopmupoBaHre OTBETCTBEHHBIX JIHII
o BBISIBIICHHBIX HapyIICHUAX
6e30macHOCTH HH(POPMALIHIH.

0630p SIEM cucrem

9.3anaun, pemaembie SIEM cucremamu
10. Apxurekrtypa

11.MeTompl KOpeAIUH

12.BrisaBinenue nanuaearos b

13. IDS

Monys 1 Ip Tema 2 Meromonoruss KOHTPOJS 3a OTYeT 10 MPAKTHIECKOMY
COOBITHAMU 6€301acHOCTH u 3ansTHIO Nel
IEUCTBUSIMU HOJb30BaTelIei B
“H(OPMALIMOHHON CUCTEME.
SIEM cucremsl
Cnoco6sr  monmtopuara Wb B Unix
CHUCTEMAX 1 Ha CETEBLIX YCTPOUCTBAX

Monyis 1 Ilp Tema 2 Metonosnorus KOHTPOJS 3a OTYeT 10 NPaKTHIECKOMY

COOBITHSIMH 0e301acHOCTH u
ICHCTBUSIMH MOJIb30BaTEIeH B
WHPOPMAIIMOHHON CHUCTEME.

SIEM cucreMbl

IIpuembr ¥ cpexncTBa  BBIABICHMS
ysI3BUMOCTEH B NH()OPMAIIMOHHOM
cucreme. Mcrionp3oBanue IDS

3aHATHIO No2




Monyis 1 Cp Tema 2 MeTomo0russ KOHTPOJIS 3a 14
COOBITHSIMH 0e301acHOCTH u
NeHCTBHSIMH MOJI30BaTCIEH B
WHPOPMALIMOHHON CHUCTEME.
SIEM cucrembl
Pedepat «IDS/IPS-cucteMbny
Monys 1 Jlex Tema 3 MeToao0rusl KOHTPOJIS 2

(aHanm3a) 3aIUIIICHHOCTH
nHdopManuy,  comeplkamiercs B
HHPOPMALIMOHHOW CHCTEME

1. BoiaBnenwe (TIOHMCK) YS3BHMOCTEH B
UH(POPMALIMOHHOI! cHCTeMe.
2.Pa3paboTka 1o pe3ynbTatam
BBIIBJICHNST  (IIOMCKA)  ySI3BUMOCTEH
OTYETOB C ONHUCA-HUEM BBISBICHHBIX
YSA3BUMOCTEH M PEKOMEHAALMSAMU IO HX
YCTpaHEHHIO.

3.KoHTposib  yCTaHOBKHM  OOHOBJIEHHI
IpOrpaMMHOr0 o0ecIedeHus, BKIIOYast
OPOrpaMMHOE  OOECIIEYeHHE  CPEACTB
3aIIUTHl HH)OPMAILIUH.

4. KoHTpOosb cocTaBa  TEXHHYECKHX
CPEICTB, NPOrPAMMHOTO O0ECIeYEeHUS U
CpeacTB 3aIUTEI uHpOpMaIUH,
OPUMEHSEMBIX B MH(OPMaIOHHON
cucremMe (MHBEHTapU3aIHA).

5,KoHTpONIb  COOTBETCTBHSI ~ HACTPOEK
HOPOrpaMMHOTO O0ECTICYECHHsI M CPEACTB
3aUTl  MHGOPMAlUK  YCTaHOBJICHHBIM
TpeboBaHMUAM 0e30MmacHOCTH (TIOJTUTHKAM
0e30MacHOCTH).

6.KoHTpoJIb NOTOKOB HH(OPMALIUH.
7.MlHpOopMupOBaHHE OTBETCTBEHHBIX JIUI]
0 pe3yiabTartax MOHMCKa YSI3BUMOCTEId,
KOH-TPOJII ~ YCTQHOBKH  OOHOBIICHUH
HPOrpaMMHOTO 00€CTeYeHH s, KOHTPOJIS
cocTaBa TEXHUYECKHX CpEICTB,
MPOrPaMMHOTO OOECIIEUeHUs] M CPEJCTB
3aIIUThl HHOPMALIUH.

8. MOHHTOPHHT COOBITHI O€30MACHOCTH
MS Windows Server

9.MOHHUTOPUHT COOBITHII 0e30HMacHOCTH
Unix cucrem

10. Monuropunr cobsiTuii VIb Ha




CETEBBIX yCTpOiicTBax

Monymns 1

IIp

Tema 3 Meromonorust KOHTPOJIS
(ananmza) 3aIMIEHHOCTHA
nHPOpPMALIMU,  CcoIepiKameiics B
nH(pOpPMaLMOHHOI crcTeMe

Cnioco0s1 MoHHTOpUHTA coObITHIT IB MS
Windows Server

OTYeT Mo NPaKTHYECKOMY
3aHsTHIO N3

Monymns 1

IIp

Tema 3 Meromonorust KOHTPOJIS
(aHanm3za) 3aIMIIEHHOCTHA
nHpOpPMALINH,  comepKamieiics B
HHPOPMALIMOHHOW CHCTEME
VYcraHoBka M HacTpoilka  cepBepa
MoHHTOpUHTa Zabbix

OTueT N0 NpaKTHYECKOMY
3aHsTHIO Nod

Monyns 1

Hp

Tema 3 Meromonorust KOHTPOJIS
(aHanm3za) 3aIIUIIICHHOCTH
uHbOpMaLlUK,  COAEpIKaleiics B
WHPOPMALIMOHHON CHICTEMe

Co6op cobwrrnit b w3 C3U u IIO
(cucTeMHOTO M TPUKIAJHOTO)  Ha
mpumepe HacTpoiiku aymura B OC
Windows

OTYeT Mo MPaKTUIECKOMY
3aHaTUI0 Ne5

Monymns 1

Cp

Tema 3 Meromonorust KOHTPOJIS
(aHanm3a) 3aIIMIIEHHOCTHA
nHopManuy,  CcomeplKamiercs B
nH(OPMALMOHHO# cHCcTeME

14

Monyns 1

Jlex

Tema 4 Kommstorepusie ataku. COA ¢
OTKPBITHIM UCXOAHBIM KojloM SNORT
1.Mogens ataku. Pesynprar ataku.
Oransl peanuzanun aTak. COKpbITHE
HCTOYHMKA U (aKTa aTakH.

2. CpezncTBa peaan3alun aTak.

3. MexaHU3MBI THIIOBBIX aTak,
OCHOBAHHBIX HA YSI3BUMOCTSIX CETEBBIX
MIPOTOKOJIOB.

4. Artaxu Ha ceTeBbIe CITy)KObI. ATaku ¢
HCIIOJIb30BaHUEM MIPOMEXKYTOUHBIX
Y3JI0B U TEPPUTOPHIL.

5. Texuonoruu oOHApPYKEHHS
KOMIBIOTEPHBIX aTaK ¥ MX BO3MOXKHOCTH.
6. [IpsiMble 1 KOCBEHHBIC IPU3HAKHU ATaK.
Hcrounnku nabOpManun 06 aTakax.

8. Anatomus DNS-arak. Tumns! atak

9. Metopl 0OHApyIKEHHsI aTaK




10. NAD
11. EDR pemienus

Monymns 1

IIp

Tema 4 Komnbrorepusie ataku. COA ¢
OTKPBITHIM UCXOIHBIM KoioM SNORT
YcranoBka, HacTpoliKa, HCIOJIB30BAaHHE
Snort

OTYeT no NPaKTHYECKOMY
3aHATHIO Neb

Monyis 1

Ip

Tema 4 Kommbtorepusie ataku. COA ¢
OTKPBITHIM UCXOTHBIM KogoM SNORT
YcTaHoBKa, HACTpOiiKa, MCIIOJIb30BaHUE
Suricata

OTYeT MO NPAKTHYCCKOMY
3aHATHIO Ne7

Monymns 1

IIp

Tema 4 Kommsiorepusie atakin. COA ¢
OTKPBITHIM UCXOAHBIM KosloM SNORT
Hactpoiika, wucnonb3oBaHue pelieHui
NAD, EDR

OT4er 1Mo MPaKTUIECKOMY
3aHATHIO No§

Monyns 1

Cp

Tema 4 Kommsrorepusie ataku. COA ¢
OTKPBITHIM MCXOJHBIM K0JIoM SNORT

14

Monymns 1

Jlex

Tema 5 OOBEKTB, HWHCTPYMEHTH H
YPOBHH MOHHTOPHHTA

1. ABTOMaTH3HpOBaHHEIE pabodne MecTa.
2.CepBepHoe 000pya0BaHHUE.

3. TenekOMMyHHKaLlMOHHOE
obopyznoBanue.

4. TexHOJIOrHYeCKOe u (wn)
HPOM3BOJICTBEHHOE obopynoBaHue
(MCTIOTTHUTENBHBIC YCTPOMCTRA).

5. CpezncrBa 3amuThl HHGOpMAIHN
6.YpoBeHb UCTOYHUKOB JaHHBIX.
7.YpoBeHb cOopa JaHHBIX.

8.YpoBeHb xpaHeHHs U 00pabOTKH
JTAHHBIX

9. lHauKkaTopsl KOMIPOMETaluK
10.Acunetix

11. Pemenus knacca UEBA

12. IRP vs SOAR

Monyns 1

IIp

Tema 5 OOBEKTBl, HMHCTPYMEHTHl H
YPOBHH MOHUTOPHHIa
Hcnosnp3oBanue Acunetix

OTYeT MO NPAKTHYECKOMY
3aHaTHIO Ne9

Monymns 1

IIp

Tema 5 OOBEKTB, HWHCTPYMEHTH H
YPOBHH MOHUTOPHHTA

Co3nanne paHOykoB M IUIEHOYKOB JuIst
AITOPUTMH3AIAN MOHHUTOPHHTA u
pacciieioBaHHi

OTYeT No NPaKTHYECKOMY
3arsTHIo Nel0

Monyis 1

Cp

Tema 5 OOBEKTbl, HHCTPYMEHTH H
YPOBHH MOHHUTOPHHIA
Pedepar «MHauKaTopbl

14




KOMIIpOMETA UM

Monymns 1

Jlex

Tema 6 TpeboBaHHS K MOHHUTOPUHTY
nH()OpPMaIMOHHOM 0e3omacHOCTH.
AHanm3 )XypHaJIOB COOBITHIA.
1.TpeboBaHus K UCTOUHHKAM JaHHBIX

2. TpeboBanus K cOOpY AaHHBIX
3.TpeGoBaHusl K XpaHEHUIO, arperanuy u
00paboTKe JaHHBIX MOHUTOPHHTA
4.TpeboBaHHs K MPEACTABICHAIO TAHHBIX
MOHHTOPUHTA

5. TpeboBanust K  3am@Te JaHHBIX
MOHHUTOPUHTA

6.ITopsinox OCYILIECTBICHUS
MOHHUTOPUHTA nHpopMaOHHOH
0€30IaCHOCTH TPH  pealM3aliud  Mep
3alMThl HHPOpMALIUK

7. IDS/IPS-cuctemsl

8.Ha3zHauenne n 3amaun HWHCTPYMEHTOB
JUISL aHAJIA3a JIOTOB

9.YcranoBka n HacTpoiika Graylog
10.YcranoBka u Hactpoiika LOGalyze
11.YcranoBka u Hactpoiika LogPacker
12.Pacmupenue ($yHKIHOHATA
aHaJIN3aTOPOB C IIOMOIIBI0 CKPHUIITOB
13.MoOHUTOPHHT ®  JIOTUPOBaHUE C
nHcTpyMenTapueM Kali Linux

14. Elastic Stack

Monyns 1

Ip

Tema 6 TpeOoBaHWMS K MOHHTOPHHTY
nH(OPMAIMOHHOM 0e30macHOCTH.
AHanu3 )XypHaJIOB COOBITHI.

VcTaHOBKA, HACTpOMKAa M IPUMEHCHUE
Graylog, logcheck

OT4eT 1o NPaKTUYECKOMY
3auaTHio Nel 1

Monyns 1

IIp

Tema 6 TpeGoBaHHMS K MOHHTOPHHTY
MHPOPMAIIHOHHON 0e30IacHOCTH.
AHaJM3 )XypHaJIOB COOBITHIA.
PasBepTriBanme, HacTpoiika,
ucnosb3oBanue Elastic Stack

OT4er 1o NPaKTUYECKOMY
3aHaTHIO Nel2

Monymns 1

Cp

Tema 6 TpeGoBaHHUS K MOHHTOPHHTY
HHPOPMAIIMOHHON 0e30IacCHOCTH.
AHanm3 )XypHaJIOB COOBITHIA.

Pepepar «OG30p ©  0OCOOCHHOCTH
UCTIONB30BAHUS ~ HMHCTPYMEHTOB  JUIA
MoHuTOpuHra cobbituii b n3 nakera

14




Kali Linux»

A

Craga 5k3aMeHa (MTOTOBBIH TeCT)

0,35

Bompocsl k 5K3aMeny

Kontpous

35.65

Hroro:

180




5. O6pa3oBaTe/ibHbIE TEXHOJIOTHHU

TexHonorus ®Dopmbl 00yUeHuUs MeTto161 00yUeHHUS
TexHosorus TPAAMUMOHHOIO | Jlekuus. Harnsnnasle,  cinoBecHsle,
o0ydeHusi — opranmszanust ydeOHoro | [Ipaktudeckoe 3aHATHE. | MPAKTUYECKHE.
mpouecca B By3e, OcHOBaHHas Ha | CamocrosiTenbHas
JIEKIIMOHHO-CEMUHAPCKO-3aUeTHON pa0ora.
dhopmax oOyueHus NunuBuyansHOE

JIOMAIIIHEee 3a/1aHue.
TexHosnoruss MoayabHoro ody4denus | Jlekuus-koHcynpTanus. | PemeHne  cUTyallMmOHHBIX
— opranuzanus yuyebHoro mporecca | CemuHap c | 3amau.
TUIS MOJTHOTO OBIIAJICHUSI | UCTIONBb30BaHNEM MeTofa | [Ipe3eHTalnoHHbIN METO/.
coJiepKaHuEeM 00pa3oBaTeNbHBIX | aHAIN3A KOHKpeTHBIX | CaMocTosiTeNbHas padoTa.
MpOrpaMM Ha OCHOBE HE3aBHCHUMBIX | CHUTYaIlHil. Koncynprarnms.
y4eOHBIX ~ MOAyJe ¢  y4eToMm WunuBuayanbHas pabora.
WHAUBUAYAIbHBIX ~ WHTEPECOB  H
BO3MOKHOCTEHN CyOBEKTOB

O6p330BaTeJ'IBHOFO Iponeccca.

NudopManuOHHbIE TEXHOJIOTHM —

crenraibHbIE CIIOCOOBI,
MporpaMmMHBbIE u TEXHUYECKUE
cpenctBa  (KMHO, ayauo — U

BHJICOCPE/ICTBA, KOMIIBIOTEPHI) IS
paboTHI ¢ HHPOPMAITHEH

Jleknus-npecc- [Ipe3eHTaOHHBIN METO/.
KOH(EpEeHIIHUS.

Busyanbnas nexuusi.

DopMbl U METOIbI 00YUEHHUS

JucTaHIIHOHHOE 00y4YeHHne

CereBasi TeXHOJIOTMSI — HU3yueHHE Kypca (yueOHOM
JTUCIUIUIMHBI) TOCPEJCTBOM 3JEKTPOHHBIX yueOHO-
METOJMYECKMX  MaTepualioB,  pa3MEIICHHbIX B
oOydaroliell cpeie C HCHOJB30BaHUEM KOMIIbIOTEpA,
MOJIKJIFOUEHHOTO K ceTu MHTepHeT.

CD-texHosiorusi — u3ydeHHe Kypca (yueOHOI
JUCLUIUIMHBI), TPEJCTABICHHOTO CTYAEHTY B BHUJE
aBTOHOMHOW JJICKTPOHHOM oOOydaromeil CHCTeMbl H
AIIEKTPOHHOMN BEpPCHUU y4eOHO-METOIUUECKUX
MarepuasioB Ha CD-nucke.

6. Meronuyeckue yKa3aHus M0 OCBOEHHIO TUCIIUILIUHbBI

6.1. PexoMeH1alini 0 OCBOEHUIO JICKIIMOHHOTO MaTepurana, MOAroTOBKE K JICKIHIM
.HGKI_II/II/I ABJIAOTCA OAHUM U3 OCHOBHBIX BHUI0B y‘-Ie6HBIX 3aH$ITPII>'I B BBICIIIEM y‘-I€6HOM

3aBeficHUU. B Xo0/€ JIEKIIMOHHOTO Kypca MPOBOJUTCS HM3JI0KEHHE COBPEMEHHBIX HayUYHBIX
MaTepI/IaHOB B CI/ICTeMaTI/ISI/IpOBaHHOM BHUAC, a TaK¥XKC paS'bHCHeHI/Ie Han6onee prl[HLIX
BOIIPOCOB Y4Ye€OHOW AMCHUIUIMHBL. [IpyM W3ydyeHWW IUCHUIUIMHBI CJEAyeT IMOMHHUTBH, YTO
JICKIIMOHHBIC 3aHATHUA ABJISIFOTCA HaHpaBJI}IIOH_[I/IMI/I B 60J'IBH_IOM OGT;GMC Hay‘-IHOFO MaTepI/IaJIa.
Bonpiyro 4WacTe 3HaHWUW CTYAEHT JOJDKEH HAOUpaTh CaMOCTOSITEIRHO W3 YUYEOHUKOB H
Hay4yHOU nureparypbl. KOHCIIEKTHI JIEKIIMM PEKOMEHIYETCSl UCII0JIb30BaTh IPU MOATOTOBKE K
a0OpaTOPHBIM  3aHATHSAM, OK3aMEHy, KOHTPOJBHBIM  TECTaM, TIPH  BBITIOJIHCHUH
CaMOCTOSTCIIBHBIX SaﬂaHHﬁ.

. 6.2. PexomeHmanmu mo opraHu3aiii cCaMOCTOATEILHON pabOThI

CamocrosrenbHas padoTa BKJIIOYAET M3YUYECHHE JIUTEPATYypbl, MOUCK MH(OpMaIy B
cetu MIHTEpHET, MOATOTOBKY K TecTaM, sk3ameHy. HeoOxommmo pa3o0paThcsi B OCHOBHBIX
IIOHATHUAX. 3aanaTb BO3HHUKIIINEC BOHpOCBI nu HaﬁTH OTBCThl Ha HHUX Ha 3aHATHAX, JII/I60



pa3obpaTh ux ¢ mpemnojaaBareneM. [IoArOTOBKY K Sk3aMeHy HEOOXOJUMO HAaYMHATH 3apaHee.
Crnenyer mpoaHaJM3UPOBATh HAYYHBIH M METOMWYECKHM MaTepual y4eOHHWKOB, Y4eOHO-
METOJIMYECKUX MOCOOW, KOHCIIEKTHI JIEKIUNA. 3HaTh (POPMYJIUPOBKU TEPMHUHOB U YMETh UX
YETKO BOCIPOU3BOIUTh.

7. OneHo4YHbBIE CpeacTBa

7.1. IlaciopT OLlEHOYHBIX CPEACTB

Cemect Koa xonTpoaupyemoii HaumenoBanmue
P KOMIIeTEeHIIUM (WJIM ee YACTH) OLICHOYHOI'0 CPeACTBA
8 I1K-6 [IpoTOKOABI MPAaKTUYECKUX 3aJaHUM
Nel-11

Bomnpocsr k 3x3ameny NeNe 1-100
Ouenku pedeparoB

7.2. TunoBble 3ajaHNs WJIM HHbIE MaTepHAJbl, HEOOXOAUMBbIC IJIsl TEKYyIIEro
KOHTPOJIA

1. Pedepat «IDS/IPS-cucrembi»

2. Pedepat «HAMKAaTOPBI KOMIIPOMETALIUN

3.Pedpepar «O030p M OCOOEHHOCTH HCHOJB30BAaHUS MHCTPYMEHTOB J[Jii MOHUTOPHHIA
coowrtuii b u3 makera Kali Linux»

4. Pedepat «CpaBHEHHE HHCTPYMEHTOB C OTKPBITBIM UCXOHBIM KOJIOM IS aHAJTU3a JIOTOBY

7.2.3. Bolno/iHeHMe NPAKTHYECKUX 3aJaHUM

Temsl IIpakTHYecKuX 3aaHUI

Ne Tema

Cmoco6s1 MmoauTOprHTa Mb B Unix cucremMax v Ha CETEBBIX yCTPOMCTBAX

IIpueMsl u cpeacTBa BBIBICHUS YSI3BUMOCTEH B MHPOPMALIMOHHOI! cHCcTeMe

Cnoco6s1 MmoruTopHHTa coobITnit Ub MS Windows Server

VYcraHoBka 1 HACTPO#iKa cepBepa MOHUTOpUHTa Zabbix

C6op cobpbrtuii Ub w3 C3U u I1O (cucremMHOro M IpUKIIAJHOTO) Ha HpHMepe HacTpoiiku aymura B OC
Windows

YcTaHoBKa, HACTPOIKa, HCIOJIB30BaHUE Snort

VYcranoBka, HacTpoliKa, HCIOJIB30BaHKe Suricata

Hacrpoiika, ncnons3osanue pemenuit NAD, EDR

Ucnonr3oBanne Acunetix

Co3nanne paHOyKOB U INIEHOYKOB IS aTOPUTMH3AIMN MOHUTOPHHTA U PACcCIeJOBAaHUH

— = (O[O0 |Q[AN| N|R[WIN|—

— O

VYcranoBka, HacTpoiika u npumeHenue Graylog

Tunosoii(bie) npuMep(bl) 3a1aHus(1il)

[Ipy BBINONHEHUMM NPAKTUYECKUX 3aJaHUM CTYIAEHTBI paccmarpuBaroT Ilpuemer u
CpeACTBa BBIABJICHUS YS3BUMOCTEHl B MH(OPMAIMOHHOM CHUCTEME, CIIOCOObI MOHHUTOPHHIA
coObiTiii 1B, WMHCTAaIMpYyIOT M HACTPaMBalOT CPEACTBA MOHHUTOPUHIA, MPOBOAAT AHAIM3
CalTOB Ha MPEIMET ySI3BUMOCTEH, H3ydal0T METOIMKY cOopa coobiTuii Ub.



KpaTtkoe onucanue u perjiaMeHT BbINOJTHEHUS
1. 3y4ynTth TeopeTU4ecKuii MaTepral ¥ HOPMaTUBHO-TIPABOBYIO 0a3y.
2. OdopMHUTh OTYET O NPAKTUYECKONM paboOTe B COOTBETCTBHM C TpeOOBaHUAMH K
0(OpMIIEHHUIO MTPAKTUYECKUX PAbOT B COOTBETCTBUU C TEMATUKOMN 3a[aHMSI.

Kpurepun onenkn:
- OLEHKa «3a4TCHO» BBICTABJIAETCS CTYACHTY, €CIM IPaKTHYECKOE 3a/laHue
BBITOJIHEHO TPAaMOTHO WJIM MMEET HECYIIECTBEHHBIEC 3aMEUaHUsl, BBITIOIHEH OTYET 1O padoTe.

- OICHKA «HC 3a4YTCHO» BBICTABJISACTCA CTYACHTY, €CJIM MPAKTUYCCKOC 3aJaHUC HE
BBITIOJIHCHO, UMECT pr6LIe OI_I_II/I6KI/I, HC IIOATOTOBJICH OTYCT.

7.3. OuneHouyHble cCpeacTBa UIA INPOMEXKYTOYHOH AaTTeCTANMH IO HTOram
OCBOCHMSA NUCIUIIJINHBI

7.3.1. Bonnpochl K NPOMEKYTOYHOM aTTecTAluM

Cemectp 8

CemecTp 8

Ne Bonpocsl k 3k3aMeny

1. | IlepeueHb nHGOpPMALIUHU, TTOJTYIACMBIH M3 HCTOYHUKOB JIAHHBIX

YTo AOMKHBI BKIIOYATh MEPONPHATHS IO MOHUTOPUHTY HHGPOPMAIHOHHOM
0€e30I1aCHOCTH

3. | HopmatuBHOoe 000CHOBaHHWE HEOOXOAMMOCTH MOHHMTOPHUHTA W aHaIu3a COOBITUI
Wb n1s pa3HbIX CYyIIHOCTEN

CymHoctb 1 3a1a4u SOC

Kak opranusyercs BzanmojeiictBus ¢ ['occonka, @unuept, HKIIKN

3anmaun, pemaembie SIEM cucremamu. O630p cymiectByronux SIEM

[lepeuncnuTh U AaTh XapaKTEPUCTUKY HHCTPYMEHTaM MOHUTOpUHTa coObituii b

XN |k

MonuTopuHr cobbiTuii 6e3onacHoct Unix cucteM ¢ mpuMeHeHneM Zabbix

9. | MouurtopuHr coosiTuii b Ha ceTeBbIX ycTporicTBax Zabbix

10. | [Ipumenenue Kali Linux 1y1si MOHUTOPHUHTA U JIOTUPOBAHHUS

11. | Kakue 3agaun pemaet Log Management?

12.| Pemennsa x1acca UEBA

13. | IlepeuncauTh peraaMeHThbl padoThl 10 MOHUTOPUHTY

14. | CymHOCTbh pedhepeHCHOM MoIeu CUCTeMbl MOHUTOpHHTa b

15. | Metobl oBbIIeHUs] HHOOPMATHBHOCTH JAHHBIX MOHUTOPHHTA

16. | CnocoObl 0OHapyKeHHUsI U3MEHEHUH B CHCTEME

17.| Auatomug DNS-arak. Tumsl atak

18. | Bosmoxnoctu NTA/NDR u BbIsIBIICHHE TIeJICHANTPABICHHBIX aTaK

19.| PackpbiTh oOOmIME TMOHATUS O CHUCTEeMaxXx OOHApYKEHUS U TPeAOTBpAIlECHUs
BTOPKEHHI

20. | IlousaTue aTak Ha KOMIIBIOTCPHLBIC CCTH. KJ'IaCCI/I(bI/IKaI_II/IH dTaK Ha KOMIIBIOTCPHBIC
cetr. OCHOBHEBIE THUIIEI CETEBBIX aTaK

21.| Monens ataku. Pesynbrar ataku. OTansl peanuzanuu atak. CokpbITHE




WCTOYHMKA U (paKTa aTaku

22.| MexaHu3Mbl TUIOBBIX aTaK, OCHOBAHHBIX Ha YSI3BUMOCTSX CETEBBIX
IIPOTOKOJIOB

23. | TexHonoruu oOHApYKEeHUsI KOMIBIOTEPHBIX aTaK U UX BO3MOKHOCTH.

24.| Meronbl oOHapyxeHus atak. OOHapy>XKeHHUEe aHOMAJINI U OOHAPYKEHHE
3noynotpebaenuii. OOHapyKeHHe CIeI0B aTaK

25. | Knaccugukanus cuctem ooHapyxenus atak (COA). CeTeBble U y3JI0BbIE
COA

26. | Tunoas apxurekrypa COA B cocTaBe ceHCOpa, MOy YIIPABICHUS,
aHaJM3aTopa, Habopa MPOTOKOJIOB B3aUMOICHUCTBUS U CPEJICTBA pearupOBaHUs

27. | Pazmemienue cencopoB COA

28.| COA Snort. HasnaueHnue, BO3MOKHOCTH.

29. | Hanucanue ckpunrtoB aiisg ceHcopoB COA Snort, pacirpeHre BO3MOKHOCTEH

30. | Cucremsl aHanm3a 3amuieHHOCTH. «Kiaccnieckney) cucteMbl OOHapyKEHHUS aTak
Y aHaIIM3aToPhI )KypHaIoB peructpanuu. OomManHble cucTeMbl. CHCTeMbI KOHTPOIIS
L[EJIOCTHOCTHU

31. | Metoauka OCymecTBICHUsI KOHTPOJIS 3aITyCKa / OCTAHOBKH Pa3IMYHBIX MPOIIECCOB

32. | KOHTPOJIb MOAKIIIOYECHUSI ChEMHBIX MAIIUHHBIX HOCUTEIEeH HHPOpMAIK U paboTHI ¢
HUMH

33. | MeToauka oCymecTBICHUS KOHTPOJIS MOIKIIOYSHHSI MOOMITBHBIX, OECIIPOBOIHBIX 1
JPYTUX YCTPOMCTB

34.| Meroauka ocymiecTBieHust KOHTpost ycranoBku / ynanenus [10 (kommonenrtos [10);

35.| Meroauka ocyiecTBICHUSI KOHTPOJISt U3MEHEHHSI CETEBBIX HACTPOEK
aBTOMAaTU3HPOBaHHBIX pabounx MecT (APM) u cepBepoB

36. | MeToauka oCylecTBIEHUs KOHTPOJIS MOMBITOK yAaJeHHOro Aoctyna K APM u
cepBepaM

37.| Metoauka ocyIecTBICHHsI KOHTPOJIS (PakTOB pabOThI ¢ aIMUHUCTPATUBHBIMHU
IIpaBaMu U IIOJJHOMOYUSAMHA

38. | MeToauka OCyIIeCTBICHHSI KOHTPOJISI H3MEHEHHS JIOKAIBHBIX TOJIMTHK O0€30MacHOCTH,
1IpaB U MPUBHJIETUI

39. | MeToauka oCyIIecTBIEHHsI KOHTPOJISI CO3AaHUS  pabOTHI C OOLIMMHU pecypcamu

40. | Meronuka OCyIIECTBICHUS! KOHTPOJISI OTKPBITHSI «II0I03PUTEIILHBIX)» CETEBBIX MOPTOB

41. | Ha3BaTp 1 KpaTKo oxapakrepu3oBaTh HHCTpyMeHTHI Kali Linux s MoHUTOpHHTA
COOBITHIA

42.| Kak opranusyercs Bzaumoaeiictus ¢ ['occonka, @unnepr, HKIIKN

43. | Ilopsimok ocyuiecTBiieHuss MoHUTOpUHTa Vb nipu peanuzanuu Mep 3aiuThl
nHopmaruu

44. | PacKkpbITh OHITHE U EPEUNCITUTh HHIANKATOPHI KOMIIPOMETAITIH

45. | Kak ocyIiecTBisieTcsl pearupoBaHue Ha COOU MIPH PETUCTPALIUU COOBITHIA
0e30MacHOCTH

46.| HopmatuBHOE 00OCHOBaHME HEOOXOJMMOCTH MOHUTOPHHTA M aHalu3a COOBITUI
b

47. | Tlepeuncnuth 0a30BbIi COCTaB MEP 10 KOHTPOJIIO CETEBOro Tpaduka

48. | Cymocts DDos aTak

49. | Meponpusrtus no 3amute ot DDos atak

50. | ITopsimok nevictBuid npu DDos aTtake

51. | Ilpusnaku paboThl OOTHETA B CETH

52.| NetFloor Analizator, Ha3HaYeHUE, IPUMCHCHUE

53.| Yto Ttakoe O7Kk10p, mpu3Haku HaxoxaeHus B 10, BeIsiBIICHNE

54. | [Ipu3Haku pa3BeablBaTEIbHON AKTUBHOCTH B CETU

55.| HopmatuBHOE 000CHOBaHHME TECTUPOBAHUS HA MPOHUKHOBEHHE

56. | Kakue npoOsembl BBISIBJISIIOTCS IPU TECTUPOBAHUN HA IPOHUKHOBEHHE?




57. | Kak ocymiecTBisieTcs MaCCUBHBIN MepexBatT CeTeBOro Tpaduka’?

58. | Kakumu cnioco0aMu MOYKHO OCYIIECTBUTh MOHUTOPUHI CETEBBIX MOIKIIOYCHHI?

59. | Kak ocymiecTBisieTcs akTUBHBIN TIepexBaT ceTeBoro Tpaduka?

60. | [lepeuncauTh OCHOBHBIE NPUYHMHBI YSI3BUMOCTEN

61. | Haznauenue u cymuocts Mmonutopunra Ub.

62.| CocTaB UCTOYHUKOB JIAHHBIX

63. | Ilepeuenb nHGOpPMAIIUU, TTOJTYIAEMBIH W3 UICTOYHUKOB JIAHHBIX

64. | Yto HEOOXOIMMO KOHTPOJIMPOBATH B MPOIECCE MOHUTOPUHTA?

65. | Kakue nanHpie MmojydaroT B pe3yJibTaTe MOHUTOpPUHTa?

66. | Uto obecrieunBarOT KICTOYHUKHU JaHHBIX?

67.| Yto ucnonb3yercs 1isl MOTYUYEHHUs] UCXOJHbBIX TaHHbIX?

68. | Kakue nannapie cobuparoTcsi mpu 6€3areHTHOM crocooe?

69. | Kakue nanubie cCOOMPArOTCs ¢ MCIOJIB30BAHUEM areHTOB MOHUTOPHUHTA ?

70. | Kakue nanuple cOOMPArOTCsl C MCHOJIB30BAHUEM OMPOCHBIX JHCTOB?

71.| Kakue  pmaHHBIE TO3BOJSIET  TMOJNyY4aTh W o0OpabaTbiBaTh  NPUMEHEHHE
WHCTPYMEHTAJIBHBIX CPEJCTB JJIi MOHUTOPUHTa MHPOPMAIIMOHHOM 0€30MacHOCTH ?

72.| YTO MOIDKHBI BKIIOYATh MEPONPHUATHS I0 MOHUTOPHUHTY HWH(POPMAIMOHHOM
6e3omacHoctu?

73.| Kakue @yHkuMM A0KHBI OBITh peajin30BaHbl B paMKax MEPOIPHUATHH 10
MOHHUTOPHUHTY HH()OPMALIMOHHON Oe3omacHoCTr?

74.| Kakue Mepsl [OJKHBI OBITh peajln30BaHbl B paMKax MEPOINPHUATHH 10
MOHUTOPUHTY nH(OPMAIIMOHHON 0e30MacHOCTH, HaIpaBJICHHbIC Ha
MIPEeA0TBpaIEHUE TOTEPU JTAHHBIX MOHUTOPUHTA?

75. | Kakue naHHble 0 pe3ysbTaTax MOHUTOPUHIA IPEJOCTABIISIOTCS OllepaTopy?

76. | Kakue OTYETHl O pe3yJbTaTax MOHUTOpPUHTa (OPMHUPYIOTCI B paMKax
MEPOIPUSITHIA 10 MOHUTOPUHTY HH(POPMAIIMOHHOW 0€301acHOCTH?

77.| TpeboBaHUs K MMEpCOHATY, OCYIIECTBIsAOIMEeMY MOHUTOpUHT Vb

78. | Kakue TpeOboBaHUS IPEIBSABISIOTCS K 3aIMTE JAHHBIX MOHUTOPHHTA?

79. | HopmatuBHOEe 000CHOBaHHE HEOOXOJUMOCTH MOHHUTOPUHIA M aHajaH3a COOBITHI
Wb 1 pa3HbIX CYyIIHOCTEM

80. | Uro takoe cobbiTue 1B?

81.| IO nns monuTopuura coobiTrii Ub. CpaBHHUTH

82. | [IpuBecT METOIOJIOTHUIO KOHTPOJISI 32 COOBITHUSAMU OE€30MMACHOCTH

83. | Kak ocyiecTBisieTcss KOHTPOJIb MOTOKOB HH(MOpMaIIUU

84. | Ilepeuncanutb 00bEKTHI MOHUTOPHHTA

85. | CylmHOCTh TECTUPOBAHMS HA IPOHUKHOBEHUE

86.| SOC (Security Operation Center). Kak paboraer SOC

87. | Kak opranmzyercs Bzaumonaeictsus ¢ ['occonka, @unnepr, HKITKN

88. | [lopsimok ocyliecTBICHUSI MOHUTOPUHTA HH(POPMAIMOHHON 0€30MacHOCTH IpH
peayiv3anuy Mep 3aIIuThl HHQOpMAUU

89. | PackpbITh NOHATHE U MEPEUUCIUTh MHIUKATOPHI KOMIIPOMETAIIUN

90. | I[TepeunciuTh TpeOOBAHMS K NICTOYHHKAM JIAHHBIX

91. | [lepeuncnuth TpeOOBaHUS K COOPY AAHHBIX

92.| llepeuncauth TpeOOBaHWSA K XpaHEHHWIO, arperauu W o0paboTKe JaHHBIX
MOHHTOPHHTA

93. | IlepeuncauTh TpeOOBAaHUS K IPEICTABICHUIO TAHHBIX MOHUTOPHHTA

94.| PackpbITh 0OLIME TOHATHUS O CHCTEMax OOHApYKEHUs M TPEIOTBPAIICHUSI
BTOP>KEHMI1

95. | Kakue OpiBatot IDS?

96. | Kakue ObiBatoT IPS?

97.| Ponu nsi mepcoHajla MOHMTOpPMHra HMHGOpPMAallMOHHOM 0e€3-0MacHOCTH M HX




GhyHKIHH

98. | YpoBuu monutopunra b

99. | Kakue cBoicTBa JOKHBI 00€CTIEUMBATHCS HA KKJI0M YpoBHE MoHMTOpUHTa 1B

100, Ha xakux 00beKTaX MOHUTOPHWHTA BBISBIISIFOTCS YSI3BUMOCTH?

7.3.2. Kputepuu ¥ HOPMbI OLICHKH

Cemectp dopma nposeaeHust Kpurtepun u HopMbI OLIEHKH
NPOMEKYTOYHOM
aTTecTalMu
8 DK3amMeH «OTJIMYHO» 80-100 6amioB
(10 HaKOMUTEILHOMY «XOPOLIOY 60-79 6amioB
pEUTHHTY) «yIOBIEeTBOpUTEILHO» | 40-59 GamioB

«HeynoBieTBoputenabHo | 0-39 Gamios
»




8. YueOHO-MeTOoAMYeCKOEe M HH(POPMALMOHHOE 0O0eceYeHue TUCIHILIMHBI

8.1. O6s13aTesbHASA JIUTEPATYPA

Tun (yueOHUK,
yueOHoe nocoodue,

KoaunuecTBO B

Ne yueOHo- HAY4YHOI
ABTOpBI, COCTABUTEJIHN 3aryiaBue (3aroJi0BOK) I'ox n3panus
n/n MeToauYecKoe oudaunorexe /
nocooue, HaumenoBanue 9bC
NMPAKTHKYM, JIP.)
1 Huxudopos B.A. Mertoabl 3amuThl HHGOpMaIK. 3ammra y4eOHo- 2022r. https://
OT BTOPKEHUI METOANYECKOE reader.lanbook.com/
nocooue book/200480
2 Huxutuu B.H. [IpoBeacHME aHaAIM3a 3alTUIIICHHOCTH B YyeOHOE 1ocodue 2021r. https://
WHPOPMAIIMOHHOH cUCTEME reader.lanbook.com/
book/179382
3 ®opmoy JIx. ATaka ceTeil Ha YpOBHE ITPOTOKOJIOB 2001 1
8.2. lonotHuTEIbHAS JIUTEPATYPA
Tun (yueOHUK,
yueOHOe nmocooue, KosnuectBo B
Ne yueOHo- HAY4YHOM
ABTOpBI, COCTABHTEH 3aryiaBue (3aroJi0BOK) I'ox n3panus
n/n MeTon4YecKoe oudbauoTexe /
nocooue, HaumenoBanue 9bC
NPAKTHKYM, Ap.)
1 A XK. A6nenos B.A. AHanus, onucaHue u OI[CHKA Y4eOHoe mocoOue 2019 . https://
Tpyuun ¢dbyukroHansHbIX y3710B SIEM cuctembl reader.lanbook.com/
book/118277
2 | A.A. Jluxonocos , JI.A. OcHoBBI ayiuTa HHGOPMAITMOHHON y4eOHO- Mockaa:
Jlenucon 0€301acHOCTH METOAUYECKOE M®IIA,
nocobue 2019




8.3. Ilepedyenp mnpodeccHOHANBHBIX 0a3 [JAaHHBIX M HH(POPMALMOHHBIX

CIIPaBOYHBIX CUCTEM

1.

Kanes A.H. MOHUTOPUHI COBBITUIM U OBHAPYKEHWE UHL{UJIEHTOB
NH®OPMALIMOHHOM BE3OITACHOCTH C UCIIOJIb30OBAHUEM SIEM-
CHUCTEM // MexnayHapoIHbIH CTyIeHUYECKH HayYHbIN BeCTHUK. — 2015, — No 3-1. ;
URL: https://eduherald.ru/ru/article/view?id=12064 (nata oOpamenus: 09.08.2022).

2. https://snort.org/
3. beiic P. Beenenue B oOHapyskeHHe aTak ¥ aHau3 3auuieHsocty //HUILT
«Uudopmzammray [D1. pecype] - URL: http://bugtraq.ru/library/books/icsa/
8.4. [lepeyenb mporpaMMHOro odecrneyeHust
Ne Hanmenosanue IO PexBH3UTHI norosf)pa
n/n (naTa, HOMep, CPOK /1elicTBHUS)
1 Windows Wlndov&uls (Hdorosop Ne 690 ot 19.05.2015r.,
CPOK JIEUCTBHS - 0€CCPOYHO);
2 OfficeStandart  (JoroBop Ne 690 ot
19.05.2015r., cpok neWcTBus - OECCPOUHO;
OfficeStandart Jlorogop Ne 727 or 20.07.2016r., cpok
JEHUCTBUS - OECCPOYHO)
3. Koncynerant+  (JoroBop  Nel522  or
+
Koncyssrant 25.12.2015, cpok neicTBHs - 0€CCPOUHO)

8.5. Omnucanme MaTepHaJIbHO-TEXHHYECKON  0a3bl, He0OXOAUMOHN  JJd

OCyeCTBJICHUA OﬁpaSOBaTe.ﬂbHOFO nmpouecca mo TMCIMIINHE

HanmenoBaHue 000py10BAHHBIX YUeOHBIX
Ka0OMHETOB, J1a00paTOPHil, MACTEPCKHUX U JIP.

Ne 00bEeKTOB JIsl NPOBEJCHUS NPAKTHYECKUX H Ilepeyennb 0CHOBHOTO

n/n JIa00PaTOPHBIX 3aAHATHI, IOMEIEeHU I 115 000opyI0BaHUA

CaMOCTOSITeIbHOM PadoThbl 00y4arOIIUXCS
(HOMep ayIUTOPHUH)

1 Aynutopust BeO-KOH(pEpeHITHIA. Croun npenoaaBaTeNbCKUM,
VYuyeOHas ayIuTOpHUs U1 NPOBEICHHS 3aHATHI 9KPaH TeJIEeBU3UOHHBIH,
JIEKIIMOHHOTO THUIIA. poyTep, CTOMKa s
VYuyeOHas ayIuTOpHUs U1 IPOBEICHHS 3aHATHI TeJIeBU30pa, BeO. Kamepa,
CEMHHApPCKOT'0 THIA. TpaHCTIapaHT-NIEPETSIKKA,
VY4yebHas ayuTOpUs Ui KypCOBOTO HIMpMa, HAYIIIHUKH,
IPOEKTUPOBAHUS (BBINOIHEHUS KYPCOBBIX pab0T). | KOMIBIOTED C BBIXO/I0M B
VYuyeOHas ayTuTOpHUs 11 IPOBEIEHHs TPYNNOBBIX U | MIHTepHeT.
VH/IMBU1yaJIbHBIX KOHCYJIbTAIIH.

VYuyeOHas ayIuTOpHUs U1 IPOBEICHHS 3aHATHI
TEKYIEro KOHTPOJIS ¥ IPOMEXYTOUHOM aTTecTalun
3-705

2 "Aynuropusi BeO-KOH(pEepEeHIINH. Crosbl ydeHUYECKHUE., CTOJ
VYuyeOHas aytuTOpHUs 11 IPOBEICHHS 3aHATHI NpernoaBaTeabCKHi,
JIEKIMOHHOTO THUMA. Y4eOHas ay JUTOPHS 1S CTYJbs, IOCKa (MapKepHasi),

IPOBEJICHHsI 3aHATHI CEMUHAPCKOTO THUIIA. kadenpa HamonpHas, 1K,



https://snort.org/

HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0OMHETOB, J1a00paTOPHil, MACTEPCKHUX U IP.

Ne 00BbEKTOB /151 IPOBeeHUs] NPAKTHYECKUX H IlepeyeHb OCHOBHOT'O
n/n J1a00pPaTOPHBIX 3aAHATHI, MOMEIEeHU I 115 000opyI0BaHUA
CaMOCTOSITeIbHOM PadoThl 00y4arOIIUXCS
(HOMep ayIUTOPHH)
VY4yeOHas aytuTOpUs Uil KypCOBOTO TEJEBU30pP.
MIPOCKTUPOBAHMSI (BBITOTHEHHUS KYPCOBBIX paboT).
VYueOHas ayTuTOpUs I IPOBEICHHS TPYIIIOBBIX U
WH/IMBUIyaJIbHBIX KOHCYJIbTAllNi YuyeOHas
ayJUTOPUS JJIS IPOBECHUS 3aHATHH TEKYIIETO
KOHTPOJIS U IPOMEKYTOUHOM aTTeCTaI|H.
YJIK -310
3 [Tomerienue st CaMOCTOATEIBHOM PabOTHI Cronbl, CTYyIbA,
oOyJaromuxcst KOMIIBIOTEPBI
I'-401
4 [Tomemienue as caMoCTOSITEILHOU pabOThI Crounbl-napThl
oOyJaromuxcs JIBYXMECTHBIE, CTYJIbsI, CTOJ
I -409 MPENo1aBaTeIbCKUM-, CTYJI

MpenoaaBaTeNbCKUiA,
MepeABUKHAS JJOCKA, DKPaH,
MIPOLIECCOP, TMPOEKTOP,
KOMITBIOTEPHBIE CTOJIHI,
KOMIBIOTEPHI AJIs
CTYJICHTOB C BBIXOJIOM B
CeTh UHTEPHET, KOMIIBIOTED
MPENoaaBaTesi, CETEBOU
mkad
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