MMHUCTEPCTBO HAYKHU U BBICHIEI'O OBPA30OBAHM S POCCUMCKOM ®EJEPAITN
deneparbHOE TOCYAAPCTBEHHOE 00 PKETHOE 00pa30BaTEIbHOE YUPEIKICHNUE
BBICIIET0 00pa30BaHUs
«TONBATTUHCKUHN TOCYIapCTBEHHBIA YHUBEPCUTET

b1.B.16

(uHOexc OucyuniuHot)

PABOYASA ITPOI'PAMMA JIUCHUIIJIMHBI

be3zonacHocTh BEO-TIPUIIOKEHUN
(Haumenosanue OUCYUNIUHbL)

10 HAITPABJICHUIO ITOJITOTOBKU
09.03.03 Ipuknagnas nHGOpMaTHKA
HaIpaBICHHOCTH (PO HIIb)
[Mpuknannas nHGopMaTHKa B MHPOPMAIIMOHHOW 0€3011acCHOCTH

( )
JOKYMEHT NOANMMCAH

®opma o0ydeHus: ouHast v
QJIEKTPOHHOWM MoAnncero

I'on ma6opa: 2023 CepTudpukaT: 01794E5C0049AF9DI145347EB1B3606D07
Bnageneu: MNopuHa Jlapuca HukonaesHa
OevictBuTener: ¢ 10.11.2022 go 10.11.2023

O6mas Tpynoemkocts: 4 3E
. J

Pacnpeue.ﬂeﬂue YaC0B JUCHHUIIMHBI IO CEMECTPpaM

Cemectp 8

dopmMa KOHTPOJIA 3a4eT Hroro
Buj 3ansiTuit
Jlexuun 12 12
JlaGoparopHbie 16 16
[TpakTuyeckue 32 32
PykoBoJICTBO: KypcoBble paboThI (poekTs) / PI'P! - -
ITpomMexyTodHast aTTeCTAIHS 0,25 0, 25
KonraktHas pabora 60,25 60,25
CamocTosiTenbHas paboTa 83,75 83,75
Kontposns 3auer - -
Hroro 144 144




Pabouyto nporpamMmy coctaBui(un):
Jononos Anekceit Bnagumuposuu

(OondcHocmy, yueHoe 36anue, cmenensb, Pamunus 1.0.)

(Oondicnocmy, yueroe 36anue, cmenetsb, @amunus U.0.)

PenenzupoBanue paboueii mporpaMMbl TUCHUTUIMHBL:

OtcyTcTBYET

Peniensent

(Oondicnocmy, yueroe 36anue, cmenetsb, Qamunus U.0.)

Pabouas mporpamma qucHMIUIMHEBI cocTaBieHa Ha ocHoBaHuu GI'OC BO u yuebHoro miana
HarpasieHus moarotoBku (cneuuansHoctu) 09.03.03 Ipuknannas nHpopmaTuka

Cpok neiicTBusi padoueii nporpaMmmsbl Aucuuuimusi 10 31.08.2027

YTBEPXIEHO

Ha 3acenanumn HHCTUTYTa HH)KCHCpHOﬁ 1 DKOJOTHYECKOI 0€30I1aCHOCTH

(mpotokon 3acemanust Ne 2 ot 05.09.2022).



1. Ilean ocBOEHHNA TUCHUILIHHDBI

HCJ'IBIO OCBOCHUMA JUCHUITIIMHBI «be3omnacHoCTh Be6'HpI/IJ'IO)KCHI/II\/'I» SABJIICTCA (bOpMHpOBaHI/Ie

y CTYICHTOB 3HAaHUU O TPeOOBAHUAX, MPEABABIIEMBIX K O€30MACHOCTH CcaiTa, MPUHIUIIAX
Oe30macHON pa3pabOTKU caifTa, TUMAX W MPHUHIIUAIAX OPraHM3AIMH aTaK Ha BEO-TIPUIIOKEHUS U

METOOB, WX HeWTpanu3anmuu. JMCIMIUIMHA TOCBSIIEHAa HW3YYEHHIO BOIPOCOB obOecreueHus
0€3011aCHOCTH BEO-TIPHIIOKEHHH, KIacCU(UKAMHM CYIIECTBYIOIMIMX YSA3BHUMOCTEH, METOJaM HX
oOHapy»keHus. PaccmaTpuBaroTcs pa3jinyHble ClIOCOObI MOBBIIEHUs 0€30aCHOCTH CATOB, METO/IbI

06Hapy>K€HI/I5[ IIpOorpaMMHBIX 3aKJIaJ0K, 0e301acCHOCTh IporpaMMHOI'O KOJa, a TAKXKE HEKOTOPLIC

ACIICKTBI IPUMECHCHU A ITOJTYUYCHHBIX 3HAHHUH U YMCHI/Iﬁ Ha IIpaKTUKE.

2. Mecro nucuuminabl B cTpykrype OIIOITI BO

JIMCUMIUTUHBL U IPAKTUKH, HA OCBOGHUHU KOTOPBIX 0a3upyeTcs AJaHHAs TUCIUILIMHA!
- OcHOBBI HH(OPMALIMOHHOM G€30MaCHOCTH;

- SI3BIKM IpOrpaMMHUpPOBAHMS;

- TexHonornu u MCTOJBI ITPOrpaMMHUPOBaAHMA.

[TonydeHHbIe 3HAHUS UCTIONB3YIOTCS MIPH U3YYEHUH CIEAYIOUTUX JUCITUILINH:
* MoHUTOpHUHT cOOBITHI HH(OPMALIMOHHON 0E30MaCHOCTH;

» be3onacHocTh 0a3 JaHHBIX.

3. Ilnanupyemble pe3yJbTaThbl 00y4eHUsI

dopmupyemMbie U
KOHTPOJINpyeMble
KOMIICTCeHIIUH
(K0J1 1 HAUMEHOBaHUE)

HNuauxkaropsl
JOCTHKEHUSA
KOMIIeTeHInii
(KoJ ¥ HAUMEHOBaHMe) >

I[InanupyemMble pe3yJbTaThl
o0yueHust

[IK-10 CriocoGen ocyniecTBIsATh
MOJIETTMPOBAHUE PELIEHUH TT0
peanu3anuy IporpaMMHOIo
obecrnieuenus u ynpasienust bJ{

[1K-10.7 Ucmons3yeT 3HAHUS
OCHOB 0e301acHOCTH BeO
NPWIOXKEHUH U BeO
WHXUHUPHHTA

3HaTh:

- OCHOBBI 0€30TTaCHOCTH BeO MPHIIOKEHHH;
- OCHOBBI MPOIPAMMHPOBAHHS;

- OCHOBBI BEO-TEXHOJIOTHIA;

- MPOTOKOJIBI Tepeaayun (Haitos;

- KJIacCU(UKAIHIO BeO- YsI3BUMOCTEH.

YMmers:
- 9KCIUTyaTHpOBAaTh
TIPUIIOKEHUH;
- HacTpouTh SSL - ceprrduKatsr;
- BBIOpaTh OE30MacHBI XOCTHHT;
- YCTaHOBUThH M HACTPOUTH ILIATHHBL

YA3BUMOCTH

BEO

Bnagers:
- OCHOBaMH IPOTPaMMHPOBAHUS;
- nuactpymeHnTapuem QSINT.

[1K-10.8 VYwmeer opraHuszoBaTh
ayAuT MPOrpaMMHOrO Koja BeO
TIPHITOKCHUS, NPUMEHATH
WHCTPYMEHTBl  JUII  TIOMCKa
YSI3BUMOCTEH

3HaTh:
- cpeucma u I/IHCT“pyMeHTbI aHaJIm3a
3aIIUIICHHOCTH caiTa

VYMeTh:

- OpraHu3oBaTh ayJuT OPOrpaMMHOIO KoJa

BeO MPUIIOKEHHS

2 IIna npoepamm no ®IOC 3, 3+ — unouxamopvl Oocmudicenusi KOMNemenyuii He yKasvleaiomcs, CMAsumcs. npodepk «—,
VKA3618A10MCs. MONLKO KOMREeMeHYUU U NAAHUPYemMble Pe3yTbmambl 00yYeHus..




®opmMupyembie U HNuaaukaTopsl
KOHTPOJIMpyeMble AOCTHKEHM S Iliianupyemblie pe3yabTaThl
KOMIIeTeHIM U KOMIIeTeHIUi o0y4eHust
(Koa 1 HAMMEHOBaHUE) (KOJl M HaMEHOBaHHE) 2
Bnaners:
- HaBbIKAMM YCTAaHOBKM M  HACTPOWKHU
0e30IacHBIX MEXaHU3MOB
I1IK-10.9 Brnaneer MeToJaMHu | 3HATh:
O6Hapy)KeHI/IH aTak Ha BEO - - METOJMKY U IMPOBCJICHUEC aHAJIn3a
TMPUJIOKCHU S 3alMIICHHOCTHU caiita
YMmeTs:
- NOPUMEHATb UHCTPYMEHTBI [JIA TIIOHUCKa
YSI3BUMOCTEN
Bnaners:

- MCETOJaMU 06Hapy)KeHI/IH arak Ha BeO -
TTPUJIOKCHUSA




4. CTpyKTYpa M coJiepKaHue IUCHUIINHbI

MonayJasb (pa3ae)

Bun
yueOHoi
padoThI

HauMenoBanue TeM 3aHATHH
(yuedHoli padoThI)

Cemectp

Oo0nem, u.

Banabl

HNuTepakTHBb,
4.

®DopMbI TEKYLIETO
KOHTPOJIfA
(HauMeHOBaHHe
OLIEHOYHOT 0
cpeacTna)

Monyns 1

Jlex

Tema 1 OcHoBBI Oe3omacHOCTH BeO-
MPUIT0XKEHHUH.
OCHOBHBIE ~ TIPHHIOUIOBI  HOCTPOCHUS
6e30macHbIX calToB. IMonsrTue
0e30macHOCTH TIPHUIIOKEHUI u
KIaccudukanus omacHocted. VicTouHukn
yrpo3 HMHGOPMAINMOHHOW 0e30macHOCTH
caiiToB. ba3a maHHBIX OOIIEU3BECTHBIX
ySI3BUMOCTEH. BbezonacHas
ayTeHTU(UKAIMS 1 aBTOPH3AIIHS
Crpykrypa caiita, I10 Beb cepsepa
Benenue B pasBenky BeO-IIPHIIOKEHUIM.
Crtpykrypa COBPEMEHHBIX BeO-
npuinoxxkenuit. IlpuHmunsl u  cpena
pa3paboTku Koja npuiaoxeHui. [lonsTre
XOCTHHIA, CEepTU(HKATOB, IUIATMHOB.
OcobenHocTn mpoTokoiyoB http u https.
C6op uHdpopmalmu 0 Web-npuioxeHun.

Monyns 1

ITp

Tema 1 OcHoBBI 0e30macHOCTH BeO-
MIPUIIOKEHHH.

OmeHka CTOMKOCTH Mapois Ha OCHOBE
SHTPONMM U CIOBapei

OT4éT 1Mo MPaKTHIECKOH
pabore Ne 1

Monyns 1

Cp

Tema 1 OcHOBBI 06e30mMacHOCTH BEO-
MIPUITOXKEHUH.

14

Monyns 1

JIab

Tema 1 Ctpykrypa caiita, I1O Beb cepepa
JlaGoparopuass pabora IlaccuBHBII
coop nH(pOpMaIUN 0 web-
MIPUJIOKEHUU

Monyns 1

IIp

Tema 1 Ctpykrypa caiita, ITO Beb cepepa
Pa3smenienue caiita Ha XOCTHUHTE

OTuéT 1o MpaKTHIECKOH
pabote Ne 2

Monyns 1

IIp

Tema 1 Ctpykrypa caiita, [10 Beb cepepa
VYcraHoBKa CepTH(UKATOB, CO3TaHHE
CaMOTIOJINIMCAHHBIX CEPTU(OUKATOB

OTYéT 10 MpaKTHIECKOH
pabote Ne 3

Monyns 1

Jlex

Tema 2 TexHoJIOTHMH B3710Ma calTa




IIpunuunel 3THyHOro xakusra. ITouck
cnadbIx MecT B apXUTEKType
MPUIOKEHHS. ITouck Ccy0/I0MEHOB.
Anamm3 API. OGHapyxeHHE CTOPOHHHX
3aBUCUMOCTEH. MeToIbl, OCHOBaHHEIE Ha
nucnob3oBannu Tera <IFRAME>,

Monyns 1

IIp

Tema 2 TexHoJIOrHMY B3710Ma calTa
BrisBeHUE BEKTOPOB aTaku Ha web-
MIPUIIOKEHHE

OT4éT 1Mo MPaKTHYECKOI
pabote Ne 4

Monymns 1

IIp

Tema 2 TeXHOJIOTHH B3JIOMa caiiTa
Ilouck ysA3BUMBIX 3aBUCUMOCTEH U
IarnHoB Web-npunoxenus

OT4éT 1O MPaKTHYECKOI
pabdote Ne 5

Mopyns 1

Cp

Tema 2 TeXHOJIOTHH B3JIOMa caiTa

14

Monyns 1

Jlex

Tema 3 Buzbl atak Ha BeO cepBepHl
AXTHBHBIH  (pa33uHr BeO-NPUIIOKEHHS.
ATtaku MeronoM rpy6oit cuiel. [lonstne
LDAP (Lightweight Directory Access
Protocol), metoner arak na LDAP. SQL-
nabeknus. XSS-araku. Artaku  PHP
injection. Ataka Ha BHEIIHHE CYIIHOCTH
XML (XXE). CMD injection u yaaneHHoe
BBIIIOJIHEHUE Koja Ha cepBepe. OTka3 B
obciyxuBanuu. [IpukiagHple TEXHUKH
pa3BeAKM M HaNaeHUs

Monyns 1

JIab

Tema 3 Buzbl atak Ha BeO cepBepHl
AxTHBHBIN cO0Op HHpOpManuu o BeO-
MPUIIOKEHUH

Monyns 1

ITp

Tema 3 Buypr atak Ha BeO cepBepbl
ATaku MEeToJIOM TpyOOH CHIIBI

OTuéT 10 MPaKTHYECKOI
pabote Ne 6

Monyns 1

ITp

Tema 3 Buspr atak Ha BeO cepBepbl
Hactpoiika  aBTOopu3amuu  4epes
LDAP

OTuéT 10 MPaKTHYECKOI
pabote Ne 7

Monyns 1

Ip

Tema 3 Buybl atak Ha BeO cepBepbl
[paktnueckoe npumenenue Union-
based SQL injection

OTuéT 1o MpaKTHYECKOH
pabote Ne 8

Monyns 1

Ip

Tema 3 Buybl atak Ha BeO cepBepbl
Ipaktnueckoe mnpumeHenue Blind-
based SQL injection

OTuéT 10 MPaKTHYECKO
pabote Ne 9




Monyns 1

IIp

Tema 3 Buasl atak Ha BeO cepBepsl
ABTOMaTH3aLIU SQL-uHbeKIHiA.
Pabota ¢ sqlmap

OT4éT 1O MPaKTHYECKOI
pa6ote Ne 10

Monyns 1

IIp

Tema 3 Bunsl atak Ha BeO cepBepsl
OkcmnyaTanus XSS-arak.

OT4éT 1O MPaKTHYECKOI
pabore Ne 11

Monyns 1

IIp

Tema 3 Bunsl atak Ha BeO cepBepsl
Buenpenue QaiinoB uepes PHP-
UHBEKLUU

OT4éT 1O MPaKTHYECKOI
pabore Ne 12

Monymns 1

IIp

Tema 3 Buzbl atak Ha BeO cepBephl
Bosmoxxnoct RCE mist moBbIeHMs
IPUBUWIET Ui

OT4éT MO MPaKTHYECKOMH
pabote Ne 13

Monymns 1

Cp

Tema 3 Buzpl atak Ha BeO cepBephl

14

Monymns 1

Jlex

Tema 4  OOHapyXeHHE  aTak,
YSA3BUMOCTEHN CAUTOB U IPUIIOKECHUI
TectupoBaHue Ha  yYCTOHYMBOCTH K
aTakaM. MeTozpl OOHapyKEHHS
BpPEIOHOCHBIX mporpamM. O0630p U
npumenenne [0  mng  ckaHMPOBaHUS
ysi3BUMOcCTel npunoxenui. Ilognenka
napameTpoB 3ampoca. O6uapyxenre RCE
(Remote Code Execution). TIporpammsi
Bug Bounty. JluHamuyeckuii |
CTaTUYECKUH aHAIN3. BrriBnenue
JCKaJallvu IPUBUIIETHI

Monyns 1

JIab

Tema 4  OOHapyXeHHE  aTak,
YSI3BUMOCTEN CAUTOB U IPUIIOKEHUI
TecTtupoBaHue Ha yCTOHYMBOCTb K
aTakaM OTKa3a B 00CITy>KHBaHHH

Monyns 1

IIp

Tema 4  OOHapyXeHHE  aTak,
YS3BUMOCTEHN CAUTOB U MPUIIOKEHUI
OOHapyXeHHE aTak B pEalbHOM
BpPEMEHU

OT4éT 1Mo MpaKTHIECKOH
pabote Ne 14

Monyns 1

Ip

Tema 4  OOHapyXeHHE  aTakK,
YSI3BUMOCTEH CaliTOB M MPUIIOKEHUI
WHuCcTpy™MeHTHI 3aITUTHI BeO-
IPWIOKEHUN

OTuéT 10 MPaKTHYECKOH
pabote Ne 15




Monyns 1

JIab

Tema 4 OOHapyxeHHe arTak,
ySI3BUMOCTEH CaliTOB M MPUIIOKEHUI
JlabopaTopnas pabora IlpumeHeHme
CKaHEPOB I10 aHAJIN3Y 3alIUIIEHHOCTH
caifroB

Monyns 1

Cp

Tema 4 OOHapyxeHHe arTak,
ySI3BUMOCTEH CaliTOB M MPUIIOKEHUI

14

Monymns 1

Jlex

Tema 5 3amura BeO NMPUIOKEHUI OT
atak. CpencrTa 3alIUThl.

OO0mias  0TKa30yCTOHYMBOCTH CHCTEMBI.
Mepbl 1O 3alIUTe OT HHTEPHET-aTak.
3amyTa OT MCIONHEHHS BPEIOHOCHOTO
KOJa B Opaysepe. TIpoBepka
OezomacHocTH  Kojma. lcmonb3oBaHue
BO3MOXKHOCTEH aHTtuBupycHoro I[1O mns
3amuThel  BeO-npmiokeHud.  O630p,
HaCTpoiika, HCIOJIb30BAHHE WAF.
3anyTa KpUTHYHBIX JaHHBIX.

Monymns 1

JIab

Tema 5 3amura BeO NPUIOKEHUI OT
atak. CpencTBa 3alIuThl.

3amuTta BEO-TIPUIIOKEHUST OT aTak
SQL injection

Monyns 1

JIab

Tema 5 3amura BeO NPUIOKEHUI OT
atak. CpencTBa 3aluThl.

Hacrtpoiika mnpaB  pgoctyma  Juist
orpanndeHus RCE

Monyns 1

JIab

Tema 5 3amuTa BeO MPHUIOKCHAN OT
atak. CpelcTBa 3amuTH.

3ammrTa BEO-TPHWIIOKEHUS OT aTak
XSS

Monyns 1

JIab

Tema 5 3amura BeO NMPUIOKEHUH OT
atak. CpescTBa 3alUThI.
Hactpoiixa WAF

Monyns 1

Cp

Tema 5 3amuTa BeO MPHUIOKCHUN OT
atak. CpelcTBa 3alUThl.

14




Monyns 1

Jlex

Tema 6 PermameHTsl U METOABI
pa3paboTku 0e30MmacHbBIX BeO-
IIPUIIOKEHUN

Bri6op 6e3omacHoro XOCTHHTA.
VYceraHoBKa M HACTpOHMKa MEXaHHU3MOB
Oe3omacHOCTH caiita (IepeHanpaBiIeHue
Ha HTTPS, CKpBITHE na”esnen
yIpaBJeHHs, HACTPOiKa IpaB JOCTYIIa,
BKJIIOYEHHE ABTOMAaTHYECKOTO
oOHOBIEHUS U T.II.). BEIOOp M ycTaHOBKA
SSL-ceptudukara s caiita. YcTaHOBKa
n 0e30MaCHOCTH HACTPOHKH IUIATHHOB.
BiioueHHE ~ MEXaHH3MOB 3aIUTHI
(pernmameHTanus CMEHBI naposueit
HPHUBHJIETUPOBAHHBIX TI0JIL30BATEINCH,
MHOTO(paKTOpHas ayTeHTU(HUKALNS,
Hactpoiika DKIM u SPF nns moutsl.).
AHTHIIATTEPHBI 6e3omacHoro
nporpaMmupoBanus. [IpreMsl HanucaHus
Koga Uil mpoTuBoaeWcTBus  XSS.
IIpotuBoxeiictBue  BHegpeHmoo  SQL-
ko1a. DYHKIUM KOHTPOJIS IOCTYyIIA.

Monyns 1

ITp

Tema 6 PermamMeHTBI ¥ METOMBI
pa3paboTku 06e30macHbBIX BeO-
IPWIOKEHUN
IMp. 16. Texuuku OGe3onacHOH
pa3paboTku

OT4éT 1O MPaKTHYECKOI
pabote Ne 16

Cp

Tema 6 PermamMeHTBI ¥ METOMBI
pa3paboTku 0e30MmacHbBIX BeO-
MPUIOKEHUN

13,75

ITA

Cnaua 3auéra

0.25

Bomnpocs! k 3auéty

Hroro

144




5. O6pa3oBaTesibHbIE TEXHOJIOTHH

JlekMy ¥ NMpaKTUYEeCKHUE 3aHSATHSI C MCIOJIh30BAHUEM TPE3CHTANNN U JIEMOHCTPAITMOHHBIX
IPUMEpPOB, 3k3aMeH. [y mojydeHuss oOpaTHOM CBS3M OT CTYACHTOB M IOBBIIICHUS YPOBHSA
3aWHTEPECOBAHHOCTH CTYJICHTA B MIPEIMETE, UCTIONB3YIOTCS TAKUE aKTUBHBIC U MHTEPAKTHBHBIC
dbopMbI 00yUeHUS KaK: JTEKIIUU-0ece b, ICKIIUU U PAKTHKYU C 3aIJIAHUPOBAHHBIMU OIIMOKAMHU.
B TeueHne ceMecTpa CTyIEHTBI PEIIAIOT 3a/1a41, YKa3aHHBIC pernoaBareneM. /st BhITOITHEHMsI
MPAKTHYECKUX paboT pa3zpaboTanbl 3aanus. Tak ke pa3pabdoTaH JEKIIMOHHBIN Kypc. Jlomyck K
9K3aMEHY OCYILECTBIISICTCS MPH BBITIOJTHEHUH BCEX MPAKTHUECKUX 3aaHUM.

6. Meronuyeckue yKa3aHus M0 OCBOECHHIO U CIUTIIHHbBI

6.1. PekoMeH1aliuu 10 OCBOCHMIO JICKIIMOHHOTO MaTepuasia, MOArOTOBKE K JIEKIUSIM

Jlexuuu SIBISIOTCS OJHUM W3 OCHOBHBIX BHJIOB YYE€OHBIX 3aHSATHH B BBICHIEM y4eOHOM
3aBe/icHUU. B Xoze JEeKIMOHHOrO Kypca HPOBOJIUTCS W3JI0KEHUE COBPEMEHHBIX HAYUHBIX
MaTepHaJIOB B CHCTEMaTU3MPOBAHHOM BHJE, a TAaK)KE Pa3bsICHEHHE HamOOJee TPYIHBIX BOIPOCOB
y‘-IC6HOﬁ JUCHUITIJINHBI. HpI/I I/I3y‘-IeHI/II/I OUCHUIIJIINHBI cne;[yeT IIOMHUTB, 4YTO JICKIIUOHHBIC 3aHATUA
SBIIIOTCS HAMPABIAIOMIMMU B OONBIIOM 00beMe HaydyHOro Marepuaina. bosblryio 4acTe 3HaHUN
CTYJCHT JOJDKCH HaOHMpaTh CaMOCTOSTEIBHO M3 YYCOHWKOB M HAydyHOW nuTepaTyphl. KOHCIIEKTHI
JEKIUHA PEKOMEHIYyeTCs UCIOJIb30BaTh MPH MOJATOTOBKE K JTAOOPATOPHBIM 3aHSTHUSIM, DK3aMEHY,
KOHTpOJII)HBIM TEeCTaM, HpI/I BBIITOJIHCHUHN CaAMOCTOATCIbHBIX 3aﬂaHHﬁ.

. 6.2. PekoMeHa1MM 1O OpraHU3aIli CaMOCTOSATEILHON pabOThI

Jlnisi BBITIOJTHEHUSI CaMOCTOSATENBHON pabOThl CTyAEHTaM TNpeAyiaraeTcst psii MHTEPHET
pecypcoB o 6e3onacHocTr Web-npusioxenuii. TeKymii KOHTPOJIb YCIEBAEMOCTH OCYIIECTBIIACTCS
Ha OCHOBC KOHTpOJI)I BBIITOJTHCHU S 3aIIaHI/II\/JI, BBIJAHHBIX HA HpaKTquCKHX 3aHATUAX.

7. OueHo4YHbIE CPeaCTBA

7.1. I1aciopT OLEHOYHBIX CPEICTB

Cemectn? Kox koHTpOIMpYyemMoii KoMIIeTeHIM U HaumenoBanue
P (1M ee 4acTH) OIIEHOYHOTI0 cpecTBa’
8 OIIK-10 Bomnpocsr k 3auéty Ne 1-45

OTuéThl 110 MpakTUyecKuM pabotam Ne 1-
16

7.2. TunoBble 3aJaHUs] UJIU HHbIE MAaTePUAJIbI, HEO0XOIMMBIE /Il TEKYIEero KOHTPOJIsI
7.2.1. Bolno/iHeHNe NPAKTUYECKUX 3aJaHUi

Tembl npakTHYecKUX padoT

Ne i/ Tembl
1 O1ieHKa CTOMKOCTHY MapOoJIsi HA OCHOBE SHTPOIIUH U CIIOBApE
2 Pa3sMemenue caiita Ha XOCTUHIE
3 YcTaHoBka cepTU(HUKATOB, CO3JaHNE CAMOIIOIITUCAHHBIX CEPTUHUKATOB
4 BrIsiBIIeHHE BEKTOPOB aTaku Ha WED-TIpriioyKeHne
5 ITouck ysI3BUMBIX 3aBHCUMOCTEH M TUITArMHOB WED-TIPHIIOKEHHSI

8 Ecnu oucyuniuna peanusyemcs HeCcKoNbKO CeMecmpos, Mo cemecmpbl yKa3bléaiomes 6 00HOU mabnuye no nopsoxy.
4Vkasvieaiomes oyenounvie cpedcmea Ons Kadicooll Komnemenyuu 6 coomeemcmeuu ¢ Pazderom 4 (npumeuanue: ne kacoyio
KOMNemeHyuio MOJICHO NPOBEPUMb 60NPOCOM K 3a4em)/IK3AMeHY, m.e. He N0 KAAHCOOU KOMNeMmeHYUuu Mo2ym 0blmby YKa3aHbl 60NPOCHL
K 3a4emy/aK3ameHy, 00OHAKO 8ce GONPOCHL K 3a4emy/IK3aMeHy 8 COBOKYHHOCIU OO0MXHCHb Oblmb yKazausl 8 epaghe «Haumenosanue
OYEHOUHO20 CPedCmaay).



Ne i/ Tembl
6 ATaku METOJIOM IpyO0ii CHIIBI
7 Hacrpoiika aBropuzanuu yepe3 LDAP
8 Union-based SQL injection
9 Blind-based SQL injection
10 Apromaru3zaius SQL-unbekiuii. Pabora ¢ sqlmap
11 Okcruryaranust XSS-arak.
12 Buenpenue daitnos yepe3 PHP-urbekimm
13 Bosmoxnocti RCE 11st moBbIIeHUS! TPUBUIICT U
14 OO6HapyxeHue aTak B pealbHOM BpEMEHU
15 WMHCTpyMEHTBI 3alTUTHI BEO-NPUIIOKCHHIA
16 Texauku 6e30macHoOi pa3paboTKu

TunoBoii(bie) mpuMep(bl) 3a7aHusi (M)

[lpy BBIMOJHECHUH MPAKTHYECKUX 3aJaHUil CTYIEHThl YCTAHABJIMBAIOT CEPTHU(HKATHI,
U3y4aroT BEKTOpa aTrak M CIIOCOObl OOHApY)KEHUS M 3allWUThl, THIBI BeO arak, MPUMEHSIOT
TEOPCTUYCCKHE 3HAHMS JIIS MPAKTUYECKMX HABBIKOB 110 OOHAPY)KEHUIO M IKCILIyaTalluu
yS3BHMOCTEH, CKAHUPOBAHUIO BeO MPUIIOKEHUH, 3HAKOMATCS C TEXHUKOM 0€30macHoi pa3paboTKu
BeO MPUITOKCHUM.

KpaTkoe onucanue u perjiaMeHT BbINOJHEHHSA
1. U3yunth TeopeTuyeckuii MaTepual 1 HOpMaTUBHO-TIPAaBOBYIO 0a3zy.
2. OdopMHUTH OTYET O MPAKTHYECKOW paboTe B COOTBETCTBHH C TPEOOBAaHUSAMH K O(OPMIICHHUIO
IPAaKTUYECKUX pabOT B COOTBETCTBUU C TEMATUKOH 3a/1aHUsl.

Kputepun onenkmn:

- OLICHKA «3a4TEHO» BBICTABIAETCA CTYACHTY, €CIIM MPAKTUYECKOE 3aJaHHE BBIIOJIHEHO
IPaMOTHO WJIM UMEET HECYILIECTBEHHbIE 3aMEUaHus, BHIIIOJIHEH OTYET MO paboTe.

- OLIEHKA «HE 3a4TEHO» BBICTABIISIETCS CTYACHTY, €CJIM MPAKTUYECKOE 3aJJaH1e HE BHIMOIHEHO,
uMeeT IpyOble OIIMOKH, HE OJATOTOBJIEH OTYET.



7.3. OuneHouyHble CpeACTBA AJs1 MNPOMEKYTOYHOHl AaTTeCTAllMM 1O MTOraM OCBOCHHS
AUCHUILIMHBI

7.3.1. Bonnpochl K IPOMEKYTOYHOM aTTecTaluu

Cemectp 8
Ne
wn Bonpocsl k 3a4ery
1 Ataka «3noynorpebienne (QyHKUMOHANBHOCTBIO». I[lpuBectn mnpumepsl. [latb
PEKOMEHAALMU 10 MUHUMH3AIMY PUCKOB BO3HUKHOBEHUSI JAHHOT'O THUIIA ATAKU.
2 Araka c¢ BHeapenueM SQL unbekuuu. IlpuBectu mpumepbl. MeToapl 3amMThl OT
union-based uHpeKIHil.
3 ATaka «MeXCauTOBbIM cKkpunTUHTY. [TpuBectn npumepsl. CriocoObI 3alIUTHI
4 Ataka CRSF: merompl M yTwiuTel. Mepbl, NpUMEHsSEMble JUIsI MUHUMH3ALUU
YCIIENTHOCTH JAHHOTO TUTIA aTaKH.
5 Ataka «nepenonHenue 0ydepa». [IpuunHa BO3HUKHOBEHHUS, IPUMEPBI.
6 Ataka «oTka3 B obciyxuBaHuny». Knaccuduxauus mMetonoB. Mepsl, puMeHseMble
JU11 MUHMMU3allUH YCTIENTHOCTH JAHHOT'O TUIIA aTak.
7 [Touck WEB ys3BumocTeit
8 Cucremsl u [10 a1 oOHapyXeHHs aTak
9 MeTo/1bl pacnipocTpaHeHMs BpEIOHOCHOI'O IPOTPaMMHOT0 KOJa
10 VicTounnkn yrpo3 HHPOPMAITMOHHOW O€30MTaCHOCTH CATOB
11 CTpyKTypa COBPEMEHHBIX BeO-TTPHIIOKEHUIN
12 MeTto b1 ToucKa Cy010MEHOB
13 ITousitue LDAP. Mcnionp30BaHre B KaU€CTBE HHCTPYMEHTA aBTOPU3ALUU.
14 OCo0EHHOCTH aTak ¢ UCIOJIb30BaHHEM poToKosa Kerberos
15 IIpuknagHbple TEXHUKHU PAa3BEIKU U HaMaJAeHUs
16 Metobl 06HapYKEHHUsI BPEJJOHOCHBIX MPOrpaMM
17 Ycnosus u npumeps! nporpamm Bug Bounty
18 Metoarka npoBepkH 6€30MacHOCTH KoJia
19 ITnardopmbl pa3paboTKu BeO MPUIIOKEHUI
20 Hactpoiika u ucrosib30BaHme MEHTPATM30BAaHHOTO aHTHBHpYycHoro 10
21 Kak mpou3zBoauTcs BBIOOp U ycTaHOBKa SSL-cepTudukara
22 Uto takoe WAF, 0630p ITpoIyKTOB, UCIIOJIH30BAHUE
23 YcTaHoBKa M 6€3011aCHOCTh HACTPOMKH MJIarMHOB
24 0O0630p CKaHEPOB /IS TOMCKA YSI3BUMOCTEH BeO MPUIIOKEHHI, CAiTOB
25 O6mue TpeboBaHMs K 6€30MaCHOCTH CAaTOB
26 Hacrtpoiika manenu ajgMuUHHCTpaTopa caiiTa C LENb0 MHUHHMHU3ALUM yuiepba mnpu
B3JIOME
27 [TprMepbl Mep 3alIUTHI OT BHEAPEHUS! BPEIOHOCHOTO KO/IA
28 OTanbl IPOBEJIEHUs aTaKU Ha BeO MPUIIOKEHUE
29 Oransl NpoBepKu 6€30MaCHOCTHU caiTa
30 BeisiBIIeHME SCKaIAIU IPUBIIICTHHA U CTTOCOOBI €€ IPeA0TBPANICHHUS
31 [MTognenka mapameTpoB 3anpocoB. Mcmonbs3zoBanue COOKies B 3anmpocax
32 [Mouck yszBumocteir SQL injection uepe3 sqlmap. [IpeumymiectBa U HemoCTATKH
OTHOCHTEIIFHO PYYHOTO ITOMCKA
33 AKTUBHBIN (ha33UHT BEO-NPHIIOKEHHS
34 CrniocoOblI 3a1IMThl BEO-NPUIIOKEHUS OT aTaK METOJIOM I'pyOoil CHIIBI
35 ATtaku PHP injection. I[Tpumepsl, cnocoOBbI 3alUTHI




Ne

w/n Bonpocsl k 3auery

36 Mertonpl  ayreHTHGUKanmu B npwioxkeHud.  CrmocoObl  aByX(akTopHOU
ayTeHTU(UKAINN

37 bank panHbBIX yrpo3 OesomacHoctd uHpopmaruu DCTOK Poccum. 3ammch
ySI3BUMOCTEH, MPAKTUIECKOE TPUMECHCHUE

38 Common Vulnerabilities and Exposures. 3amuch ysI3BUMOCTEH, PaKTHUUECKOE
MIPUMCHCHUE

39 PearupoBanue Ha aTaku B peaibHOM BpeMeHH. [IpuBectu mpumepsl Uisl aTak TUIA
«OTKa3 B OOCIYXHBaHUH», /I CIy4acB OJCKAJIAUUA MPUBWICTHH, UIS YJAIEHHOTO
BBITIOJTHEHUS KOJIa.

40 IIpuHImMIB! ’THYHOrO XakuHra. IlociencTeus UxX HapylmeHun

41 Kontpons nmocryna x BeO-npuiiokeHu0. OrpaHUYEHHs MPaB CUCTEMHBIX YUYETHBIX
3anucei, NPUBECTU MPAKTUYECKUE TPUMEPBHI.

42 [Tpunune! 6e3omacHoi pa3padboTku API

43 Br160p 6e3onacHoro XxoctuHra. IIpuHIMIBI co31aHus 07KAIoB canTa

44 Opranu3anroHHbIC MEPhl 0€30MTACHOCTH IS 3alTUTHI BEO-TPUITOKCHHIMA

45 Omnpenenenne KPUTUYHOCTH TaHHBIX, 0COOEHHOCTH 3aIIUThl KPUTHYHOM nHbOpMaIuu
7.3.2. Kputepuu u HOPMbI OLlEHKH

®opma
Cemectp MPOBCACHI Kputepuu u HOpMBI OLEHKHU
NPOMEKYTOYHOI
aTTecTanuu
8 3ayer 55-100 GamoB

«3ayYTCHO»

0-54 6amioB
«HE 3a4TEHO»




8. YueOHo-MeTOoAMYecKOe U MH(OPMAITMOHHOE O0ecTieYeHHe TUCIIUITHHBI

8.1. O0si3aTesibHAA JIUTEPATYpPa

KosmuectBo B
Tun (yueOHuk, yueoHoe N
HAY4YHOI
Ne nocooue, yueoHO-
ABTOpBI, COCTABUTEJIHN 3arsiaBue (3aroJjioBoK) I'ox n3nanus oudamnoTeke /
n/n MeTOn4ecKoe nocooue,
HaumeHnoBanue
NPAKTHKYM, JP.) 3BCS
1 | 3. Xodman be3zonacHOCTh BeO-TIPUIIOKEHUI y4eOHO-METOIMYECKOE CIIO.: [Turep,
rmocobue 2021
2 | CTPK I'OCT P 56939-2016 2021 r.
Pa3paboTka 6e30macHOro mporpaMMHOTO
obecrieueHus
3 I1. SABopcku [ToneBoe pyKOBOJICTBO 1O BEO XaKUHTY CIIG.: ITurep,
2020

8.2. JlonosinuTebHAS JIUTEpPATypa

Tun (yueOHuk, yueoHoe
nocooue, yueOHo-
MeToinYecKoe mocooue,
NPAKTHUKYM, JP.)

ABTOpBI, COCTABUTEH 3aryiaBue (3aroJioBoK)

I'ox n3panusa

KoanuecTtBO B
HAy4YHOI
oudamnorTexe /
HaumenoBanue
9BC

1 The Web Application Security Consortium.
The WASC Threat Classification v2.0

DIIEKTOH.
TEKCTOBbIC JaH.
— PexumMm
JlocTyna:
http://projects.we
bappsec.org/w/pa
ge/13246978/Thr
eat Classification,




8.3. Ilepeuennr mpodeccHoHAJBHBIX 0a3 JAHHBIX M MH(GOPMAIHMOHHBIX CIPABOYHBIX

cucrem®

8.4. IlepeueHb NPOrpaMMHOro obecnevyeHus

Ne Hanmenopanue IO PexBu3NTHI norOB?pa
n/n (naTa, HOMep, CPOK JIelicTBHUS)
1 . Windows  (HHoroBop Ne 690 ot
Windows 19.05.2015r., cpok mercTBus - OECCPOUHO);
2 OfficeStandart (JloroBop Ne 690 or
. 19.05.2015r., cpok neicTBuUs - 6ECCPOUHO;
OfficeStandart HoroBop Ne 727 ot 20.07.2016r., cpok
NEHCTBHS - OECCPOUHO)
3. Koncynerant+ (JoroBop Nel522 ot
Koucymsrant+ 25.12.2015, cpok aeiicTBus - 6€CCPOUHO)

8.5. Onucanne MarepHaJbHO-TeXHHMYECKON 0a3bl, HEOOXOAMMOM /Il OCylLIeCTBJICHUS

00pa30BaTeJILHOIO MPoIecca Mo AHCIIUIIHHE

HanmeHnoBaHnue 000py10BaAHHBIX Y4eOHBIX
Ka0MHeTOB, 1a0opaTopuii, MACTEePCKHUX M JP.
Ne 00bEKTOB /ISl POBEAEHUS MPAKTUYECKUX U

IlepeyeHb OCHOBHOTO

JICKIIMOHHOI'O THUIIA. YueOHas ayauTopus Jis

ayIMTOpUs AJI KypCOBOTO POEKTUPOBAHUS
(BBITIOJIHEHUSI KYPCOBBIX paldoT). YueOHas
ayJIUTOpUs AJI IPOBEACHUS IPYIIIOBBIX U
WHAUBUAYaAJIbHBIX KOHCYJIbTAlU YueOHas

KOHTPOJIA U TPOMEXKYTOUYHON aTTECTALlUN.
VYJIK -310

n/n JIA00OPATOPHBIX 3aHATHI, IOMeIeHUH 1J1s1 odopynoBaHust
CaMOCTOSITE/IbHOI Pa0d0ThI 00y4ar0 M XCH
(HoMep ayaAuTOpPHUH)

1 Aynutopust Be6-KOH(pepeHIHii. Crou npenonaBaTeNbCKUM,
VYyeOHast ayuTopus AJi1 IPOBEACHUS 3aHATHI 9KpaH TEJIEBU3NOHHBIN,
JIEKIIMOHHOT'O THIIA. poyTep, CTOMKa AJis
VYyeOHast ayuTopus AJi1 IPOBEACHUS 3aHATHI TeNeBU30pa, BeO. Kamepa,
CEMHHApPCKOro THUIA. TpaHCIapaHT-NIEPETSKKA,
VYyeOHas ayuTopus 1 KypcoBOTO [IMpMa, HaYIIHHUKH,
HPOEKTHPOBAHUS (BBIIOIHEHUSI KYPCOBBIX Pa0bOT). | KOMIIBIOTED C BBIXOZOM B
VYyeOHast aynuTopus AJis IPOBEAEHUs rpynnoBbX U | HTEpHeT.
WHIVBUAYAJIBHBIX KOHCYJIbTALUH.

VYyeOHast ayuTopus AJi1 IPOBEACHUS 3aHATHI
TEKYIEro KOHTPOJIS ¥ IPOMEXYTOYHOM aTTecTalluu
3-705
2 "Aynutopus BeO-KOHPEpEHIIHH. CroJibl y4eHHUYECKHUE., CTOJ

YueOHast ayIuTOpHs JJIs IPOBEACHUS 3aHITHI

MIPOBEJICHUS 3aHATUI CEMUHAPCKOTO TUMA. YuyeOHast

ayauTopus 4Jis1 MIPpOBCACHUA 3aHATHH TCKYLICTO

MPEIOJaBATENbCKHIA,
CTYJIbsI, TOCKa (MapKepHasi),
kadenpa HamonpHas, [1K ,
TEJIEBU30P.

6 Baszvl Oannvix u qubopmauuounbte CHpasovHble CUCmeMbl 00J12iCHbL ObIMD AKmydajlbHbl.




HaumeHoBaHue 000PYI0BAHHBIX Y4EOHBIX
Ka0MHeTOB, 1a0opaTopuii, MACTePCKHUX H JP.

Ne 00bEKTOB IJISl IPOBEACHUS MPAKTUYECKUX U IlepeyeHb OCHOBHOIO
n/n JIA0OPATOPHBIX 3aHATHM, IOMeIIeHUI 1JIs1 odopynoBaHust
CaMOCTOSITEJIbHOM PadoThl 00y4arOIIUXCH
(Homep ayauTOopHun)

3 [Tomemenue 17151 CAaMOCTOSITENIEHOM pabOTHI Croubl, CTYyIbA,
oOy4aromuxcs KOMIIBIOTEPBI
['-401

4 [Tomenenue 1151 CaMOCTOSITENILHOM pabOThI Crounbl-napTsl
o0y4aromuxcs JIBYXMECTHBIE, CTYJIbsI, CTOJ
1 -409 MPEeTo1aBaTeNbCKUIi-, CTYII

IPEeIoJIaBaTeIbCKuil,
HepeIBUKHAS J10CKa, IKPaH,
poLeccop, POEKTOP,
KOMIIBIOTEPHBIE CTOJBI,
KOMIIBIOTEPBI I
CTYJEHTOB C BbIXOJIOM B
CEeThb UHTEPHET, KOMIIbIOTEP
IIPENo1aBarelis, CETeBON
mkad
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