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[Ipuknannas uHGpopmaTuka B MHGOPMAITMOHHON 6€30acHOCTH
(
d)opMa 06yquI/151: OYHasa OOKYMEHT NOANMMNCAH
QNEKTPOHHOW MOAMNNCBLIO
I'ox nabopa: 2023
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Pacnpene.ﬂeﬂue YacCoB JUCHMIUIMHBI IO CEMeCTPpamM

Cemectp 6

®opMa KOHTPOJISL | IK3aMeH Hroro
Buj 3anaTuit
Jlexnnu 32 32
JlaboparopHsbie - -
[IpakTnueckue 32 32
PykoBozcTBO: KypcoBbie paboThl (mpoekTs) / PI'P - -
[IpomexxyTOouHast aTTeCTalMs 0,35 0,35
KoHnrtakTHas pabora 64,35 64,35
CamocrosTenbHas paboTta 80 80
KonTpoab 35,65 35,65
HTroro 180 180




Pabouyro nmporpamMmy coctaBuiI(u):
BnacoB Urops AHatonseBud

(Oonxcnocmen, yuenoe seanue, cmenenv, Pamunus 1.0.)

(Oondcrocmo, yuenoe 36anue, cmenets, Pamunus 1.0.)

PenensupoBanue padouei mporpaMMbl TUCIUTINHBL:

OtcyTcTBYET

Penienzenr

(OonducHocms, yuenoe 36anue, cmenerv, Pamunus 1.0.)

Pabouas nporpamma aucuumuinabl cocrapiieHa Ha ocHoBaHuu GI'OC BO u yuebHOTrO
mIaHa HampasiaeHus noarotoBku (cmernuanbHocTH) 09.03.03 Ilpukmamnas uHpOpMaTHKa

Cpok aeiicTBus padoueii nporpaMmbl Jucuuiuinabl 10 31.08.2027

YTBEPXIAEHO

Ha 3acenanny MHCTHTYTa MH)KEHEPHOH M YKOJIOTUYECKON 0€301MacHOCTH
(mporokou 3acenanus Ne 2 ot 05.09.2022).




1. e ocBoeHMsI JUCUMIIIHHBI

Lens  ocBoeHMSI  OUCUUIUIMHBI —  HU3Y4UTh
KpunTorpaduyeckrue MeTo Il 3alUThl HHOPMALUH.

Hucuumuinaa " Kpunrorpaguieckue MeTonbl M CpPEICTBa 3alUThl MHPOPMALUU
COJIEP’)KUT  OCHOBHBIE  MOJOXEHHS  Kpunrorpaduu,  3HAaKOMUT ¢  Haubosee
pacrpoCTpaHEeHHBIMM THUNAMHU MIH(PPOB M METOJAaMHU HUX KPUNTOAHAIN3a, TOHATUAMHU
LEJIOCTHOCTH MH(OpMAIMK, KPUNTOTpadhUuIeCKUMH MPOTOKOJIAMU, JIEKTPOHHON MOMNHCHIO.
OOmpsicHsieTcss ~ MaTemMaTuyeckas  Teopus, Jekamas B OCHOBE  KpuInTorpaduu.
PaccmaTpuBaroTCsi BOMPOCHl pealu3ali aJrOpUTMOB IIHU(pPOBaHUS U KPUNTOAHAIM3A.

OCHOBBI ~ Kpuntorpapuu U

n

N3y4aroTcst BOIIpoChl MPAaBOBOM PETYISTOPUKH U TpuMeHeHue cpencts CK3U.

Crynent

MOJTy4aeT

MIPaKTUYECKHE

KpUNTOrpaduyeckon 3aIiuThl.

HaBBIKH B

HCITIOJIb30BaHNH Cp€aAcCTB

2. Mecto aucunmimmabl B ctpykrype OIIOII BO

I[I/ICL[I/IHJ'II/IHBI " NPAaKTUKH, HAa OCBOCHUHU KOTOPBIX 6a3preT05{ JdaHHas TUCHUILIINHA:

OCHOBEBI I[HCKpGTHOfI MaTEMAaTUKU U JTOTHKH

I[I/ICI_[I/IHJ'II/IHBI " NPAaKTUKH, IJId KOTOPBIX OCBOCHUC JaHHOM JUCUMILINHEI HCOGXOJII/IMO

KaK MpeACCTBYIOMICC:

TexHnyeckas 3aniura uHGoOpMauu

3. [lnanupyemble pe3yJabTaThbl 00y4eHHsI

dopMupyemble U
KOHTPOJINpYyeMble
KOMIIeTEeHIIHH
(ko1 1 HAMNMEHOBAHME)

Nuaukaropsl
JOCTHKEHHS
KOMIIeTeHI U
(KOJ 1 HAUMEHOBAHME)

Ilnanupyemble pe3yabTaThl
o0y4eHust

IK-11

Crioco0OeH MPOTUBOICHCTBOBATH
yrposam 6e30macHocTH
UH(POPMALIMH C UCHIOJIb30BAHUEM
CPEJCTB 3alUThl HHPOPMaLUK
OIIEPALIMOHHBIX CUCTEM U CETeH,
BKJIIOYAs CPE/ICTBA
Kpunrorpadguueckoil 3aumThl
“HpOpMAIHH

TIK-11.1 Ucnons3yer 3HaHUS
OCHOB COBPEMEHHBIX
KPUNTOTpaUuecKHX arOpUTMOB
U IIPOTOKOJIBI ISl 0OeCTIeYeH s
UH(POPMAIMOHHO# 6€30MacHOCTH

3HaTh:

- OCHOBBI COBPEMEHHBIE KPUNTOTpaduuecKie
aJICOPUTMBI U IPOTOKOJIBI TSl 00ecIeueH s
MHPOPMAIIMOHHOW 6€30ITaCHOCTH;

- HOPMaTHBHO-TIpaBoBbIe akThl Mo K31

YMmerts:
- TPUMEHATH  KpHITOrpadHuecKue
QITOPUTMBI M TIPOTOKOJIBI ISl PELICHUS
3ajay obecredyeHHs ayTeHTU(QHKALMU U
3IHTHI UHpOpMAIUH B
MH(POPMALIMOHHBIX CHCTEMAaX

Bnagers:

- HaBBIKaMH pabOTHI ¢ IPOrPaMMHBIMHU U
anmapaTHbIMU CPEACTBAMU 3aILUTHI
nH(pOpMaIHY B KOMITBIOTEPHBIX CHCTEMAX;
- HaBbIKamu pazpabotku PII/I mo K3U.

[IK-11.2  Ymeer  mpuUMeHSTh
KpUNTOTrpaguuecKie alropuTMbl 1
MPOTOKOJBI JUIs PelleHus 3a1ad
obecrieyeHus: ayTeHTHGUKALUKM U
3aIUTHI uHboOpMauH B
UH(OPMALMOHHBIX CHCTEMaX

3HaTh:
- mpuHIUIs! padotsl JI1, Kpunrollpo

Vmers:
- opranusoBats paboty ¢ OI1

Bnanets:

- HaBBIKAMH TIPHMEHEHHS [IPOTrPaMMHBIX
CPEICTB /IS BBITOTHEHHUS
KpHUnrorpahHyecKux mpeodpa3oBaHuii;




®opmupyemble H HNuaukaTopsl
KOHTPOJIMpYyeMble AOCTHKEHHSI Ilnanupyemple pe3yabTaThbl
KOMIIETCHIIU U KOMHeTeHHI/Iﬁ oﬁyqe}mﬂ
(Ko ¥ HANMEHOBAHUE) (Ko ¥ HANMEHOBAHUE)

TIK-11.3 Biageer  HaBbIKaMu | 3HATh:
MIPUMEHEHHS MPOrPaMMHBIX | - OPTaHH3ALHUIO 3ALIUIICHHBIX KaHAJIOB CBA3H;
CPEICTB JUIst BbINONHEHUS | - cpeacrsa K3U
KPHITOTpapUIECKUX YMers:
peoOpa3zoBaHuii - IPUMEHATh U HacTpauBaTh cpeacrsa K3U

Bnaners:
- HaBBIKAMH IPUMEHEHHS POTPAMMHBIX
CpencTB




4. CTpyKTYypa M coJep:KaHue TUCHUIIMHBI

Moayas (pa3aen)

Bun
y4eOHoi
padoThI

HanmMmenoBanue TeM 3aHATHH
(y4eOHoii padoThI)

Cemectp

Oo0Bem, 4.

Baaasl

HNHTepakTus,
4.

DopMbI TEKYLIET0
KOHTPOJIsA
(HauMeHOBaHM e
OLICHOYHOI0
cpeacTBa)

Monyns 1

Jlex

Tema 1 TeopeTudeckne OCHOBBI
Kpunrorpaduu
1. OcHoBHBIE
oTpesieNneHus
2. Kmaccuduxanus METOIOB
npeoOpa3oBaHus HHGOPMAITUH
3. MHcropus kpuntorpadun
TpeboBaHMsI K KPUIITOCHCTEMAM
5. KowmmbrotepHas kpunrorpadus

NOHATUA u

P

Monymns 1

Cp

Tema 1 TeopeTudeckwe OCHOBBI
Kpunrorpagpun

Monyns 1

Jlex

Tema 2 HopmaTuBHO-IIpaBOBOE

peryiupoBaHue B obnactu

KpHunrorpapun

1.IIpaBoBoe peryiaupoBaHue

mpumeHernss CK3M u DIl B

WH(POPMAMOHHBIX CHCTEMAaX

2. CnenuanbHble HOpMaTUBHBIE U

meroanyeckue nokymeHtsl OCh

Poccun 1o  uCHONB30BaHMIO

MM POBATBHBIX

(kpunrorpapuueckrx) CpecTB

3. KoAIl B obnactu
KpuIrorpahuu

Monyns 1

Cp

Tema 2  HopmaruBHO-TIpaBOBOE
peryiaupoBaHue B obnactu
Kpunrorpaguu

Monyns 1

Jlex

Tema 3 OcCHOBBI KpHUNTOaHAIHM3A
1. Metobl KpUNITOaHAIM3A
2.CooTHECEHHE METOIOB
mu¢poBaHus u METOJIOB
KpUNOTOAHAN3a




3. Araku Ha mmdpaTop
4. Ataku Ha YelloBeKa

Monymns 1

Cp

Tema 3 OCHOBBI KpUNITOAHATH3A

Monyns 1

Jlex

Tema 4 OcHOBBI KpHNTOrpagUIECKHX
METOJI0B

1 Kparkwuii 0030p
MpoOIeMaTHKA M METOAOB
COBPEMEHHOMN
kpuntorpadguu.  KBanrosas
KpunTorpagusi.

2. OCHOBHBIE UCHONb3YyEMbIE
Ppe3ysbTaThl TEOPUH YHCEIL.

3. Monenb KpUITOCUCTEMBI.
4, 3amaun u
(hyHIaMeHTaNbHBIC
po0OIeMBI KpHUITTOrpaduu.

5. Kpunrorpaduaeckuit
TIPOTOKOJT KaK
pacrnpeieleHHbII
BBIYHMCIINTEIBHBINA aJITOPUTM
6. CereBble mporokonbsl TLS\
SSL

Monymns 1

IIp

Tema 4 OCHOBBI KpUOTOrpadUUECKUX
METOO0B
CereBbie mpotokoinsl  TLS\
SSL

OTueT no NpaKTHYECKOMY
3aHsTuio Ne 1

Monyns 1

Cp

Tema 4 OcHOBB KpHNTOrpaguIEcKHuX
METOJIOB

Monymns 1

Jlex

Tema 5 CK3U u cpena
(hyHKIMOHMPOBAHUS

1.06mas cxem ucrnoab3oBanust CK3U
2.Hanexxnocts nmdpa

3. Mertosl KpUnTOrpaduyeckoro
peo0pa3oBaHus

4. Hudpsr

5.AnTopuTMEI GJI0YHOTO MH(POBAHUS
6.ANTOPUTMBI X3IITHPOBAHUS

7. Mopsanox obpamenus ¢ CK3U u
KPHUIITOKIIIOUYaMH K HAM.




Monymns 1 Cp Tema 5 CK3U1 u cpena
(OYHKIMOHMPOBAHHUS

Monyns 1 Jlex Tema 6 CummerpuuHbsle U
AcuMMeTpUYHBIE CHCTEMBI
mU(ppoBaHUS

2. CuMMeTpUYHBIC CHCTEMBI
mrpoBaHUsl € OJHUM
KITFOUOM.

3. JocTouHcTBa i
HenmocTaTkn  mH(poB ¢
OJTHUM KJTFOYOM.

4, Co3nanne umppoB Ha
OCHOBE OJIOYHBIX
NTOPUTMOM
MIEPEeCTaHOBKHU.

5. CrargapTtel mmdpoBaHUL
DES, 3DES uI'OCT.

6. Crangapr  mmdpoBaHUI
AES.

7. AcUMMETpUYHBIE CHCTEMBbI
mU(pPOBAHUS C OTKPHITHIM
kmouoM. JlocTonHCTBA M
HEIOCTaTKH IHUPPOB ¢
OTKPBITBIM KITFOYOM.

8. CmnocoOsbl nepenavn
CEKPETHOT0 KJTF0Ya.
Co3manue  Kmoda  Ha
OCHOBE IICEBIIOCITYyYalHBIX
MOCE0BATENBHOCTEN.
IMpumepsr  mmdpoB Ha
OCHOBE aIropuT™Ma Ollb-
lamans u anroputma RSA.

9. OpHOHaNpaBICHHOE
npeoOpazoBaHue

Monyas 1 Ip Tema 6 CuMMeTpu4HblE U OTYeT MO NPAKTHIECKOMY
AcuMMeTpHYHBIE CHCTEMBI 3aHATHIO No2
I poBaHUs
[Ipotoxon OTKPBITOTO

COIJIaCOBAHUS KITIOYA.
TudpoBanue Mo NpoToKoIy Diib-




T"amans

Monymns 1

IIp

Tema 6 CUMMETpUIHbIE u
ACHMMETpHUYHBIC CHCTEMbI
mppoBaHUS

Kpunrocucrema RSA

OTUeT Mo NPaKTHYECKOMY
3aHsTHIO N3

Monyns 1

Cp

Tema 6 CuMMeTpHuUHbIE "
AcumMMeTpuyHBIe CHCTEMBI
K poBaHUsI

Monymns 1

Jlex

Tema 7 Kpunrorpaduueckue
TIPOTOKOJIBI

1. OcHOBHBIE TIOHSTHS,
KJIacCHU (UKL MIPOTOKOJIOB.
ITpoTokonsl ayTeHTHU(pUKaUN
(pasneneHue A0CTyna K WHPOPMAIUU
— TIapOJIH).

2. Ilporokosbl 1HQPOBOK MNOANUCH
(cBsi3p ayTeHTH(QHUKAIUU U THQPOBOI
TIOATTHCH).

3. IIpoToKOIBI ynpaBleHHs KIOYaMU,
OTKPBITOE PacHpeeIeHne KIroueil.

4. Opranu3anuu cereil 3acekpeueHHON
CBA3U

5. [IpoToxobr 3JIEKTPOHHOTO
TOJIOCOBAHUSA

6. [IpOTOKOJIBI MJIATEXKHBIX CUCTEM

Monyns 1

IIp

Tema 7 Kpunrorpaduueckue
IIPOTOKOJIBI

[Ipumenenue CUCTEM
CUMMETPUYHOTO M aCCUMETPUYHOIO
1 poBaHUsI

OT4er 10 NPaKTUYECKOMY
3aHATHIO Nod

Monymns 1

Cp

Tema 7 Kpunrorpaduaeckue
IIPOTOKOJIBI

Monymns 1

Jlex

Tema 8 IIpakTHueckoe NpPUMEHEHUE
cepTH(UINPOBAHHBIX MH(PPOBATBHBIX
(kpunrorpapuyeckrx) CpeacTB

1. ApxuTekTypa KpUNTorpapuyeckux
¢yaxmuit OC MS Windows

2. Xpanunuma ceptudukatoB B OC
MS Windows

3. eToken

4.Kpuntollpo CSP




Monyns 1

Ip

Tema 8 IlpakTHueckoe NpUMEHEHHE
CepTUDHUIUPOBAHHBIX IMHU(POBATBHBIX
(kpunTorpadIecKUX) CpEACTB
Pabora ¢ JOKaNBEHBIM XpPaHWIHIIEM
ceprudukaros B OC Windows

OTueT o NpaKTUYECKOMY
3aHATHIO Ne5

Monyis 1

Cp

Tema 8 IIpakTHueckoe NpPUMEHEHUE
CepTUPHUIUPOBAHHBIX IMHU(POBATBHBIX
(kpunrorpapuyeckux) CpeacTB

Monymns 1

Jlex

Tema 9 CpenctBa HACHTU(DHUKAINA U
ayTeHTH(UKaIMM B KOMIBIOTEPHBIX
crcTeMax

1. Knaccudukarus CpelCTB
WIeHTUHUKALUK U ayTeHTH(UKAIMU B
KC

2. AyTteHTHHKALUSL o
MHOTropa3oBsiM TnapossiM. [Iporokon
ayrenTudukamnun Kerberos.

3. IIpoTokomn ayTeHTH(UKaUN
RADIUS.  AyreHTuduKanus IO
MIPEBSBICHAIO gpoBoro
cepTuduKara.

4. Hcnonp3oBaHue cMapT-KapT U
USB-kittoueii ¢ mudpoBaHueM.

5. T'eHepauus KIIOYEBOM Iapbl BHE
ycTpoiicTBa. ['eHepauus KIIO4EBOH
mappl C I[OMOLIBIO  YCTPOMCTBA.

Monyns 1

Ip

Tema 9 Cpencra I/II[GHTI/I(I)I/IK&III/II/I u
ayTeHTH(UKAIMM B KOMIBIOTEPHBIX
cucreMax

VYcranoBka u  Hactpoiika CK3U
Kpunrollpo CSP

Pabora ¢ KoOHTeWHEpaMu 3aKPBHITOTO
KITFO9a u cepTupuKaTaMu
T10JIb30BaTENs

OTYeT Mo MPAKTHYECKOMY
3aHATHIO Ne6

Monyis 1

Cp

Tema 9 CpencrBa HACHTU(DHUKAIAA U
ayTeHTH(DUKAIMH B KOMITBIOTEPHBIX
CHCTEMAaX

Monymns 1

Jlex

Tema 10 OpraHu3anroHHBIE
MEpOIIPUSATHS [0  HCIOJIH30BAHHIO
KpUNTOrpaHIeCKUX CPEACTB




1. Texuuueckue VS
OpraHU3aI[HOHHBIC MEPHI

2. OpraHuzamus HCIIOJIb30BaHMS
CK3U u OI1 B opranmzannu

3. OpraHuzamus W oOecreYeHue
0e30MacHOCTH CK31 u

KPUNITOKJIFOYE K  HUM  Ha
paboyeM MecTe MoIb30BaTes

4. JluneH3upoBaHHe BUJIOB
JACATCIBHOCTH, CBS3aHHBIX C
M POBaTHLHBIMA
(xpunTorpadUIECKUMHM )
CpeICTBaMHU

Monyns 1

Cp

Tema 10 OpraHu3aiioHHble
MEpPOTPHUSITHS o HCTIOIb30BaHHIO
KPHINTOrpahuIECKUX CPEACTB

Monymns 1

Jlex

Tema 11  YaocTtoBepsroniue HeHTPHL.

DJNeKTpOHHAS TTOAINCE.

1 AkkpenuroBaHHble Y J]

2 Texuomoruu D11

3 OobecrieueHue J0CTOBEPHOCTH

4 OO0ecneuenue

KOH(HICHIINATbHOCTH

5. UWuadpacrpykrypa OTKPBITHIX
KJII0Uei

6.0CcHOBHBIC KOMIIOHEHTBI PKI.

CeptuukaT OTKPHITOTO KITF0Ya

7. Buapl KJIIFOYEBBIX HOCUTEIIEH

Monyns 1

Cp

Tema 11 YgocToBepsAmOIIME LIEHTPHI.
DNeKTPOHHAs OJITHUCH.

Monyns 1

Jlex

Tema 12 [NAK
«Y 1OCTOBEPAIOIIHIA LIEHTP
«KpuntollpoV1l»

1 CocraB u Ha3HAUCHUE
MPOTPaMMHBIX KOMITOHEHTOB
ITAK «Kpuntollpo YI»

2 OnmcaHme ©  Ha3HAYCHHE

MPOrPaMMHBIX KOMITOHEHTOB
ITAK «Kpuntollpo YII»

Monyns 1

Ilp

Tema 12 TTAK  «VYnocroepstouiuit
nenTp «KpunrollpoVID»

OTYeT MO MPAKTHYECKOMY
3aHATHIO No7




Tlopsimox pa3BEPTHIBaAHUS u
Hactpoiiku ITAK «Kpunrompo VIJ
2.0» ¢ DONOJIHUTENHFHBIMU CITYKOaMHU
IMTAMIIOB BpPEMEHH W aKTyaJIbHBIX
CTaTyCcoOB cepTH(HUKATOB

Monyis 1

Cp

Tema 12 TIAK  «VYnocroBepsiouiuit
neHTp «KpunrollpoVIly

Monymns 1

Jlex

Tema 13 HcnonezoBanue
JOITIOJTHUTCIBHBIX CJ'Iy}K6 B
HHPPACTPYKTYPE OTKPBITHIX

KIoue

1.IIpeumyiecTBa
OCSP

2. KpuntolIpoOCSP Server

3. Kpunrollpo Revocation
Provider

MIPOTOKOJIa

Tema 13 Hcmonb3oBaHue
JIOTIOJTHUTENBHBIX CIIYXKO B

HH]paCTPyKType
OTKPBITHIX KJIIOUEH

Cp

Tema 13
JIOTIOJTHUTEIBHBIX CIYXKO B
HHPPACTPYKTYPE OTKPBITHIX KITFOUCH

Hcnons3oBanue

Monyns 1

Jlex

Tema 14 1 [Tepenaua
HHPOPMALIMK MO  3AlIUIICHHBIM
KaHaJaM C WCIIOJIb30BaHUEM KPHUITO
anroputmMoB. IIO u ITAK  mis
OpTaHU3aINH 3aNIUIIECHABIX KAaHAIIOB.

1. Cpenctsa
Kpunrorpadudyeckoit 3aIIUTHI
HHpOPMALIU

2 JluckpeTHas, MaHJaTHas
MOJIUTAKA YIPABJICHUS JOCTYIIOM B
KOMIBIOTEPHBIX CHCTEMaX

3. Tpe6oanus DAIICU k
repenayde HHPOPMALUU o
3aIUIICHHBIM KaHaJIaM CBSI3U

4. OpraHuzanusi 3allUIIEHHBIX
KaHAaJOB CBS3U

5. 0630p
3aIUIICHHBIX KaHAIOB

TTAK IS

Monymns 1

Jlex

Tema 14 2
WHpOpPMAMK 1O

Ilepenaua
3aIUIIECHHBIM




KaHajlaM C HCIOJIb30BAHUEM KPHIITO
anroputMoB. [IO u ITAK  gus
OpTaHM3aINH 3AIIUIICHHBIX KaHAJIOB.
6. VYcraHoBKa W HACTpOMKa
NpoJyKTOB ceMeiicTBa VipNet
7. OcoOeHHOCTH TPUMEHEHHS

VipNet Coordinator
8 TpeboBanus k ¢uznueckoi
3aIHUTe IMOMEIICHNM, rue

ncnons3ytorcss CK3U

Monyns 1

IIp

Tema 14 Ilepenaya
UHPOPMALIMU 1O  3Al[UIICHHBIM
KaHaJlaM C HUCIOJIb30BAHUEM KPHIITO
anroputMoB. 110 wu TIAKu gus
OpraHm3anuu 3allliIICHHBIX KaHAJI0B

YcraHoBka U HacTpoHka
VipNet Client

OT4er 10 NPaKTUIECKOMY
3aHATHIO No§

Monyns 1

Cp

Tema 14 Ilepemaua wHpOpMANUU IO
3alIHAIIEHHBIM KaHajlaM c
HCII0JIb30BaHUEM KPHIITO aJITOPUTMOB.
IO wu IIAKu nns opraHuzanuu
3alMIIEHHBIX KaHAJIOB

Monymns 1

Jlex

Tewma 15 Pa3pabotka OP/]

1 @opmanbHBIE MOAECTH U
MIPUMEPBI TIOJIUTUK 0E30I1acHOCTH JUIS
N C ncnonp3yromux Kpunrorpapuio

2.  Ilpumepsl  pa3paboTku
naketa qokymentoB no CK3U1

3. Cucrema ynpasnenus OI1

Monymns 1

IIp

Tema 15 Pa3paborka OP/]

[IpakTyeckoe  NPUMEHEHHUE
CK3Uu Kpunrollpo CSP u
cepTu(UKaTOB UL 3aLIMTHI
COOOIICHNUH IEKTPOHHOM ITOUTHI

OTYeT Mo NPaKTHYECKOMY
3aHsATHIO Ne9

Monyns 1

Cp

Tema 15 Pa3pabotka OP/]

KonTposb

35,65

A

Cpaada sx3amMeHa

0,35

Bank TecToBbIX
3aganuii /Bonpock k




OK3aMCHY

Hroro:

180




5. O6pa3oBaTe/ibHbIE TEXHOJIOTHHU

TexHonorus ®Dopmbl 00yUeHuUs MeTto161 00yUeHHUS
TexHosorus TPAAMUMOHHOIO | Jlekuus. Harnsnnasle,  cinoBecHsle,
o0ydeHusi — opranmszanust ydeOHoro | [Ipaktudeckoe 3aHATHE. | MPAKTUYECKHE.
mpouecca B By3e, OcHOBaHHas Ha | CamocrosiTenbHas
JIEKIIMOHHO-CEMUHAPCKO-3aUeTHON pa0ora.
dhopmax oOyueHus NunuBuyansHOE

JIOMAIIIHEee 3a/1aHue.
TexHosnoruss MoayabHoro ody4denus | Jlekuus-koHcynpTanus. | PemeHne  cUTyallMmOHHBIX
— opranuzanus yuyebHoro mporecca | CemuHap c | 3amau.
TUIS MOJTHOTO OBIIAJICHUSI | UCTIONBb30BaHNEM MeTofa | [Ipe3eHTalnoHHbIN METO/.
coJiepKaHuEeM 00pa3oBaTeNbHBIX | aHAIN3A KOHKpeTHBIX | CaMocTosiTeNbHas padoTa.
MpOrpaMM Ha OCHOBE HE3aBHCHUMBIX | CHUTYaIlHil. Koncynprarnms.
y4eOHBIX ~ MOAyJe ¢  y4eToMm WunuBuayanbHas pabora.
WHAUBUAYAIbHBIX ~ WHTEPECOB  H
BO3MOKHOCTEHN CyOBEKTOB

O6p330BaTeJ'IBHOFO Iponeccca.

NudopManuOHHbIE TEXHOJIOTHM —

crenraibHbIE CIIOCOOBI,
MporpaMmMHBbIE u TEXHUYECKUE
cpenctBa  (KMHO, ayauo — U

BHJICOCPE/ICTBA, KOMIIBIOTEPHI) IS
paboTHI ¢ HHPOPMAITHEH

Jleknus-npecc- [Ipe3eHTaOHHBIN METO/.
KOH(EpEeHIIHUS.

Busyanbnas nexuusi.

DopMbl U METOIbI 00YUEHHUS

JucTaHIIHOHHOE 00y4YeHHne

CereBasi TeXHOJIOTMSI — HU3yueHHE Kypca (yueOHOM
JTUCIUIUIMHBI) TOCPEJCTBOM 3JEKTPOHHBIX yueOHO-
METOJMYECKMX  MaTepualioB,  pa3MEIICHHbIX B
oOydaroliell cpeie C HCHOJB30BaHUEM KOMIIbIOTEpA,
MOJIKJIFOUEHHOTO K ceTu MHTepHeT.

CD-texHosiorusi — u3ydeHHe Kypca (yueOHOI
JUCLUIUIMHBI), TPEJCTABICHHOTO CTYAEHTY B BHUJE
aBTOHOMHOW JJICKTPOHHOM oOOydaromeil CHCTeMbl H
AIIEKTPOHHOMN BEpPCHUU y4eOHO-METOIUUECKUX
MarepuasioB Ha CD-nucke.

6. Meronuyeckue yKa3aHus M0 OCBOEHHIO TUCIIUILIUHbBI

6.1. PexoMeH1alini 0 OCBOEHUIO JICKIIMOHHOTO MaTepurana, MOAroTOBKE K JICKIHIM
.HGKI_II/II/I ABJIAOTCA OAHUM U3 OCHOBHBIX BHUI0B y‘-Ie6HBIX 3aH$ITPII>'I B BBICIIIEM y‘-I€6HOM

3aBeficHUU. B Xo0/€ JIEKIIMOHHOTO Kypca MPOBOJUTCS HM3JI0KEHHE COBPEMEHHBIX HayUYHBIX
MaTepI/IaHOB B CI/ICTeMaTI/ISI/IpOBaHHOM BHUAC, a TaK¥XKC paS'bHCHeHI/Ie Han6onee prl[HLIX
BOIIPOCOB Y4Ye€OHOW AMCHUIUIMHBL. [IpyM W3ydyeHWW IUCHUIUIMHBI CJEAyeT IMOMHHUTBH, YTO
JICKIIMOHHBIC 3aHATHUA ABJISIFOTCA HaHpaBJI}IIOH_[I/IMI/I B 60J'IBH_IOM OGT;GMC Hay‘-IHOFO MaTepI/IaJIa.
Bonpiyro 4WacTe 3HaHWUW CTYAEHT JOJDKEH HAOUpaTh CaMOCTOSITEIRHO W3 YUYEOHUKOB H
Hay4yHOU nureparypbl. KOHCIIEKTHI JIEKIIMM PEKOMEHIYETCSl UCII0JIb30BaTh IPU MOATOTOBKE K
a0OpaTOPHBIM  3aHATHSAM, OK3aMEHy, KOHTPOJBHBIM  TECTaM, TIPH  BBITIOJIHCHUH
CaMOCTOSTCIIBHBIX SaﬂaHHﬁ.

. 6.2. PexomeHmanmu mo opraHu3aiii cCaMOCTOATEILHON pabOThI

CamocrosrenbHas padoTa BKJIIOYAET M3YUYECHHE JIUTEPATYypbl, MOUCK MH(OpMaIy B
cetu MIHTEpHET, MOATOTOBKY K TecTaM, sk3ameHy. HeoOxommmo pa3o0paThcsi B OCHOBHBIX
IIOHATHUAX. 3aanaTb BO3HHUKIIINEC BOHpOCBI nu HaﬁTH OTBCThl Ha HHUX Ha 3aHATHAX, JII/I60



pa3obpaTh ux ¢ mpemnojaaBareneM. [IoArOTOBKY K Sk3aMeHy HEOOXOJUMO HAaYMHATH 3apaHee.
Crnenyer mpoaHaJM3UPOBATh HAYYHBIH M METOMWYECKHM MaTepual y4eOHHWKOB, Y4eOHO-
METOJIMYECKUX MOCOOW, KOHCIIEKTHI JIEKIUNA. 3HaTh (POPMYJIUPOBKU TEPMHUHOB U YMETh UX
YETKO BOCIPOU3BOIUTh.

7. OneHo4YHbBIE CpeacTBa

7.1. IlaciopT OLlEHOYHBIX CPEACTB

Cemect Koa xonTpoaupyemoii HaumenoBanmue
P KOMIIeTEeHIIUM (WJIM ee YACTH) OLICHOYHOI'0 CPeACTBA
6 [K-11 [IpoTOKOABI MPAaKTUYECKUX 3aJaHUM
Nel-9

Bonpocsl k 3x3ameny NoNel-60
Temsl pedeparon
Bbank tectoBrix 3amanuii Nel-350

7.2. TunoBble 3aJaHMsl WJIH HHbIe MAaTePHAJIbl, HEOOXOAUMBbIE ISl TEKYIIero
KOHTPOJIfA
7.2.1 Pedepar: PazpaboTka anroputMa U mMporpaMMBbl pa3IOKEHUS TETbIX YHCEI I

mmdpa RSA
7.2.2 Ucnionp30BaHue KpUNTOrpaguu A 3alIUThl HHOOpMAIUU

7.2.3. BoInojiHeHNe MPAKTHYECKUX 3aaHU I

Temsl IIpakTHYecKuX 3agaHnil

Cetesbie npotokossl TLS\SSL

Ne Tema
1
2

ITpOTOKOI OTKPBITOTO COTTIACOBAHUS KITFOUA.
[ITudporanme mo mpotokony Ib-I amais

Kpunrocucrema RSA

[IpumeHeHne cuCTeM CUMMETPUYHOTO M ACCHMETPUYHOTO Mu(poBaHms

Pabora ¢ nokansHbIM XpanuiuiieM ceprudpukatoB B OC Windows

VYcranoBka u Hactpoiika CK3U Kpunrollpo CSP
Pabora ¢ KOHTelfHepaMH 3aKpBITOr0 KJI0Ya U CePTU(PHKATAMHU TT0JIb30BATEIIS

Ilopsinox pas3sépthiBanuss u HacTpoiiku IIAK «Kpunronpo VII 2.0» ¢ AONOJHUTENBHBIMHU
CITy’)k0aMH IITaMIIOB BPEMEHH U aKTYAIBHBIX CTATYCOB CEPTU(HHUKATOB

YcranoBka u HacTpoiika VipNet Client

O [0 \] N[ B |W

[paktiueckoe npumenenne CK3UW Kpunrollpo CSP u ceprudukaroB [uis 3auThl COOOICHNH
9JIEKTPOHHOM MOYTHI

7.3. OueHouHble CpeACTBA I NPOMEXKYTOUHOH aTTecTallud MO0 HUTOram
OCBOCHUS THCHHUILIMHBI



7.3.1. Bonnpochl K NPOMEKYTOYHOM aTTecTalum

Cemectp 6
Ne Bomnpocekl Kk 3xk3aMeny
n/n
1. Kakne HOpMaTHBHBIE aKThl OMNPEIEISIOT MOPSAJOK MPUMEHEHUS CPEICTB
KPUITO3AIIUTHI
2. TpeboBanusi, onpeaensembie mpukazoM OCh Ne 378
3. Yto onpenessiroT KpunTorpadusi 1 KPUITOJIOTHUS
4. CyIIHOCTh KPUIITO aHAJIH3a
5. YeM 0TIIMYAIOTCSI CUMMETPHUHBIE KJIIOUM MHU(PPOBaHUS OT ACUMMETPHYHBIX
6. CdhopmynupoBaTh moHsATHE OJIOYHOTO U MOTOYHOTO MHU(POBAHUS
7. CdhopmynupoBaTh OCHOBHBIE TPeOOBaHUS K XAII-(QDYHKIUSAM [0 CTOMKOCTH
8. ANTOpPUTMBI 3JIEKTPOHHOM MOANINCU
9. Bu bl 371€KTpOHHON TOANUCH
10. OTKpBITHIN U 3aKPBITHIN KIIOYH
11. Ceptuduxat D11
12. Kaxk paboTaeT 251eKTpoHHas TOANKCH
13. JMckpeTHas MOJMUTHKA YIPABJICHUS JIOCTYIIOM B KOMIIBIOTEPHBIX CHCTEMax
14. ManaTtHasi HOJUTHKA YIIPaBICHUS JOCTYIIOM B KOMIIBIOTEPHBIX CHCTEMaX
15. Tpu ocHOBHBIC 3a/1a4u Kpuntorpaduu. THUITEI KPUITTOCHCTEM
16. [TpoGiiema ayTeHTU(UKALIMYA OTKPHITHIX KIIOUeH
17. Y nocrosepsitomue 1eHTpsl. L{udposbie cepTuduKaThl.
18. Cucrema RSA u cxema DIII1 Pabuna
19. TpeboBanus k mudpam. [puamun Kepxkodda
20. Knaccnueckue mmdpsl
21. Xom-hyHKIHUH: 00IIHe TpeOOBaHUS
22. KoHTposib 11€710CTHOCTH U MHPOPpMALUH
23. AJNTOPUTMBI 3aIUTHOTO KOHTPOJIBLHOTO CYMMHUPOBAHUS
24. ITporokon ayrentudukanmun RADIUS.
25. Hcnonp3oBanue cmapt-kapt u USB-kimouei ¢ mudpoBanueM
26. ['enepanys KIr04€BOi mapsl
27. TpeboBanuss PAIICH x mepemade umHbOpMAIMK TO 3aUIMIIEHHBIM KaHajIaM
CBSI3U
28. OpraHuzanusi 3aUIEHHBIX KAHAJIOB CBSI3H
29. TpeboBanms K (HU3UUESCKON 3alTUTE MOMEIICHUH, I1e uenoab3yroress CK3U
30. KpunrolIpo, Ha3HaueHne 1 00J1aCTh MPUMEHEHHSI
31. Opranuzanus cucteMsbl ynpasienus D11
32. Hasnauenne n mopsigok ucnonb3oBanusi VipNet Client
33. [TopsiToK YyCTaHOBKH M HACTPOMKH cepTH(HUKATOB
34. Perynstopuka B kpunrorpaduu
35. Kpunrorpaduaeckue nmporokonst TSL/SSL
36. [IpOTOKOJIBI 3JIEKTPOHHOT'O TOJIOCOBAHUS
37. [IpOTOKOJIBI SJIEKTPOHHBIX IIATEKEH
38. [ToToxoBbIe MIUQPEI
39. biiounas cucrema mmdpoBaHus
40. Onpenenenne mudpa. MeTo bl 3aMEHBI, IEPECTAHOBOK, TAMMHUPOBAHUS




41. TpeboBanus k D11

42. Kak nponcxoaut npoBepka cepTudukaTa OTKphITOro KIoya

43. | Henocratku anroputmMa DSA

44. | CymHocTb cTreranorpabuu

45. CymHoCTh KBaHTOBOW KpunTorpaduu

46. | Yto noHMMaeTcs noJ KpunTorpahuueckuM MpoTOKOJIoM?

47. | Kakoii mpOTOKOJA OJHOBPEMEHHO pelaeT 3aJayd paclpeiesieHus KIo4Yed u
ayTeHTUUKauu?

48. Kak MoxeT ObITh CO371aH CKPBITBIM KaHA Tepeladd JaHHBIX B MU(POBBIX MOIMUACIX?
MO3KHO JIU JIJIs 3TUX 1IeJIel UCIIOJIb30BATh AIEKTPOHHYIO moanuch RSA?

49. KakoBbsl MeTOIbI NMPOTUBOICHCTBHSI CO3/IAaHUIO CKPBHITOrO KaHaia B DJIEKTPOHHBIX
MOIITUCSIX?

50. Kakume  mpakTudeckwe — 3agaud  OPEANONAraloT  WCHOJIB30BAaHUE  CPENICTB
Kpunrorpadguyeckor 3amuTel HHPOpMAIUU?

51. | KakoBbl OCHOBHBIE CETEBbIE IPOTOKOJIbI, HCIOIB3YIOLINE KPUIITOrpahuIecKue METO bl
3auThl HHGOpMauuu?

52.

53. | KakoBel 0OCOOCHHOCTH WCIOJIb30BAaHUS KPUNTOTpAQUUECKHMX METOJOB  3aIUThHI
MHPOpPMALIMM B CUCTEMax DJEKTPOHHOTO JOKYMEHTO000pOTa, OaHKOBCKUX U
(hrHAaHCOBBIX MH(POPMAIIMOHHBIX CHCTeMax?

54. | Kakwue 3amaun pemaetr kog HMAC?

55. | Kakymo 3aauy permiaer BeposTHOCTHOE mudpoBanue?

56. | Uto moHMMAeETCs MO/ CEMaHTHYECKOW CTOMKOCThIO? Kakne KpunTocucTeMsl 00J1agaroT
CBOMCTBOM CEMaHTHUYECKOM cTOMKOCTH?

57. | KakoB mnpuHmmn paOoThl cMelmaHHbIX (THOpUAHBIX) cxeM mudpoBanus? Yem
00yCJIOBJIEHO IPUMEHEHHE TAaKUX cXeM?

58. | KakoBbl = OCHOBHBIE  MNPUYMHBI  HEHAJE)KHOCTH  MPAKTHYECKHX  pealn3anui
KPHUIITOCUCTEM ?

59. | KakoBel OCOOCHHOCTH TPOTPAMMHBIX M aIlllapaTHBIX CPEACTB KpHUOTOrpaduydecKon
3aIUTHl HHGOpMAIUu?

60. | Kakue wHCTpyMEeHTHI oOmepanuoHHbIX cucteM Windows MO3BOJSIOT HCIOJIB30BaTh
Kkpunrorpadguyeckre GyHKIMU I CO3aHHS 3aLIUIICHHBIX TPUIOKESHUI?

7.3.2. Kputepuu ¥ HOPMbI OLIEHKH
Cemectp ®opma npoBeneHud Kpurtepun u HOpMBbI OLICHKH
NPOMEKYTOYHOM
aTTrecTauuu
OK3amMeH COTJIIMYHO» 80-100 6amnoB
(mo «XOPpOIIIOY» 60-79 GannoB
HaKOTIUTEIILHOMY «YAOBJIETBOPUTEILHO» 40-59 Gasnos
pEHTHHTY) «HEYJIOBJICTBOpHUTEIbHO» | 0-39 OayioB




8. YueOHO-MeTOoAMYeCKOEe M HH(POPMALMOHHOE 0O0eceYeHue TUCIHILIMHBI

8.1. O0s3aresqbHas JUTEpPaTYpa

Tun (y4eOHHK,
yueOHoe mocodue,

KoaunuecTtBO B

Ne yueOHo- HAY4YHOMH
ABTOpBI, COCTABHTEJH 3arsaBue (3aroJi0BOK) I'oxg n3panus
n/n MeToaHYecKoe oundamnorexe /
nocooue, HaumenoBanue 9bC
NMPAKTHKYM, JP.)
1 Epmaxkosa A.1O. Kpunrorpadudeckue MeTo bl 3a1TUTHI YyebHnoe mocobue 2022 https://
uHpOpPMALIUU reader.lanbook.com/
book/176563
2 Kymaup A.IL. Kpunrorpaduueckue cuctemsl Y4ebGHOe mocobue 2021 https://
reader.lanbook.com/
book/182424
3 | Ymaxkosa H.H. Kpunrorpadus IIpakTkym 2021 https://
reader.lanbook.com/
book/182517#23
8.2. lonosiHMTE/ILHAS JIUTEPATypPa
Tun (yueOHUK,
yueOHOe mocooue, KoanuectBo B
Ne y4eOHo- HAY4YHOH
ABTOpBI, COCTABUTEH 3aryiaBue (3aroJioBOK) Tox m3nanus
n/n MeTOoAuYecKoe oundamorexe /
nocooue, HaumenoBanue 9bC

NPAKTHKYM, JP.)

C.H. Huxudopos

[IudpoBanne naHHBIX

YyebHoe 1ocodue

2022

https://
reader.lanbook.com/
book/206285#1




0a3 U MHGOPMANMOHHBIX

8.3. [Ilepeuenn
CIIPaBOYHBIX CUCTEM

npo¢ecCHOHATBHBIX AAHHBIX

— Securitylab.ru Axapec pecypca: https://www.securitylab.ru

— HWudopmanmonnas 6e3onacHocTh. 3anmuTa nHbpopmarmu Anapec pecypcea: http://all-
ib.ru/

— Acconmarus o Bonpocam 3amuthl naGopmarmm BISA Anpec pecypca: http://bis-
expert.ru

8.4. IlepeueHb NPOrpaMMHOro obecnevyeHus

Ne Haumenosanue IO PexkBHU3UTHI )loronf)pa
n/n (maTa, HOMep, CPOK J1elicCTBHUS)
1 Windows Wlndov&v/s (HoroBop Ne 690 ot 19.05.2015r.,
CPOK JICUCTBHS - 0€CCPOYHO);
2 OfficeStandart  (JJoroBop Ne 690 ot
19.05.2015r., cpok nelcTBUS - OECCPOYHO;
OfficeStandart Torosop Ne 727 or 20.07.2016r., cpok
JEHCTBUS - OECCPOYHO)
3. Koncymprant+  ([oroBop  Nel522 ot
+
Koncynbrant 25.12.2015, cpok elcTBHS - 0€CCPOUHO)
8.5. Omnucanue MaTepHaIbHO-TEXHUYECKOW 0a3bl, He0OXOAMMON IS

ocyllecTBJIEHUS] 00Pa30BaTeJLHOI0 Mpolecca Mo JMCHHIIHHe

HaumeHoBaHMe 000PY10BAHHBIX Y4EOHBIX
Ka0MHeTOB, J1a0opaTopuii, MACTEPCKUX M JP.

Ne 00bEKTOB [JIsl IPOBeeHUS] IPAKTHYECKUX H IlepeuyeHb OCHOBHOI'O

n/n J1a00PaTOPHBIX 3aHATHIi, MOMeIeHn i 115 00opy10BaHuA

CaMOCTOSITEJIbHOM PadoThI 00YYaIOIIUXCS
(HoMep ayiMTOpPHH)

1 Aynutopus BeO-KOHpEpeHIHH. Cron npenoaaBaTesbCKuH,
VY4ueOHas ayTuTOpHs U1 IPOBEICHHS 3aHATHIA 9KpaH TeJEBU3NOHHBIN,
JEKIIMOHHOT'O THIIA. poyTep, CToiKa JUIs
VY4ueOHas ayTuTOpHs U1 IPOBEICHHS 3aHATHIA TeneBu30pa, Bed. kamepa,
CEeMMHApPCKOT0 THIIA. TpaHCHapaHT-NEePETKKa,
VY4eOHas ayTuTOpHs Uil KypCOBOTO [IMpMa, HAYIITHAKH,
HPOEKTUPOBAHUS (BBIMOIHEHUS KyPCOBBIX pabOT). | KOMIBIOTEP C BHIXOJIOM B
Y4ueOHas ayTuTOpHs ISl IPOBEICHHSI TPYNIIOBBIX U | MIHTEpHET.
UH/IMBUAYAJIbHBIX KOHCYJIbTALIUH.

VY4ueOHas ayTuTOpHs U1 IPOBEICHHS 3aHATHIA
TEKYIEro KOHTPOJIS ¥ TPOMEXYTOYHOM aTTecTaluu
3-705
2 "Aynuropusi BeO-KOH(pepeHIUH. CroJibl ydeHUUYECKHUE., CTOJ

VYyeOHast ayiuTOopus AJis IPOBEACHUS 3aHATHM
JIEKIIMOHHOTO TUIIA. Y4eOHast ay IuTOpHs JUis
IPOBEJCHUS 3aHATHI CEMUHAPCKOTO TUIIA.
VYuyebHas aytuTOpUs Ui KypCOBOTO
POEKTUPOBAHUS (BBIIOJIHEHUS KYPCOBBIX padoT).
VYuyebHas aytuTOpUs Ui IPOBEIECHHS IPYIIOBBIX U
VHAMBUIyaJIbHBIX KOHCYJIbTalMi YyeOHas

MPENOJABATENbCKUM,
CTYJIbs, IOCKa (MapKepHasi),
kadeapa HamnonpHas, [1K ,
TEJIEBU30pP.




HaumeHnoBaHue 000py10BaHHBIX Y4eOHBIX
Ka0OMHETOB, J1a00paTOPHil, MACTEPCKHUX U IP.

Ne 00BbEeKTOB JIs1 NPOBEJCHUS NPAKTHYCCKUX H ITepeyennb 0CHOBHOTO
n/n J1a00pPaTOPHBIX 3aAHATHI, MOMEIEeHU I 115 000opyI0BaHUA
CaMOCTOSITeIbHOM PadoThl 00y4arOIIUXCS
(HOMep ayIUTOPHH)
ayJIMTOpUS AJIs IPOBEACHUSI 3aHATHI TEKYLIETO
KOHTPOJISI U IPOMEXKYTOUYHON aTTeCTaLUU.
YJIK -310
3 [TomMerienue J1st CaMOCTOATENBHON PabOThI Crombl, cTybA,
oOyJaromuxcs KOMIIBIOTEPBI
I'-401
4 [Tomemienue as caMoCTOSITEILHOU pabOThI Crounbl-napTsl
oOyyaromuxcs JIByXMECTHBIE, CTYJIbsl, CTOJI
1 -409 IIpenoaaBaTeNbCKUi-, CTYII

MpenoaaBaTeNbCKUiA,
MepeABUKHAS JJOCKA, DKPaH,
MIPOLIECCOP, TPOEKTOP,
KOMITBIOTEPHBIE CTOJIHI,
KOMIBIOTEPHI AJIs
CTYJICHTOB C BBIXOJIOM B
CeTh MHTEPHET, KOMIIBIOTED
MPENoaaBaTesi, CETEBOU
mkad
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