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[IporpaMMy npakTUKH COCTaBUI(1):

Bnacos U.A.

(OondicHocmb, yueHoe 36anue, cmenets, Pamuaus 1.0.)

(Oondicnocms, yuenoe 36anue, cmenens, Pamuaus 1.0.)

PenienzupoBanue nporpaMMbl PaKTUKH:

OtcyrcTBYyeT

Penensenrt

(Oondrcnocms, yueroe 36anue, cmenenb, Pamunus H.0.)

[Iporpamma mpakTuku cocraBiena Ha ocHoBannn @OI'OC BO wu yuebHOro ruiana
HanpasieHus noarotoBku 09.03.03 Ipuknagnas nHbopMaTHKa

Cpok eiicTBUSI MPOrpaMMbl NPAKTUKH 10 «31» aBrycra 2027 r.

YTBEPXIEHO

Ha 3acemannu UNu>Db

(mpotokou 3acenanust Ne 2 oT «ceHTs0psi» 2022r.).



YuyeOHas NpaKTHKa
(o3HAKOMHUTEIbHAS MPAKTHKA) 2

1. Hesab npakTuKu

- 3aKpEIUICHUE U PACILIMPEHUE TEOPETUUECKUX U MIPAKTUYECKUX 3HAHUH, MMOTYyYEHHBIX
3a BpeMs 00yueHus;

— 3HAKOMCTBO C OCHOBHBIMU TMOHSTHUSIMH, OOOPYIOBaHHMEM, MEXAYHApOAHOW U
OTEUECTBEHHOW HOPMATUBHOM 0a30i KaOEIbHBIX CETEH;

— (popmupoBaHUE Y CTYI€HTOB 0Aa30BbIX 3HAHUMN MO MPUHIIUIIAM ITOCTPOCHHUSI, COCTABY
Y apXUTEKTYpE JOKAIBbHBIX BHIYMUCIUTEIIbHBIX CETEH;

— (hopmupoBaHHE Y CTYACHTOB IEPBUYHBIX YMEHUN U HABBIKOB [10 OCHOBAM MOHTaXa,
TECTUPOBAHUS M IKCIUTyaTallu KaOeIbHBIX CeTeH;

- 3HAKOMCTBO C YIpo3aMu 0€e30MacHOCTH HH(OpMALINK;

- 3HAKOMCTBO CO CPEJICTBAMH AHTUBUPYCHOM 3aIlUTHI.

2. MecTto npaktuku B ctpykrype OIIOII BO

JIMCUMIUIMHBl U TPAaKTUKH, Ha OCBOGHMM KOTOPBIX Oa3zupyercs AaHHAs IpPaKTHUKa:
«APXUTEKTYpa KOMIIBIOTEPOB U ONEPALOHHBIE CUCTEMBI»

JIMCUUMIUIMHBL ¥ MPAKTHKH, U1 KOTOPbIX OCBOCHHE JIAHHOW IMPAKTUKHU HEOOXOIUMO
Kak npezuecTpytoiee: «KoMnploTepHbIE CETHY.

3. Bua npakTuku, cnocod u ¢gopma (popmMbl) ee NpoBeieHUs

Bun npaktuku: YueOHas npakTuka (03HaKOMUTENIbHAs TPAKTHKA)

Cnoco0: -.

dopMa MpoBEACHUS IPAKTUKH: JUCKPETHO.

4. Tun NpakTHKHU
03HAaKOMMTEIIbHAS IPAKTUKA

S. MecTo nnpoBeeHUus1 NPAKTUKHU
[IpomblnenHsle TpeanpusTus (0TaeIbl HHPOPMAIMOHHON 0€3011acHOCTH).

6. [lnanupyemMble pe3ybTaThbl 00y4eHHS

dDopmupyeMbie U Nuaukaropsl
KOHTPOJIMpYeMBbIe AOCTHIKEHUSA ILlnannpyemMsble pe3yabTaThbl
KOMIIETeHIIU U KOMITeTEeH I o0yueHust

(koA 1 HAMMEHOBaHUE) (KOoJl 1 HAMMEHOBAHUE)

OI1K-5.4 Beimonasger

OIIK-5 Cniocoben 3HaTh: - METOANKY ¥ TEXHOJIOTHIO

MHCTaJUIMPOBATh paboThI 1O YCTaHOBKE, OopraHu3alu KOMITbIOTEPHBIX
MPOTPAMMHOE U HACTpOMKE, cere;

amnmnapaTHoe 00CTYKUBAHUIO U 3alUTE | -KJIAaCCH(PHUKAIUIO U OCOOCHHOCTH
obecrnieyeHue s NpOrpaMMHBIX, NIPUMEHEHUS CpEeICTB

UH(POPMALIMOHHBIX U
aBTOMATU3UPOBAHHBIX
CHCTEM

POTpaMMHO-aNapaTHBIX
¥ TEXHUYECKHUX CPEICTB
3alUThl HH(pOPMALUU

AHTUBHUPYCHOMU 3aILUTHI

YMerb: -  MOHTHpPOBaTb U
TECTUPOBATh HJIEMEHTBI




®opmupyeMbie U
KOHTPOJIUpYeMble
KOMIIETEeHIMH
(Ko 1 HAUMEHOBAHHE)

HNuaukaTopsl
AOCTHKEHUSI
KOMIIeTeHIN i
(K01 1 HAMMEHOBAHUE)

Ilnannpyemble pe3y/bTaThl
o0y4eHust

KOMIIBIOTEPHBIX CETEH;

- YCTaHAaBJIMBATb U

HACTpanBaTh

CpEICTBa AHTUBUPYCHOM 3aILUTHI

Brnaners: -HaBBIKAMH MOHTa)Xa
Kabeneil M Jpyroro CeTreBoro
obopymoBaHus;

- HaBbIKAMH  PallMOHAIBHOIO
BbIOOpPa CpPEACTB M  METOJOB
3aImuThl HQOPMAIUU 00BEKTOB
nH(pOopMaTU3aluu

OIIK-6 Cnocoben OIIK-6.4 Ananusupyer 3HAaTh:

aHAJIU3UPOBATH U
pa3pabaThIBaTh
OpraHU3alMOHHO-
TEXHUYECKUE U
HKOHOMUYECKHUE
MIPOLIECCHI C
IPUMEHEHUEM METOJI0B
CUCTEMHOI'0 aHAJIM3a U
MaTeMaTHU4eCKOIo
MOJIECIIUPOBAHUSA

Ou3HEC MPOIIECCHI
OpraHu3aIy B 00J1acTH
MH(pOpMaLIOHHON
0€301acHOCTH

busHec nmpoueccs! opranuzanuu

YMeTs:

[IpoBectu ayJIuT OusHec-
IPOLIECCOB

Bnaners:

HaBpikamu BBISIBJICHUS u
KaTeropupoBaHus OusHec-
IPOLIECCOB o CTENECHU

KPUTHYHOCTH JiIsl OM3Heca

OIIK-7 Cnocoben
pa3pabaTtbIBaTh
QITOPUTMEI U
pOTpaMMbl, IPUTOTHBIE
JUTSL IPaKTUYECKOTO
IPUMEHEHUS

OIIK-7.2 JleMmoHCTpUpYET
HaBBIKU
POTPaMMHUPOBAHUS,
OTJaJIKU U TECTUPOBAHUS
MPOTOTHUIIOB TIPOTPAMMHO-
TEXHUYECKUX KOMIUIEKCOB

3HaTh:
[TporpamMmmupoBanue Ha
BI)I6paHHI)IX A3BIKAX

YMers:
Pa3pabarbiBaTh U peann30BbIBATh

AITOPUTMBI, OTJIaKUBATh u
tectupoBath [10
Bnaners:

HaBblkamMu mporpammupoBaHus,
OTJIAJIKH u TECTUPOBAHUSA
IIPOTOTHUIIOB IPOrpaMMHO-
TEXHUYECKUX KOMIIJIEKCOB

OIIK-8 Cnocoben
MPUHUMATH YYaCTHE B
YIpaBJICHUU IPOESKTaAaMHU
CO3J1aHuUs
WH(pOPMAITMOHHBIX
CUCTEM Ha CTaJIUsX
KU3HEHHOTO ITMKJIa

OIIK-8.4 Binaneer
METOIUKOM
MIPOSKTUPOBAHUS
AIIEMEHTOB MPOTPAMMHO-
anmapaTHbIX CPEJICTB
obecreueHust
MH(OPMaLOHHON
0€30I1acHOCTH

3HaTh:

MeToauKy pOeKTHPOBAHHUSI
MPOTrPaMMHO-aNMNapaTHBIX
CpeNCTB 00ecreYeHUs
MH(OPMaLMOHHON 6€30MacHOCTH

YMersn:

[IpoexkTupoBaTh 3JIEMEHTHI
MIPOrPaMMHO-aNIapaTHBIX
CpENICTB

OIIK-8.1 Bnanmers




®opmupyeMbie U
KOHTPOJINpYyeMble
KOMIIeTeHIIUH
(Ko 1 HAMMEHOBAaHUE)

HNuaukaTopsl
AOCTHKEHH S
KOMIIeTeHIN i
(K0J1 1 HAMEHOBAHUE)

Ilnannpyemble pe3y/bTaThl
o0y4eHust

MeTtoukoi MpOEKTUPOBAHUS
AJIEMEHTOB MPOTPAMMHO-
anmnapaTHBIX CPEICTB
obecrieyeHnss HHPOPMALMOHHOM
6e30macHOCTH

OIIK-9 Cnocoben
IPUHUMATh YYacCTHE B
peanuzanuu
poeCCHOHATBHBIX
KOMMYHUKaLUHU C
3aMHTEPECOBAHHBIMU
YYaCTHUKAaMHU [IPOEKTHOMN
JESITEIBHOCTH U B
paMKax MPOEKTHBIX

TPy

OIIK-9.4 Tlpunumaet
ydacTue B pa3padoTke
MIPOEKTHOU 1
AKCIUTYyaTallMOHHOM
JIOKYMEHTAI[UU CHCTEM
3aIUThl HH(OpMaLUU

3HaTh:

[Tpuemsl U cnocoObl pa3paboTKU
MPOEKTHOM M H3KCITyaTallMOHHOU
JIOKYMEHTAIlUW CHUCTEM 3allUThI
uHpopmanuu

YMmers:

Pa3zpa0OaTbiBaTh NPOEKTHYIO U
AKCILTYaTal[MOHHYIO
JOKYMEHTAIIUI0 CHCTEM 3alllUuThl
nH(popManuu

Bnaners:
[TpodeccnonanbHbIMU
KOMMYHHKAIUSIMU c
3aMHTEPECOBAHHBIMU
y4acTHUKaMU
IEeATCIbHOCTH W B
MIPOEKTHBIX FPYIII

MPOEKTHOM
pamMKax




7. CTPYKTYypa M coJep:KaHue MPAKTUKHU

®DopMbI TEKYLIETO

Bun
. KOHTPOJIS
yueOHoit JTanbl NPaKTUKHU Cemectp | O0beM, 4. | Banabl P
(HauMeHOBaHMe
padoThI
OLICHOYHOI0 CPeACTBA)
N®d  |O3HakoMIIeHHE C HOPMATUBHOM JIOKYMEHTAIUEH NpeanpusITUs 4 2 - -
ND  |O3HakoMIIEHHE CO CPOKAMU MPOXOKICHUS TPAKTUKH 4 1 -
N®  |IIpakTrueckoe 3aganue 1. 4 69 15 Paznen oryera no
KomnonentHslit coctaB maructpaibHoii JIBC 3nanus MPAKTHKE
N®  |IIpaxTrueckoe 3aganue 2 Knacchbl u kateropuu kabenelr Ha OCHOBE BHTOM 4 71 15 Pa3nen otuera no
napbl IPOBOJHUKOB MPAKTHKE
N®  ([Ipaktuueckoe 3aganue 3. M3yueHue BUAOB yrpo3 HHPOPMAIHH 4 71 15 Pasnen oryera o
PAKTHKE
N®  |IIpakTrueckoe 3amanue 4. 4 9 15 Pasnen oryera o
N3ydenne MpuMeHIEMBIX aHTUBHPYCHBIX MTPOTPAMM MIPAKTHKE
N®  |[Ipaktrueckoe 3aganue 5. OTYET MO MPAKTUKE 4 27 40 OT4eT 1Mo nmpakTUKe
CPII |KoHcynbTanuu ¢ pyKOBOJUTEIEM PAKTUKH 4 1,8 - -
ITA  |Cpaua 3a4era (C OLIEHKON) 0,2 Bormpocsl k 3auery

®opma ((popMbI) OTHETHOCTH 0 MPAKTHKE

Hanuune odopmiennoro
oT4era

Hroro:

252

100




8. O0pa3oBaTesibHbIE TEXHOJIOTHH

Texnonorus dopmbl 00yueHus MeTto1b1 00yUeHMst
Texnonorus TPAIULUOHHOIO | JIeKkius. Harnsnguele, CIIOBECHBIE,
o0yueHus1 — opranu3auus yuyeOHoro | Ilpaktuueckoe 3ansrue. IIPAKTUYECKHUE.
mporiecca B By3e, ocHoBaHHas Ha | CamocrosiTenbHas padora.
JIEKINOHHO-CEMUHAPCKO-3a4E€THON WuauBuayaisHoOE
dhopMax o0ydeHwHs JIOMAIITHEe 3a/I1aHHe.

Texnonorus MOJYJIBHOIO | JIEKIIMA-KOHCYJIbTALUA. Pemenue CUTYalLlMOHHBIX
o0yueHus1 — opranu3anus ydyeoHoro | Cemunap c | 3agau.

mpouecca s IOJHOTO OBJAJEHUs | UCIOJIb30BaHMEM  MeToja | IIpe3eHTannoHHbIA METON.
COJIEP/KaHUEM 00pa30BaTeNbHBIX | aHAJIM3a KOHKpeTHBIX | CamocTosiTenbHas padoTa.
IIPOrpaMM Ha OCHOBE HE3aBUCHUMBIX | CUTYyallUi. Koncynpranus.

y4eOHBIX ~ MOAYJIEH C  yd4eToM WnauBuayanbHas pabora.
UHIUBUAYAJIBHBIX ~ UHTEPECOB U

BO3MOXHOCTEN CyOBEKTOB

00pa30BaTeILHOTO MpoIiecca.

NudopmManoHHBIE TEXHOJIOTHH —

CIICI[UAJIbHEIC CIIOCOOBI,
MPOrpaMMHBIE M TEXHHYECKHE
cpeactBa  (KMHO, ayauo — U

BUJICOCPEIICTBA, KOMIIBIOTEPHI) JIIs
paboTsl ¢ nHpOpManuen

Jlexuusa-npecc-
KOH(EepEeHIIHS.
BusyanbHas nekuusi.

IIpe3eHTaninOHHBIN METOI.

(DOPMBI 1 MCTOIbI 06yquI/15{

JucTaHIIHOHHOE 00yYeHHne

CereBasi TexXHOJIOTHSI — U3ydeHHE Kypca (yueOHOI
JUCLUIUIMHBI) — TOCPEACTBOM  AJIEKTPOHHBIX  y4eOHO-
METOJAMYECKMX MaTEepHaJiOB, Pa3MENICHHBIX B OOydaromiei
Cpefie C MCIOJb30BaHUEM KOMIIbIOTEpA, MOAKIIOYEHHOTO K
cetu MHTEpHET.

CD-texnosnorusi  —  m3ydeHue  Kypca  (ydeOHOI
JTUCHUILIIMHBI), TPEACTABICHHOTO CTYAEHTY B  BHJE
ABTOHOMHOM  JJEKTPOHHOW oOydJaromed CHUCTEMBI U

AJIEKTPOHHON BEPCHHM Y4E€OHO-METOIUYECKUX MaTepuajoB
Ha CD-nucke.

9. MeTtoauyeckue yKazaHusi

[IpoxoxaeHne NpakTUKU MOAPAa3yMEBAET BHIMOJHEHUE MPAKTUUECKUX 3a1aHH:

— IIpaktnueckoe 3amanue 1. KoMnoneHTHbIN coctaB MarucTpaibHoil JIBC 3manus
[Ipu BBITTOTHEHUH JAHHOTO 3aJIaHMsI 00YJarOIIHUeCss COOMPAIOT, AaHATU3UPYIOT
uHpopmaruio o crpykrype JIBC opranuzanuu.

— IlIpaktrueckoe 3amanme 2. Kmaccel m kareropum kaOeyeid Ha OCHOBE BUTOW MaphI

IMPOBOAHUKOB

[Tpu BBHIMOMHEHUH JAHHOTO 3aJaHUsl 00ydarolecss cCoOOUparT HHPOPMAITHIO
W BHUJAX MPUMEHsSIEMBIX KaOenel. BBIMOTHSAIOT mpakTHyeckue paboThl IO

MpOKIaAKe Kades,

O6)KI/IMy, YCTAaHOBKC PO3CTOK, MOAKIOYCHUIO K

000pyI0BaHUIO, TECTUPOBAHUE.
— IlIpakTuueckoe 3aganue 3. M3yuenue BUA0B yrpo3 HHPOpMALIUU
[Tpy BHIMOJIHEHUU AAHHOTO 3a/laHUS 00YYAIOIIUECs U3YYaAlOT U aHATHU3UPYIOT
yrpo3bl MHGOpMaLMK [Is1 HUHOPACTPYKTYpHl MNPEANpPUSTUSA, [0 JOKYMEHTaM H
UCXOJIs U3 PEAbHOM 00CTaHOBKH, OTPaXatOT BBIBOBI B OTYETE.




— IIpakTtuueckoe 3ananue 4. M3yueHune npuMeHsIEMbIX aHTUBUPYCHBIX ITPOrpaMM
[Ipy BBIMONHEHMM [AaHHOTO 3aJaHUSl OOydYaroIIMecs BBIACHAIOT COCTaB

anTuBupycHoro IIO, MeToAMKYy €ro NpuMEHEHUs, CPABHUTEIbHBIE XapaKTEPUCTUKHU
[10, odopmisitoT BbIBOJBI B TaOnuyHOM BHJE. IIpakThuecku ydyaTcsi yCTaHOBKE U
HACTPOIKE aHTUBUPYCHBIX IIPOTPAMM.

— IIpakTtuueckoe 3amanue 5. Ilpu BbIMONHEHWH JaHHOTO 3aJaHus OOydaroluecs
TOTOBST OTYET M0 MpaKTUKe. B oTueTe MOKHBI OBITH OTPaXKEHbI aHAIU3 U BBIBOJIBI
110 3a/1aHUSAM IpaKTUKU. VTor BbIONHEHUs 3aaHust - OTYET 10 MpaKTUKE.

10. OueHounble cpeacTBa

10.1. ITacnopT OLIEHOYHBIX CPE/ICTB

Koa koHTpOIMpYyeMOii KOMIIETEHIMHU HaumeHoBaHue
(WM ee 4acTm) OLIEHOYHOI0 CPeACTBA
OIIK-5, OIIK-6, OIIK-7, OIIK-8, OIIK-9 Bompocsr k 3auery Ne 1-60
Otuer 1o pakTUKe

10.2. TumnoBble 3aJaHuUsi WJIM HHbIEe MAaTepHAJibl, He00XOAUMBbIE I TeKYIero
KOHTPOJIAl YCIIeBAeMOCTH

10.2.1. KomnioHeHTHBIH cocTaB MaructpainpHoi JIBC 3manus

Tunosoii(bie) npumep(bl) 3aganus (1)

N3yunts ctpykrypy JIBC opranusanuu

Kpartkoe onucanue U perjiaMeHT BbIIIOJTHEHUSA

OO6yuatrouuiics uzyuaet ctpyktypy JIBC opranuzanuu u opopmiiseT B BUJIE CXEMbI
Hanpuwmep:



D6un v BOK 2170 vt
DGean e UTP 130 sencsespom
Kars Qo nomaoka skned 1020 Lwanroa

(ADSL)

POCTRIeM

CeopocTy
warvcTzann 00 2Gbps
no 2Gbes
10CABps
» 0o 8 Mg (ADSL )
100MEps
N—— e Tormecow 1000
| ¥ a0 ANCT 100MEps

Kpurepun onenkn:
Hannune BBEIOIIHEHHOTO 3alaHUsI B KOHTCHTEC — 3alaHU € BBIITOJIHEHO

10.2.2. Knacchl 1 kKateropuu kKabemei Ha OCHOBE BUTOH Iapbl IPOBOJHUKOB

Tunosoii(bie) mpuMep(bl) 3agaHu s (i)
Wzydenue Tunos BUTOM napsl. [Ipaktudeckas pabota mpu MpPOKIaIKe CETH.

KpaTkoe onucanue u perjiaMeHT BbINOJHEHHUS

OOyyaromuiicst U3yyaeT BUAbI IPUMEHSEMbIX KaOenel, KaTeroputo, MapKupoBKY U YUUTCA
npuemMam paboThl PH MPOKJIIAIKE CETH.

PaccMoTtpeTs Takue THUMbl Kabens, KaKk «TOHKHI) KOaKCUaIbHBIA U «BUTas Mapay, OMHucaTh
IIPOLEAYpPbl MOHTa)Ka COOTBETCTBYIOIIMX KOHHEKTOPOB U IIPOAEMOHCTPUPOBATH INPUMEHEHHE
pa3IMyYHbIX Kalenel Ha OCHOBE «BUTOM MapbD» 111 00BbEINHEHUS CETEBBIX YCTPOMCTB.

Hayuntbcs ycTaHaBnuBaTh Ha KOHLAX KaOeneil (3azmenbiBaTh) KoHHEKTOopsl BNC
u RJ-45. [IpoBepsaTh KauecTBO 3aJ€JIKM KOHHEKTOPOB.

OnpenenuTs THUI U KaTETOPHUIO Kabesi, 3aprucoBaTh €ro MOMEpeyHOe CeUEeHHUE.

N300pa3uth pacnonioxeHue nap B crangaprax TS68A u T568B.

OdopmiisieT B BUJe OTUETA [0 U3YYEHHBIM BOIIPOCAM.

Kpurepun onenkn:
Hammune otyetra B KOHTEHTE — 3aJaHHUEC BBIIIOJTHEHO

10.2.3. U3y4denwne BUAOB yrpo3 HHGOPMAITIH.

Tunosoii(bie) mpuMep(bl) 3a7aHu s (i)

W3yants TeMy «Buabl yrpo3 uHpopMaIumn», UCHOIb3ys Pa3Iu4YHbIe HCTOYHUKH
nHpopMmanuu (6MdIMOoTEUHBIN (HOHI, HHTEPHET PECYPCHI, IEKIIMOHHBIE MAaTEPHAIIBI  T.I1.).

ConocTaBUTh U3YYEHHOE C YTPO3aMH, aKTYaIbHBIMU I IPEANIPUATHSL.



Kpartkoe onucanue u perjiaMeHT BbINIOJTHEHHUS
OOyuarmuiicss U3ydaeT TEeMY, HCIOJb3Yys pa3IMYHble MCTOYHUKH. 3HakomuTcs ¢ OPJ]
MNPEANPUITHS C LEIbI0 ONPEACNICHUs] aKTyalbHBIX yrpo3 Juisi npeanpusatus. Kareropupyer ux

YPOBEHb.

3amosHUTh TabIHILY, B KOTOPOH OTPAa3HTh aKTyalbHbBIE YTPO3bI MPEIIPUITUS

Tabnuna 1.
Bunsr yrpos (ee Hapymenue kakoro IIpoucxoxxaenue yrpossl HcrouHuk yrpossl
ONHCaHUE) cBOlcTBa (cayuaitHOe/TIpeAHAMEPEHHOE )

nHpopmanuu HeceT
MpEICTaBICHHAS
yrpo3a (1IeJI0CTHOCTb,
JIOCTYITHOCTb,
KOH(HICHIIMATBHOCTD)

Kpurepun onenkn:
Hanuyue BBIMOJHEHHOTO 3a/1aHUs B KOHTEHTE — 33J[aHHE BBIIIOJHEHO.
OTtcyTcTBUE BBINOIHEHHOTO 3aJJaHKs B KOHTEHTE — 3a/IaHUE HE BBIIIOJHEHO.

10.2.4. 3y4enue npruMEHSIEMBIX aHTUBUPYCHBIX IPOTPaMM

Tunosoii(bie) npuMep(bl) 3aganus (1ii)

N3yunts cymiectBytouiee antuBupycHoe 110, HazHaueHue, XapakTepUCTUKHU, pa3Indne
N3yunuts Temy BpeaonocHoe I10.
Beisichute coctaB antuBupycHoro IO Ha mnpeanpusTHd, METOIUKY €ro NpUMEHEHUs,

HAaCTPOMWKY.

3ananue 1. Bpegonocuoe I10

Kpartkoe onucanue U perjiaMeHT BbIIIOJTHEHUSA
PackpbITh cynrHocTs BIIO 1 oTpasuts B Tabnuue

Tabmuna 2

PyTtkur

Boot-Bupyc

MakpoBupyc

[TomumopdHbIit

3ananue 2. AutuBupycHoe 110

Kparkoe onucanue u perjiaMeHT BbINOJHEHUS

JlaTb CpaBHUTENBHYIO XapaKTEPUCTUKY AaHTHUBHUPYCHBIX MPOrpaMM. YCTaHOBKa M
HACTpoWKa aHTUBUPYCHBIX mporpamm: Dr.Web, NOD 32. IIpenctaButh X CpaBHUTEIBHBIN
aHanu3 B popMe OTYeTa U CIeTaTh BHIBOA. 3allOJHUTH TaOJHILY.

Tabnuua 3

CpaBHUTEbHbBIE
XapaKTEePUCTUKU

DrWerb

AntuBupyc Kacnepckoro

Tunsl BUpycoB HainenHsie [10

Croumocts I10 (ot- 10)

Hammawne ceprudurxara ®CTOK




Cxopocts ycraHoBku I1O

Kon-Bo HaliieHHBIX BPEAOHOCHBIX
nporpamm (13

Yycia MIPOCKAaHUPOBAHHBIX
(aiinos)

BperI 3aTpavY€HHOC HAa TOUCK

IIpoBepka MOYTOBEIX COOOIICHNMI

AHTHU — pyTKUT

Beb — antuBupyc

Kpurepun onenkmn:
Hanuyue BBIOJHEHHOTO 3a/1aHUS B KOHTEHTE — 3aJ[aHUE BBIIIOJHEHO.
OTtcyTcTBUE BBINOIHEHHOTO 3aJJaHHs B KOHTEHTE — 3a/IaHUE HE BBIIIOJHEHO.

10.2.5. lloaroTroBKa M 3arpy3Ka oT4era Mo NpaKkTHKe

Tunosoii(bie) npumep(bl) 3aganus (uii)
CocraBiieHHE OTYETA 110 IPAKTHUKE.

Kpartkoe onucanue v perjiaMeHT BbINOJTHEHHSA

OOyuatonmiics oQOpMIsieT  BBIBOABI IO pE3yJbTaTaM BCEX YETHIPEX MPAKTUYECKUX
3aJaHUM.

OOyyaromuiicst 3arpy»aeT OT4eT MO MPAKTUKE B KOHTEHT.

Kpurepun onenku:
Hanuuue ordera 1o npakTuke B KOHTEHTE — 3aJaHUE BBIIIOJIHEHO.
OTtcyTcTBUE OTYETA 110 MPAKTUKE B KOHTEHTE — 3a/laHUE HE BBIIIOJIHEHO.



10.3. OueHouHbIe cpecTBA 1JIsl IPOMEKYTOYHON aTTeCTALUH

10.3.1. Bonpockl kK NIPOMeKYTOUYHOH aTTeCTALUM

lij“l')] Bonpocel k 3a4eTy ¢ OLIEHKOM

1. | ba3oBble MOHATHUSA M MPUHLUIIBI IOCTPOEHHUS JIOKAIBHBIX BBIYMCIUTEIbHBIX CETEH
(JIBC)

2. | Knaccudukarus npoekTHoi qokymeHTanuu JIBC

3. | Oransl noctpoenus JIBC

4. | baszossie ctangaptsl noctpoenus JIBC. CmexxHpie HopMaTuBHBIE TOKyMeHTHI JIBC

5. | Kareropuu kaGeneii Ha ocHOBe BUTOW napsl mpoBogHIKOB JIBC

6. | OGopynoBaHusi, MpUMEHsIEMbIE IPU OCTPOCHUHU coBpeMeHHbIX JIBC

7. | CocraB coBpemennbix JIBC

8. | Apxurekrypa coBpemennbix JIBC

9 | Yrpo3sl uHpOpMaLIMOHHON 6E30MAaCHOCTH U METO/IaMH pEILeHUs 3a/1a4 [0 3alUTe
uHpopmanuu B JIBC

10 | CkosibkO MPOBOJHUKOB UCIIOJIb3YETCA AJIS Mepelaukl CUTHaAIA [0 KOAKCHAIbHOMY
kabemo? Kakue 310 mpoBOTHUKHU?

11 | U3 xakoro MeTauia (MeI1 UM aJFOMHHUS) U3TOTOBJIEH LIEHTPAJIbHBII IPOBOJIHUK
kabensa? OMHOKWIBHBIA OH WJIM MHOTOXKWJILHBIN?

12 | CkosibKO MPOBOAHUKOB MCIIOJIb3YETCs AJIS IIepeiaukl CUrHaja 1o kabelnto BuTas napa’?
Kakwue 310 npoBogHUKN?

13 | U3 xakoro MeTauia U3roTOBJICHBI POBOAHUKY Kabemns BuTas napa? OIHOKIIbHBIE OHU
WJIA MHOTOXHJIbHBIE?

14 | Kakue ycTpoiicTBa COEAMHSIIOTCS C OMOIIBIO MPSIMOTo Kalens ?

15 | Kakue ycTpoiicTBa MOKHO COEIMHSATH C MOMOIIBIO NEPEKPECTHOro Kabeis?

16 | MapkupoBKa 1 IBETOBOE KOJUPOBAHHE KaOest

17 | MexaHnyeckue XapaKTepUCTUKH Pa3beMOB JUIsl Kabelsielt ¢ BOJIHOBBIM COMPOTHUBICHUEM
100 u 120 Om

18 | KabGenu Ha OCHOBE HEIKPAHMPOBAHHOM BUTON Maphl

19 | KabGenu Ha OCHOBE SKpaHUPOBAHHOMN BUTOH Mapbl

20 | Ha3znaueHre KOMMYTAIIMOHHBIX IIHYPOB.

21 | Tunsl Tectupyrouiero obopynoBanus CKC

22 | Ha3nauenue kabeIpHOTO TeCTepa

23 | Kakue cpescTBa NPUMEHSIOTCS AJIs1 MAPKUPOBKU PO3ETOK

24 | JIns 9yero MpUMEHSIETCsI CHCTeMa MEXaHMYECKOW 3alllMThl U IIBETOBOTO KOJAUPOBAHUS
"Data Safe Lock" RJ45? [lepeuncnute €€ cOCTaBISIONINE IIEMEHTHI

25 | Kakoii Tun xabenst mpenoYTHTENbHEE HCITOB30BaTh B TOPU30HTAIBHBIX MOJICHCTEMAX

26 | Kak omnpenenuTth KOJIMIECTBO KOMITBIOTEPOB, KOTOPOE MOKHO Pa3MECTHUThH B
nomenieHuu (CaHMUH)

27 | Yro Takoe yrpo3a 0e301MacHOCTH HH()OpMAIHH

28 | I[IpumMepsl OpraHu3alMOHHBIX YTPO3

29 | [IpuMepsl TEXHOIOTHYECKHX YTIPO3

30 | bank yrpo3 ®CTOK, Ha3HaueHue, HCIOIb30BAHUE

31 | Ctpykrypa yrpo3s

32 | Bug yrpos

33 | Uctounuku yrpo3

34 | Knaccudukarms yrpo3

35 | llens oneHku yrpo3 6e30nacHOCTH MHGOPMAITIH




36 | Buapl HapymuTenei

37 | Yem onacHa yrpo3a HCJ],

38 | B Kakux OKyMEHTax MPEINpHUITHs OTPAKAIOTCS BOIIPOCHI, CBSI3aHHBIE C YTPO3aMHU
0e301acHOCTH HH(pOPMAIUU

39 | Yro Takoe TpOsiHCKas Iporpamma

40 | Yto Takoe BpenonocHoe [10

41 | Yem BUpPYC OTIMYAETCS OT YEPBS

42 | Yto Takoe MIMMOHCKas ITporpaMmma

43 | Yto takoe Adware, Malware

44 | Yro Takoe OOTHET

45 | YTo MOXKET JienaTh BPeTOHOCHBIN KOJI

46 | Yrto Takoe drive-by 3arpy3ka

47 | KakoBsl Hanbosee 3¢hekTrBHBIE CIOCOOBI 3aIMTHI OT BpetoHocHoro 110

48 | AHTHBHpYCHBIC IPOTPAMMEI

49 | Kakue 0OCHOBHBIC aHTHBHPYCHBIE IIPOTPAMMBI BBl 3HAETE, KPATKO OXapaKTEPU3YHTE HX.
(He MeHee 6 mporpaMm)

50 | Kak paboTtaeT npeBeHTHUBHAs 3alUTa

51 | Yrto Takoe poAUTEIbCKUN KOHTPOJIb, HACTPOHKA

52 | JIuuensuposanue antuBupycHoro [10

53 | Lentp 6e3omacHocTTH anTUBHpYycHOTO [10

54 | Kakum O6p&30M IMPOUCXOJUT JICHCHUC 3aPaKCHHBIX JUCKOB

55 | Yro Takoe mporpamma — rosnudar

56 | Yro Takoe mporpaMma - IeTeKTOp

57 | Uto Takoe aHTU-PYTKUT

58 | IlpobaeMbl BUPYCHOTO 3apayKE€HHsI TPOrpamMM

59 | Cnocobb1 obHapyxeHus BpeaoHocHoro I10 u HaHOCHUMBIH y11epO

60 | Meronbl 60pHOBI ¢ KOMITBIOTEPHBIMH BUPYCAMHU

dopma
MpOBeIeHUsI
. Kputepun u HOpMBbI OLIEHKHU

NMPOMEKYTOUHOI

aTTecTaluu
3a4eT C OLIEHKOMU «OTIUYHOY 85-100 6annos

(o «XOPOIIIO» 70-84 GamtoB
HAKOMHUTEIBHOMY | «yJIOBIETBOPUTENLHO» | 55-69 Gamio
PEUTHHTY) «HEyIoBIeTBOPUTEILHO» | 0-54 Gayos




11. YyeOHo-MeToquYecKoe U MHGOPMAaLHOHHOE o0ecnieYeHre NPAKTUKHI

11.1. Obs3aTesbHas JIMTEpaTypa

Tun (y4eOHMK,

Koaun4yecTBO B

yueOHoe nocodue, HAY4YHOI
Ne
u/n ABTOpBI, COCTABUTEJIHN 3arsaaBue (3aroJioBok) Y4eOHO-MeToAuYecKoe TI'ox m3panus ouoanortexe /
nocooue, NPaKTUKYM, HaunmeHnoBaHu
ap.) e ObC
1. | Jloiiko B. U., Jlantes B. HupopmanronHast 6€301acHOCTh VY4eOHoe nocobue 70c-Jlanb
H., ApmmnoB I'. A., 2020
Jlantes C. H.
2. | XopeBIl. b [IporpammHo-anmapaTHas 3anura yueb. mocodue 2020 30c-JlaHp
uH(popManuu
3. | Hectepos C. A OcHoBbI HH(GOPMAITMOHHON OE30MACHOCTH: YyeOHoe nmocodue 2022 76c-Jlanb
4. | Kpakosckuii 0. M. MeTo bl 32U Thl HHGOPMAIHH YuyebHoe mocodue 2022 50c-Jlann
| TymOuHckas M.B., | 3aumra napopmManuu Ha IpeaIpUATHH VYuyebHoe nmocobue 70c-JlaHb
o 2020
5 | llerposckuiit M.B
6. | Huxudopos C. H. MeTop1 3amuTel HHGOPMALIUU. 3a1UTa OT YuyebHoe mocodue 2022 50c-Jlann
BHEITHUX BTOPKCHHIMA
7. | JlpoBuukosa W.I. OpraHu3anoHHO-TEXHHYECKOE yueb. mocobue 2022 https://znanium.

mpaBoBoe o0ecreueHrne NHPOPMaIMOHHON
0€e301acHOCTH

com/catalog/do
cument?id=426
504



https://e.lanbook.com/book/254168
https://e.lanbook.com/book/254168
https://e.lanbook.com/book/254168
https://e.lanbook.com/book/254168
https://e.lanbook.com/book/206279
https://reader.lanbook.com/book/156401#6
https://reader.lanbook.com/book/156401#6
https://reader.lanbook.com/book/130184#43
https://reader.lanbook.com/book/200480#9
https://reader.lanbook.com/book/200480#9
https://reader.lanbook.com/book/200480#9

11.2. lonosiHuTEIbHAS IMTEPATYPA

Tun (yueOHuk, yueoHoe

KoanuyecTBO B

HAY4YHOH
Ne nocooue, y4eoHO-
ABTOpBI, COCTABUTEJIHN 3arsnaBue (3aroJjioBoK) T'ox m3panus ounoanorexe /
n/n MeTOoANYECcKOoe mocooue,
OPAKTHKYM, 1p.) HaunMeHoBaHHe
P » AP- 3BC
1. VYxpaunnes 1O. /] YyebGHoe mocobue 70c-Jlanb
Nudopmaruzamms obmiecTra 2022
2. E.B. Boctpenosa OCHOBEI Y4yebHoe mocodue 2019 50c-Jlann
MH(pOpMaLOHHON
0€e30IacHOCTH
3. | ®equr @. O., Tpybuenko | Mudopmanmonnas Oe3omacHOCTh 06a3 VYyeOHoe nocobue 2020 70c-JIanpb

O. B., Unckunos C. B

JaHHBIX.



https://reader.lanbook.com/book/207002#194
https://e.lanbook.com/book/167605
https://e.lanbook.com/book/167605
https://e.lanbook.com/book/167605
https://e.lanbook.com/book/167605

11.3. IlepeyeHr mnpoecCHOHAJBHBIX 0a3 JAaHHBIX H HHPOPMANMOHHBIX

CIIPaAaBOYHBIX CUCTEM

HopmatuBHble npaBoBble JOKYMEHTHI. [ DIEKTpOHHBIN pecype| Pexum nocryna:
http://www.consultant.ru

Hoxymentslt @CTOK [Dnekrponnsiii pecype] Pexxum nocryna: http://www.fstec.ru/

OnekTpoHHas oubimoreyHas cuctema [PRbooks. [DnekTponnslil pecypc] Pexxum
jocryna: http://www.iprbookshop.ru/
Hayunas snexkrponnas Oubnuoreka [DnekTpoHHbIH pecype] Pexxum mocryma:
http://elibrary.ru/defaultx.asp?
DHIMKII0oTe U] THPOPMAIIMOHHON 0€30IacHOCTH. [ DIIeKTPOHHBIN pecypc| Pexxum
nocryna: https://securelist.ru/enciklopediya
HabGop TexHomoruii u mporpamm st paboThI B CeTH [ DNEKTPOHHBIN pecypc| Pexxum
noctyna: http://internetsecure.ru/
HudopMalinoHHO-aHAIUTHYECKUI TOPTal MO Oe30MacHOCTH [ DIIEKTPOHHBIHN pecypc]
Pexxum noctyma: http://www.anti-malware.ru/
HanmonaneHsiii popym nHGOpMAITMOHHON 0e301acHOCTH [ DIeKTpOHHBIN pecype| Pexnm
nocryma: http://www.infoforum.ru/
Kypnuan «3amura uadopmanmn. Uucaiiny [Dnekrponnsiit pecypc] Pexxum gocryma:
http://www.inside-zi.ru
[Topran «InformationSecurity» [aexTponHbIi pecypc] Pexum nocryna:
http://www.itsec.ru
Kypnan «be3onacHocTh HHOOPMALIMOHHBIX TEXHOJIOTHI» [ DNEKTPOHHBIN pecypc] Pexum
nocryma: https://bit.spels.ru/index.php/bit/index
bubnmmnorexa b — skcniepra [DnekTpoHHEIH pecypc]| Pexxum gocryma:
https://securitymedia.org/info/biblioteka-ib-eksperta.html
bank yrpo3 ®CTOK [DnekrponHslii pecypc] Pexxum moctyma: https://bdu.fstec.ru/threat-
section/negatives
®opym Antnuat [DnexTpoHHBIN pecypc] Pesxxum moctyna: https://forum.antichat.com
CrnpaBouHO-TIpaBOBasi cUcTeMa o 3aKOHOAaTeNnbeTBY Poccuiickoit denepanuu
[OnekTponHsIii pecypc]. Pexxum noctyma: http://www.garant.ru
HNudopmaninoHHO-TIpaBoBasi cUCTeMa IO 3aKoHOoJATenbCTBY Poccuiickoii ®Penepanuu
[DnexTponHsIi pecype]. Pexxum moctyma: http://www.kodeks.ru
WebofScience [DnexTpoHHBIM pecypc]: MyIbTHAMCHHUIUIMHApHAs pedepaTuBHas 0aza
nanueix. —  Philadelphia:  ClarivateAnalitics, 2016-. — Pexum  mgoctyna:
apps.webofknowledge.com. — 3aru. ¢ skpana. — 3. pyc., aHrL.
Scopus [DnekTpoHHBIH pecypc]: pedeparuBHas 6aza manubsix. — Netherlands: Elsevier,
2004—. — PexxuM gocTyma: scopus.com. — 3aril. ¢ 9kpaHa. — f3. pyc., aHrI.
Elibrary [DnexTpoHHBIN pecypc]: HayuHas 3jeKTpoHHas Oubimumoreka. — MockBa: HOB,
2000—. — Pexxum goctyma: elibrary.ru. — 3ari. ¢ skpana. — 5I3. pyc., aHII.
SpringerLink [DnekTponHblit pecypc]: [0a3a mannbix]. — Switzerland: SpringerNature,
1842—. — Pexxum nocryna: link.springer.com. — 3ari. ¢ skpana. — 3. aHri.
ScienceDirect [DneKTpOHHBIH pecypc]: KOJUIEKIMS JJIEKTPOHHBIX KHHT H3aTEIhCTBA
Elsevier. — Netherlands: Elsevier, 2018—. — Pexwum goctyna: sciencedirect.com. — 3ari. ¢
JKpaHa. — 3. aHri.
Cambridgeuniversitypress [ D7eKTpOHHBIH pecypc]: *KypHaibl u3aareabcTsa. — Cambridge:
Cambridgeuniversitypress, 2018—. — Peskum moctyma: cambridge.org. — 3arii. ¢ sKpaHa. —
S13. anru.
NEICON [DnekTpoHHBII pecypc]: a5eKTpoHHas HHpOpMaIus: apXuB HAYIHBIX KypPHAJIOB.
— Mocksa: HOMKOH, 2002—. — PexxuM jmoctyma: neicon.ru/resources/archive. — 3ari. ¢
JKpaHa. — SI3. pyc., aHrIIL.



http://www.consultant.ru/
http://www.iprbookshop.ru/
https://securelist.ru/enciklopediya
http://internetsecure.ru/
http://www.infoforum.ru/
http://www.inside-zi.ru/
http://www.garant.ru/
http://www.kodeks.ru/

11.4. [lepeyeHb MPOrPaMMHOI0 o0ecTieyeHust

Ne
n/

Haumenosanue 11O

PexBU3UTHI 10T0OBOpa
(naTa, HOMep, CPOK JIelicTBHUSA)

Windows

Windows (orosop Ne 690 ot
19.05.2015r., cpok neicTBus -
0ECCPOYHO);

Office Standart

- OfficeStandart ({oroop Ne 690 ot
19.05.2015r., cpok neicTBUSA -
6eccpouno; [loroop Ne 727 ot
20.07.2016r., cpok neicTBus -
6eccpovHo)

Koncynprant+

- Koncynerant+ (Jorosop Nel522 ot
25.12.2015, cpok neiicTBus -
0eccpovHO)

11.5. Onucanue

MaTepPUAJTbHO-TEeXHUYECKOMH

0a3pl, HeOOXOAMMOM  JJIs

OCyIeCTBJICHU A 06p330BaTeﬂbHOFO nmpouecca 1mo nmnpaxkTuke

HaumenoBaHnue 000py10BaHHBIX
yueOHBbIX Ka0MHETOB, J1a00paTOpHii,
MACTEePCKHUX U AP. 00beKTOB IS

1‘1\;"121 NpoBe/IeHUs MPAKTHYECKHUX U Ilepeuenb 0CHOBHOTO 000pYA0BaAHMS
JIa0OPATOPHBIX 3aHATHI, MOMeIeHUil 1Is
CAMOCTOSITEJIbHOM PadoThI 00y4Yaromuxcs
(HOMep ayAUTOPHH)
1 | [Momemenue A caMoCTOSATENbHON paboThl | CTOINBI, CTYIbS, KOMIIBIOTEPHI
00yJaronmxcst
I'-401
2 | Ilomemienue i caMOCTOSATENbHON paboThl | CTONBI-MapThl ABYXMECTHBIE, CTYIIbS,
oOyuaromuxcst CTOJI MIPEMNO0/1aBaTeIbCKUI-, CTY
J1 -409 MPErno/1aBaTeNIbCKUM, MepeIBUKHAS
JI0CKa, SKpaH, Mpoleccop, NpoeKTop,
KOMITHIOTEPHBIEC CTOJIBI, KOMITBIOTEPHI
JUISL CTYJIEHTOB C BBIXOJOM B CETh
WHTEPHET, KOMIIBIOTED MpernoaBaTes,
ceTeBOM mKad
3. | Aynurtopus BeO-KOH(pEPEHIHH. Cron npenojgaBaTeabCKUii, SKpaH

VYyeOHast ayuTOpus AJisl IPOBEICHUS
3aHSATUN JEKIMOHHOTO THIIA.
VYyeOHast ayuTopust AJisi IPOBEICHUS
3aHATUNA CEMUHAPCKOIO THIA.
VYyeOHast ayuTOopus AJis KypCOBOTO
IIPOEKTUPOBAHMSI (BBIIIOJHEHUS KYPCOBBIX
pabor).

VYuebHas ayIuTOpus Ui IPOBEICHUS
IPYNIOBBIX U UHAUBUIYaAJIbHBIX
KOHCYJIbTALIUH.

VYuebHas ayIuTopus Ui IPOBEICHUS
3aHATUN TEKYILEro KOHTPOJIS U

TEJIEBU3UOHHBIN, POYTEP, CTOMKA IS
TEJIEBU30pa, BeO. Kamepa, TpaHCIapaHT-
MEePETSIKKA, IIUPMA, HAYITHUKH,
KOMIIBIOTED C BBIXOAOM B MIHTEpHET.




HaumeHoBaHue 000PyI0BAHHBIX
y4eOHBbIX Ka0MHeTOB, JJabopaTopuii,
MACTEPCKHUX U JAP. 00beKTOB 1JIs

1‘3‘121 NMPoBeIeHUs MPAKTHYECKUX U Ilepeyenb 0CHOBHOTO 000pYyAOBaHMS
J1a00paTOPHBIX 3AHATHIA, TOMELEeHU I 1151
CaMOCTOSITEJIbHOI PadoThl 00y4aIOIINXCS
(HOMep ayJAUTOPHHN)
MIPOMEKYTOUYHOM aTTECTALUU
2-705
Jlaboparopus krubepOe30MacHOCTH. CroJbl ydeHHUECKUE ABYXMECTHBIE,
YyeOnass ayautopus i MPOBEACHHUS | CTOJ MPENoJaBaTeNIbCKUIA,
3aHATUN CEMUHAPCKOIO THUIIA. CTYJI IIPETIO1aBATEIbCKUH,
YyeOnast  ayauTopusi Uil KypPCOBOTO | CTYJIbS YUEHUYECKHE,
MIPOCKTUPOBAHUS (BBIMOJHEHUSI KYPCOBBIX | IOCKa ayAUTOpHAas (MenoBasi),
pabor). mkad,

4 VYyeOHast ayauropus s TNPOBEAEHHUS | CTEHJ JJIS pa3MEIIeHUs JTOKYMEHTOB I10
IPYMIOBBIX u WHIMBUAYAIBHBIX | OXpaHe TPyAa, HOKapHOU Oe30MacHOCTH,
KOHCYJIbTaI[H sKkpaH Ha TpeHore Da-Lite Versatol
YyeOnass ayautopus ans mnpoBeaeHus | 152x152,
3aHATUN TeKylero  KoHTposia  u | mpoekTtop Ne265910 Acer P1, HOoyTOYyK

HpOMe)KYTOIIHOI;'I arrecraguu.
1-407

Ne6512 BWL HP Compag nx 7300 CM-
430
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