MMHUCTEPCTBO HAYKHU U BBICIHIEI'O OBPA30OBAHUS POCCUMCKOM ®EJEPAIIN
(enepanbHOE roCyAapCTBEHHOE OIOPKETHOE 00pa30BaTeIbHOE YUPEIKICHHE
BBICIIET0 00pa30BaHUs
«TONBATTUHCKUIA TOCYIAPCTBEHHBII YHUBEPCUTET»

(uHOeKc OUCYUuniIuHbl)

PABOYASA ITPOI'PAMMA JIUCHUIIJIMHBI

KomnbrorepHblie ceTn

(HauMeHo8aHUe OUCYUNIUHDBL)

110 HalIpaBJICHUIO IOATOTOBKHU

09.03.03 Ilpuknannas nHGOpMATHKA

HaIpaBICHHOCTH (TIPodHIIb)
[udposas Tpanchopmarys OuzHeca

dopma o0ydeHHUs: OUHAS
I'ox nabopa: 2022
Oo6mas TpynoemMkocTh: 5 3E

Pacnpe)le.ﬂe}me YaC0B JUCHUIIMHBI IO CEMECTPpaM

CemecTp 5

dopmMa KOHTPOJIA | DK3aMEH Hroro
Bua zansaruii
Jlexun 32 32
JlabopaTopHbie 32 32
IIpaxkTrueckue
PykoBosicTBO: KypcoBbie paboThl (ipoekthi) / PI'P
ITpoMexxyTodHast aTTeCTAIHS 0,35 0,35
KonraktHas pabora 64,35 64,35
CaMocTosTenbpHas paboTa 80 80
KonTpomib 35,65 35,65
Hroro 180 180




Pabouyto mporpaMmy cocTaBuiL:
cTapwuil npenonaasarenb Tonkux Aprém Ilerposuu

(OondcHocmy, yueHoe 36anue, cmenensb, Pamunus 1.0.)

PenienzupoBanue paboueii mporpaMMbl TUCHUTUIMHBL:

OtcyTcTBYET

Penensent

(OondxcHocmy, yueHoe 36anue, cmenensb, Pamunus 1.0.)

Pabouas mporpamma qucuMIUIMHEI coctaBieHa Ha ocHoBaHuU OI'OC BO u yuebHOTrO miiana
HAarpaBJIeHUs TOATOTOBKU
09.03.03 INpuknagnas naGOpMaTHKA

Cpok neiicTBusi padoueii mporpaMMsbl AMCUMILIMHBI 10 «31» aBrycra 2026 r.

YTBEPXIEHO

Ha 3acemanuu xadenps
«[IpuknagHas MaTeMaTHKa U HHPOPMATHKA

(mpoTokon 3acemaanust Ne 2 ot «15» cenrsaops 2021 r.).

AOKYMEHT MOArmMcAH
ANEKTPOHHOW NOAMUNCHIO

Ceptudmkat: 0101AEC60064AF94ADA41EA4854441FD671
Bnapeneu: MNywnHa OkcaHa MuxaiinoBHa
HenctButeneH: ¢ 07.12.2022 oo 07.12.2023




1. Ilean ocBOEHHNA TUCHUILIHHDBI

Lestb 0CBOGHUS AUCIUILTUHBI — CPOPMHUPOBATH Y CTYICHTOB 3HAHUS ¥ HABBIKU, HEOOXOTUMbBIE
JUIsL TIOCTPOEHUS, HACTPOMKH, ITOAJEP/KKH U ITOMCKA HEUCIIPABHOCTEH CETEM OT MAJIOTO 10 CPEIHETO

pa3mepa.

2. Mecto nucuumiuabl B ctpykrype OIIOITI BO

JIMCUMIUIMHBl M NPAaKTUKHA, HAa OCBOEHMM KOTOpPBbIX Oaszupyercs JaHHas AMCLUIUIMHA!
[udposas KynbTypa, ApXUTEKTYpa KOMIIBIOTEPOB U ONEpalliOHHBIE cucTeMbl, [IpodeccrnonanbHbIit
MHOCTPaHHBbIN s3bIK, IHPOpPMALIMOHHBIE CUCTEMBI U TEXHOJIOTHH.

JIMCIMTUIMHBL ¥ TIPAKTHKH, JJIi KOTOPBIX OCBOCHUE MAHHOUW TUCIMILTUHBI HEOOXOIMMO KaK
npenmectyromee: ObecrneueHrne 0€30MacCHOCTH TPH pa3paboTKe MPOrPaMMHOTO OOECIICUCHUS,
BeinosHeHue 1 3ammra BhITYCKHON KBATU(UKAITMOHHON paOOTHI.

3. Ilinanupyembie pe3yJibTaThl 00y4YeHUs

dDopmupyeMbie U
KOHTPOJINpYyeMble
KOMIIeTeHIHH
(K01 1 HAMMEHOBAHUE)

HNuauxkaropsl
JOCTHKEHUS
KOMIIeTeHIUii
(Ko ¥ HAMMEHOBAHUE)

Inanupyemble pe3yJibTaThl
o0yueHust

CrniocobeH ocyliecTBIATh
OTITUMH3AIHIO
yIIpaBJICHUS )KU3HEHHBIM
IIUKJIOM paclpeaeseHHBIX
JAHHBIX C YYE€TOM
MH(}OPMALIMOHHON
6e3omacHocth (ITK-8)

I1K-8.1. 3HaTh TEXHOJOIUH
yIIpaBICHUS )KU3HEHHBIM
IIUKIIOM pacrpeeIeHHbIX
JAHHBIX C YI€TOM
UH(POPMALIMOHHOM
0e30IacHOCTH.

I1K-8.2. YmeeT
OCYIIECCTBIISATh
ONTUMM3AIIHNIO YIIPABICHUS
SKM3HEHHBIM I[[UKJIOM
pacnpeieleHHbIX JaHHBIX C
y4eToM UH(POPMAIIOHHOM
0e30IacHOCTH.

[1K-8.3. Bnageer HaBbIKAMH
OINTUMM3AINHY )KU3HEHHOTO
[IUKJIA paclpeIeICHHBIX
JIAHHEBIX.

3HaTh:

- XapaKTePUCTUKH U OCOOCHHOCTHU
pa3HbIX GU3UYECKUX CPE U
MIPUHIIMITHI TIepeIadn
ANEKTPOMArHUTHBIX CUTHAJIOB B HUX;
- CETEBBIC NMPOTOKOJIBI, HEPAPXHIO
MPOTOKOJIOB M PEXKUMBI UX PaOOTHI,

- CTaH/IapThI, COTJIALICHUS U
pPEKOMEH Il B 001acTu
KOMITBIOTEPHBIX CETEH, METOIbI
nepenayd nHGOPMAIIUY B CETSIX;

- TEOPETUUYECKUE OCHOBBI
APXUTEKTYPHOU OpraHU3alliu CEeTEeH;
- 0a30BbIE Cpe/ICTBA TIEpeIaun
JAHHBIX B CETSX;

- METOJIbl KOJAMPOBAHUS U 3AIIUTHI OT
OIINOOK B CETIX;

- OCHOBHBIE HaIlpaBJICHUS
aIMUHUCTPUPOBAHMS
KOMITBIOTEPHBIX CETEH;

YMern:

- CO3IaBaTh MOJENHU CeTeU U
TEJIEKOMMYHUKALUH;

- UCIIOJIb30BaTh COBPEMEHHBIE
CETEBbIE MPOrPaMMHBIE CPE/ICTBA!
CETEBBIC ONEPAIMOHHBIE. CUCTEMBI,
OHepaLII/IOHHbIe 1 CCTCBABIC OGOJIO‘-IKI/I

Baanern:




dopmupyeMbie U
KOHTPOJINpyeMble
KOMIIeTeHIIUH
(KoJ1 1 HAMEHOBAHUE)

HNuaukaTopsl
AOCTHKEHUSI
KOMIIeTeHIN i
(Koa 1 HAMMEHOBaHUE)

I[lnannpyemMble pe3y/ibTaThl
o0y4eHust

- HaBBIKAMH HACTPOWKHU MEKCETEBBIX
9KPaHOB;

- METOJMKaMH aHAJIN3a CETEBOTO
Tpaduka;

- METOAMKaMH aHAJIU3a PaboThI
CpeAcTB OOHAPYKEHUS BTOPIKCHHIA.




4. CTpyKTYpa U cofepKaHue JUCHUILIHHBI

DopMbI TEKYILIEr0

Bun . HaumeHoBaHMe TeM 3aHATHI KOHTPOJIsI
Monyasb (pa3nen) | y4eOHOI . Cemectp | O0bem, u.| bamabl HNuTepakrTus, 4.
PaGOTI (yueoHo¥i padoThI) (HaMMeHOBAHHE
OLIEHOYHOTI'0 CPeICTBA)
Mopyns 1. Jlex CoBpEeMEHHEBIE CETEBBIC TEXHOJIOTHUU 5 2 - - Tect
Beenenue B Cp COBpEMEHHBIE CETEBBIE TEXHOJIOTUU 4 - - Tecr
KOMIIBIOTCPHBIC Jlex CereBble MPOTOKOIBI ¥ KOMMYHHKAITHH 2 - - Tecr
ceT! Jlab BBenenue B KOMIIBIOTEPHBIE CETU 4 6 - Otuér no
imabopatopHoii paboTe
Cp CeteBble IPOTOKOJIBI U KOMMYHHUKALIUU 4 - - Tect
Monyns 2. Jlex dusnueckuii yposenb Mozaenu OS] 2 - - Tect
Dusnueckuii u JTa6 Pa3paboTKa CTPYKTypUPOBAHHON KabeIbHOM 4 12 - Oruér mo
KaHaJIbHBIA YPOBHH CHCTEMBI JIOKATbHON KOMITBIOTEPHO CeTH imaboparopHoii paboTe
mozem OS1 Cp ®Pusndecknil yposeHb Moaenu OS] 4 - - Tect
Jlex Kananpnsiit yposens mojaenu OSI 2 - - Tect
Jla6 Pacuér 3amepkex nmepeaadn MakeToB B 4 12 - OtuéT mo
TEJIEKOMMYHHKALMOHHON CETH imabopaTopHoii paboTe
Cp Kananpnsiit yposens mojgenu OSI 4 - - Tect
Jlek Ethernet-kommyTarms 2 - - Tect
Cp Ethernet-kommyTarms 4 - - Tect
Mopyns 3. Jlex Bregnenmne B ceTeBoit ypoeHb Mozenu OSI 2 - - Tect
Cetesoii yposenb | Cp Bsenenue B ceteBoil yposeHs moaenu OSI 4 - - Tecr
mozenu OS| Jlex Paspenienue aapeca 2 - - Tecr
Cp Pazpemienue agpeca 4 - - Tect
Jlex Anpecarus [Pv4 2 - - Tect
Jla6 Pa3paboTka ajpecoB ceTH Kamiryca 1o 4 12 - OtuéT mo
CTaHJapTaM CETEBOTO YPOBHS mabopaTopHoii paboTe
Cp Anpecarus [Pv4 4 - - Tect
Jlex Anpecarus [Pvo 2 - - Tect




DopMbI TEKYILIEro

Bn .
Mopnyas (pazaen) yqeﬁliloﬁ Ha“MeHOBamje TEM AT Cemectp | O0beM, yu.| banasl | HHTepakTHB, 4. KOHTPOIS
PaGOTI (yueoHo¥i padoThI) (HaMMeHOBAHHE
OLIEHOYHOTI'0 CPeJICTBA)
Cp Anpecanus [Pvo 4 - - Tect
Jlex ICMP 2 - - Tect
Cp ICMP 4 - - Tect
Monyns 4. Jlex TpancnoptHslit ypoBeHb Mogenu OSI 2 - - Tect
Bepxuue yposuu | Cp TparcnopTHsIi ypoBeHb Mogenu OSI 4 - - Tect
mozem OS] Jlex CeaHCOBbIii YPOBEHD, YPOBEHD MPEICTABICHUS U 2 - - Tect
MpUKIagHON ypoBeHb Moaenu OSI
JIa0 MopenupoBaHu€e MOTOKOB JIAHHBIX B 4 12 - OTtuéT o
TEJIeKOMMYHHUKAITHOHHOW CETH imabopatopHoii paboTe
Cp CeaHCOBBIN YPOBEHb, YPOBEHb IPEICTABICHUS U 4 - - Tect
MPUKJIaJHON ypoBeHb Mojenu OSI
Jlab YcranoBka u HacTpoiika OC cemeiictBa Linux ¢ 4 12 - Otuér no
MoIeP>KKOM mpoTokona SAMBA imaboparopHoit padoTe
Mopyns 5. OcHoBsl| JIek BBenenue B OECIIPOBOIHYIO CBSI3b 1 - - Tect
0ecIPOBOIHBIX Cp Beenenue B OecipoBOIHYIO CBSI3b 4 - - Tect
ceTent Jlex Kommonentst WLAN 1 - - Tecr
Cp Komnonentst WLAN 4 - - Tect
Jlex Pa6ora WLAN 1 - - Tect
Cp Pabora WLAN 4 - - Tect
Monyns 6. Jlex NAT s [Pv4 1 - - Tect
KopnoparusHble Cp NAT mns [Pv4 4 - - Tect
CCTH Jlex Konuenmm WAN 1 - - Tecr
Cp Konnemmn WAN 4 - - Tect




DopMbI TEKYILIEro

Bn .
Mopnyas (pazaen) yqeﬁliloﬁ Ha“MeHOBamje TEM AT Cemectp | O0beM, yu.| banasl | HHTepakTHB, 4. KOHTPOIS
PaGOTI (yueoHo¥i padoThI) (HaMMeHOBAHHE
OLIEHOYHOTI'0 CPeJICTBA)
Jlex Konnenmmu VPN u IPsec 1 - - Tect
JIab Hactpoiika Router OC nnst 3amanHoit 4 12 - OtuéTt mo
MapIIpyTH3AIUN imaboparopHoii paboTe
Cp Konuemmmuu VPN u [Psec 4 - - Tect
Jlex Konnenmun QoS 1 - - Tect
Cp Konnenmmu QoS 4 - - Tect
Jlex YmpasieHue ceTbio 1 - - Tect
J1a6 YrpaBieHue ceTbio 2 12 - OtuéTt mo
lmaboparopHoii paboTe
Cp YmpasieHue ceTbio 4 - - Tect
[TonroToBka K 3K3aMeHY 35,65
[TA [TpoMexyTouHasi aTTecTaIus 0,35
TU Wrorosslit TecT no Kypcey yepe3 OT 2 100 Wrorosslii TECT
ey [NoceraeMoCTh - 10
HToro: 180 200

Cxema pacuéra uroroporo 6aua: «(Cymma + Tep)/2» — cymma 6aiiioB 1o BCeM y4eOHBIM MEPOIIPUATHAM, IPETYCMOTPEHHBIM B Kypce + cpe/iHee
apudmeTryecKoe 1Mo BCeM MPOMEKYTOUHBIM TecTaM, MpoBoAuMBIM uepe3 OT, nenurtcs Ha 2.




5. O6pa3oBaTe/ibHbIEe TEXHOJIOTHHU
B pamMkax y4eOHOTO Kypca MpeyCMOTPEHBI CIIeAYIOIIIe 00pa3oBaTeIbHbIC TEXHOIOTHU:

e TEXHOJIOTHS TPAJUIIMOHHOTO OOYUCHHUS: JICKIIUH, TJa0OPATOPHBIC 3aHATHS, CAMOCTOSTEIIbHAS
pabora.

6. MeTonuyeckue yKa3aHus M0 OCBOECHHUIO U CIUTIIIHHbBI

PexomeHganuM M0 NOArOTOBKE K JIEKIIMOHHBIM 3aHATHAM

W3ydyeHne MUCHUIUIMHBI TPEOYeT CHUCTEMAaTUYECKOTO W TOCIEIOBATEIILHOTO HAKOTUICHUS
3HAHUH, CIIeZIOBATEIbHO, IPOMYCKH OTAEIbHBIX TEM HE MO3BOJIAIOT IIYOOKO OCBOUTH MPEIMET.

B xone neKUMOHHBIX 3aHATUHN 3a7aBaTh MPEMNOJIAaBATEN0 YTOUHSIOIINE BOMPOCHI C IIEJIbIO
YSICHEHHSI TEOPETUUYECKUX MOJIOKEHUN, Pa3pelIeH s CIIOPHBIX CUTYaLUH.

CTyaeHT MOXET [ONOJIHUTh CIHCOK MCIOJIb30BAaHHOM JIMTEpAaTypbl COBPEMEHHBIMU
WMCTOYHUKAMU, HE TPECTABICHHBIMH B CIHCKE PEKOMEHIOBAaHHOW JUTEPaTyphl, U B JalbHEHUIIEM
HCIIOJIb30BaTh COOCTBEHHBIE MOJTOTOBIECHHBIC yueOHbIE MaTepUaibl IPH HAIMCAHUHM KYPCOBBIX U
BBIMMYCKHBIX KBATU(PHUKAIIMOHHBIX PaloT.

PexoMeHnanum 1o noAroToBKe K JJA00PaTOPHBIM 3aHATHAM

CrynenTam cienyer:

- IPY OJrOTOBKE K JJA0OPATOPHBIM 3aHATHUAM CIIEAYeT 00513aTeNIbHO UCII0Ib30BaTh HE TOJIBKO
JeKIMH, YIeOHYIO JTUTEPATypy, HO U IPYTHe UCTOUHUKH;

- B Hauvaje 3aHATUI 3aJaTh MPENojaBaTeNlI0 BOMNPOCHI IO MaTepually, BbI3BaBIIEMY
3aTpyJHEHUS B €r0 IOHUMAHUU U OCBOCHUHU IIPU PELLIEHUU 3aJa4, 3aJaHHbIX JUIsl CAMOCTOSATEIbHOIO
peLeHus;

- Ha 3aHATUU JOBOAMTH 3aJaHUs J1abOpaTOpHOW pabOThl JO OKOHYATENLHOIO PELICHMS,
JIEMOHCTPHPOBATh BBINOJIHEHHBIE 33/1aHUS, B CIIydae 3aTpyIHEHUH 00palaThes K MpernojaBaTeio.

Jly1s TOro 4To0b!l JIabopaTOpPHBIE 3aHATUS MPUHOCUIN MAKCUMAJIbHYIO MOJIb3Yy, HEOOXOAMMO
IIOMHHUTbH, YTO YNPAXKHEHHE M PEIICHUE 3aJad IPOBOJATCS II0 PACCMOTPEHHOMY Ha JIEKLUAX
MaTepuaily U CBSI3aHbl, KaK MPaBUJIO, C JIETAIbHBIM pa300poM OTAENIbHBIX BOMPOCOB JEKIIMOHHOTIO
Kypca. Ciegyer NOAYEPKHYTh, YTO TOJIBKO TIOCIE€ YCBOEHHUS JIEKIMOHHOIO Marepuaiga ¢
OTIpeIeIEHHON TOYKH 3peHMsI (2 UMEHHO C TOH, C KOTOPOM OH M3JIaraeTcsl Ha JIEKIIHUIX) OH OyneT
3aKpEIUIATHCS CTYJEHTOM Ha J1a0OpaTOPHBIX 3aHATUSAX KakK B pe3ysbTaTe OOCYXJIEHHS M aHaJIn3a
JIEKIIMOHHOT'O MaTepuaja, TaK U C IMOMOIIBIO0 pelIeHHs MPoOJEeMHBIX cUTyanul, 3anad. [Ipu »Tux
YCIIOBUSX CTYAEHT HE TOJIBKO XOpOLIO YCBOMT MarepHall, HO M HAayudWuTCs NPUMEHSATHh €ro Ha
IPAKTHKE, a TAKXK€ IOJYYHUT JONOJHUTENIBHBIM CTUMYN (M 3TO OYEHb Ba)XHO) JUIsl aKTUBHOMN
NpopabOTKH JIEKIIUH.

PexomMeHaanuu mo OpraHu3anuu CaMoOCTOSITEIbHON PadoThbl CTYICHTOB

CaMocrosiTenbHasi paboTa BBIMOJIHSAETCS CTYACHTaMU B pPEXHME BHEAYIUTOPHOWU pabOThI.
BueaynutopHas paboTa CTyJeHTOB HalpaBJIeHa Ha 3aKpeIIeHHE U pa3BUTHE TEOPETUUECKUX 3HAHUM,
MPAKTUYECKUX HaBBIKOB U YMEHUN pabOThI C KOMIIBIOTEPOM KaK CpeCTBOM 00pabOTKH, XpaHEHUS U
nepeaayn uHGopmanuu. B pamkax BHeayIUTOPHON pabOThI CTYAEHTHl CAMOCTOATENBHO M3Y4YaloT
TEOPETUUECKHI MaTepHal, TOTOBSTCS K TaOOPaTOPHBIM 3aHSATHUSIM.

PexoMeH1auM MO MOATOTOBKE K IK3aMeHY

[ToaroroBka K 3K3aMeHy CIIOCOOCTBYET 3aKpPEIUICHHIO, YIITyOJICHHIO 1 0000IIEHUIO 3HAHUH,
MOJTy4aeMbIX, B MpoIlecce 00yUYCeHHs, a TAKXKE MPUMCHEHHIO UX K PEIICHUIO MPAKTUYECKUX 3a/1ad.
['oToBsICH K JK3aMEHY, CTYACHT JIMKBUAMPYET HMMEIOIIMECs MpoOenbl B 3HAHMAX, YIIyOIser,
CUCTEMATU3UPYET U YIIOPAAOYHNBACT CBOU 3HAHUA. Ha sk3amene CTYACHT J€MOHCTPHUPYET TO, UTO OH
nproOpen B nporecce 00y4eHHs 10 KOHKPETHOM yueOHOM TUCIUTUINHE.



Ha xoHcynbTanuu nepea 9K3aMeHOM CTYACHTHI JOJIKHBI ObITh 03HAKOMIJICHBI ¢ OCHOBHBIMU
TpeOOBAHUSIMH U TOJIYYHTh OTBETHl HA BOZHUKAIOIINE B MTPOIIECCE IMOATOTOBKH BOTIPOCHI.

Heo0xomuMo OpueHTHPOBATh CTYJESHTOB Ha CUCTEMATHUYECKYIO MOATOTOBKY K 3aHSTHSIM B
TEUEHHE CEMECTpa, YTO IMO3BOJUT MCIIOJIb30BaTh BpEeMsl HSK3aMEHAIIMOHHOW CECCHM A
CUCTEeMAaTH3aIly 3HaHUMH.



7. OueHOYHBIE CPEACTBA

7.1. IIacopT OLIeHOYHBIX CPEACTB

Cemect Koxa koHTpO/IMpyemMoii KOMIIeTeH UM HaumenoBanue
P (MM ee 4acTH) OI[€HOYHOT0 CPeACTBA
5 [1IK-8 Omuemul o 3a0AHUAM, BbINOJAHEHHbIM Hd

1abOpamopHbIX 3AHAMUSX.
Bonpocwt k sxzamerny Nel-70.
Tecm.

O O O O O O O O o O O O

o O O O

(0]

7.2. TunoBble 3a1aHUsI UJIM HHbIE MATePHAJIbl, HEOOX0AMMBbIE 1JIs1 TEKYIIEero KOHTPOJIsI
7.2.1. TunoBble TeCTOBBIE 3aJAHUA
TunoBble NpuMepbI 3a1aHMT

JloMeH — 370 ...

4acTh aJ[peca, ONpEACIAIoNIas apec KOMIIbIOTEpa MOJIb30BaTels B CETH
HAa3BaHUC MMPOrpaMMbl, I OCYIICCTBIICHUA CBA3HU MCXKAY KOMIIBIOTEpaMU
HA3BaHHUE YCTPOMCTBA, OCYIIECCTBISIONIETO CBSA3b MEXKIY KOMIIBIOTEPAMH
€IMHMIIA CKOPOCTH HHPOPMAIIMOHHOTO OOMEHA

bpaysep —a10 ...

cepsep MuTepuera

CpCACTBO IMPOCMOTPA U MOUCKA WEb-CTpaHI/II_[

YCTPOMCTBO JJIs Tepelau HHPOpMAaLUY 0 TeaepOHHON ceTn
AHIIMICKOE Ha3BAHME JIEKTPOHHOM MOYTHI

ITo4TOBBIi1 SIIUK — OTO ...

CIICIMAJIBHOC TCXHUYCCKOC COIJIaAILICHUSA IJIA pa6OTBI B CCTU

paszen BHEIIHEN ITaMATH ITI0YTOBOTO cepBepa

KOMHI)I-OTep, I/ICHOJ'II)?;YIOHH/II\/'ICH JJISL HGpGCI)IJ'IKI/I BJICKTpOHHI)IX IIMCeM
Ha3BaHUC MPOrpaMMbl JJI IIEPCCHIIIKU 3JICKTPOHHBIX ITHCEM

J{nst coeqHEHNsI KOMITBIOTEPOB B CETSAX MCIOIB3YIOTCS KaOeIu pa3InyHbIX
TunoB. /s nepenaun nHdopmMaiinm, 3aK0ITMPOBAHHON B ITyUKE CBETA,
npeaHa3HaYeH Kadeb ...

BUTAs MMapa

TeneOHHBIHI

KOaKCHaJIbHBIN

BOJIOKOHHO-ONTHYECKUM

[Iporokoi — 310 ...

YCTPOMCTBO 11 peoOpa3oBaHus HHOpMaIum

JIMHUS CBSI3U, COEUHSIONIAs] KOMITbIOTEPHI B CETh

cricuajibHad mporpaMma, noMorarouias rmojib30BaTeIiro HauTH HYXXHYIO I/IH(bOpMaI_[I/IIO B CE€TU

10




o O O O O O O O

o O O O

10.

O O O O

11.

12,

©)
@)

CIICHUaJIbHOC TCXHUYCCKOC COTJIAIICHUA JJIsA paGOTBI B CCTHU

CeteBoit aganTep — 370 ...
ClricuaJbHas1 [mporpamma, ‘ICpCB KOTOPYIO OCY]_HCCTBJ'IHCTCH CBsA3b HECKOJIBKHUX KOMHBIOTCpOB

CIEIMAIILHOE aIapaTHOe CPEACTBO st 3 (HEKTUBHOTO B3aMMOICHCTBHS MIEPCOHATTBHBIX
KOMIIBIOTEPOB CETH

creluaibHas CUCTeMa YIpaBlIeHUS! CETEBBIMU pecypcaMu OOIIETo JOoCTyma
cuctema ooMeHa nHpopMalein Mex Iy KOMITBIOTEpaMH TI0 JTOKATBHBIM CETIM

Anpec 192.168.1.96 B kauecTBE IPUTOAHOTO JIJI KCIIOJIB30BAHUS aJpeca y3Jia
Oyner comep)kaTh MOJACETH ...

192.168.1.64/26

192.168.1.32/27

192.168.1.32/28

192.168.1.64/29

[IpoToxonom TCP oGecnieunBaeTcs PyHKIUS ...
HWHKAIICYJIAUA JaHHbIX

06Hapy>1<eHHe OTCYTCTBYIOIIIUX ITAKETOB

yIpaBJIECHUE CEaHCOM CBSI3U

OMpCaACIICHUEC IYTH JIA MTAKCTOB JaHHBIX

Vxkaxkute HazHaueHue cooodmnienuii ICMP.

COOOIIUTH MapIIPYTH3ATOPaM 00 M3MEHEHHSIX TOMOJIOTHH CETH
obecnieunTs focTaBky [P-makera

npeaoCTaBUTh o6paTHy10 CBA3b O IICpeaavax [P-mmakera

Ha6J'IIO,I[aTI> 3a MpoueCCoOM pa3pClICHUA JOMCHHOI'O UMCHU B IP-a;Lpec

Ykaxurte yTBepKICHHUE, KOTOPOE OMUCHIBACT (PYHKITUU IPOTOKOJIA Pa3perieHUs
aapecoB (ARP)?

ARP ucnons3yercs qis ooHapyxenus [P-aapeca nro6oro y3na B Apyroi ceTu.

ARP ucnons3yercs ayia ooHapyxenus IP-agpeca mo6oro y3mna B JOKaJIbHOH CETH.

ARP ucnons3yercs ais ooHapyxeHuss MAC-anpeca 1r000ro y3iia B Ipyroi ceTH.

ARP ucnons3yercs ans ooHapyxkenuss MAC-anpeca mo00ro y3ia B JIOKaJIbHOU CETH.

VYkaxute yactHele |P-agpeca.
O010.1.1.1

0 172.32.5.2

[ 192.167.10.10

O 172.16.4.4

[0 192.168.5.5

O 224.6.6.6

KomrmiproTep B JaHHOW CETH B3aUMOJAECHCTBYET C ONPEACTEHHON IPYIIION
KOMITBIOTEPOB. Y KQXKUTE TUI KOMMYHUKALIUH.

IIUPOKOBEIIATEIbHAA PaCChlIIKa

MHOTroaapeCHasA pacChblIKa
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13.

O O O O

14,

o O O O

15.

16.

OJIHOAJPECHAs PacChUIKA
ARP
HTTP

Vkaxure METOM, KOTOpBIﬁ MOXKCET UCIIOJB30BATHCA ABYMSI KOMIIBIOTCPpaMHU IJIA
NpeaoTBpaliCHUA ITIOTCPH ITAKECTOB U3-3d CIIMIIIKOM 6LICTp0ﬁ nepecaadun
OOJIBIIOrO KOJNYECTBA JAHHBbIX.

MHKAICYJIsus

yIpaBjieHUE MTOTOKOM

METO/JI JOCTyma

BpeMsl O’KHIaHUs OTBETa

VYxaxure crangapt IEEE, koTopslii mo3BoJisieT 0€CIpOBOHOM CETEBOM I1aTe
HOJIKJIFOYAThCs K OECIIPOBOJHON TOUKE JOCTYIA, pa3padOTaHHON APYyTruM
IIPOU3BOJIUTEIIEM?

802.1

802.11

802.3

802.2

3anonuuTe mycroe noiie. Mcnonb3yite necaTuuHblil popMat ¢ TOUKaMHu.
['pynmoBast macka, cBsi3aHHas ¢ ceTbio 192.168.12.0/24, —

R1# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) # acecess-list 120 deny ip 192.168.20.0 0.0.3.255 10.0.10.0 0.0.0.255

Rl (config)# access-list 120 permit ip any any
Rl (config)# line vty O 4

Rl (config-line)# password admin-in

Rl (config-line)# access-class 120 in

Rl (config-line)# exit

Rl (config)$# interface fastEthernet 0/0

Rl ({config-if)# ip addre=ss 10.0.10.1 255.255.255.252
Rl (config-if)# no shutdown

Rl (config-if)# ip access-group 120 in

Rl (config-if)# end

R1¥

R1#% show acocess-lists

Extended IP access list 120
deny ip 192.168.20.0 0.0.3.255 10.0.10.0
permit tep 192.168.22.0 0.0.0.15 10.0.10
permit ip any any

55 (16 match(e=s))

0.0.0.2
.0 0.0.0.15 &g telnet

R1#

Rl {config)# access-list 120 permit tcp 192.168.22.0 0.0.0.15 10.0.10.0 0.0.0.15 eg 23

Barnsaute Ha pucyHok. CereBoit agMuHUCTpaTtop HacTpauBaeT ACL-cnucok,
4YTOOBI OrpaHuuuTh coenunenus ¢ V'Y -nmuuuamu mapupyrusaropa R1 Toiapko
pabouumu ctanusmu UT-moapaznenenus B cetn 192.168.22.0/28. Ilepen
npumeHeHueM ACL-crnucka aIMUHUCTPATOP MPOBEPSIET pabOTOCITIOCOOHOCTh
coenunenuii Telnet mexay padodeit crannmeit ¢ IP-agpecom 192.168.22.5 u
mapuipytuzaropom R1. Ho nmocie npumenenns ACL-cnncka Kk uaTepdeiicy
Fa0/0 coenunenus Telnet oTKIOHSAIOTCA. YKaXKHUTE BEPOSITHYIO IPUUUHY COOS

COCIUHCHUS.
12



0O O O O O

17,

O O O O

18.

O O O O

19.

20.

o O O O

21,

ACE-3amnuch pa3penieHus 3a1aéT HeBepHbIN HOMEp MopTa

cetp U T-nonpasneneHus BKIKOYEHA B UHCTPYKIIMIO OTKJIOHECHMUS.

B ACE-3anucu pa3pemenus tpedyercs ykaszaTh npotokoi IP Bmecro TCP
Ha Mapupytu3arope R1 He HacTpoeHa komaH1a enable secret password
koMaHnjia login He BBeneHa s V1Y -nmuHMI

Korna Ha HKHUX ypoBHAX Mojenu OS] ucnosib3yroTcst IpoOTOKOJIBI 0€3
YCTaHOBJICHHSI COSTUHEHUS, YTO OOBIYHO HCITOIB3YETCs, YTOOBI 00€CIIeunBaTh
MOATBEPIKACHUE YCIIEIITHOTO IMOJIYYSCHUS JaHHBIX U 3alIpallnBaTh HOBTOPHYIO
OTMPABKY YTEPSHHBIX TaHHBIX?

HOJTBEPXKIeHUS 0€3 YCTAaHOBJICHUS COSAMHEHUS

HPOTOKOJIBI BEPXHETO YPOBHS C YCTAaHOBJIEHUEM COSIMHEHUS

IP-poTOKOIIBI CETEBOTO YPOBHS

UDP-npoToK0:1bI TpaHCIIOPTHOTO YPOBHS

YKa)KI/ITG, Kakoe 1oJe 3aroiaoBka IPv4 oTBeuaer 3a OIIPpCACIICHUC ITPUOPUTCTA
INaKETOB.

MEeTKa IOTOKa

¢maru

muddepenmpoBannoe oocykuBanue (differentiated services)

KJ1acc Tpaduka

Mexanusm NAT (nmpeoOpa3zoBaHue CETEBBIX apecOB) HE HYKEH B [Pv6,
MOCKOJIBKY ...

[Pv6 obnamaeT HHTErpUPOBAHHBIMU CPEICTBAMH 0€30MaCHOCTH, HET HEOOXOAUMOCTH
CKphIBaTh anpeca [IPv6 BHyTpeHHUX ceTeit

JH000M y3€I1 WM MOJIb30BaTeIh MOXKET MOIYYUTh MyOJU4HbIN ceTeBoit aapec IPvo, T. k.
CYILIECTBYET OTPOMHOE KOJIMYECTBO AOCTYNHBIX anpecos IPv6

npo6JeMbl, BbI3BaHHbIE NpHtokeHUsIME NAT, pematotTcs, HOCKOJIBKY 3aroJIoBOK IMPOTOKOJIA
[Pv6 ynyumaer o0paboTKy MakeTOB MPOMEKYTOUHBIMU MapLIPyTH3aTOpaMU

HpO6HCMBI CO CKBO3HBIM INOJAKIHYCHHUCM, BEI3BAHHBIC NAT, pemaroTeA, T. K. KOJIMYCCTBO
MapuipyTOB HOBBIIACTCA C YBEIIMYCHUEM KOJIMYCCTBA Y3JIOB, IMIOAKIIOYCHHBIX K I/IHTCpHeTy

[Tone metku notoka (Flow Label) 3aronoska IPv6 ...
OrpaHU4YMBacT BPEMA CYIICCTBOBAHMS IMMAKETA

ompenensieT o0y JMHy nakera [Pvo

KJIacCU(UIUPYET MaKeThI sl YIPaBJICHUS Meperpy3KaMu CeTu

UH(OPMHUPYET YCTPOKUCTBA, YTOOBI TpaduK MPUIOKEHU, paOOTAIOIINX B pEATbHOM BPEMEHH,
OTIIPABJISUICA 11O OJHOMY U TOMY K€ ITyTH

YTtoOBI y3JaM yaoCTOBCPUTHCA B TOM, UYTO UX ITAKCTBI OTIIPABJICHBI I1I0O BCPHOMY
MCCTY Ha3HA4YCHUA CCTHU ...

UM HYXXHO BECTU COOCTBEHHYIO JIOKAIBbHYIO TaOJIUIly MapIIpyTU3allUU, KOTOPasi COAEPKUT
MapuipyT K loopback-unrepdeiicy, MapmpyT JIOKaIbHOM CeTH, a TakKe yAanEHHBIN MappyT
10 YMOJYaHHUIO

OHH BCETJja HAIIPaBJISIIOT CBOM MAKETHI K IIII03Y 110 YMOJIYaHHUIO, KOTOPBIN OyeT OTBeYaTh 3a
JI0OCTaBKY ITaKETOB

13
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O O O O

23.

24,

O O O O

25,

o O O O

26.

OHH BBITIOJIHSIOT MIOMCK MapIIpyTa K afpecy Ha3HAuUCHHsI CeTH B COOCTBEHHOM JIOKaJIbHOM
TabJMIe MapUIPyTU3aLUU U IEPEAAIOT ITH JaHHbIE IIUTI03Y 110 YMOJIYAHUIO

OHHM OTHPABISIOT MAKET 3aIpoca IUTI03Y M0 YMOIYAHUIO, YTOUHSSI HAUTYYIINA MapIipyT

Mapiupyruzarop B mporecce 00paboTku Tpaduka cpasy mocje Toro, Kak
OOHaApYXHUT COOTBETCTBUE MEX Ty [P-aapecom Ha3HaueHUs U 3aITUCHIO O
HETIOCPEICTBEHHO MOAKIIOYCHHON CETH B TaOJIUIE MapIIPyTH3AIINH ...
10CJI€ M3YYEHUs TaOIUIbl MapIIPYTU3AUH OTOPOCHUT TpaduK

HaYHET MCKaTh B TaOJIUIIE ajpec caeayroiero nepexonaa (next-hop)

HAIMpPaBUT MaKET Ha HEMIOCPEICTBEHHO TOAKIIOYCHHbBIN HHTEpdEric

npoananusupyer [P-anpec HazHaueHUs

Ykaxxute BepHOE yTBEpKIAeHUE 00 HHTEpdeicax MapuIpyTu3aropa.

UHTEp(ENChI IOKATbHON CETU MapIIPyTU3aTOPa HE aKTUBUPOBAHBI 10 YMOIYAHUIO, TIPU ATOM
AKTUBHUPOBaHBI HHTEP(DENChl BHEIIHEH CEeTH MapIIpyTU3aToOpa

1I0CJIE BBIMIOJIHEHHST KOMaH 16l N0 shutdown uHTEepdeiic MapupyTH3aTopa akTHBUPYETCS U
HA4YMHACT PaboTy

KOMaH/Ibl, HacTpauBaromue [P-aapec u Macky nojcetu [uis uHTepdeiica, BBOISITCS B PeKUME
ri100abHOM KOH(UTYpaIIH

JUTSL IPaBUIIBHOM pabOThl HACTPOCHHBIM U aKTHBHUPOBAHHBINA HHTEPQEiic MapIpyTH3aTopa
JIOJKEH OBITh MOJKIIOUEH K IPYTOMY YCTPOMCTBY

VYkaxuTe KOMaHay, KOTopasi 0ToOpa)kaeT CBOJIHYIO TabJIUIly BceX UHTEp(EHCcoB
MapuIpyTu3aTopa, ux [P-anpecoB u ux Tekyiiee onepanruoHHOE COCTOSHUE.
show ip route

show version

show interfaces

show ip interface brief

TexHuueckui CienraaucT BPYYHYEO HACTPAUBAET HA KOMITBIOTEPE IMapaMeTPhl
IP, HeoOxoaumble 11t oOMEeHa JaHHBIMU 110 KOPIOpaTHUBHOM ceTr. Ha
KoMIbloTepe yxe umeercs [P-agpec, macka nojceru u cepsep DNS. Tns
noctyna B IHTepHeT emé HeoOX0IMMO HACTPOUTH ...

aapec cepepa WINS

ajJipec MUTI03a MO YMOJTYaHHUIO

MAC-anpec

UM JOMCHA OpraHu3alun

VYkaxute cripaBelNInBO€ yTBepKacHUE B OTHOIEHNU NAT st [Pvo6.

MHXeHepHas rpymnmna no passututo Mureprera (IETF) otkazanacs or NAT64 B mons3y NAT-
PT

ABJISIETCS] BpDEMEHHOM MepoH i ynpouenus nepexoaa ¢ IPv4 na IPvo
npumepoMm peannzauuu NAT nns [Pv6 sBnsercsa qBoitHON cTek
UCToNb3yeTcs /Ui npeoOpa3oBanus yacTHbIX [Pv6-aapecos B myOnuunsie [Pv6-anpeca

14



HHuTepHeT
209.165.200.1/27

192.168.11.11/24 192.168.12.1/24

Rliconfig)# ip nat pool HAT-POOLZ 209.165.200.1 209.165.200.10 netmask 255.255.255.224
Rliconfig)# access-list 1 permit 192.168.0.0 0.0.0.255

Rliconfig)# ip nat inside source list 1 pool HAT-POOL2 overload

Rliconfig)# interface FaDjf0

Blijconfig-if) # ip nat inside

Rliconfig)# interface FaDjf1

Blijconfig-if) # ip nat inside

Rliconfig)# interface SerialDf0f0

Rliconfig-if) # ip nat outside

27.

Barnsaute Ha pucyHok. Mapupyrtuszatop R1 HacTpoeH 11s HCroib30BaHUs
PAT. Ha3oBute BO3MOKHYIO IIPHUYUHY TOI'O, YTO Hp€O6paSOBaHI/I€ aJIpCCOB B
CCTH HE BBIIIOJIHACTCA.

o B kadectBe BHemHero uHTEepdeiica NAT nomken ObiTh ykazan unatepdetric Fal/1

O CIIUCOK access-list 1 HacTpoeH HenpaBUIbLHO

o nyn NAT-POOL2 ne npusszan k ACL-cnucky

O B KadecTBe BHyTpeHHero untepdeiica NAT nomken ObITh ykazan unrepdeiic S0/0/0

28. 3anonHuTe mycroe noje. Mcnonb3yite qecaTUYHbIN PopMaT C TOUKaAMH.
['pynnoBas Macka, cBsi3aHHas ¢ cetbto 128.165.216.0/23, —

29. 3anomHuTe mMycToe noje. Mcnonb3yiTe AecaTuYHbINA (hopMaT ¢ TOYKaAMHU.
['pynnoBas Macka, cBsi3aHHas ¢ ceTbto 192.168.12.96/27, —

30. 3anmomnuTe myctoe nojue. Mcnonb3yiTe AecaTUYHBINA (hOpMaT C TOUKAMHU.
['pynnoBas macka, cBsi3anHad ¢ cetbto 152.115.128.0/17, —

Kpurepuu onenkmn:
- OLICHKA «3aYTEHO», €CIIU CTYACHT JaJl IPABUIBHBIE OTBETHI;

- OIICHKA «HE€ 3aUYTCHO», CCJIN CTYJACHT HC CMOTI" IaTh IPABUJIbHBIC OTBCTHI.

7.2.2. KoMIJIeKT 0TYETOB 10 3aaHUSIM, BBINOJTHEHHBIM HA J1a00PaTOPHBIX 3aHATHIX

(HaumeHOBaHUE OYEHOYHO20 CPedCmea)

JlaGoparopHas padora 1. BBegeHue B KOMINbIOTEPHbIE CETH.

®opma otuéTa no 1adoparopHoii padore Nel. B oTuét no nadboparopHoit paboTe JOMKHBI OBITH
BKJTFOYCHBI CIEAYIOIINE MyHKTHI:

— TUTYJIbHBIN JUCT;

—  11enb paboThL;

— KpaTKue TEOPETUYECKHE CBEJICHHUS;

— OIKCaHHWE X0/1a BBITIOJIHEHUS pabOTHI;

— pe3yJbTaThl BHINOJIHEHHOMN pabOTHI.
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JlabopaTopnasi padora 2. Pa3padoTka CTPYKTYpHPOBAHHOM Ka0eJbHOIl CHCTEMBbI JIOKAJIbHOM
KOMIIbIOTEPHOM CeTH.

®opma oT4éTa o J1abopaTopHoii padore Ne 2. B orué€T o mabopatopHoii paboTe AOKHBI OBITh
BKJIFOYEHBI CIEAYIOIINUE TYHKTHI:

— TUTYJIbHBIN JIUCT;

—  1e7b paboThI;

— KpaTKue TEOPETUYECKHE CBEJICHHUS;

— OMHCaHue XOJa BBIIOJIHEHUS paboThI;

— pe3yJbTaThl BHIMOJIHEHHON pabOThI

JlaGopaTopnasi padora 3. Pacuér 3ajiep:kek mepeayn NaKeTOB B TeJeKOMMYHHKANIMOHHOM
CeTH.

®opma oT4éTa no JiaboparopHoii padore Ne 3. B oruét o mabopatopHoii paboTe AOIKHBI OBITh
BKJIFOUEHBI CJICIYIOIINE MYHKTHI:

— TUTYJIbHBIN JIUCT;

—  1eNb paboThL;

— KpaTKue TeOpeTHUYECKUE CBEICHHUS;

— OMHCaHue XOJa BBIOJHEHUS paboThI;

— pe3yJbTaThl BHIMOJIHEHHON pabOThI

JladopaTopnas pa6ora 4. PazpaboTka ajpecoB ceTH KaMIyca 0 CTAaHIaPTaM CeTeBOr0 YPOBHSI.

®opma oT4éTa o jaboparopHoii padore Ne 4. B oruét no nabopatopHoii paboTe AOIKHBI ObITh
BKITFOUCHBI CJICTYIOIINE TYHKTHI:

— TUTYJbHBIHU JIUCT;

—  1eJb paboThI;

— KpaTKue TeOpeTHUYECKUEe CBEICHHUS,

— OIHCaHWE XO/a BBITIOJHEHUS pa0OTHI;

—  pe3yJbTaThl BHIMTOJTHCHHON pabOThI

JlabopaTopnasi padora 5. MoenpoBaHue NOTOKOB IAHHBIX B TeJIEKOMMYHUKAIIMOHHOM CETH.

®opma oTuéTa o JadboparopHoii padore Ne 5. B oT4€t no 1aboparopHoii paboTe JOIKHBI OBITH
BKJIFOUEHBI CJIETIYIOIINE MyHKTHI:

— THUTYJIbHBIN JIUCT;

—  1enb paboThl;

— KpaTK{e TEOPETHYECKUE CBEICHUS;

— ONHCaHHWE X0J1a BHIIOJIHEHUS Pa0OTHI;

— pe3ynbTaThl BHIMOJTHEHHON pabOThI

JlaGopaTopnasi pa6ora 6. YcranoBka m Hacrpoiika OC cemeiicTBa Linux ¢ momaep:kkoii
nporokoja SAMBA.

®opma oT4éTa o J1adopaTopHoii padore Ne 6. B orué€T 1o mabopaTopHoii paboTe J0KHBI OBITh
BKJIFOYEHBI CIEAYIOIINE MYHKTHI:

— TUTYJIbHBIN JIUCT;

— 1e7b paboThI;

— KpaTKue TeOpeTHUYECKUEe CBEICHUS;

— OIHCaHue XOJa BBIIOJHEHUS paboThI;

— pe3yJabTaThl BHIMOJIHEHHON pabOThI
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JlabopaTopnasi padora /. Hactpoiika Router OC s 3agaHHOi MapIIpyTH3aliH.

®opma oTuéTa o JadoparopHoii padore Ne 7. B oT4éT no 1abopatopHoit paboTe JOIKHBI OBITH
BKJIFOYCHBI CJICAYIOMUC ITYHKTBI:

—  TUTYJbHBIN JIUCT;

—  1enb paboThL;

— KpaTK{e TEOPETHUECKUE CBEICHNUS;

— OIIMCAaHHMC€ XOAa BBIITOJIHCHUA pa6OTBI;

—  pe3yJbTaThl BHIMIOJTHECHHON pabOThI

JladopaTopnasi padora 8. YnpaBJjieHHe CeTbIO.

®opma oT4éTa o J1abopaTopHoii padore Ne 8. B oTuéT o nabopaTopHoii paboTe JOHKHBI OBITh
BKJIFOYEHBI CIAEAYIOIINE TYyHKTHI:

— TUTYJIbHBIN JIUCT;

—  1eNb paboThL;

— KpaTKue TEOPETUYECKHE CBE/ICHHUS;

— OMHCaHue XOJa BBIOJHEHUS padoThI;

—  pe3yJbTaThl BHIMOJIHEHHON pabOThI

TpedoBanus k opopMiIeHUIO
Ot4er MOIDKEH colepkaTh IMOAPOOHOE omucaHue (BKIOYas wWunocTpatuB). OT4ET 1O
IPAaKTUYECKOMY 3aHSATHIO BBIIOJIHIETCS Ha CTpaHULax popmara A4 B 3JIEKTPOHHOM BHJIE.
[Tpu odopmieHnn 0TYETa UCTIONB3YETCSI CKBO3HAS HyMEpalusl CTPAHMII, CUATAs] TUTYJIbHBIN
JMCT NepBoi cTpaHuuell. Homep cTpaHullbl Ha TUTYJIBHOM JIMCTE He cTaBuTCsA. Homepa cTpaHuIibl
CTaBSITCS IO LICHTPY BBEPXY.
[Tpu opopmiennn otuéra cobIOAATE ClIEAYIOIINE TPeOOBAHUS:
e ][5 3ar0JI0BKOB: MONYKUPHBIN pudT, 14 0T, HEHTPUPOBAHHBIH.
e J[1s1 OCHOBHOIO TEKCTa: HEXXUPHBINA pu(T, 14 0T, BEIpaBHUBAHUE IO IIUPUHE.
e Bo Bcex ciyuasx tun mpudta — Times New Roman, otceryn ad3ara 1.25 cM, momyTopHbIit
MEXyCTPOUHBIA HHTEPBAJL.
e [lons: neBoe — 2 cM, paBoe, BEpXHEE U HUKHEE — | cM.

IIpouenypa oueHuBaHus

OneHka BBIMOJIHEHHOTO IPAKTUUECKOT0 3aHATUS IPOBOIUTCS MO CIEAYIOIINM KPUTEPHSIM:
Hanuuue Bceil cymecTBeHHOM nHpOpManuu no padbote

TO4YHOCTB M NIOJIHOTA IPETOCTABISAEMBIX CBEICHUN

HenpotuBopeunBoCTh MPUBOAUMOM HH(pOpMaIUN

[TpaBUJIBHOCTH MHTEPHPETALNII U BHIBOJIOB, KOTOPBIE ClIEIaHbl IO pe3yJbTaTaM padboThl
CreneHp JOCTMKEHUSI CTYIEHTOM ITOCTABJIEHHOM LI€TIN

O60CHOBaHHOCTH TPUMEHSEMOT'O PELICHHS

['pamMOTHOCTB (coaepKaTeabHasH) HCIOIB3YeMbIX (POPMYITHUPOBOK

NoabkowhE

Kpurepun ouenku:

MakcumanbHOE KOJIMYEeCTBO OajUloB, HAyUCIsEeMOE 3a 3aJjaHue, BBIIOJHEHHOE Ha
NPaKTUIECKOM 3aHSATHH, paBHO 6 wim 12 B 3aBUCHMOCTH OT paboThl. [IpH yclioBHH BBITIOTHEHHUS
meHee 40 MPOLEHTOB OT 3aIyIaHUPOBAHHOTO 00beMa paboTsl — 0 Oamos, oT 40 10 60 MPOLIEHTOB —
COOTBETCTBeHHO 2 Wi 4 6airia, oT 60 1o 80 mporeHToB — 4 uimu 8 6aiios, ot 80 1m0 100 mporeHTOB
— 6 w12 Ganos.
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7.3. OueHo4YHbIe cpeICcTBAa [Jisl MPOMEKYTOYHONH aTTeCTAMM MO HUTOraM OCBOEHMA
JAUCHMILTUHBI

7.3.1. Bonnpochl K IPOMEKYTOYHOM aTTecTaluu

Cemectp 5
Ne n/mt Bonpocsl kK 3k3aMeHy

1. [TosiBnenune MnrtepHer u ero BnusiHue Ha ceTd. COCTaBHbIE CETH.

2. Oo6benuuénnbie cetu. Cepsucel Web 2.0.

3. Brnusinue pa3BuTHS KOMIIBIOTEPHOM TEXHUKHU U CETEH Ha pa3BUTHE CPEICTB
TEJICKOMMYHUKALUH.

4, Nudopmanmonnoe npoctpanctBo. MHGOpMamoHHOe 00IECTBO.

S. WcTopus passutus BeruucautenbHbix cucteM. RISC- u CISC-apxutekrypa.

6. ITorokoBsie u napamiensabie IBM. O6naynpie BHIYUCICHUS U CEPBHCHI.

7. Knaccudukanus BHIMUCIUTENBHBIX CUCTEM MapaliiesnbHoi o6padotku (SISD, SIMD,
MIMD, MISD).

8. Kongseiiepbl. Kami-nmamsite.

9. MyJIbTHIIPOIIECCOPHBIE CUCTEMBI OOIIET0 HAa3HAUCHHUSI.

10. Apxurekrypa MIMD-cucremsl c UMA, NUMA, ccNUMA. Muorosnepusie BC.

11. Tononorust KOMMYHUKAITMOHHBIX CETEH MYJIbTHIIPOLIECCOPHBIX CHCTEM.

12. CoBpemennsble cynepkommnbioTepsl 1 BC. [Ipumenenne ux B conpanbHO# cdepe.

13. Hctopus pa3Butus tenekommyHnukanuii. Knaccudukanus cucrem
TEJIEKOMMYHUKAIUH.

14, Tenedonnas csa3p. Mctopuuecknii 0630p. CotoBas TenedoHus.

15. CpencrtBa HaBuranuu. CiiyTHUKOBAs M paguocBs3b. [[puMeHnenue 3Tux cpeicTs B

COBPEMEHHBIX KOMITBIOTEPHBIX CETSIX M TEXHOJIOTHSIX.
16. ITpotokoner HTTP 1 WWW. Becemupras naytuaa. \Web-apXuTekTypa.

17. Hasnauenne web-cepsepa u Web-kinuenta. [Ipumeps! peanu3aiuii.

18. I'nneprekcrobie s3biku U TexHoIorud (HTML u XML).

19. Co3nanue u pa3menieHne Web-crpanuiibl.

20. 0630p WAN-Texnomnoruii. Knaccugukanus. CpaBHeHue TexHoiorui. Mcropus
pa3Butus. IlepciekTuBBL.

21. MozaeMbl 1 KOMMYTaTOphI I1100adbHbIX ceTei. O0nacTH X MPUMEHEHHs U QYHKINU.
CTaHapTHBIE CXEMBI.

22. MapuipytuzaTopsl, LUTI03bI U Opanamayspsl. [IpuHiune: padoTs! 1 GyHKIMHA. CXeMBI
COCIMHEHMSI.

23. Commxenne LAN- 1 WAN-TeXHOTOTHH.

24, [lepcnieKTHBBI pa3BUTHSI KOMITBIOTEPHBIX CETEH M BEIYMCIUTEILHBIX CHCTEM.

25. ITpoBosHas u GecripoBOIHAS CBSI3b. 3aKPbITasi M OTKPBITAs Cpeja Mepeaadn JaHHBIX.
[IpeumyiiectBa n HepocTaTku. TexHOIOTMH.

26. [{udpoBsie KaHAIBI CBSA3H U MPUHIUIEI UX paboThl. KOMMyHHKAIIMOHHOE
obopynoBanue. L{ubpossie cetu cBsizu. CxeMbl TOCTPOCHHSL.

27. Cereble OC u ux npotokobl. Cteku nmpoTokoaoB pasHeix OC. [lepcriekTuBb
pa3BUTHSL.

28. OC mo6upHBIX 1aThopm. O630p.

29. KommynukanonHoe o6opynoBanue 6ecripoBoaubix WAN-cereit. TexHomorumu.

IlepcnekTuBEI pa3BUTHS.

30. becnipoBonubie LAN (IEEE 802.11, 802.16). Texnonoruu. O60pynoBaHue.
ITepcriekTHBBI pa3BUTHA.

31. Onpenenenne ceTeBbIX NapaMeTPoOB KoMIbloTepa. JloMeHsbI.
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32.

Cmyx6a DNS. TIporoxon DHCP.

33. Omnpenenenne MyTH 10 TOYKM Ha3HayeHHus. KoMMyTanus 1 MapmpyTH3anus.

34, Maprupyruzaius TCP/IP.

35. [Tporokosn RIP. Jlaunnas mapuipyruzarus (OSPF).

36. ITpoTokoisl BHemHe#H mapuipytu3anuu BGP u EGP.

37. l"apantupoBaHHas U HerapaHTHUPOBAHHAS 1IO0CTaBKa coobienuii B IP-ceTsx.

38. ITpotokonsl TCP-ypoBHSL.

39. CepBucel mnpukiagHoro ypoBHs. Ciyx0a TenexkoHpepeHuid, (GopyMbl MNPSIMOTo
OOIIEeHUS, UHTEPHET-TeNIC(OHHUS.

40. [IpoTokon qunamudeckoro pacnpenenenus aagpeco DHCP.

41. IIporokos ynpaBienus cerbto SNMP.

42. [Tognepxka  cayxObl  HOBOcTer  NNTP, IRC-cimyx081, IRQ-cmyx08I,
TEJICKOH(EePEHITHIA.

43. HNHuTtepHer-Tenedonus.

44, ITouckoBeie cuctembl cet Murepuer. Hactpoiika u pabora ¢ numu. Web-moprai.

45. PaGora c anexrponHoit mouroit. [Iporokonsr UUCP, SMTP. Anpecarusi B OYTOBBIX
cucremax. Ocobennoctu padbotsl B ceTssx UNIX u Windows.

46. [TouroBbie cepBepsl M uX Hactpoiika. [Iporpamma Sendmail. Kommonenr MAPL
ITpotokon POP3.

47. dopmatsl moutoBoro coodmenusi. RFC-822, MIME. OTtnpaBka 3J€KTPOHHOTO MHCHMa
C BJIO)KCHHEM.

48. Pa6ota ¢ mporokonom IMAP4. Cepsep IMAP 1 ero Bo3moxkaoctu. boprba co ctamom
U BUpYCaMH.

49. O0630p mourossix kiauentoB (MsfOutlook, The Bat! u ap.). ['pynmoBas pacchuika.
Bbopnba co cnamom u BUpycamu.

50. Onenka yrpo3 6e3onacHoctu. [lonutnka GezonacHocTH. 3amuTa ceTH. AnmnapaTHble
CpeACTBa.

51, Cuctemsl mudpoBanus. KpuntocucteMsl.

52. IIporokoibl Oe3onacHocT MHTEpHETA.

53. CoBpeMeHHbIE CpeICTBA HACHTU(UKAIIMN U ayTeHTU()UKALINY.

54, Texuonorus B-ISDN (ATM) — Ha3HayeHue, J[JAOCTOMHCTBA W HEJOCTATKH.
O60pyI0BaHNE U CXEMBI.

95. Crannapter ontuyecknx cereit SONET-OC. O6opynoBanue u cxembl. JloCTOMHCTBA U
HE/I0CTATKH.

56. CIyTHUKOBBIE TEXHOJIOTHU M KOCMHYECKasi CBsi3b CUCTEMBI T€OTIO3UIIMOHUPOBAHHSL.

S7. CBs3b ¢ rnobasibHeIMU Tene@oHHbIMU cucTeMaMu. Cetb 3G.

58. Briienennsle tuauu 1 TexHonorud XDSL. O6opynoBanue u cxemsl. IlepcieKTHBBI.

59. Opranm3anys B3anMOJICHCTBHS MTPOBOJIHBIX U OECIPOBOIHBIX CETEH M TEXHOJIOTH.
Brnusinue coroBoii csi3u Ha WLAN.

60. [lepcnexkTuBel pa3BUTHS TeneKOMMyHUKanui u cereil OBM. Ilpumenenue s3tmx
CpPEZCTB B 33/1a4aX COLUAIBHON Cephl.

61. Kommnonents! cetn. OkoHeuHsble ycTpoiicTBa. [IpomMeKyToUHbIE CETEBBIE YCTPONCTBA.
Cpena nepenaun. CeteBble 0603HaueHusi. Cxemsl Tononoruu. [Ipencrasnenue u
(YHKIIMM KOMIIOHEHTOB CETH.

62. Cetu LAN u WAN. Tuns! cerei. JlokanpHble ceTu. ['100anbHbIe ceTH.

63. Certu UnTepuert, IuTpaner nu DKcTpaHeT.

64. [Togxmrouenne k MuTepHety. TexHnonoruun nocryna B Matepuer. [logkmrouenne k
WutepHer s foma u HeGombInoro oduca. [logxmouenue k UntepHer s
npeanpustuii. Packet Tracer.

65. MynbTrcepBUCHBIE ceTd. TpaauIMOHHbIE OTAEIBHBIE CETH.
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66.

Hanéxnas cets. CereBas apxutekrypa. OTKa30yCTONYHMBOCTh. MacmTabupyeMocCTb.
KauecTtBo 00cnyxuBanus. be3onacHocTb.

67. Tenaenmuu pa3sutus cereir. CopmecTHas padota uepes MHTepHeT. Buieocssss.
OO6nayHbple BEIYUCIICHHUS.

68. CereBble TEXHOJOTUU 7S IoMa. TEeXHOJIOrH4YeCKHe TeHACHIIMY B JOMAITHUX CeTSX.
Opranu3zanys CeTH I10 JIMHUSAM IEKTPONUTAaHUSA. becripoBOHON IMPOKOIIOIOCHBIN
JIOCTYII.

69. Cereas apxutekTypa Cisco. CCNA.

70. Cisco 10S. Oneparnonnsie cucrembl. Haznauenne OC.

7.3.2. Kputepuu u HOPMbI OLlEHKH

®opma
NpoBe/IeHUs!
Cemectp . Kputepuu u HOpMBI OLEHKHU
MPOMEKYTOYHOIM
aTrecTaluu
Dk3ameH (1o Crynent Habpai ot 85 mo 100
HAKOMUTEIEHOMY «OTJIMYHOY 0aJI0B MO0 HAKOMUTEIHHOMY
pEUTHHTY) PEUTHUHTY.
Crynent Habpain ot 70 mo 84
«XOpOIIIO» 0aJUTOB IO HAKOITUTEIIBHOMY

PEUTHHTY.

«YHAOBJICTBOPUTCIIBHO»

Crynent Habpai ot 55 mo 69
0aJIOB 110 HAKOMTUTEILHOMY
PEUTHUHTY.

«CHCYOOBJICTBOPUTCIIBHO»

Crynent HaOpan 54 unu MeHee
0aJJIOB MO HAKOIUTEIbHOMY
PEUTHUHTY.
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8. YueOHo-MeTOoAuYecKoe 1 MH(OPMAIITUOHHOE 00ecTiedyeHue U CIIUTIITUHbI
8.1. O6s13aTesbHas JUTEpPaTypa

Tun (y4yeOHHK, yueOHOe

KoaunuecTBo B

Ne nocooue, yueoHo- Hay-nou
w/ ABTOPBI, COCTABUTEJIH 3arsiaBue (3aroJioBOK) MeTommeckoe mocodHe, Toa n3nanus ouoduoTexe /
IpaKTHKYM, Ap.) HanmenoBanme
9BC
1 | Tenraiikun E.A. [IpoekTupoBaHue ceTeBoi YueOHoe nmocodue 2020 9bC
uH(ppacTpykTypsl. Opranuzanus, «JIanb»
MPUHIUITBI TIOCTPOCHUS U
(YHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH.
JlaGopaTopHbie pabOThI
2 | Hemumos JI.H. OCHOBBI AKCIUTYaTallMl KOMITbIOTEPHBIX Y4eOHuk 2019 9BbC
ceTeit «IPRBooks»
8.2. lonotHuTEIBHAS JIATEPATYPa
Tun (yueOHuk, yuedHoe Konnqecnio i
Ne nocodue, yuedHo- HaysHon
ABTOpBI, COCTABUTEIH 3ariaBue (3aroJ10BOK) I'ox u3panus onodmorexe /
n/n MeTOoanYEecCKoe mocoomne,
NpAKTREYM, Jp.) HanmeHnoBanue
9BC
1 | M.IO. Ceprees, KomMmnerorepHsie ceTn ITpakTKym 2019 9BbC
T.M. Cepreesa, «IPRBooks»
C.A. OneltHuKoOBa
2 | Koeran H.M. Kommbrotepabie ceTr Y4ebHOe mocobue 2019 3BC
«IPRBooks»
3 | bepnua A.H. TeneKkoOMMYHHKAIIMOHHBIE CETH U Y4ebHOe mocobue 2020 3BC
YCTPOMCTBA «IPRBooks»
4 | Bamka A.A. JlokaJIbHBIE CeTH M HHTEPHET Y4eOHoe mocobue 2020 3BC
«IPRBooks»
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8.3. Ilepeyenb mpodeccHOHAIBHBIX 023 JAaHHBIX M HHGOPMAINMOHHBIX CHPABOYHBIX
cucremM
— Mdepepanbusbiii nopran «Poccuiickoe oopazoBanue» http://edu.ru/

— O6pasoBanue 1 Hayka : kypHan https://www.edscience.ru/jour

— EDUTAINME - Oynymee o0pa3oBaHMs W TEXHOJOTHHM, KOTOPBIE €ro MEHSIOT
http://www.edutainme.ru/about/

8.4. [lepeuenb nmporpaMMHOro odecrneyeHust

Ne Hanmenosame IO PexkBU3HUTHI zmrongpa
n/n (n1ata, HOMep, CPOK JelCTBHS)
1 | Windows XP Horosop Ne 690 ot 19.05.2015r., cpox
JecTBUS — 6EeCCPOUHO
2 | Microsoft Office Standart Horosop Ne 690 ot 19.05.2015r., cpok
neiictBus — 6eccpouno; lorosop Ne 727 ot
20.07.2016r., cpok neicTBUs — OECCPOUHO
3 Canonical Ltd Ubuntu Bepcus 14.04 JInnensus GNU GPL
4 | mpoext Debian Debian GNU/Linux JInuensuss GNU GPL
Bepcus 8
5 | IIpoekt Fedora Fedora Bepcus 23 Jlunensus GNU GPL

8.5. Onucanne MaTepuaJIbHO-TEXHHYECKOIi

00pa30BaTeJIHLHOr0 MPoIecca Mo JUCIIHILIHHE

0a3bl, HeOOXOAMMOM /Il OCylIeCTBJICHUSI

Ne
n/n

HanmeHnoBanue 000py10BaHHBIX Y4eOHBIX
Ka0MHeToB, 1a0opaTopuii, MACTEPCKUX U
AP. 00bEKTOB /IS MIPOBeIeHHA
NPaKTHYECKUX U J1a00PaATOPHBIX 3aHATHIA,
MOMELUEeHHUH VI CAMOCTOATEIbLHOMI
padoThl 00yJyawIuxcsi (HOMep ayIuTOPHN)

Ilepeuenb 0CHOBHOTO 000pPYAOBAHMSA

KomnbrotepHslit kiacc. YuebHas ayqutopus
JUISI IPOBEJICHUS 3aHATUHN JIEKIIMOHHOTO THIIA.
VYyeOHast ayTUuTOpHsL UI IPOBEIECHUS
3aHATHIA CEMUHAPCKOro TUNa. Y4yeOHas
ayJIUTOpUs AJIs MPOBeICHHsI 1a00paTOPHBIX
paboT. YuebHast ayAuTOpHUs JJ1sl KypCOBOI'O
NPOEKTUPOBAHUS (BBIIOIHEHUSI KYPCOBBIX
pabor). YueOHast ayuTopus JJIsl TPOBEICHUS
IPYNIIOBBIX U UHIUBUAYAIBHBIX
KOHCYJIbTallMi YueOHas ayuTopus s
IPOBEICHUS 3aHATUN TEKYILEro KOHTPOJIS U
npomexyrouHoi arrecrarmu. (YJIK-203)

IIepenocHOM POEKTOP, IKpaH, CTOJIBI
KOMITBIOTEPHBIE, CTOJ
IIPENOAABATEIbCKHMN, CTYIbs, TOCKa
aynutopHas (mapkepnas) — [1K ¢ Beixogom
B ceTb MHTEpHET

Komnbrotepusiit  knace. [lomenienue uis
CaMOCTOSITEIIbHOU paboTHI. YuebHas
aymIuTOpUsT NS TPOBENCHUS  3aHATHMA
CEMHUHApPCKOro Tuna. YuyeOHas ayIuTopus Jis
KypCOBOTO MPOEKTHUPOBaHUS (BBIMOJIHEHUS
KYPCOBBIX pa0o0T). YueOHasi ayauTopws s
MPOBEJICHUS TPYNIOBBIX U WHIAWUBUIYAIbHBIX
KOHCyJbTallMi. VY4eOHas aynutopus Uis
MPOBEJCHUS 3aHATUN TEKYIIETO KOHTPOJIS H
npomexyrounoit arrectanuu (I'-401)

CToJibl yUEHUYECKHE, CTYIIbSI yUEHUUECKHE,
IIK ¢ BeixonoMm B ceTb MHTEpHET.
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