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1. llesab ocBoeHMSsI JUCUMIITIHHBI

[lenpb OCBOGHHWS HNUCHUIUIMHBI — CQOPMHUPOBATH Y CTYJCHTOB 3HAHHUS W HaBBIKH,
HEOOXOAMMBIC MJIsi TOCTPOCHUS, HACTPOWKH, MOJACPKKH M TIOWCKAa HEHUCIPABHOCTEH CETEeH OT
MaJIOTO JI0 CPEAHETO pa3Mepa.

2. Mecto aucuuniaunbl B crpykrype OIIOII BO

JucuuniauHel UM MPakTUKHA, HAa OCBOEGHUU KOTOPBIX Oa3upyeTcsl NaHHas JUCLMILINHA:
[udppoBass  KynpTypa,  ApXUTEKTypa  KOMIIBIOTEPOB W  OIEpAllMOHHBIE  CHCTEMBI,
[IpodeccrnonanbHblif HHOCTpaHHBIN 53bIK, TH(OpMaIMOHHBIE TEXHOJIOTUH.

JIMctMIIuHbl U IPaKTUKH, JUISi KOTOPBIX OCBOEHUE JTaHHOW JUCIUILIMHBI HEOOXOIUMO Kak

npenmectsytoniee: WHpopmannonHas 6e301acHOCTb, BpimonHeHHe W 3alIUMTa  BBITYCKHOM
KBJIN(UKAIIMOHHONW PabOTHI.

3. [Inanupyemble pe3yabTaThl 00y4eHH

dDopmupyeMble HNuaukaTopsl
KOHTPOJIMpyeMble AOCTH/KEHHUS IInanupyemble pe3ybTaThl
KOMITeTEeHIIUH KOMITeTeHI Ui o0y4eHus

(Koa ¥ HAMMEHOBAHUE)

(Ko 1 HAUMEHOBAHUE)

Crioco0eH OCyIIeCTBIISITh
ONTUMH3AIHIO
yIPaBJICHUS KU3HEHHBIM
IIUKJIOM PacCTpeIeICHHBIX
JAHHBIX C YYETOM
nH()OpMaAITMOHHOM
6e3omnacuoctu (ITK-8)

IIK-8.1. 3HaTh TEXHOJIOTHH
yIIpaBJICHUS KU3HEHHBIM
IIUKIIOM pacTpeIeIeHHBIX
JAHHBIX C YYETOM
MH(POPMALMOHHOM
0€30IaCHOCTH.

IIK-8.2. YMmeTh
OCYIIECTBIISATh
ONTUMU3AINIO YIIPABICHUS
JKH3HEHHBIM IIUKIOM
pacmpe/eIeHHbIX JaHHBIX C
y4eTOM MH(POPMAITMOHHOM
0e30IMacHOCTH.

T1K-8.3. BaageTts
HaBBIKAMH OITUMHU3AIIAN
JKH3HEHHOIO 1IHKJIa
pacmpe/eieHHbIX JaHHBIX.

3HaTh:

- XapaKTepUCTHUKU U OCOOEHHOCTH
pa3HbIX (PU3UYECKHUX Cpell U
MIPUHLIMIIBI IEpeaavu
AJIEKTPOMATHUTHBIX CUTHAJIOB B HUX;
- CeTeBbIe MPOTOKOJIbI, HEPAPXHIO
MIPOTOKOJIOB M PEXKUMBI MX PAOOTHI;

- CTaHJapThl, COTJIALICHUS U
PEKOMEH/Ialliu B 00J1aCTH
KOMITBIOTEPHBIX CETEH, METObI
nepenayn vHGOpPMAIUK B CETSX;

- TEOPETUYECKHE OCHOBBI
APXUTEKTYPHOU OpraHU3aIUU CETCH;
- 0a30BbIE Cpe/ICTBA MEpeladun
TAHHBIX B CETSX;

- METO/IbI KOJIMPOBAHUSA U 3aLIUTHI OT
OIIMOOK B CETSX;

- OCHOBHBIE HAIpaBJICHUS
aJIMUHUACTPHPOBAHUS
KOMIIBIOTEPHBIX CETel;

YMerh:

- CO3J1aBaTh MOJCIIH CETEeH U
TEJICKOMMYHHUKALIHM;

- UCIIOJIb30BaTh COBPEMEHHBIE
CETEeBbIC MPOrPaMMHBIE CPEJICTBA!
CETEBBIC ONEPAIIMOHHBIE. CUCTEMBI,
OTIEPAIIMOHHBIE M CETEBBIE 000TOUKHI

Baagern:




DopmupyeMble U
KOHTPOJINpyeMble
KOMIEeTeHIUH
(Koa ¥ HAMMEHOBAHUE)

HNuaukaropsl
JOCTHKEHHUS
KOMIIeTeHI U
(KO 1 HAUMEHOBAHUE)

Inanupyembie pe3yJibTaThI
00yueHus1

- HAaBBIKAMH HACTPOWKH MEKCETEBBIX
9KPaHOB;

- METOJIMKaMH aHAJIM3a CETEBOTO
Tpaduka;

- METOJIMKaMH aHaJIu3a pabOThI
CpeICTB 0OHAPYKEHUS] BTOPKESHHH.




4. CTpyKTypa ¥ coJep:KaHue TUCHUIINHBI

DopMbI TEKYLIET0

M Bux . HanMeHoBaHue TeM 3aHATHIA KOHTPOJIsA
onyJnb (pa3aen)| yuyeOHOM . Cemectp | O0bem, u.| bamabl HNHuTepakTHus, 4.
paoTst (y4eOHoii padoThI) (HaMMeHOBaHMe
OLIEHOYHOTI'0 CPe/CTBA)
Mopyns 1. Jlex CoBpeMEeHHBIEC CETEeBhIE TEXHOIOTHHI 5 2 - - Tect
Beenernne B Cp CoBpEMEHHBIE CETEBBIE TEXHOJIOTHH 4 - - Tecr
KOMIIBIOTCPHBIC Jlex CeteBble MPOTOKOJIBI 1 KOMMYHHKAIIUN 2 - - Tect
cetn JIab Bgenenue B KOMIbIOTEPHBIE CETH 4 12 - Ortuér 1Mo
mabopatopHO# paboTte
Cp CereBble MPOTOKOJIBI 1 KOMMYHHKAIIUU 4 - - Tect
Mogyns 2. Jlex Odusnyecknii ypoBeHb Mogenn OS] 2 - - Tect
Dusnueckuii u JIab PazpaboTka cTpyKTyprpOBaHHOH KaOeIbHON 4 12 - Otuér no
KaHAJIBHBIA yPOBHU CHCTEMBI JIOKaJIbHON KOMIBIOTEPHOM ceTn mabopatopHO# padote
Mozem OSI Cp Puznueckuil yposenb Mojenu OSI 4 - - Tect
Jlex Kananbnerit yposers monenu OSI 2 - - Tect
Jlab Pacu€T 3anepxex nepenayu NakeToB B 4 12 - Otuér mo
TEJIeKOMMYHHUKAIIHOHHON CeTH mabopaTopHoii padoTe
Cp Kananpnerit yposers momenn OSI 4 - - Tect
Jlex Ethernet-kommyTarus 2 - - Tecr
Cp Ethernet-kommyTarus 4 - - Tect
Monyns 3. Jlex Brenenmne B cereBoli ypoBeHb Mogenu OS] 2 - - Tect
Cetesoii yposenb | Cp Bsenenue B cereBoil ypoBeHb Moaenu OS] 4 - - Tect
moznemn OSI Jlex Pazpemenue aapeca 2 - - Tect
Cp Pazpemrenne aapeca 4 - - Tect
Jlek Anpecarust [Pv4 2 - - Tect
Jlab Pa3paboTka agpecoB ceTu Kamiryca 1o 4 12 - Otuét no
CTaHIapTaM CETEBOI'O YPOBHS mabopatopHO# paboTte
Cp Anpecanus 1Pv4 4 - - Tect
Jlex Anpecarus [Pv6 2 - - Tect




Bux DopMbI TEKYLIET0
N HaumenoBanue TeM 3aHATHIA KOHTPOJIsI
Monayab (pa3nen) | y4yedoHoit . Cemectp | O0bem, u.| bamabl HNHuTepakTHus, 4.
paoTst (yueOHoii padoThI) (HaMMeHOBaHMe
OLIEHOYHOTI'0 CPe/CTBA)
Cp Anpecarmus [Pvo 4 - - Tect
Jlex ICMP 2 - - Tect
Cp ICMP 4 - - Tect
Monyis 4. Jlex TpancnopTHsIit ypoBeHb Moaenu OSI 2 - - Tect
Bepxuue yposuu | Cp TpancnopTHsIil ypoBeHb Moaenu OSI 4 - - Tect
moneru OSI Jlex CeaHcoBblii ypOBEHb, YPOBEHD MIPEICTABICHUS 1 2 - - Tecr
MpUKIaAHON ypoBeHb Mojenu OSI
JIab MoaenupoBaHue NOTOKOB JAHHBIX B 4 13 - OtuéT o
TEJICKOMMYHHKAIIMOHHON CeTH imabGopaTopHoii pabote
Cp CeaHCOBBIN YPOBEHB, YPOBEHB IPEACTABICHUS U 4 - - Tect
MpUKIAAHON ypoBeHb Mogenu OS]
JIab Ycranoska u Hactpoiika OC cemeiictBa Linux ¢ 4 13 - Otuér no
noaepxkoit mporokona SAMBA mabopaTopHoii padoTe
Mogyns 5. OcHoBsl| JIek Benenne B 0eCIIpOBOHYIO CBSI3b 1 - - Tect
0€eCTIPOBOTHBIX Cp Benenue B OecipoBOIHYIO CBSI3b 4 - - Tect
cereit Jlex Kommnonentst WLAN 1 - - Tect
Cp Komnonentst WLAN 4 - - Tecr
Jlex Pa6ora WLAN 1 - - Tect
Cp Pa6ora WLAN 4 - - Tecr
Mopyns 6. Jlex NAT s IPv4 1 - - Tect
Kopnioparusubie | Cp NAT s [Pv4 4 - - Tect
CCTH Jlex Konnenmmu WAN 1 - - Tect
Cp Konuemmmu WAN 4 - - Tect




DopMbI TEKYLIET0

Bu .
Monyab (pa3aes) yqeﬁlliloﬁ HaHMeHOBaH{Ie TeM SaHITHH Cemectp | O0bem, u.| bamabl HNHuTepakTHus, 4. KOHTPOJIA
paGoTEI (yueOHoii padoThI) (HaMMeHOBaHMe
OLIEHOYHOTI'0 CPe/CTBA)
Jlex Konnuenmuu VPN u IPsec 1 - - Tect
Jlab Hacrpoiika Router OC st 3amanHOM 4 13 - Otuér mo
MapIIpyTH3aIHH mabopatopHO# paboTte
Cp Konmermuu VPN u [Psec 4 - - Tect
Jlex Konuenuuu QoS 1 - - Tect
Cp Konnenuuu QoS 4 - - Tect
Jlex VYpaBiieHUE CETBIO 1 - - Tect
Jlab VYipaBiieHHE CEThIO 4 13 - OTt4ét 1o
imabopaTopHoii pabore
Cp VYmpaBieHue ceTblo 4 - - Tect
[lonroToBKa K 9K3aMeHY 35,65
M TOrOBBIN TECT A 0,35 100
Hroro: 180 200

Cxema pacuéra utorosoro damia: «(Cymma + Tg,)/2» — cymma OaJuioB IO BCeM yUeOHBIM MEPOTPHUSATHSIM, MPETYCMOTPEHHBIM B Kypce +

cpeaHee apI/I(I)MCTI/I‘ICCKOC 10 BCEM IIPOMCIKYTOUYHBIM TE€CTAM, ITPOBOAUMBIM 4€PE3 OT, JCINTCA Ha 2.




5. O6pa3oBare/ibHbIE TEXHOJIOTHHI
B pamMkax y4eOHOTO Kypca MnperyCcMOTPEHBI CIIeAYIOIIe 00pa3oBaTeIbHbIE TEXHOIOTHH:

e TCXHOJOrus TpaAulIUOHHOT'O O6y‘-ICHI/ISII JICKIINH, na60paT0pHLIe 3aHATHA, CAMOCTOATCIbHAA
pa0ora.

6. MeTonnyeckue yKazaHusi 10 OCBOCHHMIO M CIUIJIMHBI

PexoMeHnganmu 1o nmoAroToBKe K JJEKIMOHHBIM 3aHATHAM

W3yueHne IUCHMIUIMHBI TpeOyeT CHCTEMAaTHYeCKOro U IOCIIeA0BAaTEIbHOIO HAaKOIJICHHUS
3HaHUH, ClIeJI0BATEIbHO, IPOMYCKH OTAEIBHBIX TEM HE MO3BOJIAIOT INITyOOKO OCBOUTH MPEMET.

B Xoze NEKUMOHHBIX 3aHATUN 3a1aBaTh MPENOAABATEII0 YTOYHSIOIIKUE BOIIPOCH! C LEIBIO
YSICHEHHUS TEOPETUUECKUX MMOJIOKEHUN, pa3peIIeHUs] CHOPHBIX CUTYallU.

CTyZeHT MOXET [ONOJHUTh CIIHUCOK HCIOJIb30BAaHHOW JIMTEpaTyphl COBPEMEHHBIMHU
HMCTOYHHMKAMU, HE INPEJCTaBICHHBIMHU B CIIUCKE PEKOMEHJOBAaHHON JIMTEPATyphl, U B JAJbHEHUIIEM
UCIOJIb30BaTh COOCTBEHHBIEC MOATOTOBIICHHBIC yueOHbIE MaTepUaibl MPU HAHCAHUU KypCOBBIX M
BBIITYCKHBIX KBATH(PUKAIIMOHHBIX PaloT.

PexoMeHnganmu 1mo moAroToBKe K JJa0OpaTOPHbIM 3aHATHAM

CryneHnTam cienyer:

- NpU TOJATOTOBKE K JAOOPATOPHBIM 3aHATUSAM CJEIyeT 00s3aTeNbHO HCIOJIb30BaTh HE
TOJIBKO JICKIIMH, Y4eOHYIO TUTEpaTypy, HO U IpPYTHe UCTOUHUKU;

- B HayaJie 3aHATUM 3a1aTh MPENOAABAaTEII BOIMNPOCH I0 MaTepually, BbI3BaBLIEMY
3aTPy/IHEHUs] B €ro TIOHMMaHUM UM OCBOCHMM TPH pELICHWH 3ajad, 3aJaHHbIX JUId
CaMOCTOSITENILHOTO PEIICHHUS;

- Ha 3aHATUM JOBOJAWTH 3a/laHus Ja0OpaTOpHO pabOThl O OKOHYATENBHOI'O pELICHUS,
JIEMOHCTPHUPOBATH BBINOJIHEHHBIE 3a/1aHus, B Cllydae 3aTpyJHEHHI oOpanarbes K MpenoaBaTelto.

s Toro 4to6b1 1a00paTOpHBIE 3aHATHS MPUHOCWIM MaKCUMAJIbHYIO TMOJIb3Y, HEOOXO0AUMO
IIOMHUTB, YTO YIPAXHCHUC MW PCIICHHUC 3aJad MNPOBOIAATCA IIO PACCMOTPCHHOMY Ha JICKOHUAX
MaTepHally U CBsI3aHbI, KaK MPABUJIO, C JACTAIBHBIM Pa300pOM OTIENIBHBIX BOIPOCOB JIEKIIMOHHOTO
Kkypca. Cienyer MNOAYEPKHYTh, YTO TOJIBKO TIOCIE YCBOEHHS JIEKIMOHHOTO MaTepuaia cC
OIpeIeIEHHON TOYKH 3peHUs (a2 HMEHHO C TOH, ¢ KOTOpOil OH HM3/1araercsi Ha JIeKIHsIX) OH Oyjaer
3aKpCIIATECA CTYACHTOM Ha Ha60paTOpHLIX 3aHATUAX KaK B PE3YyJIbTATC 06CY)K}16HI/I$I n aHajinsa
JICKIIMOHHOTO MaTepHalia, TaK M C IMOMOIIbIO pelIeHus] MPOoOJeMHBIX cUTyaluii, 3anad. [Ipu sTtux
YCIOBUAX CTYACHT HC TOJBKO XOpOHIO YCBOUT MATCpHall, HO M HAYUUTCA MPUMCHATH €TI0 Ha
NPaKTUKE, a TaKXe IMOJYYUT JOMOJHHUTENbHBIM CTUMYN (M 3TO OYCHb BaKHO) JUIS AKTUBHOM
pOpabOTKH JIEKIUH.

PexoMeHganmu 1o OpraHu3aniy CaMOCTOATEIbHON padoThl CTYAEHTOB

CamocrosTenpHas paboTa BBIOJIHIAECTCS CTYACHTAMH B PEXHUME BHEAyAUTOPHOH pPaOOTHI.
BueaynuropHas pa®oTa CTy/A€HTOB HalpaBlieHa Ha 3aKpelyieHWe M pa3BUTHE TEOPETHUECKUX
3HAHWM, MPAKTHYECKUX HABBIKOB U YMEHHUI pabOThl ¢ KOMIIBIOTEPOM KakK CpPEICTBOM OOpabOTKH,
XpaHeHuss M 1nepenaud  uHpopMmanmuu. B pamMkax BHeayAUTOpHOM pabOThl  CTYIEHTHI
CaMOCTOSITENTLHO U3y4YaloT TEOPETHUECKUI MaTepuall, TOTOBATCS K TaOOpaTOPHBIM 3aHATHUSIM.

PexoMeHaanum mo mNoAroToBKe K IK3aMeHy

[ToaroToBKa K 3K3aMEHY CIIOCOOCTBYET 3aKPETUICHUIO, YTIITyOJICHUIO U 0000IIEHNI0 3HAHHM,
MOJTy4aeMBbIX, B TIpOIlecCe OOYUCHHsI, a TaKXKe MPUMEHEHHUIO UX K PEIICHUIO0 MPAKTUYECKUX 3a]1ad.
TI'oToBsicer K 9K3aMCHY, CTYJACHT JIMKBUAUPYCT HUMCIOIHUECS HpO6€HLI B 3HaHUIX, er'IY6J'I$[eT,
CUCTeMAaTHU3HUPYET U YIOPSAJOYMBACT CBOM 3HaHM. Ha sKk3aMeHe CTyJIeHT JAEMOHCTPUPYET TO, YTO
OH TPHUOOPEIT B Tporiecce 00yUeHUs M0 KOHKPETHON yueOHOW TUCIIUILTHHE.



Ha KOHCYJIbTaluU MEPC 9K3aMCHOM CTYACHTHI NOJIKHBI OBITh 03HAKOMIIEHBI C OCHOBHBIMH
Tpe6OBaHI/ISIMI/I H MOJIYYHUTH OTBETHI HAa BOSHUKAIOUIWE B IIPOLECCE IMMOATOTOBKH BOITPOCHI.

HCO6XOI[I/IMO OpPUCHTHPOBATb CTYACHTOB Ha CUCTCMATHYCCKYIO IMOATOTOBKY K 3aHATHUAM B
TEYCHHUE CEMECCTpA, UYTO IIO3BOJIMT MCIIOJIB30BaTh BpPEMA BKSaMeHaHHOHHOﬁ ceccun I
CHCTeMaTHu3alluy 3HaHUH.



7. OleHOYHBIE CPEICTBA

7.1. IIaciopT OLICHOYHBIX CPEACTB

Cemecr Kon koHTpO/IMpYeMOii KOMIIeTeHIIUA HaunmeHnoBanue
P (MIM ee 4ACTH) OLIEHOYHOI'0 CpeICTBA
5 ITK-8 Omuemul no 3a0aHUsM, 8bINOJHEHHbIM HA

J1a6OPaAMOPHLIX 3aAHAMUSIX.
Bonpocwt k axzameny Nel-70).
Tecm.

0O 0 0O O 0O 0 0O O 0O 0 O O

0O 0 0O

]

7.2. TunoBble 3aIaHUSI MU MHBbIE MATEPHUAJIbI, HE00X0IMMBbIE /1JIsl TEKYLIEero KOHTPOJIA
7.2.1. TUNOBLIE TECTOBLIE 3aJaHUS
Tunosblie npuMepbl 3a1aHUI

JlomeH — 3710 ...

4acCTb apeca, OnpCAc/Arouias aapeC KOMIIBIOTEpa IMOJIb30BaTC/IsA B CCTU
Ha3BaHUC MMPOrpaMMBbI, IJId OCYIICCTBIICHUS CBA3HU MCKIY KOMIIBIOTECpaMU
Ha3BAHUE YCTPOUCTBA, OCYIIECTBISIOUIETO CBSA3b MEKIY KOMIIbIOTEPAMU
€IMHUIIA CKOPOCTH HH()OPMAIIMOHHOTO 0OMEHA

bpaysep —at0 ...

cepsep MHTepHeTa

CpPEACTBO MPOCMOTpPA U TIOMCKA Web-CTpaHuI]

YCTPOMCTBO /IS TIepeaun nHGOpMaIuu 1o TeeGoHHOM ceTn

aHTJIMIICKOE Ha3BaHUE 3JIEKTPOHHON MOYTHI

ITo4TOBBIN AIHUK — ATO ...

CIICIINAJIBHOC TCXHHUYCCKOEC COIJIallICHUS IJIs1 pa60TI>I B CCTU

paszen BHEIIHEN aMsATH ITIOYTOBOIO cepBepa

KOMHBIOTep, HCHOHB3y10HIPIﬁCS[ 1A HGpGCBIJ'IKI/I 3J'I€KTpOHHI)IX IIMCEM

Ha3BaHUEC MPOrpaMMbl I IMEPCCHIIIKU 3JICKTPOHHBIX ITHUCEM

JInst coeTMHEHNST KOMITBIOTEPOB B CETSAX MCITONB3YIOTCS KaOSIH pa3TunIHbIX
tumoB. J{ns nepenaun napopmaium, 3aK0IMPOBAHHON B ITyYKE CBETA,
MpeHa3HaYeH Kaleb ...

BHTas Mmapa

TenedOHHBIN

KOaKCHaJIbHBIN

BOJIOKOHHO-ONITHYCCKUN

IIpoTtokon — 3710 ...
YCTPOMCTBO 1)1 peoOpazoBaHus HHGOPMAITIH
JIMHUA CBA3H, COCAUHAIOIIAA KOMIIBIOTEPEI B CECTh

10




10.

11.

O 0 O O O 0O O O O 0O O O

0O 0 O O

CliclinajibHas nporpaMmma, mnoMoraromias rmojab30BaTeiIro HaWUTH HYXHYIO I/IH(I)OpMaI_II/IIO B CCTHU
CIICIaJIbHOC TCXHHUYCCKOC COIJIallICHUA JJIs paGOTLI B CCTHU

CereBoil agantep — 370 ...
CreMalIbHAs TIPOrpaMMa, Yyepe3 KOTOPYIO OCYIIECTBISETCS CBA3b HECKOJIBKUX KOMIIBIOTEPOB

CMELUAIBHOE anapaTHOE CPEICTBO st A3PPEKTUBHOTO B3aMMOACHUCTBHS MIEPCOHATBHBIX
KOMIIBIOTEPOB CETH
CrelMaJIbHas CUCTEMa yIPaBJIEHUs] CETEBBIMU pecypcaMy OOIIero AoCTyna

cucrema ooMeHa nHbopMalueil Mexx 1y KOMIIbIOTepaMH 110 JIOKaJIbHBIM CETSIM

Anpec 192.168.1.96 B kauecTBe NPUTOAHOTO JIJIsI HCIIOJIB30BAHUS aIpeca y3Jia
OyzieT conepKaTh MOJCETh ...

192.168.1.64/26

192.168.1.32/27

192.168.1.32/28

192.168.1.64/29

[Tpotokonom TCP obGecnieunBaeTcs QPyHKIUA ...
HUHKAIICYJISINUA JaHHBIX

oOHapyKeHHE OTCYTCTBYIOIIUX MAKETOB

yHpaBJICHUEC CCAHCOM CBA3U

OMPEACIICHUC ITYTHU JJI1 MAKETOB JAHHBIX

Vkaxkute HazHauenue cooouenuii ICMP.

COOOLIMTH MapUIpyTHU3aTOPaM 00 M3MEHEHUSAX TOMOJIOIUU CeTH
obecnieunts fgocTaBKy IP-makera

IPeJOCTaBUTh 00OPAaTHYIO CBA3b O nepenavax [P-makera

HaOJI0AaTh 3a MPOLIECCOM pa3pelleHus TOMeHHOro uMeHu B IP-aapec

Vkaxure YTBCPKIACHHUC, KOTOPOC OIMMCBLIBACT q)YHKHI/II/I ITIPOTOKOJIa Pa3pCIICHUA
anpecoB (ARP)?

ARP ucnons3yetcst qys oOHapysxenust [P-anpeca nmo0oro y3mna B Apyroi cetu.

ARP ucnons3yetcst qys oOHapysxeHust [P-anpeca mo0oro y3a B JIOKQJIbHON CETH.

ARP ucnons3yercst qis oOHapysxeHust MAC-aznpeca m000ro y3ma B Apyroi ceTu.

ARP ucnons3yercs qys oOHapysxenust MAC-aznpeca m000ro y3ia B JIOKQIBHOM CETH.

VYkaxute yactHole [P-anpeca.
[710.1.1.1

[J172.32.5.2

[7192.167.10.10

[J172.16.4.4

[J192.168.5.5

[7224.6.6.6

11



12. KoMmmbprOTEp B JTaHHOM CETH B3aMMOJCUCTBYET C ONPEACIEHHON IPYIITION
KOMIIBIOTEPOB. YKaKUTE TUIl KOMMYHUKAIWH.

IIUPOKOBEIIATCIIbHAA PaCChlIIKa

MHOT0aJIpecHasi pacchliika

OJTHOAJIPECHAS PACCHIIKA

ARP

HTTP

0O 0O 0 0 O

13.  YKaxuTe METOJ], KOTOPBI MOKET UCIIOTH30BATHCS IBYMSI KOMITBIOTEPAMHU JIJISI
MIPEIOTBPAIICHUSI TIOTEPH IMAKETOB M3-3a CIIMIIKOM OBICTPOM TIepenavn
OOJIBIIIOr0 KOJIMYECTBA JAHHBIX.

HWHKAIICYJIAIUA

YIpPaBJICHUC ITIOTOKOM

METOJ JOCTYTIa

O 0O O O

BpCMA OKHUAAHUS OTBETA

14.  VYxaxwute ctangapt IEEE, kotopblii mo3BoIsIET O€CIPOBOHON CETEBOM IL1aTe
HNOJKIII0YAThCs K OECIPOBOIHOM TOUKE A0CTyNa, pa3pabOTaHHON JPYyTUM
IPOU3BOAUTENIEM ?

802.1

802.11

802.3

802.2

O 0 O °

15. 3anonnute myctoe nojie. Mcnonb3yiite necsaTuuHbii opMaT ¢ TOUKaMHu.
I'pynmoBas macka, cBsizaHHas ¢ cetbio 192.168.12.0/24, —

16.

Rl1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Rl (config)$# aceces=s-list 120 deny ip 192.168.20.0 0.0.3.255 10.0.10.0 0.0.0.255
Rl (config)# acces=-list 120 permit teop 192.168.22.0 0.0.0.15 10.0.10.0 0.0.0.15 eg 23
Rl (config) # acoces=-list 120 permit ip any any

Rl (config)# line vty O 4

Rl (config-line)# password admin-in

Rl (config-line)# access-class 120 in

Rl (config-line)# exit

Rl (config)# interface fastEthernet 0/0

Rl (config-if)# ip addres= 10.0.10.1 255.255.255.252

Rl (config-if)# no shutdown

Rl (config-if)# ip access-group 120 in

Rl (config-if)# end

R1#

REl# show access-lists

Extended IP acecess list 120
deny ip 192.168.20.0 0.0.3.255 10.0.10.0
permit tep 192.168.22.0 0.0.0.15 10.0.10
permit ip any anvy

55 (16 match(es))

0.0.0.2
.0 0.0.0.15 eq telnet

R1#F

B3misinute Ha pucynok. CereBoi anMuHucTparop HactpanBaeT ACL-CIUCOK,
YTOOBI OTPAaHUYUTh coequHeHus ¢ VT Y-nmuHusMu mapiipytuzaropa R1 Toiapko
12



O 0 0O 0O

17.

0O 0 O O

18.

0O 0 0O O

19.

20.

0O 0 0O

pabounmu cranmusmu UT-nogpaznenenus B cetn 192.168.22.0/28. Tlepen
npumeHeHneM ACL-crnrcka aiMHHUCTPATOP IPOBEPSAET pabOTOCTIOCOOHOCTh
coenuaenuii Telnet Mmexay paboueit cranmueii ¢ [P-agpecom 192.168.22.5 u
MmapupytuzatopoM R1. Ho nociie mpumenenus ACL-cnncka Kk uHTEpEncy
Fa0/0 coenunenus Telnet oTKIOHAIOTCS. YKaXUTE BEPOATHYIO IPUUHUHY COOs
COCIMHEHMUS.

ACE-3anuce paspemeHus 3a1a€T HEBEPHbIA HOMEp MOpTa

CCTh I/IT—HOI[pa?»)IeJIeHI/IH BKJIFOUCHA B UHCTPYKIUIO OTKIIOHCHUA.

B ACE-3anucu paspemenus tpedyercs ykazath npotokoi IP Bmecro TCP

Ha MapuipyTu3aTope R1 He HacTpoeHa koMaH/a enable secret password

koMaHza login He BBeaena g VTY -nuHuit

Korna Ha HukHuX ypoBHsX Mozenu OS] ucnonb3yroTcsi IpOTOKOIIbI 0€3
YCTAHOBJICHUS COCTMHEHUSI, YTO OOBIYHO UCIIONIB3YETCs, YTOOBI 00eCTICUnBaTh
MMOATBCPIKACHUC YCIICIHIHOTI'O IMOJYUCHUA JAHHBIX W 3allpallliBATh ITIOBTOPHYTIO
OTHPaBKYy YTEPSHHBIX JAHHBIX?

HOATBEPKAEHUS 0€3 yCTaHOBJICHUS COSANHEHUS

IIPOTOKOJIBI BEPXHETO YPOBHS C YCTAaHOBICHUEM COEIUHEHUS

[P-nipoTOKOIIBI CETEBOIO YPOBHS

UDP-npOTOKOJIBI TPAHCIIOPTHOT'O YPOBHS

VYkaxure, kakoe nosie 3arosiopka IPv4 orBeuaer 3a onpeneneHue npuopuTeTa
IIAKETOB.

MECTKa IIOTOKa

¢naru

maddepennupoBanHoe oocykuBanue (differentiated services)

KJacc Tpaduka

Mexanusm NAT (mpeoOpa3zoBaHue CETEBBIX aIpecoB) HE HykeH B [PvO,
ITOCKOJIBKY ...

[Pv6 obnamaeT MHTErpUPOBAaHHBIME CPEJICTBAMH 0€30MMaCHOCTH, HET HEOOXOIUMOCTH
CKpbIBaTh ajpeca IPv6 BHyTpeHHUX ceTelt

0001 y3er1 WK MoJb30BaTelb MOKET MOJIyYUTh MyOIMUHBIN ceTeBoi aapec IPvo, T. k.
CYILLECTBYET OTPOMHOE KOJIMYECTBO JNOCTYIIHBIX aapecos [Pv6

po0IieMbl, BbI3BaHHbIE NpuiioxkeHus MU NAT, pematoTcs, MOCKOJIbKY 3arojioBOK MpOTOKOIa
IPv6 ynydmaetr 06pabOTKy MakeTOB MPOMEKYTOUHBIMUA MapUIPyTH3aTOPaMH

poOJIeMBbI CO CKBO3HBIM IMOJIKIIIOYEHNEM, BbI3BaHHbIe NAT, pemarorcs, T. K. KOJIUYeCTBO
MapIIPYyTOB MOBBIIIAETCS C YBEJINYECHUEM KOJIMUYECTBA Y3JI0B, IOAKIIOYEHHBIX K IHTEpHETY

[Tomre metku motoka (Flow Label) 3aronoska IPv6 ...
OTpaHUYUBAET BPEMs CYIIECTBOBAHUS MaKeTa

ompenenseT ooy My nakera [Pvo

KJIAaCCU(UIMPYET MaKEThI AJIS YIIPaBICHUS Neperpy3KaMu CeTH

HH(pOPMUPYET YCTPOUCTBA, YTOOBI TpaHK MPHIIOKEHUH, paOOTAIOINX B peabHOM BPEMEHH,
OTIIPABJIAJICA 110 OJHOMY U TOMY XK€ IIyTH

13



21.

22.

O 0O O O

23.

24.

O O O O

25.

© 0 O o

UToOb! y371aM yIOCTOBEPUTHCS B TOM, YTO UX MAKETHI OTIPABIECHBI 10 BEPHOMY
MCCTY Ha3HAQYCHUSA CCTH ...
UM HY>KHO BECTU COOCTBEHHYIO JIOKAIbHYIO TaOJIUIy MapIIPyTU3ALUU, KOTOPasi COACPKUT

MapuipyT K loopback-unrepdetiicy, MappyT J0KanbHOM CeTH, a TaKKe YAaIEHHBIN MapmpyT
M0 YMOJTYaHHIO

OHH BCET/Ia HAIIPABJISIOT CBOM MAaKEThI K UII03Y [0 YMOJIYaHHIO, KOTOPbIi Oy/eT oTBeuaTh 3a
JIOCTAaBKYy IIaKETOB

OHU BBIMIOJHSIOT MMOMCK MapIIpyTa K aJpecy Ha3HAYCHHs CeTH B COOCTBEHHOM JIOKaJIbHOM
Ta0JMLle MapIpyTU3aLUK U IEpeAatoT 3TU AaHHBIE IIITI03Y 110 YMOJIYAHHIO

OHM OTIIPABJIAIOT MAKET 3alIpoca MITK03Y 10 YMOIYAHUIO, YTOUHSSA HAWTy4lIui MapipyT

MapipyTu3atop B mpoiecce 00paboTku Tpaduka cpasy Mmocie Toro, Kak
0OHapy»KUT COOTBETCTBHE MExX 1y [P-anpecomM Ha3HAUYEHHUSI U 3aHUCBIO O
HEMOCPEICTBEHHO MOJKIIOUYEHHON CETHU B Ta0JMIIe MapIIPYTU3ALINH ...
MOCJIC N3YYEHUS TaOIUIbl MApIIPYTU3AIUH OTOPOCHUT TpaduK

HayHET UCKATh B TaOJIMIIE aJpec CeayroIIero nepexoaa (next-hop)

HAIPaBUT MAKeT Ha HETIOCPEJCTBEHHO MOIKIFOYCHHBIA HHTEpdElic

npoananu3upyet IP-anpec Ha3HaYeHUs

VYkaxkute BepHOE yTBEpKaeHHEe 00 nHTepdeiicax MapuipyTuzaropa.

UHTEPQEHChI TOKATLHON CETH MapIIPyTU3aTOPa HE aKTHBHUPOBAHBI [0 YMOITYAHHIO, TIPH ATOM
AKTUBUPOBAHBI MHTEP(EHCHI BHEITHEH CETH MapIIpyTH3aTOpa

MocJIe BBITIOTHEHUS] KoMaHabl no shutdown uHTEpdeiic MapmpyTU3aTopa akKTHBUPYETCS U
Ha4YMHAET padoTy

KOMaH 1bl, HacTpauBatonue [P-anpec 1 macky mozacetn aist uarepderica, BBOJIATCS B peKUMe
r7100aMbHON KOH(UTYpaIiu

JUISL IPaBUJIBHOM pa0OThl HACTPOEHHBINM U aKTUBUPOBAHHBIN HHTEpQEiic MapHIpyTU3aTOpa
JIOJKEH OBITh TOAKIIIOUEH K IPYTOMY YCTPOMCTBY

VYKaxkuTe KOMaHy, KoTopasi 0oToOpa)kaeT CBOJIHYIO TabuIly BceX UHTep(deiicoB
Mapuipytusaropa, ux [P-angpecos u ux Tekyiiee ornepanuoHHOE COCTOSIHUE.
show ip route

show version

show interfaces

show ip interface brief

TexHUYEeCKU CIIEUAINCT BPYUYHYIO HACTPAUBAET HA KOMIILIOTEPE MapaMeTPhI
[P, HeoOxonumbIe J1j1s 0OOMEHa JaHHBIMU 10 KOPIIOpaTUBHOM ceTu. Ha
KoMIIbIoTEpE yke umeercs [P-anpec, macka noacetu u cepep DNS. Jlis
noctyna B IHTepHeT emé HeoOX0IMMO HaCTPOUTD ...

aapec cepepa WINS

aJpec MUTI03a M0 YMOJIYaHUIO

MAC-anpec

UMl JOMEHA OpraHu3anuu

14



26. Yxaxute cripaBennuBoe yrepxaeHue B orHomeHud NAT mist [Pv6.

o umxeHepHas rpynna no passutuio Murtepuera (IETF) otkazanacs or NAT64 B nonb3y NAT-
PT

O SBIISIETCA BPEMEHHOM MepoH 1 ynpoieHus nepexozna ¢ [Pv4 na IPv6

(o)

npuMmepoM peannzauuu NAT nis [Pv6 saBisiercsa 1BOMHON CTEK
O HCHOJb3yeTcs s peodpa3oBanus yacTHbIX [Pv6-anpecos B myOnuunsie [Pv6-anpeca

HutepHer
209.165.200.1/27

192.168.11.11/24 192.168.12.1/24

Rlizonfig)# ip nat pool HAT-POOL? 209.165.200.1 209.165.200.10 netmask 255.255.255.224
Rliconfig) ¥ access-list 1 permit 192.168.0.0 0.0.0.255

Rlizonfig)# ip nat inside source list 1 pool HAT-POOL? overload

Rliconfig) # interface Fadf0

Rl {config-if) # ip nat inside

Rliconfig)# interface Fadjf1

Rl {config-if) # ip nat inside

Rliconfig)# interface Serialdf0f0

Rl{config-if)# ip nat outside

27.
Bamsaute Ha pucyHok. Mapumpytuzarop R1 HacTpoeH At ncnonb30BaHusA
PAT. HazoBute BO3MOXHYIO IPUYHMHY TOTO, YTO MPE0Opa3oBaHUE aJIpECOB B
CETH HE BBIITOIHAECTCS.

B KauecTBe BHemHero uutepgeiica NAT nomken ObITh ykazan unrepgeiic Fal/l
CIHCOK access-list 1 HacCTpoeH HenpaBUIILHO

mys1 NAT-POOL?2 ne npusszan k ACL-criucky

B KauecTBe BHyTpeHHero untepgeiica NAT nomkeH ObITh ykazan untepgeiic S0/0/0

O 0 O °

28. 3anonHuTe mycroe nojie. Mcnonb3yiiTe necsaTuuHbIi (opMaT C TOUKaMHu.
I'pynmoBas macka, cBsizaHHas ¢ cetbio 128.165.216.0/23, —

29. 3anonHuUTe mycroe noje. Mcnonb3yiiTe necsaTuaHbIi (opMaT C TOYKaMHu.
I'pynmoBast macka, cBs3aHHas ¢ cetbio 192.168.12.96/27, —

30. 3anomHuUTe mycrtoe noje. Mcnonb3yiiTe necsITHaHbIi (opMaT C TOYKaMHU.
['pynnoBas macka, cBsizanHas ¢ cetbio 152.115.128.0/17, —

Kpurepum ouenkmu:
- OIICHKA «3a4YTCHO», €CJIN CTYACHT AaJI IPABUJIbHBIC OTBCTHI;

- OLICHKA «HE 3a4TCHO», €CJIM CTYJCHT HE CMOI"' 1aTh IIPaBUJIBHBIC OTBETHI.

7.2.2. KOMILIEKT OTY€TOB 10 3aJaHUSIM, BbINIOJITHEHHBIM HA JIA00PATOPHBIX 3AaHATHAX

(HaumeHoBaHUue OYeHOUHO20 Cpedcmea)

JlabopaTopHasi paGora 1. BBeieHne B KOMIIbIOTePHBIE CETH.
15



®opma otuyéTa mo gadoparopHoii padore Nel. B otuér mo maGopaTopHoil paboTe IOJKHBI
OBITh BKJIFOYEHBI CJIEYIOIINE MYHKTHI:

— TUTYJbHBIH JUCT;

— 1enb paboThl;

— KpaTKHe TEOPETUYECKUE CBEICHUS;

— OIKCaHUE X0/1a BBINOJHEHHS pabOThI;

— Ppe3yJbTaThl BHIIIOJHEHHOM paboTHI.

JlaGopaTtopnas padora 2. PazpadoTka CTPYKTYPUPOBAHHON Ka0eJbHOH CHCTEMbI JIOKAJIbHOM
KOMIILIOTEPHOM CEeTH.

dopma oTuéTa mo JadoparopHoii padore Ne 2. B oTuér mo maboparopHoil paboTe TOJKHBI
OBITH BKJIFOUEHBI CIEAYIOIINE MTYHKTHI:

— TUTYJIbHBIN JIUCT;

—  1IeJb paboTHI;

— KpaTKHe TEOPETUUYECKUE CBEJICHUS,

— ONKCaHUE XO0Ja BHITIOJIHEHUS paOOTHI;

—  Ppe3yNbTaThl BBHITTOJIHEHHON PabOThI

JlaGopatopuas padora 3. Pacuér 3aaepikek mepegay NMakeToB B TeJeKOMMYHHKALMOHHOM
CeTH.

®opma oTuéTa mo JgadoparopHoii padore Ne 3. B otuér mo mabopatopHoil paboTe MOKHBI
OBITh BKITIOYCHBI CIICTYIOIINE TYyHKTHI:

— TUTYJIbHBIN JIUCT;

—  1IeJb paboTHI;

— KpaTKue TeOpEeTUYECKUE CBEICHUS;

— OIHKCaHUE XO0/1a BHITIOTHEHHS paOOTHI;

—  pe3yJbTaThl BBIOJIHEHHON pabOTHI

JlaGopaTtopnas paGora 4. Pa3zpaGorka aapecoB ceTH KaMiyca IO CTaHAApPTaM CeTEBOIrO
YPOBHSI.

®opma oTuéTa mo aadoparopHoii padore Ne 4. B otuét nmo naboparopHoil paboTe MOJKHBI
OBITh BKIIFOUYCHBI CJICTYFOINE ITyHKTHI:

—  TUTYJIbHBIH JIUCT;

— 11e1b paboThI;

— KpPaTKHu€ TCOPECTHUYCCKUEC CBCACHUAA,

— ONKCaHHUE X0JIa BHITIOJTHECHUS paOOTHI;

—  pe3yJbTaThl BHIMOJIHEHHON paObOTHI

Jlaboparopnasi paGora 5. MojaeaupoBaHue NMOTOKOB JAHHBIX B TeJeKOMMYHUKAIMOHHOM
CeTH.

®opma oTuéTra nmo JadoparopHoii padore Ne 5. B otuér mo maboparopHoii paboTe HOIKHBI
OBITh BKJTFOUCHBI CIEAYIOIINE MyHKTHI:

— TUTYJIbHBIN JIUCT;

— 1enb paboThl;

— KpaTKHe TEOPETUYECKUE CBEICHUS;

— OIKCaHUE X0/1a BBINOJHEHHS pabOThI;

—  pe3yJbTaThbl BHIMOJIHEHHON paboThI

JlaGopaTopuasi padora 6. YcranoBka um Hactpoiika OC cemeiictBa Linux ¢ moaaepxkoi
nporokoja SAMBA.

16



®opma oTuéTra nmo JadoparopHoii padore Ne 6. B otuér mo maboparopHoii paboTe HOIKHBI
OBITh BKJIFOYEHBI CJIEYIOIINE MYHKTHI:

— TUTYJbHBIH JIUCT;

— 1enb paboThl;

— KpaTKHe TEOPETUYECKUE CBEICHUS;

— OIKCaHUE X0/1a BBINOJHEHHS pabOThI;

—  pe3yJbTaThbl BHIMOJIHEHHON paboThI

JlaGopatopnas padora 7. Hactpoiika Router OC st 3a1aHHOM MapIIPyTU3AIUM.

dopma oTuéTa mo gadoparopHoii padore Ne 7. B oTuér nmo maboparopHoil paboTe MOJIKHBI
OBITh BKJIIIOYECHBI CJICYIOIINE MYHKTHI:

— THUTYJbHBIN JIUCT;

— 11e1b paboThI;

— KpPaTKHu€ TCOPECTHUYCCKUEC CBCACHUAA,

— OIKCaHUE XO/1a BBINIOJHEHHS pabOTHI;

—  pe3yJbTaThl BBIMOJIHEHHON paObOTHI

JlabopaTopHasi paGora 8. YnpaB/ieHue ceTblo.

dopma oTuéTa mo JgadoparopHoii padore Ne 8. B oTuér mo maboparopHoil paboTe MOKHBI
OBbITh BKJIFOYEHBI CIIETYIOIINE TyHKTHI:

— TUTYJIbHBIN JIUCT;

—  1IeJb paboTHI;

— KpaTKue TeOpEeTUYECKUE CBEICHUS;

— ONMCaHHUE X0JIa BHIIIOJIHEHUS pabOTHI;

—  pe3yJbTaThl BBIOJIHEHHON pabOTHI

TpedoBanus k opopMiIeHUI0
Otuer nomwkKeH cojepxaTh MOApPOoOHOE omnucaHue (BKIOYas WUIOCTpaTuB). OTYET 1O
MPAaKTUYECKOMY 3aHATHIO BBIIIOJIHIETCS HA CTpaHUIAx Gopmara A4 B 3JI€KTPOHHOM BHJIE.
[Ipu odopmieHnn oT4€Ta UCIOIB3YETCSl CKBO3HAs HyMepalus CTPAHUL, CUMTAs TUTYJIbHBIN
JMCT nepBoi cTpanuueil. Homep cTpaHuIbl Ha TUTYJIBHOM JIUCTE He cTaBuTCs. Homepa cTpaHuIibl
CTaBSITCS 1O LIEHTPY BBEPXY.
ITpu opopmnennn otuéra cobIOAATh CIEAYIOLINE TPEOOBAHUS:
e Jlyis 3aTOJIOBKOB: MOJY>KUPHBIN pu@T, 14 T, IEHTPUPOBAHHBIN.
e Jlyiss OCHOBHOTO TEKCTa: HEXHUPHBINA WPHUPT, 14 1T, BRIpaBHUBAHUE I10 ITHUPUHE.
e Bo Bcex ciyvasx tun mpudta — Times New Roman, orctym a63ama 1.25 cM, mosryTopHbIi
MEX1yCTPOYHBIN UHTEPBAJL.
e Tlons: neBoe — 2 cM, IpaBoe, BEpXHEe U HUXKHeE — 1 cM.

IIpouenypa oneHuBaHUS
O1eHKa BBINOJIHEHHOTO IPAKTHYECKOTO 3aHATHUS IPOBOJUTCS IO CIEAYIOLUIUM KPUTEPUSIM:
1. Hanuune Bceil cymecTBeHHOM HH(pOpManuy o padore
To4YHOCTP U OJTHOTA IPEOCTABIIAEMBIX CBEICHUN
HenpoTtuBopeunBocTs mpuBoauMoi HHGoOpManuu
[TpaBUABHOCTD HHTEPIPETALUN U BHIBOJIOB, KOTOPBIE CICNIaHBI IO pe3ysbTaTaM padoThI
CreneHp TOCTUKEHHS CTYJACHTOM MTOCTAaBJICHHOM €N
OBG0CHOBAaHHOCTbH MTPUMEHSIEMOT'0 PEIICHUS
I'pamoTHOCTH (comeprkaTeabHasi) UCIOJIb3YyEeMbIX (HOPMYIHPOBOK

Nowvhkwd
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Kpurepun onenkn:

MakcumanbHOE KOJMYECTBO Oa/uloB, HayHMCIseMOe 3a 33JaHue, BBIINOJHEHHOE Ha
MPAaKTUYECKOM 3aHATHH, paBHO 12 wim 13 B 3aBUCHUMOCTH OT paboThl. [IpH ycrnoBUM BBIOIHEHHS
MeHee 40 POIEHTOB OT 3aIlIaHUPOBAHHOTO 00BbeMa paboTsl — 0 6amwtoB, oT 40 10 60 MpoOIEHTOB —
4 6amna, ot 60 no 80 mpouenToB — § 6amnos, ot 80 1o 100 mporeHToB — 12 wu 13 6amios.
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7.3. OneHo4Hble cpeacTBa A NMPOMEKYTOYHOH ATTeCTAllMM IO WTOraM OCBOCHMA
AUCHHUILIMHBI

7.3.1. Bonnpocbl K NIPOMEKYTOYHOM aTTecTaluu

CemecTtp 5
Ne /it Bomnpocsl k 3x3aMeny

l. [Tosinenue MutepHeT u ero Biausinue Ha ceTu. CocTaBHBIE CETH.

2. O6benaéHHEbBIC ceTH. CepBrchl Web 2.0.

3. BinsiHne pa3BuTHSA KOMIIBIOTEPHOW TEXHUKH U CETEH HA Pa3BUTHE CPEICTB
TEJIeKOMMYHHUKAIUH.

4. HNudopmanmonnoe npoctpanctBo. MHbopmannmonHoe o0iecTso.

3. Wcropust pa3Butus Beruncautenbbix cucteM. RISC- u CISC-apxurekrypa.

6. IToToxoBwie u nmapamieasHbie IBM. OOnayHble BHIYUCICHHS M CEPBHCHI.

7. Knaccugukarys BBIYUCIUTENBHBIX CHCTEM MapajuieabHoit oopadotku (SISD, SIMD,
MIMD, MISD).

8. Kongetiepsl. Kam-namsTs.

9. MynbTHIPOIIECCOPHBIE CUCTEMBI OOIIET0 Ha3HAYEHUSI.

10. Apxurexkrypa MIMD-cuctemsl ¢ UMA, NUMA, ccNUMA. Muorosinepusie BC.

11. Tomnosnorust KOMMYHUKAIIMOHHBIX CETEN MYJIbTUIIPOLIECCOPHBIX CUCTEM.

12. CoBpemennsbie cynepkoMibioTepsl 1 BC. [Ipumenenne nx B connaabHOu cdepe.

13. Hctopus pa3Butus TenekoMMyHukanuii. Kiaccuduxanus cucrem
TEJIEeKOMMYHHUKAIUH.

14. Tenedonnas cBs3b. Uctoprueckuit 0630p. CoToBas TenedoHusl.

15. CpencrBa HaBuranuu. CIiyTHHKOBasI U paAHOCBs3b. [[puMeHeHne 3THX CPelICTB B

COBPECMCHHBIX KOMIBIOTCPHBIX CETAX U TCXHOJOTHUAX.

16. [Tporokonst HTTP u WWW. Becemupnas naytuna. Web-apxutekrypa.

17. Hasnauenne web-cepBepa n web-kimenTa. [IpuMepsl peann3aimid.

18. ['uneprekcToBbie A3bIkU U TexHONoruu (HTML u XML).

19. Co3znanue 1 pa3MenieHne web-cTpaHuIipl.

20. 0630p WAN-texnonoruii. Kimaccudukamus. CpaBaenue texnonoruii. cropus
pa3BuTHs. IlepcieKTUBEI.

21. MozeMbl 1 KOMMYTaTOpbI TII00aIbHBIX ceTeld. O0IacTH UX MPUMEHEHHS U (QyHKIINH.
CraHapTHbIE CXEMBI.

22. MapipyTuzaTopsl, HUI03bl U OpanaMayspsl. [Ipuniunsl paboTsl U GyHKIMH. CXeMbl
COEJINHEHUS.

23. Commxenne LAN- 1 WAN-TexHOJIOTHH.

24. [TepcneKTHBBI Pa3BUTHUSI KOMITBIOTEPHBIX CETEl M BEIUMCIUTEIbHBIX CUCTEM.

25. ITpoBoaHast u GecripoBOIHAS CBSI3b. 3aKpbITas M OTKPBITAs Cpea Nepeaayuu JaHHbIX.
[IpenmyiiecTBa U HENOCTATKU. TEXHOJIOTHH.

26. [TudpoBsie KaHAIBI CBA3M M MPUHLUIBI X pab0Thl. KOMMyHHKalIMOHHOE
obopynoBanue. Lludpossie cetu csizu. CXeMbl TOCTPOCHUSI.

27. Ceresbie OC u nx nporokossl. Cteku npoTokonos paszHeix OC. IlepcnexkTruBbl
pa3BUTHS.

28. OC mo6mbpHBIX 1aTGopm. O630p.

29. Kommynukammonnoe o6opyaoanue 6ecripoBoanbix WAN-cereit. TexHomoruu.

HepCHeKTI/IBLI Pa3BUTHA.

30. becnpoBognsie LAN (IEEE 802.11, 802.16). Texnonoruu. O6opyaoBaHHe.
[IepcrieKTUBBI pA3BUTHSL.

31. OnpeneneHue CeTeBbIX NapaMeTpoB KoMbloTepa. JJIOMEHbI.
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32. Cayx6a DNS. IIporokon DHCP.

33. OnpeneneHue MyTH 10 TOYKKA HazHauyeHus. KoMmyTanus u mapuipyTusanus.

34. Mapmpyrtuszammst TCP/IP.

35. [Tporoxon RIP. Jlaunnas mapupytu3zaius (OSPF).

36. [Tporokossl BHewHel MapuipyTtusaiun BGP u EGP.

37. ["apanTHpoBaHHAas ¥ HETapaHTUPOBaHHAs JOCTaBKa cooOuieHui B IP-cersx.

38. ITpoTokonsl TCP-ypoBHsL.

39. CepBucel npukiagHoro ypoBHs. Ciyx0a TenekoHepeHIHd, (OpyMbI MPSMOTO
00111eH s, UHTEPHET-TeNeOHNUS.

40. [Tpotokon auHamuueckoro pacnpeneneHus aagpecos DHCP.

41. [Iporokon ynpasneHus cetbio SNMP.

42. [Tonnepxka CITYKOBI HoBocter ~ NNTP, IRC-cityx0p51, IRQ-cmy>x081,
TeJIEKOH(EepEHIIHH.

43. WuTepHer-TenedoHusl.

44. [TouckoBble cuctembl cetu MuTeprer. Hactpoiika u pabota ¢ Humu. Web-moprai.

45. Pabota ¢ snexrponnoi nmouroi. [Iporokoasr UUCP, SMTP. Anpecarus B OYTOBBIX
cucremax. Ocobennoctu paboTel B cetsx UNIX u Windows.

46. IToutoBbie cepBeppl W uX HacTpoirka. [Iporpamma Sendmail. Kommonent MAPI.
[Tporoxon POP3.

47. ®opmatsel mouroBoro cooOmenuss. RFC-822, MIME. OrtnpaBka 531€KTpOHHOTO
MIMChMa C BJIOKEHUEM.

48. Pabota c¢ mpotokonom IMAP4. Cepsep IMAP u ero Bo3moxnoctu. bopbba co
CIIAMOM U BUPYCaMH.

49. O630p mouroBbix knueHTOB (MsfOutlook, The Bat! u np.). I'pynmnoBas pacchuika.
bopn0a co cnaMoM U BUpYCaMH.

50. Omnenka yrpo3 6e3omacHocTH. [lonuTrka 0e30macHOCTH. 3amuTa CeTH. AMMmapaTHBIE
CpeJICTBa.

51. Cucremsl mdposanus. Kpunrocucremsl.

52. ITpoTokomsl 6e3omacHocTH HTEpHETA.

53. CoBpeMeHHBIE CPECTBA WACHTUPHUKAIMH U Ay TCHTU(DUKAIHH.

54. Texnonorus B-ISDN (ATM) - Ha3HaueHHe, JIOCTOMHCTBA W HEIOCTATKH.
O060pyIOBaHHE U CXEMBI.

55. Crangaptel ontudeckux cereit SONET-OC. O0opynoBaHue U cxeMsl. JJOCTOMHCTBA U
HEJIOCTAaTKH.

56. CryTHMKOBBIE TEXHOJIOTUU ¥ KOCMHMUECKas CBA3b CUCTEMBI T€0NO3UIIMOHUPOBAHUSI.

57. CBs13b ¢ rnobanpHbIMK TeneoHHbIMU cucTeMamMu. Ceth 3G.

58. Boinenennsie muHuK M TexHogoruu XDSL. O6opynoBaHue U cxeMbl. [lepcIeKTUBBI.

59. Opranuzaiusi B3auMOJICHCTBUS MIPOBOJHBIX U OECIPOBOJHBIX CETEH W TEXHOJOTHUH.
Brusiaue coroBoit cBsizu Ha WLAN.

60. IlepciekTuBBI pa3BUTHSA TeNEKOMMYHUKalMi u cered OBM. Ilpumenenue stux
CPEJICTB B 3aJa4axX COIMAIBLHOUN CeEepBhl.

61. KomnonenTsl cetu. OxoHeuHble ycTpoiicTBa. [IpoMexyToUHbIE CETEBBIE YCTPOICTBA.
Cpena nepenauu. CereBbie 0603HaueHus. Cxemsl Tonosiorun. [Ipeacrasienue u
(GYHKITMH KOMIIOHEHTOB CETH.

62. Ceru LAN u WAN. Tuns! ceteil. JlokanpHbie ceTu. [ nmobanibHble ceTu.

63. Cetu Unrepuer, MuTpaner u DkcTpaHerT.

64. [Tonkmrouenue k Matepuery. Texnonoruu nocryna B Marepner. [loakirouenue k
WuTepHer s noma u Hebobioro oduca. [loakmodenne k UuTepHeT aiist
npeanpustuid. Packet Tracer.

65. MynbpTHCEpBUCHBIE C€TU. TpagulIMOHHBIE OTJIEIbHbBIE CETH.

66. Hanéxuas cetb. CeteBast apxuTtekTypa. OTKa30ycTOiMUNBOCTE. MacmrabupyemMocTh.
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KauecTtBo 00cnykuBaHusi. be3onacHOCTb.

67. Tennennuu pa3zsutus cereir. CopmecTHas padota yepe3 MHTepHeT. Bumeocssiss.
OOnavHbIC BRIYUCIICHUSL.

68. CereBble TEXHOJIOTHH 7151 IoMa. TeXHOIOrHYeCKUe TeHACHIIUY B JOMAITHUX CETSIX.
Opranu3zanus CeTH 0 JUHUAM JIEKTPONUTaHUsS. becripoBOIHOM IMPOKONOIOCHBIN
JIOCTYII.

69. CereBas apxutektypa Cisco. CCNA.

70. Cisco IOS. Oneparmonnsie cuctembl. Haznauenne OC.

7.3.2. Kputepuu U HOPMbI OLIEHKH
®opma
NpOBeleHus
Cemectp . Kpurtepun u HOpMBbI OLIEHKH

NMPOMEKYTOUHOM

aTTrecTauuu
Dk3ameH (1o Crynent Habpan ot 85 mo 100
HAaKOMUTEIbHOMY «OTJIIMYHO» 0aJJIOB M0 HAKOMUTEIBHOMY
pEUTHHTY) PEUTHHTY.

«XOpOouIo»

Crynent Habpan ot 70 no 84
0aJIJI0B 110 HAKOIIUTEIBHOMY
pPEUTHHTY.

«YAOBJICTBOPUTCIIBHO»

Crynent Habpain ot 55 mo 69
0aJI0B IO HAKOTIUTEILHOMY
PEUTHHTY.

«CHEYOOBJICTBOPHUTCIBHO»

Crynent Habpan 54 unu MeHee
0aJJI0B [0 HAKOMUTEIBHOMY
PEUTHHIY.
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8. YueOHO-MeTOoAMYecKOEe M HH(POPMALMOHHOE 00eceuyeHue TUCIHIIIMHBI
8.1. Obs3aTesqibHAsI IUTEpPaTypa

Tun (yueOHuK, yueoHoe

KoaunuecTBO B
HAY4YHOI

Ne nocooue, yueoHo-
ABTOpBI, COCTABUTEJH 3arsiaBue (3aroJi0BOK) I'ox n3panus ouoanorexe /
n/m METOJIUYECKOe Imocooue,
NDAKTHEYM, Ip.) HaumenoBanue
P » Ap- 3BC
1 | Tenraiikun E.A. [IpoexTrpoBaHue ceTeBOM VY4ebHOe mocobue 2020 3BC
uHbpacTpyKkTyphl. Opranu3zaus, «Jlaup)
NPUHIHIIB] TIOCTPOSHUS
(GYHKIIMOHUPOBAHUS KOMITBIOTEPHBIX CETEH.
JlabopaTopHbie pabOThI
2 | demunos JL.H. OCHOBBI DKCIUTyaTallu KOMIIBFOTEPHBIX Y4eOHuK 2019 9BbC
ceren «IPRBooks»
8.2. lonoiHMTEILHAS JIMTEPATYpPa
Tun (yueOHuk, yueOHoe Kmmqecnio i
HAaY4YHOM
Ne nocooue, yaeoHo-
ABTOpBI, COCTABUTEJH 3arnaBue (3aroJioBoK) I'ox n3panus ouoéauorexe /
n/n MeToAH4YecKoe mocooue,
NPAKTHKYM, Ip.) HanmeHoBaHue
P » Ap- 3BC
1 M.IO. Ceprees, KommnsrorepHsie cetu [IpakTukym 2019 9BbC
T.U. Cepreesa, «IPRBooks»
C.A. OnelinukoBa
2 | Kosran H.M. KomneroTepHsie cetu YuebHoe mocobue 2019 29bC
«IPRBooks»
3 | bepnmun A.H. TenexkoMMyHUKAaMOHHBIE CETH U VYyebHoe mocobue 2020 9bC
YCTPOHCTBA «IPRBooks»
4 | 3auka A.A. JlokanbHble €T M UHTEPHET YuebHoe nocobue 2020 9BbC
«IPRBooks»
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8.3. Ilepeuenb mnpogeccHOHANBHBIX 0a3 JAHHBIX U MH(OPMALMOHHBIX CHPABOYHBIX
cucTreM

— @enepanbHblil mopran «Poccuiickoe obpazoBanuey» http://edu.ru/

— O6pa3oBanue u Hayka : KypHan https://www.edscience.ru/jour

— EDUTAINME - Oynymee o0pa3oBaHuss W TEXHOJOTMH, KOTOPbIE €ro MEHSIOT
http://www.edutainme.ru/about/

8.4. IlepeueHb NpOrpaMMHOro obecrnevyeHus

Ne HaumenoBanmue 11O PeKBHIHTEI Aorosopa
n/n (naTa, HOMep, CPOK JIeiicTBHUS)
1 | Windows XP Jorosop Ne 690 ot 19.05.2015r., cpok
JeHCTBHsI — OECCPOUHO
2 | Microsoft Office Standart Jlorosop Ne 690 ot 19.05.2015r., cpoxk

neuctBus — Oeccpouno; Jlorosop Ne 727
or 20.07.2016r., cpok pAeucTBUS —

0eccpoyuHO
3 Canonical Ltd Ubuntu Bepcus 14.04 JInuensus GNU GPL
4 | mpoext Debian Debian GNU/Linux JInuensuss GNU GPL
Bepcus 8
5 | Ilpoekt Fedora Fedora Bepcus 23 Jlunensust GNU GPL

8.5. Onucanue MaTepualIbHO-TEXHUYECKOl 0a3bl, HEOOXOAMMON /ISl OCYLEeCTBICHUSA
00pa30BaTEJILHOIO0 MpoIecca Mo IMCHUNJInHe

HaumeHoBaHMe 000PY10BAHHBIX Y4EOHBIX

Ka0UHeTOB, J1a00paTOpHii, MACTEPCKHUX H

Ne JAp. 00bEKTOB /IJIsl IPOBeIeHUs

N/ | NPaKTHYeCKHUX U JIaOOPATOPHBIX 3aHATHI,
NOMeEIeHHuH JJIS CAMOCTOATEILHOM

padoThl 00yYaAKIUXCcsl (HOMepP ayIMTOPUH)

IlepeuyeHb 0OCHOBHOTO 060pPYA0BAHUS

KomnbrotepHslii kiace. YuebHas ayautopus | IlepeHOCHOM MpoeKTop, 3KpaH, CTOJIbI

JUISI IPOBEJICHUS 3aHATUH JIEKIIMOHHOTO TUMA. | KOMIIBIOTEPHBIE, CTOJI

VYuebHas ayuTopus AJs IPOBEICHUS IIPENOAaBaTeIbCKAN, CTYJIbs, 1OCKa
3aHATUI CEMUHAPCKOTO TUMA. YueOHast aynuTtopHas (MapkepHast) — [IK ¢ BeIxogoM
ayJUTOpUs AJIs IPOBEICHUS J1a00paTOPHBIX B ceTb IHTEpHET

pabot. YuebHas ayauropus Ui KypcOBOTO
POEKTUPOBAHUS (BBIIOIHEHUS KypPCOBBIX
pabor). YueOnast ayiutopus JJIsi IPOBEICHUS
IPYNIOBBIX U UHAWBHTYyAJIBHBIX
KOHCYJIbTAIM YueOHas ayuTopus JIs
IIPOBEJCHUS 3aHATHI TEKYLIET0 KOHTPOJIS U
npoMexyTouHoi arrectauuu. (YJIK-203)

Komnbrorepusiii  knacc. [lomemenue st | CTonbl yUEHHUECKUE, CTYJbS
CaMOCTOSITENIbHOM paboTHL. VYuebnas | yuennueckue, [IK ¢ BpIxomom B ceTb
ayouropuss  JUld  TpOBeAEHUs  3aHATHM | MIHTepHerT.

CEMHMHAPCKOTO THIA. Y4eOHas ayAUTOPHS IS
KypCOBOTO IPOEKTHUPOBAHUS  (BBIMOJIHEHHS
KypCOBBIX PaboT). YueOHas ayauTOpHUS LIS
NPOBE/ICHUS TPYNIOBBIX U MHIUBUAYAIbHBIX
KOHCYJbTAallMi. YdeOHas ayauTopus Hjs
NPOBEICHUS 3aHATUH TEKYIEro KOHTPOJIS U
npoMexyTouHoi arrectauuu (I'-401)
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