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1. Ileanb ocBOeHUS AUCHHUILTHHBI

[lens — W3y4YeHHE OCHOBHBIX MOHATHI, METOIOB U CPEACTB 3alIUThI HH(OPMALIMU B MPOLIECCE €€

00paboTKH, epeaadn U XpaHEHHs B COBPEMEHHBIX HH(POPMAIIMOHHBIX TEXHOJIOTHSIX U CHCTEMaX.

3agaqu:

1. JlaTe OCHOBHBIC OHATHUS U ONPEAEICHUS B 00JIaCTH 3aIUTH HHPOPMA-IUH.

2. Jlath UCTOYHUKHU Yrpo3 U (OpPM aTak Ha KOMIIBIOTEPHYIO WH(POPMALINIO, HAIIPABICHUS 3aIIUTHI
UH(OpPMALIUHI OT BCEBO3MOKHBIX yIPO3.

3. [laTe ¥ MOMTy4YUTh HABBIKH MO Pa3padOTKe MPOCTEHIINX KPUITOTpahu-4eCKUX CHCTEM.

4. JlaTh ¥ MOMYy4YNUTh HABBIKK TI0 pa3padOTKe MOJMTHKHA HH(DOPMATMOHHOI 6e30acHOCTH.

5. Jlarb 6a30BbIC TEXHOJIOTHH 3aMTUTHI HHPOPMAITHIH.

2. Mecto nucuuiuidHbl (yuedHoro kypca) B crpykrype OIIOIT BO

Hannas mucuurumHa (yueOHbIA Kypce) otHocuTes K b1 "Iucummmuael (momymn)" (O0s3arenbHas
4acTh).

Jucuuminzel, yaeOHble Kypchbl, HA OCBOEHUHU KOTOPBIX 0azupyeTcs JaHHas AUCUMIUIMHA (y4eOHbIN
Kypc) — Muadopmarmonnsie cucremsl 2, MHdopmanronusie cucreMsl 2, MHpopMalnoHHbIe CUCTEMBI 2,
WNudopmanmonnsie cucremsl 2, Kommnbrorepusie cetn, Kommnbrorepasie cetd, Komnbrotepusie cetn, Kom-
NbIOTepHbIE ceTH, OOBEKTHO-OPUEHTUPOBAHHOE MporpaMmupoBanue 2, O0beKTHO-OPUEHTHPOBAHHOE TIPO-
rpammupoBanue 2, OObEKTHO-OPUEHTHPOBAHHOE mporpammupoBanue 2, OOBEKTHO-OPUEHTHPOBAHHOE
nporpaMMmupoBanue 2, Opranusanys U aIMUHUCTPUPOBAHUE ONEPALIMOHHBIX cucTeM, Opranusanus u an-
MUHUCTPUPOBAHHUE ONEPALIMOHHBIX cucTeM, OpraHusanus 1 aAMUHUCTPUPOBAHUE ONEPALIIOHHBIX CUCTEM,
Opranuzanys ¥ aAMAHUCTPUPOBAHKUE ONIEPALIMOHHBIX CUCTEM.

JucuuruHel, yaeOHbIe KYPChI, Il KOTOPBIX HEOOXOIMMBI 3HAHUS, YMEHUs, HaBbIKH, TprodpeTa-
eMble B pe3ynbTare M3y4eHHs MaHHOM aucUUIUIMHBL (yueOHoro kypca) — IlpenaumioMHas mpaxkTHka,
[IpenaumniomMHas mpakTHKa.

3. IlnaHnmpyemble pe3y/abTaThbl 00y4eHHs

dopmupyembie 1
KOHTPOJIMpYyeMble KoMIIe-
TeHLUH
(KOJl 1 HAUMEHOBaHHUE)

HNuaukaropsbl 10cTHKE-
HHUS KOMIIeTeHIu I
(ko1 1 HAMMEHOBAHUE)

Ilnanupyembie pe3yjbTaTbl 00y4eHHsI

OIIK-2: Crioco0eH ucnosb-
30BaTb COBPEMEHHbBIE WH-
(dopMaIIOHHbIE  TEXHOJIO-
MM U TIPOTpaMMHBIE Cpell-
CTBa, B TOM YHCJE OTeye-
CTBEHHOTO TIPOM3BOJICTBA,
IpU peleHu 3aaad Mpo-
deccuoHanbHONW  JesITeNb-
HOCTH

OIIK-2.1. Onpenensiet u oiie-
HUBaeT COBpeMeHHbIe HH(DOP-
MAaI[MOHHBIC TEXHOJIOTUU U
MIPOrpaMMHBIE CPE/ICTBA, B TOM
YHCIIe OTEYECTBEHHOTO MTPOU3-
BOJICTBA MIPH PEIICHUH 3a]1a4
npodeccnoHanbHOM e TelNb-
HOCTH

OIIK-2.2. [ToHnmaer poJib co-
BPEMEHHBIX

WH(OPMAITMOHHBIX TEXHOJIO-
THH U IPOTPAMMHBIX CPEJICTB,
B TOM YHUCJIC OTEYECTBEHHOTO
MIPOU3BOJICTBA MIPU PEIICHUU
3a/1a4 mpoecCHOHAILHOM Jie-
SATETTLHOCTH.

OIIK-2.3. JeMoHCcTpupyeT
CIIOCOOHOCTH  HCIIOJIb30BaTh
COBpEMEHHBIE HWH(OpPMAINOH-
HbIC TEXHOJIOTUU U MPOTPAMM-

3HaTh: aJTOPUTMbI KPUITOTPapUUECKOTo
¢ poBaHus

3HATh: AJIEKTPOHHAs M poBas NOJIUCH

3HaTh: 0a30BBIE TEXHOJOTMH 3aIATHI
uHpOpMaLuu

3HaTh: MoJenu HH(OpMaMOHHON 0e3-
ONIACHOCTH

3HATh: MOJUTUKY HH()OPMAIIMOHHON 0e3-
OIACHOCTH

3HATh: AQITOPUTMBI  ayTeHTU(DUKALUU
OJIL30BaTeIIeH
3HaTh: CTaHAApPTbl MH(OPMALMOHHOM

0€30I1aCHOCTH




HbIE CpEICTBAa, B TOM 4YHCIIE
OTEYECTBEHHOIO IIPOU3BOJI-
CTBa, IpU pEUICHUM 3a7ad
npodeccuoHanbHONH  JIesATENb-
HOCTH

3HATh: OCHOBHBIC MOHATHUS W OMpPEEIe-
HUS 3 THl THPOPMAITHH

3HATh: UCTOYHHUKH, PUCKU U (POPMBI aTak
Ha uH(popManHio

3HATh: TMOJUTUKY MHPOPMAIIMOHHON 0e3-
OIIACHOCTH

3HAaTh:  AJTOPUTMBI
OJIL30BaTeIIeH

ayTeHTH(UKAUU

3HAaTb: OCHOBHBIC ITOHATUA U OIIPEACIIC-
HUsA 3allIUThI HH(bOpMaHI/II/I

3HaTh: aJTOPUTMbI KPUITOTPahUUECKOro
mupoBaHUs

3HaTh: 0a30BbIE TEXHOJOIMH 3aI[UATHI
uHbopmaru

ymeTh: Pa3pabarbiBarh kpunrorpaduue-
CKYIO CHCTEMY Ha OCHOBE COBPEMEHHBIX
METOIOB U CPEACTB 3alIUThl WH(pOpMa-
02078

yMeThb: PaccuuThiBaTh PUCKU OT BCEBO3-
MOXHBIX yIpo3 HH(POPMAIMOHHOHW Oe3-
OIIACHOCTHU

yMmeTh: Pa3pabarbiBath kpuntorpaduue-
CKYI0 CHCTEMY Ha OCHOBE COBPEMEHHBIX
METOJIOB M CPEICTB 3allMThl MH(pOpMa-
y2078

BiazneTs: HaBbikamu pa3pa®oTku monu-
TUKU MH()OpMaIIMOHHOH 0€3011acHOCTH

OIIK-4: Cnocoben yuact-
BOBaTh B pa3palbOTKe CTaH-
JlapTOB, HOPM U IIpaBuIi, a
TaKXKe TEeXHUYECKOM OKY-

MEHTAIliHl, CBSI3aHHOM C
npodeccuOHaNbHOU  Jesi-
TEJIBHOCTBIO

OIIK-4.1. lemoHcTpHpYyET
3HaHUS CTaHAapPTOB oopmite-
HHS TEXHUYECKOU IOKYMEHTAa-
LMY Ha Pa3IU4HbIX CTaJNAX
YKU3HEHHOTO IMKJIa HHpOopMa-
LIUOHHON CHCTEMBI

OIIK-4.2. [IpuMeHsieT HaBBIKU
COCTaBJIEHUS TEXHUYECKON J10-
KyMEHTAIH Ha Pa3InYHbIX
JTanax *XU3HEHHOTO LIUKJIa
MH(OPMALIMOHHON CUCTEMBI.
OIIK-4.3. JIlemoHCTpUpYET

3HaTh: CTAHJAPThl HH(OPMAIMOHHON
0€30I1aCHOCTH

3HaTh: UCTOYHHUKH, PUCKU U (POPMBI aTak
Ha MHGOpMAIHIO

3HATh: MOJEIM HH(POPMAIMOHHON Oe3-
OIACHOCTH

yMeTh: PaccuuThIBaTh PUCKU OT BCEBO3-
MOXKHBIX yIpo3 HH(POpPMAMOHHON 0e3-
OIAaCHOCTH




CMOCOOHOCTH Y4acTBOBATh B
pa3paboTke CTaHAAapTOB, HOPM | BiaxeTh: HaBbikamMu pa3paboTKu MOIH-
U TpaBUJ, a TaKXKe TEXHUYE- | THKU MHPOPMAIIMOHHON 0€30MacHOCTH
CKOM JIOKYMEHTAllUW, CBSI3aH-
HOW ¢ mpodeccuoHanbHOM e-
sarenbHOCThIO OITK.




4. CTpyKTypa H coepkaHue TucUUILIHHbI _MHbopMannoHHasi 6€301aCHOCTh

Bun

®opMbI TEKYLIEr0

Monyab YeGHOi HanmeHnoBaHue TeM 3aHATHI Ce- Oobem, Basiint HNHTepakTuB, KOHTPOJISI (HAUMEHO-
(paznen) y p (yueoHOii padoThI) MecTp q, q, BaHHe OLEHOYHOT0
PabOTRI cpeacTna)
OCHOBHBIE TIOHATHS U OTIpeesIeH s 0€301aCHOCTU UH- CoBeceoBate (YCTHBI
OcHoBHBIE| JEKLUA dopmarnu. Kiaccudukanus yrpo3 6e30macHOCTH UH- |5 0,5 - onpoc)
HOHATHUS U dbopmaruu P
orpesene- | CaMoCT. W3yuenne 1eKIIMOHHOTO MaTepHala v MOATr0TOBKA K 5 16 i
HUs Oe3- | pabora PAKTUYECKUM 3aHATUSIM
OIACHOCTH Krnaccudukanus MeTogoB mpoTUBOACHCTBUS yrpo3amM CobecenoBanue (yCTHBIN
uHpopma- JICRII 6€301acHOCTH HH(pOpMALIUU > 0,5 ) oI1poc)
U1 CaMOCT. N3yueHne 1eKIIMOHHOTO MaTeprala v MOAr0TOBKA K 5 16 i
pabota PAKTUYECKUM 3aHATUSIM
CobecenoBanue (yCTHBIN
aexiust | OCHOBBI CHMMETPUYHBIX AJITOPUTMOB M KPUIITOCHCTEM |5 0,5 - onpoc)
MPaKT. 3a- PazpaboTka mporpaMMsl 1o peanu3aniu 0JI0YHO-TO 5 1 12 i OTueT 1Mo nMpaKTHIECKON
HSTHE CUMMETPHYHOTO aJITOpUTMa MH(poBa-HUs paborte (3amuTa)
Kpunro- | mpakr. 3a- PaspaGoria nporpammer mn@praHHﬂ 1 e OTyer 1o NMpakTU4ECKOM
M (ppUpoBaHUs TPOU3-BOJIILHOTO (hailyia Mo alropuT™My |5 2 24 -
rpapuye- | HATHE cosnanms nenouek OFB pabore (3ammuTa)
;;H:aii;(; IpakT. 3a- | Pa3zpaboTka mporpammsl peanu3alnuy alropuTMa Xemm- 5 1 12 i OTtyeT no npakTUYeCKOn
- HSTHE pOBaHUs JUIsl CO3/IaHUS KJI0Ya Ha OCHOBE MapoJIst paborte (3amuTa) _
(bopMar NpakT. 3a- | Pa3zpaboTka MOACHCTEMbI (G poBaHuUs ISl CHMMETPUY- 5 1 12 i OTUeT 1Mo MpaKTHYECKON
HATHE HOU KPUIT-TOCUCTEMBI paborte (3amuTa)
MpakT. 3a- | Pa3zpaboTka mporpaMmpl, peaiu3yomy0 CHMMETPHYHYIO 5 1 12 i OTuer 1o NpakTU4ECKOM
HATHE KPUIITOCUCTEMY pabote (3amuTa)
CaMOCT. N3yueHue NeKIIMOHHOTO Marepuaia U MOAroTOBKa K 5 30 i

pabota

MPAKTUYCCKHUM 3aHATUAM




CobecenoBanue (yCTHBIN

JeKIus | ACUMMETPUYHBIC KPUNTOAITOPUTMBI U KPUIITOCUCTEMBI | 0,5 onpoc)
Pa3paboTka nmporpaMMmsl cxKaTus JaHHBIX C IENbIO .
MIPAKT. 3a- OT4er 1o npakTU4YEeCcKOn
e |YMEHBLICHIS SHTPOMMHI uHpopmanuu 1o anroputmy RLE|5 1 12 aBore (samyTa)
nmu LZW p
CaMOCT. N3ydeHne NTeKIMOHHOTO MaTepraia i IMOAroTOBKA K 5 12
pabota MIPAKTHYECKUM 3aHSITHIM
CobecenoBanue (yCTHBIHN
JIEKIAS DnexTpoHHas UPPOBasi MOAKCH 5 0,25 (y
OIpoc)
CaMOCT. N3ydeHne NTeKIMOHHOTO MaTepraia i IMOAroTOBKA K 5 10
pabota MIPAKTHYECKUM 3aHSITHIM
Ba3oBrle CobecenoBanue (yCTHBIM
nexiust | OCHOBHBIE MMOHITHS UACHTU(PHUKAINN U ayTeHTU(DUKAITUH |D 0,5
TEXHOJIO- OIpoc)
TMH 3allU- | CaMOCT. W3ydenue JIeKIMOHHOT0 MaTepuaa U MoJAroToBKa K 5 10
Tbl UHQOpP-| pabota MIPAKTUYECKUM 3aHATUSIM
Malliu B CobecenoBanue (yCTHBIH
JeKIuUs Mogenu 6e30macHOCTH UH()OPMAITMOHHBIX CUCTEM ) 0,25 a &
uH(popMa- 0IIpoc)
IIUOHHBIX
TeXHO- CaMOCT. N3ydeHne TeKIMOHHOTO MaTepraja | IMOArOTOBKA K 5 10
pabota MPAKTHYECKUM 3aHATUSIM
JIOTHUSIX
. CobecenoBanue (yCTHBIN
JEKLMS Crannaptel HH()OPMAITMOHHOMN 06€30MacHOCTH 5 0,5 a onpoc) (y
CaMOCT. M3ydeHue JIGKIIMOHHOTO MaTepuaia v MoJroToBKa K 5 4
pabota MPAKTHYECKUM 3aHATHIM
[TonuTuka S v
Pacuet prckoB B o6sactu nHOOpPMAITMOHHON O€30TMacHO- CobecenoBanue (yCTHBIN
uHbOpMaI[| JTEKIHS 5 0,25
. CTH OTIpOC)
MOHHOUN
CaMOCT. M3ydeHue JIGKIIMOHHOTO MaTepuaia v MoJroTOBKa K
0e3o0macHoO 5 4
o pabota MIPAKTHYECKUM 3aHITHIM
f— OcHOBBI pa3paOOTKH MOJIUTUKU MH(HOPMAIIMOHHON 0€3- 5 025 CobecenoBanue (yCTHBII
ONacHOCTH ’ OIpoc)
MpakT. 3a- | Pa3paboTka nomutuku nHPOPMAITMOHHOW 0€301TaCHOCTH 5 1 12 OTyeT Mo nMpakTUYECKOM
HATHE OpraHu3auu pabote (3ammuTa)




CaMoCT. N3ydeHue TeKIMOHHOTO MaTepuaa 1 IOAr0TOBKA K 5 1 i
pabota IIPAKTUYECKUM 3aHATHIM
5 -
o s | os -
Wtoro 144 100

CxeMma pacyeTra HTOTOBOI0 0aJU1A . TEKYIIUH PEHTHHT (BCE 3aHATHS U MPOMEXYTOYHBIE TECTHI) + Pe3ynbTaT HTOroBOro TecTa, MoTydeHHass CyMMa JICITHT-
csiHa 2



5. OoOpa3oBare/ibHbIE TEXHOJIOTUH

B pamkax u3ydeHHs TUCIMILIMHBI MPEIYCMOTPEHO MCIOIB30BaHUE CIIEAYIOIIUX 00pa3oBa-
TETBHBIX TEXHOJIOTHIA:

- TEXHOJIOTHS TPAIUIIMOHHOTO O0yUYeHUS;

- HMHTEPAKTUBHBIC TEXHOJIOTUHU: y4eOHbIE TUCKycCHH (IPUMEHSIOTCS BO BCEX MOAYISAX I10

WUTOTaM BBITTOJTHEHHS padoT).

TexHonmoruu TPaaULIMOHHOTO OOYYEHHs - OpraHu3als y4eOHOro mpolecca B By3e, OCHO-
BaHHAs Ha JICKIIMOHHBIX M MPAaKTUYECKHX (GopMax OOydeHHUs: OOBICHUTEIHHO-HIUTFOCTPATUBHOE
oOyuenue. [laHHasI TEXHOIOTHS MPUMEHSETCS BO BCEX MOAYISAX Kypca.

TexHOMOTHS UHTEPAKTHUBHOTO OOYyUEHHSI - OpraHU3aIus y4eOHOTO mpoiecca, KOTopas mpej-
MoJjlaraeT MakCUMAJIbHYI0 aKTHBHOCThH CTYACHTOB B Tpoliecce (GOPMHUPOBAHUS KIFOUYEBBIX KOMIIC-
TeHImid. Ha y4eOHOM TUCKYCCHH CTYACHTHI MPEICTABISIOT PE3YAbTaT BHITOJHEHHS 3alaHHON pabo-
ThI. [IpoBOAUTCS MUCKYCCHS MO MPUMEHEHHBIM PEHICHUSAM, 00CYyXIaeTcsi 3PPEKTUBHOCTh M apXU-
TEKTypa IPOTrPaMMHOTO KOJIa.

6. MeToauyecKue yKazaHusi 0 OCBOCHUIO TMCIHUIIHHBI
6.1PexomMeHIaI[HM MO MOATOTOBKE K MPAKTHYECKUM 3aHATUIM

CryneHraMm ciienyer:

® [IpU MOJATOTOBKE K 3aHATUSAM 0053aTeIbHO UCIOIH30BaTh HE TOJIBKO YUEOHYIO TUTEPATypy, HO U
JIpyTrue UCTOYHUKH;

e B HayaJle 3aHATHUIH 3a/1aTh NIPENOIABATENI0 BOIIPOCHI 110 MaTepuay, BbI3BaBLIEMY 3aTPyIHEHHs B
€ro MOHMMaHUM U OCBOCHHMHM IIPU PELICHUH 3a/1a4, 3a/laHHbIX JUI CAMOCTOSATEIILHOTO PELICHHUS;

® Ha 3aHATUU JOBOJIUTH KAXKIYIO 33/1a4y /10 OKOHUYATEJIbHOTO PEIIEeHUs], IEMOHCTPUPOBATh MMOHHU-
MaHHe MyTel pelleHys IOCTaBIEeHHBIX 3a/lad U OCBOCHHUS BBIJIAHHBIX 3HAHWM, B cilydae 3aTpyl-
HEHMH 00palaThCs K MpernoiaBareo.

[Ipu caMoCTOATENHHOM pELIEHUH 3a/lad HYyKHO 00OCHOBBIBATh KaXkKJIbIl ATam pelieHus, uc-
X0z U3 TEOPETUUECKUX IOJIOKEHUI Kypca. Eciiu CcTyAeHT BUAUT HECKOJIBKO IIyTel pelIeHus 3a/]a-
YH, TO HY>)KHO CPaBHUTh UX U BBIOpaTh caMblil panroHanbHbIN. [Tone3Ho 1o Havdana pemeHus 3aja-
M COCTaBUTh KPAaTKHH MJIaH pemieHus 3aaa4n. Pemenne npoGieMHbIX 3a/1a4 WK IPUMEPOB CIIEY-
eT u3jararb MojpoOHO, OTHEINssl BCIIOMOTrareabHble MYTH PEIICHHsS OT OCHOBHBIX. PemeHus npu
HEOOXOIMMOCTH HYKHO CONPOBOXXJaTh KOMMEHTAPUAMHU, CXeMaMH, aITOPUTMaMH.

Crnenyer NOMHUTB, YTO pEIICHUE KaKJ0W y4yeOHOM 3a1a4M JOJKHO JOBOIUTHCS 10 OKOHYa-
TEJIBHOTO JIOTUYECKOTO OTBETa, KOTOPOro TpeOyeT YCIOBHE, M IO BO3MOXKHOCTHU ¢ BbIBOJIOM. [lomy-
YEHHBIN OTBET CJIEIyeT MPOBEPUTH CIOCOOAMHU, BBHITEKAIOUIMMH M3 CyIIecTBa JaHHOH 3ama4n. [lo-
JIE3HO TaKXKe (€CIM BO3MOXKHO) PelIaTh HECKOJIBKUMHU CIIOCOOAMHU M CPAaBHUTH MOJIy4YEHHBIE Pe3yib-
TaTbl. Perienne 3a1a4 1aHHOTO THUIIA HY’KHO IIPOJIOJIKATh J10 TPUOOPETEHHs TBEPIbIX HABBIKOB B X
pEILIECHUN.

6.2PexkoMeHIAIMU 10 MOATOTOBKE K HTOrOBOM cAa4ye JUCIHMILINHBI

[TogroroBka K HMTOTOBOM clade TpEAMETa CIIOCOOCTBYET 3aKpEIUICHUIO, YIIyOICHHIO M
0000IIEHUIO 3HAHUM, MOTYYaeMbIX, B Ipolecce o0ydeHus, a TakKe MPUMEHEHUIO X K PEeIICHHIO
NPaKTUYEeCKUX 33/1a4. [0TOBSICh K HEH, CTYICHT JHKBUAUPYET UMEIOIIUECS MPOOeNbl B 3HAHUSX,
yIIyOJsieT, CUCTEMATU3UPYET U YHOPSIOUYMBAET CBOM 3HaHMA. Ha MTOroBoil ciaye CTYIEHT AEMOH-
CTPUpPYET TO, UTO OH MpUOOpeEI B mpolecce 00y4eHHs 0 KOHKPETHOW yueOHOW JUCIUILITUHE.

Heo6xonumMo OpHMEHTHPOBATh CTYJCHTOB Ha CHCTEMAaTHYECKYIO MOATOTOBKY K 3aHATHSM B
TEUEHHE CEMECTpPa, YTO MO3BOJIUT UCIOIb30BATh BPEMs K3aMEHALIMOHHON CECCUM JJIsl CUCTEMATH-
3a[UU 3HAHWUM.



7. OueHo4YHbIE CPEACTBA

7.1TlacniopT OlIEHOYHBIX CPEACTB IK3aAMEHY

Cemectp | Kog koHTpOJIMpY-
eMOM  KOMIIeTEeH-
muu (WM ee 4a-

HaumenoBanue
OIIEHOYHOI'0 CPeCTBA

CTH)
5 TecToBbIe 3a1aHMs IO JIEKIIMOHHOMY MaTepuary. Bompocsl
OIIK-2 Mo c/1a4ye TUCUUIUIMHBL. OTUeThl MO MPAKTUYECKUM 3aHATH-
SIM.
5 TecToBble 3a1aHKs IO JEKIIMOHHOMY MaTepuairy. Bonpocsl
OIIK-4 10 cAa4e TUCHUIUIMHBI. OTYEThI MO MPAKTUYECKUM 3aHATH-

M.

7.2TunoBble 33/1aHNS WM MHbIE MAaTePUAJIbI, He00X0AMMBbIe /IJIsl TEKYLero KOHTPOJIs

7.2.1 Bonpocsl s co0eceT0BAHUS 110 MOIYJII0

TunosBble npuMepsl 3a1aHUH

MO)IyJIb 1. OcHOBHbBIE MOHATHSA U onpeaejacHus 0e30macHOCTH I/IH(l)OpMaIII/II/I

O 001N DN B W~

. Ilepeuncnure cBoiicTBa MHPOPMALUH.

. HazoBuTe npeamer n 00BbEKT 3a1IUTHI MHPOPMALIUH.

. Uto Takoe 0e30macHOCTh HHPOPMALIUN B KOMITBIOTEPHBIX CUCTEMaX?
. Uro Takoe cucreMa 3aliuThl HHPOpMauu?

. Uto Takoe yrposa 6e3omnacHocti uHopmanun?

. Uro Takoe KoH(UAEeHINATBLHOCTh HUH(pOpManun?

. UTo Takoe 1e10cTHOCTh HHpopMau?

. Uro Takoe 10CTYyNmHOCTh MH(pOpMaLun?

. Ilepeuncnure cay4aiiHble yrpo3bl 6€30MacHOCTH HH(OpMALIUH.

10. Yto Takoe HapymuTe b UHPOPMALIUU U 3710YMBIIITIEHHUK?
11. Ilepeuncnute npegHaMepeHHbIE YTPO3bl 0€30M1aCHOCTH HH(OPMAIIHH.

Moayas 2. Kpunrorpadguyeckue MeToabl 3alIMThI HH-(POPMALHA

O 00 1N DN K~ W —

. Urto Takoe kpunrorpadus, KpUNTOaHAIN3 U KPUITOIOTHS?

. Uro takoe kpunrocucrema?

. [lepeuncnure u oxapakTepusyiiTe METOJbI KpUNITOTpapUUECKUX MpeoOpazoBaHUil.
. JaiiTe kiaccupuKanuo KpUIToaaropuTMOB.

. JlaiiTe MOHATHE OCHOBHBIX ONEPALINiA, UCTIOIb3YEMBIX B aITOPUTMaX IHU(PPOBAHUSI.
. JlaiiTe MOHsTHE TOTOKOBOTO M OJI0YHOTO MHU(pa.

. [lepeuncnure onepanuu, UCIOIb3yEMbIE B alTOPUTMax OJOYHBIX HIH(PPOB.

. IlpuBeaute cxemy mudpoBanus u aemmdpuposanus no cetu dencrens.

. TOCT 28147-89 Cuctembl 00paboTku nHpopmanuu. 3amura Kpuntorpadpuueckas. Anro-

pUTM KpHnTorpaduiyeckoro npeoOpa3oBaHUsl.
10. Yto Takoe pexxuMbl muppoBaHus?

11. PackpoiiTe mpuHIMO peanu3aluyd pexkuMa MudpoBaHus oOpaTHas CBA3b IO BBIXOIY

(OFB).

12. PackpoiiTe mpUHITUIIBEI BHECEHUS CTYYalHOCTH B COOOIIEHUS TPU MU POBAHUH.
13. [IpuBeauTe ciocoObl FeHEPALUU CITyYaHbBIX YHCEIL.




14. Tlousitue u cBoiicTBa Xem-(yHKITHH.

15. IlpuBenure mpumep ajaropuTMa IMPUBEICHUS MApoJisl MOJb30BAaTENs K 3aJaHHON JUIMHE
KJII0Ya ¢ TOMOIIbI0 Xem-(QyHKIUH.

16. ITpuBeauTe OONIYIO CXeMa CUMMETPUIHON KPUIITOCHCTEMBI.

17. OcHOBHas uzaest aCUHMMETPUYHBIX KPUIITOAJITOPUTMOB?

18. IlpuBeauTe HeOOXOAUMBIE YCIOBHS pealn3alliiu aCHMMETPUYHON KpUnTorpaduu.

19. IlpuBeaure npuMepbl ACHMMETPUYHBIX KPUTOAITOPUTMOB.

20. O6mias cxeMa aCHMMETPUYHON KPUIITOCUCTEMBI.

21. Ilepssriii 3Tan anroputMa RSA 1o cozganuio napel Kito4ei.

22. Drarn niepeaayu 3amudpoBaHHOTO coo0IIeHus B anroputme RSA.

23. IlonsTue u cBoiicTBa Xeul-(pyHKIHH.

24. TlpuBenute mNpUMEpPHl HCIOJB30BAHUS W peaju3alvii Kpunrorpadpuueckux Xer-
byHKIHA.

25. Packpoiite anroputm Mepkens-Jlamrapaa mo peanu3ainuu Xem-QyHKINH.

26. AnroputMm Beruncnenus xeu-gyakuuu cormacao OCT P 34.11-2012.

27. Cxema anroputMa JleBuca u Maifepa 11 XeUMpoBaHUs apOJICH.

28. Ha3naueHue 1 BUJbI 3aLIUTHI OT 3JIOYMBIIIJICHHBIX A€WCTBUHN NpU ucnoiab3oBaHuu J1I1.
29. Anroputm dhopmupoBanus u nposepku DI

30. AnroputMm dopmuposanus I mo TOCT P 34.10-2012.

Moayas 3. ba3oBble TeXHOJIOTHM 3aIUMThl HH(OPMALMH B MH(GOPMAIMOHHBIX TEXHO-
JIOTUSAX
. Uto Takoe Moesnb nMoiMuTUKU MHHOPMAIIMOHHON 0€301acHOCTH?
. IIpuBeauTe Knacchl MOAENIH MOJUTUKU HHPOPMALMOHHONW O€30aCHOCTH.
. Packpoiite quckpennoHHYI0 Mozens XappucoHa-Py3o-Ynbemana.
. UTo Takoe MaTpu4HOE pasrpaHuueHus gocrtymna. [IpuBenute npuMep peanu3ani.
. Uto Takoe MaHJaTHOE pa3rpaHuueHue aoctymna. [lpusenure npumep peanusarui.
. Ilepeuncnure 1 gaite NOHATHS Oa30BBIX TEXHOIOTUHN 3AIUTHI HHPOPMAIUH.
. aiite kiaccupuUKauIo MPoLUEeccoB ayTeHTU(DUKALINH.
. B ueM 3akimtouaercs crtporas ayTeHTU(UKALMSL.
. B uem 3akmtodaercs mpocrast ayTeHTH(PUKALMS.
10. OcHOBBI OMOMETPUYECKOM ayTEeHTU(UKALIH.
11. Yto Takoe XemmupoBaHue mnapos?
12. [laiiTe XapakTepUCTUKU KpUNTOTpapuuecKux xeur-(GpyHKIHH.
13. JlaiiTe XapakTepUCTUKN METO/I0B POCTON U OMOMETPUYECKON ayTeHTU(DUKAIINH.
14. [IpuBenuTe aNropuT™ CTPOroi ayTeHTU(PHUKALMU Ha OCHOBE CUMMETPUYHBIX aJITOPUTMOB.

O 0 NN DN W —

Monayas 4. ITonuTnka nHGOpPMALIHOHHOH 0€30IACHOCTH

1. KonTposnbHble QyHKIMHM B OONACTH TOCYJAapCTBEHHOI O€30MacHOCTH, BO3JIOKEHHBbIE Ha
OCTIK Poccun?

2. OcHoBHble 3ak0HBI Poccuiickoit denepariuy, cBI3aHHbIE C 3aIIUTON HH(OPMAIUH.

3. Ykassl Ipe3nsenta, cBsi3aHHbIe ¢ 3aIIUTON MH(DOPMAIIHH.

4. ITpukazsl ®CTIK Poccun, cBs3aHHbIE C 3aIIUTON HH(OPMAIUH.

5. Meroauueckue u pykoBozsmue 1okyMeHTsl @CTIOK, cBsi3aHHbBIE ¢ 3alIUTON HHPOPMAIUH.
6. Crarbs Konekca AIMUHHACTPAaTUBHBIX MPABOHAPYIIEHUH, [ paXk1aHCKOTO U YTOJIOBHOTO KO-
JeKca

7.7 ypoBHe# 6€30MacHOCTH, orpeesieHHbIe B OpaHXKeBOW KHUTE.

8. 6 0a30BBIX TpeOOBaHUI O€30MaCHOCTH, OnpeeeHHble B OpaHKeBOil KHUTe.

9. 10 ximaccoB 6e3onmacHOCTH MH(POPMAITNH, YCTAHOBJIEHHBIE B €BPOIEHCKUX CTaHIapTax.

10. Yro Takoe nonutuka nHGopManmoHHo# 6e3omacHoCTH?

11. Tlepeuncnure TpeOOBaHUS K CUCTEME O€30TTaCHOCTH.

12. PackpoiiTe npuHLIKIIA JOCTYINA K MHPOPMAITMOHHBIM pecypcaM OpraHU3allnu.



13. OnuimuTe OCHOBHBIE HAPaBIEHUS pa3pabOTKU NOJIUTUKU OE30MaCHOCTH.

14. TlepeuncauTte Tanbl pa3pabOTKH MOJIUTUKU HH(OPMAIIMOHHOM 0e301acHOCTH

15. [lepeunciante OCHOBHBIE ITYTH MOTYYESHUSI HHPOPMAIIUH O CUCTEME 3aIUTHI?

16. Jaiite knaccudukanuo HHPOPMAITMOHHBIX OOBEKTOB MO TPeOyeMol CTeneHu Oe30TKa3-
HOCTH.

17. aiiTe xnaccuduxanmo HHPOPMALIMOHHBIX OOBEKTOB M0 YPOBHIO KOH(DUIEHIIUATBHOCTH.
18. Uto Takoe prck HHPOPMALMOHHON OE30IMACHOCTH U KaK OH BBIUUCIISICTCS.

19. IlepeuncauTe ypoBHU yiiepOa OT peain3aiiid PUCKOB.

20. IpuBeaute npumep HOPMUPOBAHUS OIICHKU BEPOSITHOCTH aTak Ha WH(OPMAITHIO.

21. laiiTe ayiropuT™ pacuera pucka nH(GpOpMaImoOHHOM 6€3011aCHOCTH.

Kputepuu onenku:

Packperrre 90-100% otBeta Ha Bompoc - 20 6amioB; packpeitre 80-89% oTBera Ha Bompoc - 18
OaisioB; packpeitue 66-79% orBera Ha Bompoc - oT 15 6amnoB; packpeiTue 50-65% oTBeTa Ha BO-
npoc - oT 12 GamoB; packpbiTie Menee 50% otBera Ha Borpoc - ot 0 1o 11 6anioB..

7.2.2 KoMILIEKT 0TYETOB I10 NMPAKTHYECKHM padoTaM (IpUMepbI)

TunosBbie npuMepsl 3a1aHUH

IpakTnyeckoe 3anstue Nel «Pa3paGorka mporpaMmbl 1m0 peaju3anuu 0JOYHO-TO
CHMMETPHYHOI0 AJITOPUTMA MM (POBA-HUA»

®opma oTueTa 1o MPaKTHIECKOMY 3aHATHIO Nel

- TUTYJBHBIH JIUCT;

- 3aJ1aHUE;

- pe3ynbTaT BBITOJHEHUS 3aJJaHus;

- pe3ynbTaT SKcrepuMeHTa (Tabaullsl U rpadukn);

- BBIBOJIBI TTIO padoTe.

IIpakTH4eckoe 3ansitue Ne2 «Paspabdorka mnporpammbl muGpoBaHMA M Je-
M (ppUpPOBaAHKS NPOU3-BOJILHOIO (paiiiia mo ajJropurmy co3ganus uenodexk OFB»

®opma oTueTa Mo MPAKTUUECKOMY 3aHATHIO Ne2

- TUTYJBHBIH JIUCT;

- 3a/1aHUE;

- pe3ynbTaT BBITOJHEHUS 3aJJaHUs;

- pe3ynbTaT dKCcrepuMeHTa (TabauIbl U rpaduKn);

- BBIBOJIBI 10 paborTe.

IIpakTyeckoe 3ansitue Ne3d «Pa3pa0doTka mporpaMmbl peajii3aliMy aJIroOpuTMa Xeuu-
POBaHMS 1JISl CO3IaHMS KJII0YAa HA OCHOBE MapPOoJIsi»

®opma oTueTa Mo MPaKTUUECKOMY 3aHATHIO Ne3

- TUTYJBHBIN JIACT;

- 3a/1aHUE;

- pe3ynbTaT BBITOJHEHUS 3aJJaHMUs;

- pe3ynbTaT dKCcrepuMeHTa (TabauIbl U rpaduKn);

- BBIBOJIBI 10 paborTe.

IIpakTyeckoe 3ansaTue Ned «Paspadorka moacucrembl MM(ppPoBaHUsA 11 CHMMETPH Y-
HOM KPHUII-TOCHCTEMbD»

®opma oTueTa Mo MPAKTUUECKOMY 3aHATUIO Ned

- TUTYJIbHBIN JIUCT;



- 3a/1aHUE;

- pe3ynbTaT BBIIOJHEHUS 3aJaHus;

- pe3ynbTaT dKCcrepuMenTa (TabauIbl U TpaduKn);

- BBIBOJIBI 110 pabore.

IIpakTyeckoe 3anaTHe NeS «Pa3paGoTka mporpaMMbl C:KATHSI JaHHBIX € IEJIbIO
yMeHbIleHusl JHTponuu nHpopmanun mo aaropurmy RLE nimn LZW»

dopmMa oTUeTa 10 IIPAKTUIECKOMY 3aHATHIO Ne5

- TUTYJIBHBIN JIUCT;

- 3a/1aHUE;

- pe3ynbTaT BBIIIOJHEHUS 3aJaHus;

- pe3ynbTaT dKCrepuMenTa (TabauIbl U TpaduKn);

- BBIBOJIBI 110 pabore.

IIpakTyeckoe 3ansaTHe Neb «PaspaboTka nmporpaMmMsl, peaju3yoIy0 CHMMETPHYHYIO
KPHITOCHCTEMY»

®opma oTueTa 1o MPAKTUUECKOMY 3aHATUIO Neb

- TUTYJIbHBIN JIUCT;

- 3a/1aHUE;

- pe3ynbTaT BBIIIOJHEHUS 3aJaHus;

- pe3ynbTaT dKCIEpUMEHTa (TabauIbl U TpapuKn);

- BBIBOJIBI 110 pabore.

IIpakTuyeckoe 3ansaTHe Ne7 «Pa3paborka NMoaIUTHKN HH(OPMALMOHHON (e30MacCHOCTH
OpraHu3anum»

@dopmMa oTUeTa 110 IPAKTUIECKOMY 3aHATHIO Ne7

- TUTYJIBHBIN JIUCT;

- 3a/1aHUE;

- pe3ynbTaT BBIIOJHEHUS 3aJaHus;

- pe3ynbTaT dKCIepuMeHTa (TabauIbl U TpapuKn);

- BBIBOJIBI 110 padoTe.

TpeOoBanust Kk 0(pOpMIICHUIO

OTtuer MOMKEH colepkaTh MOAPOOHOE onucaHue (BKIIOYas WIUTIOCTPATUBHBIA MaTepui) Mo-
CJIEZIOBATENbHOCTH JEMCTBUIN NMPOAETAHHBIX CTYAEHTOM JUIs BbINMOJHEHUs 3agaHuil. OdopmieHne
oTyeTa JOJHKHO COOTBETCTBOBATh METOAMUYECKOMY YKa3aHMIO PEKOMEHAALNSM, U3JI0KEHHBIM yueO-
HO-MeTou4eckoM nocoduu [Ouvenosckuit A.B. O6mue TpeGoBaHus 1O BBIIOIHEHUIO U odopmite-
HUIO KOHTPOJIBHBIX, KYPCOBBIX U BBIMYCKHBIX KBaJIM(UKALMOHHBIA padoT : YueOHO-METOINYECKOE
nocobue. — Tonpsatta : TI'Y, 2015. 78 c.].

IIpouenypa oneHuBanus

OreHka BBIMOJIHEHHOM pabOThI TPOBOIUTCS MO KPUTEPHSIM:

1. Hanuuue Bceil cymiecTBeHHONW HHpOpMAIUK 1o padore

2. ToYHOCTB M MOJTHOTA MPENOCTABIAEMBIX CBEACHUMN

3. HenpoTHBOpEeYMBOCTh MPUBOAMMOI HH(pOpMaLIUN

4. IlpaBUIbHOCTH UHTEPIIPETALIMH U BBIBOJOB, KOTOPBIE CAEJIAaHbI 110 pe3yJbTaraM padoThl
5. CreneHp 1OCTHKEHUS CTYIEHTOM IIOCTABJIEHHOM LI€TIN

6. O60CHOBaHHOCTD MTPUMEHSIEMOT0 PELICHUS

7. I'paMOTHOCTH (CoziepkaTeNbHast) UCTIOJIb3YEMbIX (POPMYITHUPOBOK

Kpurepun oneHkH 3a 0T4eThI 10 IPAKTHYECKUM padoTam:

[ToTHOCTHIO BBIMTOTHEHHOE M BOBPEMS 3aITUIIICHHBIM OTYET — MAKCUMATBHBIA Oal. 3a Kax-
JI0€ HEBBLIMIOJTHEHHOE 3aJ[aHFe CHUMAIOTCS 0ajulbl B COOTBETCTBUU C 3aJJaHHEM Ha TMPAKTHUECKOE
sarsTue. [Ipocpouka Ha 1 Hememto - koaddumment 0,75, 3a nBe - 0,5, 3a Tpu - 0,25, 3a 4eThIpe U
6onee - 0 (yuutsiBaeTcs (hakT caadm).



CoNoOA~WNE

A DA PRERDREDOWWWWWWWWWNNNDNNNDNNNNNNRERPRERRPRPERPERPERPERERRE
O RrOWONPFPOOOONOODR,RWNPEPOOONOULARWNPOOO~NOUOUIAAWNEO

7.301eHOYHbIE CPeICTBA /sl MPOMEKYTOUHOM aTTecTAllMH MO0 UTOraM OCBOEHUsI THCIIHU-

IJIMHBI

7.3.1 Bonpochl K NIPOMEKYTOYHOM aTTeCTAIIUHA

OCHOBHBIE TIOHATHS U OTIpeeIIeHHs 0€30IMacCHOCTH HH(POPMAITUH.

Knaccudukarus yrpo3 6e30macHOCTH HHPOpMALIUN

Knaccudukaruys MeTonoB MpOTUBOACHCTBUS yTpo3aM 0€3011acHOCTH WH(OpMaIHy.
[TpaBoBBIE METOBI 3AIUTHI HHPOPMALIUT

MeTop! 3amuThl HHOOPMAIIMK OT CITy4alHBIX YTPO3.

MeToap! 3aiUThl THPOPMAIIMH OT IIITUOHAXKA W TUBEPCUH.

Metonb! 3amUTHl HTHPOPMALIUK OT ANIEKTPOMATHUTHBIX U3ITyYEHUI 1 HaBOJIOK.
MeToap! 3Tl KHPOPMAIMKA OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

KoHuenuuu nocTpoeHust CUCTEM pa3rpaHUYEHUs JOCTYIIA.

. Kpunrorpaduuecknue MeToas! 3a1uThl

. OCHOBBI CUMMETPUYHBIX KPUIITOAITOPUTMOB.

. Kpunrroanroputm Ha ocHoBe cetu Danicrens.

. braounsrit mudp DES

. AITOPUTMBI CO3/1aHUs LIETIOYEK.

. MeTozp! paH1oMHU3aLuU COOOIIEHUH.

. Kimaccudukanmst anropuTMoB apXuBaIliy JaHHBIX

. Xem-(hyHKIUS U €€ pean3aius

. OyHKIIMA CHMMETPUYHON KPUIITOCUCTEMBI

. O6o01IeHHas cxeMa CUMMETPUYHON KPUIITOCUCTEMBI

. ACUMMETpUYHbIE KPUIITOAITOPUTMBI

. AcuMMeTpuYHBIi anroput™ mugppoBanus RSA.

. DnexTpoHHas HU(PpoBasi NOANKCH

. OCHOBHBIE MOHATHS UACHTU(DUKAILIMY U ayTeHTU(DUKALIUT

. IIpocras ayreHTUQUKAIMS

. Metozp! cTporoit ayreHTH(GUKALUH.

. CrangapTel nH(OPMAIMOHHON 0€3011aCHOCTH.

. ba3oBble TEXHOIOTUY 3aIUTHl HH(MOPMAIMK B BEIYUCIUTENBHBIX CETSX.
. Mozenu 6e30macHOCTH ONEepPalMOHHBIX CUCTEM

. Knnaccudukanust nHpopMamoHHBIX 0OBEKTOB IO KaTeropusM HHPpOpMaIMOHHON 06€30IacHOCTH
. TpeboBaHus K cucTeMaM 3alIUThl HHPOpMAITUH.

. Iopsinox pa3pabOTKK MOTUTUKHA HHPOPMALTMOHHON OE€30MaCHOCTH.
. MHOTOYpOBHEBAS 3alIUTa CUCTEM 00pabOTKK MH(DOpMAITHH.

. MeTozp! 3auThl THPOPMAIIMH OT HECAHKIIMOHUPOBAHHOTO U3MEHEHUS CTPYKTYPBI CUCTEM
. Uctounnku arak Ha HHGOPMAIIUIO

. Pucku B ncnosnb3oBaHum HH(GOpMaLIUU

. @opMmbl aTak Ha HH(DOPMALIHIO

. Opranu3annoHHbIe METO/IbI 3aIUTHI HH(POPMALIUH.
. biounsrit mmpp F'OCT 28147-89

. Anroputmbl apxuBanuu Xadhmana.

. Anroputmbl apxuBanuu Jlemnens-3uBa

. Anroputmsl apxuBaiuu RLE

. TpancopTHO€ KOAMPOBAHHE.

. Kmaccudukanus anropuTMoB X31IHPOBAHUS

. XelHnpoBaHUE MApOJICH.

. OOm1as cxema CHMMETPUYHON KPUITOCUCTEMBI



46. O61mas cxeMa aCHMMETPUYHON KPUIITOCUCTEMBI.

47. Anroputm Beruucienus xemr-gyakuun corimacHo ['OCT P 34.11-2012

48. DIII ¢ 1onOJIHUTEILHBIMU CBOMCTBAMU.

49. Knaccudukaiys nmporeccoB ayTeHTU(GUKAIUH.

50. OcHOBBI OMOMETPUYECKON ayTeHTU(UKAIIMH U HICHTU(DUKALIUN

51. OcHOBBI aIMUHUCTPUPOBAHHUS BEIYUCIUTENBHBIX CETEH

52. Pacuet puckoB HH(POPMAIIMOHHON 0€30IaCHOCTH

53. MeToabl BHECEHUS CITy4alHOCTH B COOOIIEHUS

54. AcummMeTpuuHbIi anroput™ mudposanus RSA

55. OcHoBHas 3aKoHOAaTEIbHAS 0a3a B 00JacTH HH(DOPMAIIMOHHBIX TEXHOJIOTHI

56. MexayHaponHbIe cTaHIapThl HH(POPMAITMOHHON 0€3011aCHOCTH

57. OCHOBBI XEIIMPOBAHNE U XPAHEHUS Mapojeit

58. luckpenronHast Moaens Xappucona-Py3o-Yinsmana

59. Peanuzanus cucteMbl pa3rpaHUyeHHs TOCTYIIA B ONEPAIIMOHHBIX CHCTEMax

60. OCHOBHBIE TyTH TOIYYEHUS HHYOPMAIIMK O CUCTEME 3aIUTHl HHPOPMAIIH

61. IToHsTHE TOTUTUKH HHPOPMAITMOHHOM O6€30IMaCHOCTH

62. Knaccudukarus pexxuMoB UGpOBaHUS

63. Pexxum mmdposanus ECB

64. Pexxum mmdposanus OFB

65. Pexxum mmdposanus CFB

66. Pexxum mmdposanus CBC

67. TpeGoBaHusl 3aIIUIEHHOCTA CPENICTB BBHIYMCIUTEIHON TEXHUKU OT HECAHKIIMOHUPOBAHHOTO
JOCTyTa K HHPOPMAIHH

68. Anroputm Mepkens-Jlamrapza o peaiau3anuu Xem-QyHKIuu

69. Anroputm hopmuposanus DI mo TOCT P 34.10-2012

70. Onepanuu, UCIOJIb3yeMbIE B AITOPUTMaX OJOYHBIX MH(POB

7.3.2 Kpurepuu U HOPMbI OLEHKH

dopma npose-
- HUSA
Cemectp' e . Kpurtepuu u HopMbI oneHKH"'
NPOMEKY TOUHOIH
arrecranuu'
5 Dk3ameH (110 OTIIMYHO Ot 80 mo 100 G6amnoB
HaKOMUTEIbHOMY
peiTHHrY) XOpOUIO Ot 60 1o 79 Gannos
YIIOBJIETBOPUTEIIHHO Ot 40 1o 59 Gannos
HEYJIOBJIETBOPUTEIILHO MmeHee 40 6asioB




8. YueOHoO-MeTOAMYECKOEe H HH(pOPMALIMOHHOE 00ecTiedeHHne TN CIUTITIHHbI

8.1 Obs3aTesibHAs JIUTEpaTypa

Tun (yueOHuUK,
yueOHoe 1moco-

KoanuecTBO B

Ne | ABrOpshI, cocTa- Oue, yueOHO- I'on u3- | Hay4HoOI OMOJIHMO-
3amiaBue (3aroJioBoOK)
n/n BUTEJH MeTOoAHYeCcKoe nanus | Texke / Haumeno-
nocooue, mpak- panue DBC"
THKYM, Ap.)
1 bapanogsa E. K. Kpunrorpadguueckue Mmetopl 3amuTel nHGOpMauu | YuebHOe  1OCo- 2015 2
: 1a0. nmpakTukyM : yued. nocodue / E. K. bapanosa, A. B. ba6ar. - oue
Mockaa : Knopyc, 2015. - 196 c. : un. + CD. - (bakanaspuar). - bu0-
nuorp. B koHre 1. - ISBN 978-5-406-03802-4 : 250-00. - ISBN 205-
00.
2 ®opoysan, b. A. Kpunrorpagus u 6e3omnacHocTs cereit [DnekTpoH- | YuebHoe  moco- 2017 OBC «IPRbooks»
HBII pecypc] : yueb. mocobue / b. A. @opoysaH ; mep. ¢ aHIvI. MOJ oue
pen. A. H. bepnuna . - Mocksa : UHTYUT, 2017 ; Capatos : By3os-
cKkoe obpazoBanue, 2017. - 782 c. : ni. - (OCHOBBI HH(OPMALIMOHHBIX
texnonoruii). - ISBN 978-5-4487-0143-6.
3 Xopes I1. b. IIporpamMHo-annaparHas 3amura uHGopmanuu [Onek- | YuebHoe  moco- 2015 OBC
TpOHHBIN pecypc] : yued. mocodue / I1. b. Xopes. - 2-e u3n., ucnp. u | 6ue «Znanium.com»

nor. - Mocksa : @opym : THOPA-M, 2015. - 352 c. - (Beiciuee 06-
pazoBanwue). - ISBN 978-5-00091-004-7.

8.2 JlonoiHUTE/ILHASA JIUTEpPaTypa




Tun (yueOHuUK,
yueOHoe nocodue,

KoanuecTBO B
HAy4YHOIl 0u0-

Ne ABTOPBI, CO- Y4eOHOo- T'on u3-
n/n CTaBHUTEIU 3araage (3aro;1080x) MeTOoAHYecKoe Mo- | JaHus anoreke /
coéue, NpPaKkTH- Haumenosa-
> Hue IbC
KYM, /1p.)
1 Kykuna E. I'BBenenue B kpunrorpaduro [ InekTpoHHbIH pecypc] : | YuebHoe mocodue | 2013 9bC
cOopHuk 3ana4 u ynpaxsenuii / E. I'. Kykuna, B. A. PomanbkoB. - OmMck «IPRbooks»
:OMmIY, 2013. - 91 c. - ISBN 978-5-7779-1588-7.
2 Hukudopos C. H. 3ammra undpopmanuu [DnekTpoHHBIH pecype] | Yuebnoe nmocooue | 2015 ObC
: yue6. ocooue / C. H. Hukudopos. - Cankr-IletepOypr : CIIOI'ACY, «IPRbooks»
2015. - 383 c. : ma. - ISBN 978-5-9227-0585-1.
3 Crounpia B. I Madopmanmonnas 6e30macHOCTh BRIYUCIUTENBHOHN | YueOnoe mocoomne | 2011 3BC
TEXHHUKU [DIEKTPOHHBIN pecypc] : yuebnoe nmocobue / B. I. Crutpln. - «IPRbooks»
Tomck : Db Konrenr, 2011. - 148 ¢. - ISBN 978-5-4332-0020-3.
4 @equa @. O. MupopmannonHas 0Oe30macHOCTh [DneKTpoHHbIH | YueOHoe mocobue | 2011 3BC
pecypc] : yuebnoe mocodbue / @. O. ®enun, B. I1. Odunepos, ©. . «IPRbooks»

®enuH ; [mox pen. B. A. luxapesa]. - Mocksa : MI'TIY, 2011. - 260 c.




8.3 Ilepeuenb mpodeccHoHANBHBIX 0a3 AaHHBIX U WHGOPMALMOHHBIX CHPABOYHBIX CH-
crem”

1. Hacking Everything. Pexxum moctyma: http://www.gomzin.com/crypto-gram.html, 2016-
01-01.

2. The Tiny Encryption Algorithm
http://143.53.36.235:8080/tea.htm, 2016-01-01.

3. bubnmoreka: 3ammra wHbopmanmu, Kpunrtorpadus. Pexum poctyna: http:/ www.win-
ni.narod.ru/biblio/cryptobib.htm, 2016-01-01.

4. JOKTPUHA MH®OPMAIIMOHHON BE3OITACHOCTHU POCCHI-CKOIM ®EJIEPA-
[INU. Pexxum nocrtyma: http://www.scrf.gov.ru/documents/5.html, 2016-01-01.

5. Pexumsbl G poBaHUS Onmner 3eH3HUH. Pexum
http://citforum.ru/security/cryptography/rejim_shifrov/, 2016-01-01.

6. Caiit bproca IlInaiiepa. Schneier on Security. Pexxum mocrtyma: https://www.schneier.com/,
2016-01-01.

7. OenepanbHas CIy)K0a MO TEXHUYECKOMY U JKCIIOPTHOMY KOHTpOJt0. Pexum mocryma:
http://fstec.ru/, 2016-01-01.

(TEA). Pexum JIOCTYyTIA:

A0CTyI1a:

8.411epeyeHb MPOrpaMMHOIO o0ecriedyeHH st

Ne HaumenoBanue 11O KonuuectBo | PekBu3uThl 10roBopa (nara,
n/n JHUIeH3HH HOMeEP, CPOK J1eHCTBHUA)
1 | Eclipse Foundation Eclipse Bepcus 4 HEOTpaHU- JIunensus Eclipse Public
YEHHBII License
2 | Microsoft Office Standard Bepcust 2007 | 636
3 | NetBeans Community NetBeans IDE HEOrpaHu- JIunensus LGPLv2.1, GPLv2
Bepcus 8 YCHHBIN with Classpatch exception
4 | The CodeBlocks team CodeBlocks Bep- | Heorpanu- JIuniensuss GNU GPLv3
cus 16 YEHHBIN

8.50nucanue MaTepuaIbHO-TEXHHYECKO 0a3bl, HEOOXOAMMOIi I OCyIeCTBIEHUs 00-
Pa30BaTe/ILHOIO NpoLecca Mo JHCHHUILINHE

HanmenoBanue o60py-

JTIOBaHHBIX YUEOHBIX Ka- dakTH4ecKuil an- S o X
9 m A
OMHETOB, Jaboparopuit ec y4eOHBIX Ka- s | B
Ne ’ paTophi, IlepedyeHb OCHOBHOTO pec ¥4 H | §F &
MacTepCKHUX U JIp. 00b- OuHeTOB, J1abopa- s o3
n/n 00opynoBaHUs N g | = 52
€KTOB JIJIsl IPOBEICHUS TOpPUH, MACTEPCKUX ° =S
]
MPAKTUYECKUX U J1a00- U Jp. E | ¥ E
pPaTOPHBIX 3aHIATHI
Komnbrorepnsiit kinacc. | Cromnbl yuenndeckue, | 445667 Camapckas | 84,8 | 16
[Tomenienue 11t caMo- | CTyNbsl ydeHHUECKHe, | 001acTh,
CTOSITENIbHON PalOTHI. IIK ¢ Beixogom B cethb | I.TonbstTH, Llen-
1 VYyeOHast ayquTopust WNHutepHer TpaJbHBIN p-H, YII.

JUISL IPOBEJICHUSI 3aHs-
THI CEMUHAPCKOTO TH-
na. YueOHas ayquTopus
U1l KypCOBOTO TPOEK-

benopyc-ckas,
.14, mo3unms no
TII Ne48, 4 stax,
-401




TUPOBaAHUS (BBITIOTHE-
HUS KYPCOBBIX pabor).
YueOHas ayiutopus
JUTSI TIPOBEJICHUS TPYII-
MOBBIX U UHIUBUIYaIb-
HBIX KOHCYJIBTallUM.
YueOHas ayautropus
JUISL IPOBEJICHUS 3aHs-
TUN TEKYIero KoH-
TPOJIS U IPOMEKYTOU-
HOU arTecTalyi.

Komnsrorepnsiit kinacc. | Kommbiorep (Monutop | 445667 Camapckas | 49,5 | 24
VYyebnas ayguTopus 197, cucteMHbIl OJI0K | 001aCTBh,

s mpoBeneHus 3ans- | Pentium (R) Dual- r.TonbsitTH, Llen-
Tt nekuunonHoro tuma. | Core E5500 2,8 GHz / | TpanbHbIil p-H, yi1.
Y4eOHast ayquToOpHs 4 Gb /500 Gb), cron | benopycckas,

JUTS IPOBENICHUS 3aHsI- | YICHUYECKHIA, CTOJI 1.16B, no3unus no
THI CEMUHAPCKOTO TH- koMmnbioTepHBIN, ctonn | TII Ne31, 4 stax,
na. YueOHas ayTuTopusl | MpenojaBaTeabCKui, VIIK-401

JUIs IpoBenieHust 1abo- | crynbs, Jlocka aynu-

paropHbIX pabotT. Yueb- | TopHas(MenoBas).

Hasl ayAUTOPHS TS

KypPCOBOTO ITPOEKTUPO-

BaHUS (BBITOJIHCHUS

KYpPCOBBIX padoT).

VYyeOHast ayquTopust

JUTSI TIPOBEJICHUS TPYII-

MOBBIX M WHUBUYaTb-

HBIX KOHCYNBTaIUui

VYyeOHast ayquTopust

JUTSI TIPOBEJICHUS 3aHsI-

THN TEKyIIEero KOH-

TPOJISL U IPOMEKYTOY-

HOW arTecTalu.

Komnsrorepnsiit kinacc. | Kommnerorep (MoHH- 445667 Camapckas | 70 50

VYyeOHast ayquTopust
JUISl IPOBEJICHUS 3aHs-
THM JICKIHOHHOTO THIA.
VYyeOHast ayquTopus
JUTSI IPOBEICHUS 3aHs-
TUW CEMHHApPCKOTO TH-
na. YueOHas ayTuTopus
JUTSI TIPOBEICHUS J1a00-
paTopHBIX paboT. Yued-
Hasl ayAUTOPHS TSt
KypCOBOTO ITPOEKTUPO-
BaHUs (BBIIIOJIHEHUS
KYPCOBBIX paboT).
YyeOHast ayquTopus
JUTSI IPOBEJICHUS TPYII-
MOBBIX M UHJUBUIYab-
HBIX KOHCYJIbTAIUI

Top 177, cucteMHbII
o6moxk Intel (R) Celeron
(R) 2,66 GHz/1Gb/
80 Gb), mapmipyTHsa-
Top 2801 Router,
KOMMYTaTop

Catalyst,
9KpaH/MHTEPAaKTUBHAS
nocka Smart Board
TB, npoekrop Acer
P1303W., cron npe-
M0JIaBaTEeNIbCKUM, CTOI
YYEHUYECKHH, CTOIT
KOMITBIOTEPHBIH, CTYII,
JI0CKa ayAuTOpHast
(MapkepHas).

00J1aCTh,
r.TonssarTh, len-
TpaJbHBIN p-H, YII.
benopycckas,
1.16B, mo3unus mo
TII Ne60, 4 sTax,
VJIK-408




VYueOHas ayquTopus
JUTSL IPOBEJICHUS 3aHs-
TUM TEKYIero KoH-
TPOJIA U IPOMEKYTOYU-
HOM aTTecTaluu.

VYueOHast ayquropus Cron yueHHnueCcKui 445667 Camapckas | 90,6 | 80
JUISL IPOBEJICHUS 3aHsA- | JIByXMECTHBIM (MOHO- | 00JacTbh,

TUH JICKIIMOHHOTO TUTA. | OJIOK), JOCKa ayIu- r.TonpstTH, LeH-

VYyebnas ayquTopus TOpHAas 3-X CEKIMOH- | TPaJbHbIN P-H, Y.

JUIsl IPOBEJICHUS 3aHsA- | Hasl (MenoBasi), CTOJ benopycckas,

TUN CEMUHAPCKOTO TH- MpenoaaBaTeIbCKui, 1.16B, mo3unus mo

na. Yuebnas aymutopusi | cryi, npoekrop Acer | TIT Ne50, 4 stax,

JUTSL KypCOBOTO TIPOEK- VJIK-418

TUPOBaHUS (BBIIOJIHE-
4 | HUA KypCOBBIX padoT).
VYueOHast ayquropus
JUTSI IPOBEJICHUS TPYII-
MOBBIX ¥ MHIMBHIyalTh-
HBIX KOHCYJIbTaIUH.
VYueOHast ayquropus
JUTSI IPOBEJICHUS 3aHs-
THN TEKYIIEero KOH-
TPOJISL U IPOMEKYTOY-
HOM arTecTalyi.

' Ecnu oucyuniuna peanusyemcs HecKoIbKo ceMecmpos, mo ceMecmpbl YKasvléaiomes 6 00Hol mabauye no nopsoxy.

i Vkaszvlieaemes gpopma konmpons (3auem, 3auem c oyenkoil, IK3amMen) u 6 cKOOKAX (opma nposedenus (yCmHO, NUCbMEHHO, O
HakonumenpbHomy petimunzy (011 oucyuniun, pearusyemwix ¢ bPC)).

il Eenu hopma xonmpons «zauemy, mo ocmasums moavko CmpoKu ¢ OmMMemKamu o 3aveme, eciu Qopma KOWmpoas — «3auem ¢
OYEHKOUY» UNU «IK3AMEHY, MO OCMABUMb MOJLKO CIMPOKU C OYEHKAMU.

V Viaszwigaemes Koauuecmeo k3. Olisk neuamHwix uz0anutl, Ons INEKMPOHHBIX Uz0anuli — Haumenosarnue IBC.

vV bazvl 0anHbIX U UHGDOPMAYUOHHBIE CHPABOYHBLE CUCTEMbL OOINHCHBL ObIMb AKMYANIbHYL.
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