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1. Ileab ocBOeHMSI JUCHUILIMHDI

HCJ'IL — H3YUYCHUC OCHOBHBIX HOHHTHﬁ, MCTOAOB U CPCACTB 3aINUTHI I/IHq)OpMaI_[I/II/I B IIponecce ec
O6pa6OTKI/I, nepeaaiuu U XpaHCHUSA B COBPEMCHHBIX HHq)OpMaIII/IOHHI)IX TEXHOJOTHUAX U CUCTEMAX.

3amauu:

1. [laTb OCHOBHBIE MOHATHS U ONPEACICHHUS B O0JIACTH 3aLIUTHI HH(OpPMA-ITUH.
2. JlaTh MCTOYHMKH yrpo3 U (popM aTak Ha KOMIBIOTEPHYIO MH(MOPMAIUIO, HAPABICHUS 3allUThI

MH(POPMALIUU OT BCEBO3MOKHBIX YTPO3.
3. JlaTh ¥ MOJTYYHUTh HABBIKM MO Pa3pabOTKe MPOCTEHIIUX KPUNTOrpadu-4eCKUX CUCTEM.
4. ]JlaTh M MOyYNTh HABBIKH 110 pa3padOTKe MOIUTHKU HH()OPMAIIMOHHOHN 0€301MacHOCTH.

5. Jlatb 6a30BbIe TEXHOJIOTHH 3aIUThI HH(OPMAIUH.

2. Mecto nucuMiuiuHbl (yuedHoro kypca) B crpykrype OIIOII BO

Jannas gucumminuHa (yueOHbIi Kypc) otHocutes K b1 "/Iuctunnuner (Moxynu)" (OOGs3aTenbHas

4acTh).

JucuumurHel, yueOHble Kypchl, HA OCBO€HHM KOTOPBIX OasupyeTrcs JaHHas JUCUUIUIMHA (Y4eOHBIH

Kypc) —.

JuctuninuHel, yueOHbIe KYpChI, A1 KOTOPBIX HEOOXOAMMBI 3HAHUS, YMEHHsI, HABbIKU, MpUoOpeTa-
€MbI€ B pe3y/bTare U3y4eHUs JaHHOW TUCHUILTUHBI (y4eOHOro Kypca) — .

3. Ilnanmpyemblie pe3yabTaThl 00y4eHH

dopmupyembie U
KOHTPOJIMpyeMble KoMIle-
TeHIIUHU
(ko1 ¥ HAMMEHOBAHUE)

NHaukaTopbl 10CTHKe-
HHUSA KOMIIEeTeHIH I
(Kom 1 HAMMEHOBAHUE)

Ilnannpyemble pe3ybTaThbl 00y4eHUsI

OIIK-2: CnocoGeH moHU-
MaTh MPHUHIUIBL  PaOOTHI
COBpPEMEHHBIX  HMH(pOpMa-
IIHUOHHBIX TEXHOJIOTUU WU
NPOTPAMMHBIX CPENCTB, B
TOM YHCJIe OT€YECTBEHHOTO
NPOM3BOACTBA, M HCIOJb-
30BaTh HUX I[PU pPELICHUU
3ama4  MpodeCCHOHATLHOM
ACATCIIBHOCTU

OIIK-2.1 3HaeT COBpEMEHHbIE
WH(GOPMAIMOHHBIE TEXHOJIOTUN
U TPOTpaMMHBIC CPEICTBA, B
TOM 4YHUCJIE OTEYECTBEHHOTO
NPOM3BOJCTBA MPH PEIICHUH
3amad mpodeccCuoHANBHON Jie-
SATEIBHOCTH;

OIIK-2.2 YMeer BbIOHpATH CO-
BpPEMEHHBIC HWH(OPMAIMOHHBIC
TEXHOJIIOTUH W TIPOTpaMMHbBIC
CPEACTBa, B TOM YHCIIE OTEYe-
CTBEHHOTO TPOW3BOJICTBA, MPH
pemieHuu 3anad  mpogeccro-
HAJIBHOM JIeSITEIbHOCTH;
OIIK-2.3 Brnaxeer HaBBIKAMHU
PUMEHCHHUS COBPEMEHHBIX
MHPOPMALIMOHHBIX  TEXHOJIO-
TMid U TPOTPAMMHBIX CPEIICTB,
B TOM YHCJIE OTCUCCTBCHHOTO
MPOM3BOJCTBA, IPH PEIICHUH
3a1a4 mpodheCcCUOHAIbHON Jie-
ATEIBHOCTH

3HaTh: CTaHAApPThl HMH(OPMAIIMOHHOMN

0€e30I1acCHOCTH

3HaTh: OCHOBHBIC MOHSATHUS U OMNpPEAEse-
HUS 3alIMTHl HHOOpMAIUU

3HATh: UCTOYHHUKH, PUCKU U (POPMBI aTaK
Ha nH}OpMaIio

3HATb: DJICKTPOHHAsA I_[I/I(i)pOBaﬂ OAITMCH

3HaTh: MOJIUTUKY MHPOPMAITMOHHON Oe3-
ONaCHOCTHU

yMeTb: PaccuuThIBaTh pUCKH OT BCEBO3-
MOXHBIX YTpo3 HH(POpPMALMOHHOHN Oe3-
ONaCHOCTHU

yMeTh: Pa3pabateiBaTh KpHITorpadude-
CKYIO CUCTEMY Ha OCHOBE COBPEMEHHBIX
METOZIOB M CPEICTB 3aluThl HH(pOpMA-
005051

BJIAACTh: HABBIKAMHW pCain3aliluud KpHUII-
Torpad)uueCcKON CUCTEMBI




Bianets: HaBblkamu pa3paOoOTKH MONH-
THUKU MH()OpMAIIMOHHON 0€30MacHOCTH

OIIK-4: CnocobeH yudact-
BOBaTh B pa3paboTKe CTaH-
JapTOB, HOPM U MpaBWI, a
TAKKE TEXHUYECKOM JIOKY-

MEHTAIlMHd, CBA3aHHOM C
npodeccHoHalIbHOW  Jesi-
TEIIbHOCTBIO

OIIK-4.1 3#aer OCHOBHEIC
CTaHAApThl O(QOPMIICHUS TeX-
HUYECKOM JOKyMEHTAIlMu Ha
Pa3IMYHBIX CTAAMSIX >KU3HEH-
HOTO IHKJIa WHPOPMAIMOHHOMN
CHCTEMBI;

OIIK-4.2 VYmeer HpUMEHSTH
CTaHAApThl O(QOPMIICHUS TeX-
HUYECKON JOKyMEHTAIlMu Ha
Pa3IMYHBIX CTAAMSIX >KU3HEH-
HOTO IHKJIa WHPOPMAITMOHHOMN
CHCTEMBI;

OIIK-4.3 Bmameer HaBbIKaMU
COCTaBJICHHUSA TEXHHYECKOU JO-
KyMEHTallUM Ha Pa3IUIHBIX
dTamax JKHU3HEHHOTO IHMKJa
UH()OPMAITMOHHOW CHCTEMBI

3HATh: 0a30BbIE€ TEXHOJOTHH 3aIUTHI WH-
¢dbopmanuu
3HATh: MOJENH HHPOPMAIMOHHON Oe3-
OIACHOCTH

3HaTh: QJITOPUTMBI  ayTEHTH(UKALUU

OJIb30BaTeIeH

3HaTh: aJITOPUTMbI KPUITOTpapUUECKOro
U PpOBaHUS

yMeTh: Pa3pabateiBaTh KpHITOrpadude-
CKYIO CUCTEMY Ha OCHOBE COBPEMEHHBIX
METOZIOB M CPEICTB 3aluThl HH(pOpMA-
005051

yMeTh: PaccunThIBaTh PUCKU OT BCEBO3-
MOXHBIX yTpo3 WH(POPMAIMOHHON 0e3-
OIIACHOCTH

BJIAJICTh: HABBIKAMU pEaTHM3alUN KPHUII-
TOrpadIeCcKOil CHCTEMBI

BIaneTh: HaBbikamMu pa3paOoTKW TOJH-
TUKHA WHGOPMAITMOHHON 0€301IaCHOCTH




4. CrtpykTypa u conepxkaHue JucuniuIinHbl _UHdopManuoHHas 6€301acHOCTh

Bun

@DopMBbI TEKYILIETro

pabota

MPAKTHYCCKHUM 3aHATUAM

MonyJb Gi10ii HanmMeHoBaHue TeM 3aHATHI Ce- Oonem, E NHTepakTHB, KOHTPOJS (HAMMEHO-
(pa3aea) yqeﬁ Hou (y4eOHoI1 padoThI) MecTp 4. AL 4. BaHHE OLIEHOYHOI0
PabOTRI cpeacTBa)

Tema 1.1.OcHOBHBIC TOHATHS U ONPEIEIICHUs OE30MaCcHO- .
1.0cHoBHBl| Jekius | ctu uHbopmanuu. Kinaccudukanus yrpos 6ezonacHoctd |8 2 - Cobecenosarme (ycTHEId
€ TIOHSATHS uHbOpMAIUN onpoc)

W ompezie- | CaMoCT. N3ydenne 1eKMOHHOTO MaTepuala 1 MoAroToBKa K 3 6 i
nenus 6e3-|  pabora NPAaKTHUYECKUM 3aHATHUSIM
OIaCHOCTHU Tema 1.2.Knaccuduxanusi METoJ0B MPOTUBOICHCTBUS CobecenoBanue (yCTHBIH
uHpopma- JIeKIA yrpo3am 0e301acHOCTH HHPOPMALIUU 8 2 ] 0Ipoc)
UK CaMoOCT. N3ydeHne NeKIIMOHHOTO MaTepuaa 1 MOAroToBKa K 2 6 i
pabora NPaKTUYCCKUM 3aHATHSIM
R— Tema 2.1.OcHOBBI CHMMETPHUYHBIX aJITOPUTMOB U KPHUTI- 2 ) i CobecenoBanue (yCTHBIH
TOCHUCTEM ompoc)
MPAKT. 3a- PazpaboTka mporpaMMsl 1o peanu3aniuy 0J109HO-TO 2 5 12 i OTueT 1o nNpakTUYeCKOH
HATHE CHMMETPUYHOTO JITOPUTMA MG POBA-HHSI pabore (3ammuTa)
2.Kpuntor | mpaxT. 3a- Paspabotka nporpammbt mm¢p OBAHIDL 1 e~ ] 6 12 Ot4er o nmpakTUIECKON
padue- srTHe mUPPUPOBAHUS ITPOU3-BOJIIBHOTO (ailyia Mo aaroputMy ) pabore (3amuTa)
CKI6 METO- co3manus nenouexk OFB V
M Pa3paboTka nmporpaMMbl peanu3aliy alropuTMa Xemnm- 3 4 2 i OT4er no nmpakTH4ecKoi
. HSITHE pPOBaHMsI IS CO3/IaHMsI KJIF0Ya HAa OCHOBE MapoJist pabore (3ammra) _
dopmamas mpakT. 3a- | PazpaboTka MOZICHCTEMBI mUppoBaHUs A1 CAMMETPUY- 3 4 2 i OT4er no nmpakTH4ecKoi
HATHE HOM KPUII-TOCUCTEMBI paborte (3amuTa)
MPaKT. 3a- | PazpaboTka mporpamMmbl, peanu3yomly0 CHMMETPHUYHYIO 2 4 2 i OT4er mo mpakTHIeCcKoi
HSTHE KPUITOCUCTEMY pabote (3amuTa)
CaMOCT. N3ydeHne NeKIIMOHHOTO MaTepuaa 1 MOAroTOBKa K 2 24 i




Tema 2.2. AcuMMeTpHUUYHbIE KPUIITOAITOPUTMBI U KPUIITO-

CobecenoBanue (yCTHBIM

JeKIHUs
CUCTEMBbI OTIpOC)
Pa3paboTka mporpamMMbl CKaTusi TaHHBIX C LEIBIO .
MPAKT. 3a- OTueT 1o nNpakTUYeCKOH
e |YMCHPIUCHUS SHTPONHH uHpopMmarun o anroputmy RLE paGore (3ammTa)
nnu LZW
CaMOCT. N3ydeHne NeKIIMOHHOTO MaTepuaa 1 MOAroToOBKa K
pabora MPAKTHYECKUM 3aHITHIIM
JIeKIUs Tema 2.3.0nexkrponHas nupoBasi MOAMNUCH Cobecenonanue (ycTHbIi
ompoc)
CaMoOCT. W3yuenne JeKIIMOHHOTO MaTepralia 1 MoJAroToBKa K
pabota MPAKTHYECKUM 3aHITHIM
3.ba3oBbie - Tema 3.1.OcHOBHBIC MOHATHUS UICHTU(DUKALINN U ayTCH- CobecenoBanue (yCTHBIH
TEXHOJIO- TuuUKaIUN ompoc)
TMHU 3alIH- | CaMOCT. WzyueHne JEKIIMOHHOTO MaTepralia u MOJr0TOBKA K
Tbl UHQOpP-| pabora MPAKTHYECKUM 3aHITHSIM
Manuu B Tema 3.2.Monenu 6e30nacHOCTH WH(POPMALIMOHHBIX CH- CobecenoBanue (yCTHBIM
nHpopma- TekIg cTeM onpoc)
IIUOHHBIX
TEXHO- CaMoOCT. W3yuenne JeKIIMOHHOTO MaTepualia 1 MoJAroToBKa K
HHOTHSIX pabota MPAKTUYECKUM 3aHATHIM
nekius | Tewma 4.1.CtanmgapTsl ”HPOPMAITMOHHOW 0€30TIACHOCTH Co6ecez[(())1;s121)1{()plce) (yornerid
CaMOCT. N3ydeHne NeKIIMOHHOTO MaTepuasa 1 MOAroToBKa K
4 ITonutuk| pabora MPAKTHYECKUM 3aHITHIIM
a Tema 4.2.Pacuet puckoB B 061acTi UHOOPMALIMOHHON CobecenoBanue (yCTHBIM
uH(popMmarl fle 0€3011aCHOCTH 0Ipoc)
HMOHHOM | camocT. N3ydeHne NeKIIMOHHOTO MaTepuasa 1 MOAroTOBKa K
Oe3onacHo| paboTa IPAKTUYECKUM 3aHITHIIM
CTH — Tema 4.3.OcHOBBI pa3pabOTKH MOTUTUKH WH(POPMALIUOH- CobGecenoBanue (yCTHBIH
HOM 06€30MacHOCTH ompoc)
MpakT. 3a- | Pa3paboTka monutruku nHGOPMAIIMOHHON OE€30MMaCHOCTH OTyeT No NpakTUYECKOn
HATHE opranuzamnuu 1 pabore (3ammuTa)




MPaKT. 3a- | Pa3paboTka monmutrku HHGOPMAIIMOHHOW OE€30ITaCHOCTH 4 ] OT4er 1o MpaKkTHIeCKOH
HATHE opraHu3amuu 2 pabore (3ammuTa)
CaMOCT. N3ydeHne NeKIMOHHOTO MaTepraa 1 MOJAroTOBKA K 2
pabota MPAKTHYECKUM 3aHITHSIM
M TOroBbIil TECT 1O KypC
™ DK3aMeH 100 ypey
yepe3 OT
poM. ar-
[IpomexyTouHast arTecTanus 0
TECT.
Hroro 144 100

CxeMa pacueTa MTOrOBOro 0aJ1J1a: TEKyIIHUi PEHTHHT (BCE 3aHATHS U MPOMEXKYTOYHBIC TECThI) + Pe3ysTar HTOroBOro TecTa, MoydeHHass CyMMa JIeInT-

csiHa 2




5. Oo0pa3oBaTe/ibHbIE TEXHOJIOTHH

B pamkax m3yueHHs AUCLUILIMHBI IPEAYCMOTPEHO MCIOIb30BAHUE CIEAYIOIIUX 00pa3oBa-
TEJIbHBIX TEXHOJIOTHM:

- TEXHOJIOTHs TPaJULMOHHOTIO 00yUYeHMUS;

- HHTEpPaKTHBHbBIC TEXHOJOTHH: yuyeOHble AUCKYCCUU (IIPUMEHSIOTCS BO BCEX MOIYINAX IO

WTOTaM BBITIOJIHEHHS padoT).

TexHonmoruu TpaAMLIMOHHOTO OOyYEHHs - OpraHu3alus yuyeOHOro mpolecca B By3e, OCHO-
BaHHAs Ha JICKIIMOHHBIX M MPAKTUYECKUX (QopMax OOydeHHs: OOBSICHUTEIHHO-HILUTIOCTPATUBHOE
oOyueHue. /laHHas TEXHOIOTUs IPUMEHSIETCA BO BCEX MOIYIISAX Kypca.

TexHONMOTHSI MHTEPAKTHUBHOTO OOYyYEHUS - OpTaHu3aIys yueOHOTo mporecca, KoTopas mpe-
nojaraeT MakCHUMajbHYI aKTHBHOCTb CTYIEHTOB B Ipolecce (pOpMHUPOBAHMS KIIOUEBBIX KOMIIE-
teHIMiA. Ha yueOHOM TUCKYCCHU CTYCHTHI MPEICTABISIOT PE3YNIbTAT BHITIOIHEHHS 3aJaHHOM pado-
Thl. [IpoBoANTCS HCKyccHs IO NPUMEHEHHBIM peLIeHUsIM, 00CyxaaeTcs 3pGEKTUBHOCTh U apXu-
TEKTypa POrPaMMHOI0O KOJa.

6. MeTroguyeckue yKa3aHHs 10 0CBOCHHUIO TN CHUIIMHBI
6.1 PexoMeHIaIIUM 110 MOATOTOBKE K MPAKTHYECKUM 3aHATHAM

CrynenTam cienyer:

® [IpU MOJATOTOBKE K 3aHIATHSIM 0053aTEIIBLHO HUCIIOIB30BaTh HE TOJIBKO YUEOHYIO TUTEpaTypy, HO U
JIpyTHe UCTOYHUKH;

e B HayaJse 3aHIATHIA 33/1aTh MPETOIaBaTEI0 BOMPOCHI [0 MaTepHally, BbI3BABIIEMY 3aTPyIHEHUS B
€TI0 IOHMMAaHUHW U OCBOCHUH IIPpH PCHICHUHU 3a1a4, 3aJaHHBIX AJId CaMOCTOATCIIbHOIO pCIICHUSA

® Ha 3aHATHH JOBOAUTH KaXAYIO 3aady J0 OKOHYATCJIbHOI'0 pCIICHUA, ACMOHCTPUPOBATL ITOHH-
MaHHUE MyTel penieHus MOCTABIEHHBIX 3a/1a4 M OCBOCHUS BBIJIAHHBIX 3HAHMIA, B CIIy4ae 3aTpya-
HEHUl oOpaiiarbes K MpenoaaBareiio.

[Ipu camocToATENHHOM PEUICHUH 3a/1ad HY>KHO 0OOCHOBBIBATH KaX/IbIil 3Tal peIIeHus, Uc-
X0/l U3 TEOPETUYECKUX MOJIOKEHUN Kypca. ECiIM CTyIeHT BUIUT HECKOJIBKO IyTEH PEIICHUs 3a/a-
YH, TO HY’>KHO CPaBHUTh UX U BBIOpATh caMblil panroHandbHbIN. [lone3Ho 1o Havana pemeHus 3aa-
YU COCTAaBUTh KPATKUM TUIAH pelleHus 3a1aun. Pemenne mpobaeMHbIX 3a7a4 WK PUMEPOB CIIEIy-
€T H3/ararh MoApoOHO, OTHEINSAsl BCIIOMOTAaTeNbHBIE MyTH PEIICHHUS OT OCHOBHBIX. PemieHus mpu
HGO6XOI[I/IMOCTI/I HYXXHO COIIPOBOXAAThb KOMMCHTApUAMHU, CXEMAMH, aJITOpUTMaMHU.

CrnenyeT NOMHUTH, YTO pEHICHHE KaXI0i yueOHOU 3a7a4 JOKHO JOBOAMTHCS A0 OKOHYA-
TEJIEHOTO JIOTUYECKOTO OTBETA, KOTOPOTO TPeOyeT YCIOBHUE, M MO0 BO3MOKHOCTH C BBIBOIOM. [loiy-
YEHHBI OTBET CJEIyeT MPOBEPUTH CIOCOOAMHM, BBHITEKAIOIIMMH M3 CYIIeCTBa AaHHOH 3ama4u. [lo-
JIE3HO TaKXke (€CIM BOZMOXKHO) pelIaTh HECKOJIBKUMU CIIOCO0aMU U CPAaBHHUTH TOJyYECHHBIE PE3yJib-
TaThl. Perienne 3a1a4 1aHHOTO THUIIA HY>KHO TIPOAOIKATH 10 TPUOOPETEHUS TBEP/IbIX HABBIKOB B X
pelieHun.

6.2P€KOMeHI[aIH/II/I 0 MOAr0TOBKE K MTOrOBOM caave JUCHUILIHHBI

[TonroToBka K HMTOTrOBOM caade MpeaMeTa CIOCOOCTBYET 3aKpEIUICHUIO, YIIYOICHUIO U
0000IIeHUIO 3HAHUM, TTOyYaeMBbIX, B TIpoliecce 0OydeHUs, a TaKKe MPUMEHEHUIO WX K PEIICHUIO
MPAaKTHYECKUX 3a7ad. [OTOBSCH K HEH, CTyACHT JUKBUIUPYET UMEIOIIUECs MPOoOeNbl B 3HAHUSX,
yIIyOJISIeT, CHCTEMaTU3UPYET U yIOPSI0YMBaeT CBOM 3HaHMs. Ha UTOroBoii cmaue CTyIeHT JEeMOH-
CTPUpPYET TO, UTO OH MPUOOpEI B Ipolecce 00ydeH s M0 KOHKPETHOW yueOHOM JUCIIUILTHHE.

HCO6XOI{I/IMO OpI/IGHTI/IPOBaTI) CTyI[CHTOB Ha CI/ICTeMaTI/IIIeCKYIO HOI[FOTOBKy K 3aHATUAM B
TEUEHUE CEMECTpPA, YTO MO3BOJMUT UCIIONb30BaTh BPEMs 3K3aMEHALIMOHHON CECCUU AJI1 CUCTEMaTH-
3aIluy 3HAHUH.



7. OueHo4HbIe CPeACTBA

7.111acniopT OLEHOYHBIX CPEACTB IK3aAMEHY

Cemectp | Kon koHTpOIHpY-
eMOH  KOMIIEeTeH-
ouu (WM ee 4a-

HanmenoBanue
OLIEHOYHOI'0 CpeICcTBA

CTH)
8 TecToBble 3a1anus MO JEKIIMOHHOMY MaTepuairy. Bonpocsl
OIIK-2 0 c/1a4e NUCUUIUIMHBI. OTYETHI IO MPAKTUYECKUM 3aHITH-
SIM.
8 TecToBbIe 3a1aHus TIO JEKIIMOHHOMY MaTepuaity. Bompocsl
OIIK-4 0 cJjaye AUCUUIUIMHBL. OTUYeThl O MPAKTUUYECKUM 3aHSATHU-

M.

7.2TunoBble 3a/I1aHUA WIN UHBIC MaTepHuaJbl, He06X0}1HMBIe AJIS TEKYIIEro KOHTPOJIsA

7.2.1 Bonpochbl 1Sl co0eceTOBAHNS M0 MOTYJIIO

TunoBbie npuMepsI 3aJaHUI

Moayab 1. OcHOBHbBIE IOHATHS U ONpeeieHus 6e30nacHOCTH HHpoOpMauuu

O 00 1N DN K~ W —

. [lepeuncnure cBOMCTBa HHPOPMAIUH.

. HazoBuTe npenmMeT n 00bEKT 3amuThl HHOOPMAITIH.

. Uto Takoe 06e30macHOCTh HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAaX?
. Uto Takoe cuctema 3anuThl “HpopManun?

. Uto Takoe yrpo3a 6e3onacHocty nHpopmarmn?

. Uto Takoe KoHPpUACHINAIBPHOCTh HHpOpMAITUN?

. UTo Takoe 1eaocTHOCTh HHPOpMauu?

. Uto Takoe 10CTynmHOCTh HHGOpMAITHH?

. [lepeuncnure cny4aifHble yrpo3bl 6€30MacHOCTH HH(pOpMAIIHH.

10. Yro Takoe HapymuTeab HHOOPMAITUHN U 37I0yMBITUICHHUK?
11. Ilepeuncnure npegHaMepeHHbIE YTPO3bl 0€30MIACHOCTH UHPOPMAIIUH.

Monayas 2. Kpunrorpaguyeckune MeToabl 3aliMThI HH-GopManun

O 00 1 N DN K W —

. Urto Takoe kpunrorpadus, KpUNTOAHAINU3 U KPUIITOIOTHS?

. Uro Takoe kpunrocucrema?

. [lepeunciure 1 oxapakTepU3ynTe METOABI KPUNITOTpa)UUECKUX MPEeoOpa30BaHUI.
. JaiiTe Kaccu(pUKaINiO0 KPUITOAITOPUTMOB.

. JlaiiTe MOHATHE OCHOBHBIX OTIEPAIINiA, UCTIONH3YyEMbIX B aJITOPUTMAX ITHUGPOBAHUS.
. JlaiiTe MOHSATHE MOTOKOBOTO M OJIOYHOTO mudpa.

. [lepeuncnure onepanuu, UCMOIb3yEMbIE B JITOPUTMAX OJOUYHBIX HIU(POB.

. [IpuBeaute cxemy mudpoBanus u aemmdpuposanus no cetu Deicrens.

. TOCT 28147-89 Cuctembr 00paboTku mHGOpMaNKK. 3ammTa KpunTorpadudeckas. Aro-

PUTM KpHUNTOrpadudeckoro npeodpa3oBaHusl.
10. Yo Takoe pexxumsbl mudpoBaHus?

11. PackpoiiTe NpUHLHMI peaju3allMyd peXuMa MHPpPOBaHUS OOpaTHAst CBSA3b IO BBIXOIY

(OFB).

12. PackpoiiTe NPUHLINIIBI BHECEHHSI CIYyYaliHOCTH B COOOIICHHUS TP MU POBAHHH.
13. IIpuBeauTe ciocOOBI TeHEPAITUH CITyYaHHBIX YHCE.




14. Tlonsitue u cBolicTBa Xem-(yHKITHH.

15. IlpuBenuTe mpuMep alropuT™Ma MPUBEICHHS IMAPOJIS IMOJb30BATENA K 3aJaHHOW IJIMHE
KITFOYa C TIOMOIIBI0 XemI-(yHKIIUH.

16. IIpuBeauTe OOIIYIO CXeMa CUMMETPUIHOM KPHUITTOCHUCTEMBI.

17. OcHOBHas uaest aCHMMETPUYHBIX KPUIITOAITOPUTMOB?

18. IIpuBeauTe HEOOXOIUMBIE YCIOBHUS PEATU3alMA ACHMMETPHUYHON KpUTITOTpadu.

19. IIpuBeauTe npuMepbl ACUMMETPUUYHBIX KPUTOAJITOPUTMOB.

20. O6mras cxeMa aCHMMETPUYHON KPUIITOCUCTEMBI.

21. Ilepssiii 3Tan anroputma RSA 1o coznanuto napsl Kirodei.

22. Dran nepeaadu 3amu(poBaHHOTO COOOIICHHS B anroputMe RSA.

23. TlonsiTue u cBoiicTBa Xeu-QpyHKIHH.

24. TlpuBenute mNpUMEpPHl HCIOJB30BAHUS W peanu3aluil Kpunrorpadudeckux Xer-
byHKIHI.

25. Packpotite anroput™m Mepkens-/lamrapaa o peanu3amnuu Xen-QyHKIIH.

26. Anroputm Berurcnenus xeur-¢gynkuuu cormacio FOCT P 34.11-2012.

27. Cxema anroputMa [leBuca u Maiiepa aJisi XeIMpOBaHUS TAPOJICH.

28. HasnaueHue 1 BUJbI 3aIIUTHI OT 3JI0yMBIIUIEHHBIX AEHCTBUI ITpy ucnonb3oBaHuu DL
29. Anroputm popmupoBanus u nposepku DI

30. Anroput™m dopmuposanust L1 mo TOCT P 34.10-2012.

Monaynas 3. ba3oBble TeXHOJIOTHM 3aIUMTHI HH(pOpManuu B MHPOPMANMOHHBIX TEXHO-
JIOTHAX
1. Yto Takoe Mozenb MOMUTHKH HH(POPMAIIMOHHOM Ge30macHoCTH?
. IlpuBeauTe Knaccel MOAEIH MOJUTUKH MHPOPMALMOHHON O€3011aCHOCTH.
. Packpoiite nuckpenMoHHy0 Mozeib XappucoHa-Py3o-Yinbmana.
. Uto Takoe MaTpuyHOE pasrpaHudeHus nocTymna. [IpuBenqure npumep peanu3anum.
. Uto Takoe MaHIaTHOE pasrpaHudeHue Aoctyna. [IpuBennure npuMep peaausanuu.
. [lepeuncnure u faiite MOHATHS 0a30BBIX TEXHOJIOTUHN 3AIIATHI HHPOPMAITUH.
. JaiiTe Ki1accupUKalnIo IPOLECCOB ayTEHTHU(PHUKALINY.
. B uem 3akimouaeTcst crporas ayTeHTU(UKAIHSL.
. B uem 3akmtouaetcs nmpocras ayreHTH(UKaLus.
10. OcHOBBI OMOMETPUYECKON ayTEHTU(PUKALIUH.
11. Yto Takoe XemupoBaHue naposs?
12. [laiiTe XapaKTepUCTUKN KPUITOTPAPUUECKUX XeI-(PyHKITHA.
13. [laiiTe XapakKTepUCTUKH METO/I0B MPOCTOM U OMOMETPUUYECKOM ayTeHTU(UKALIUY.
14. [IpuBeauTe aNTOPUTM CTPOTOM ayTEHTH(PHUKANN HA OCHOBE CHMMETPUYHBIX aJITOPUTMOB.

O 00 1O\ L Wi

Monyas 4. IloauTnka nH(POPMAIMOHHOI 0€30MACHOCTH

1. KonrponbHble (QyHKIMH B 007acCTH TOCYIapCTBEHHOW O€30MaCHOCTH, BO3JIOKEHHBIE Ha
OCTIK Poccun?

2. OcHoBHble 3ak0HBI Poccuiickoit deaepariuu, cBsI3aHHBIE C 3aIIUTON MHPOPMALIHH.

3. Vka3sl [Ipe3unenTa, cBsi3aHHBIE € 3aLIUTON MHPOPMALIH.

4. ITpukassr ®CTOK Poccun, cBsizaHHbIE € 3aIIMTOW HHPOPMALIUH.

5. Meronuyeckue u pykoBoasimue 1okymeHTsl @CTIK, cBsizanHbIe ¢ 3a1UTON HHPOPMAITUH.
6. Crarbs Konekca AMUHUCTPAaTUBHBIX ITPaBOHAPYIIEHUH, [ pak1aHCKOro U YTOJIOBHOTO KO-
JIleKca

7.7 ypoBHei# 0e30MacHOCTH, onpezeneHHble B OpaHKeBOM KHHTE.

8. 6 0a30BBIX TpeOOBaHUI O€30MaCHOCTH, OmpeesieHHbIe B OpaHKeBOH KHHTE.

9. 10 kyaccoB 6e30nmacHOCTH HH(pOpPMALIUHU, YCTAHOBJIEHHBIE B €BPOIEHCKUX CTaHIapTax.

10. Yro Takoe nmonutuka nHGOpMaImoHHO# Oe30macHoCTH?

11. Ilepeuncnure TpeOOBaHUS K cUCTEME O€30MaCHOCTH.

12. PackpoliTe npuHIMna 10cTyna K HHQOPMallMOHHBIM pecypcaM OpraHU3aluy.



13. OnuimuTe OCHOBHBIEC HAPaBIEHUS pa3pabOTKU MOJIUTUKU O€30IaCHOCTH.

14. TlepeuncnuTe 3Tanbl pa3padOTKH MOTUTHKHA HHPOPMAITMOHHOW 0€3011aCHOCTH

15. Tlepeuncnute OCHOBHBIC TYTH TOTYUYEHUS HHPOPMAIIHH O CHCTEME 3alUThI?

16. Jlafite knaccudukanuo HHPOPMAIMOHHBIX OOBEKTOB IO TpeOyemMoil cTeneHn 0e30TKa3-
HOCTH.

17. Haiite knaccudukaimo HHOOPMAITMOHHBIX OOBEKTOB IO YPOBHIO KOH(PHUICHIIUATHLHOCTH.
18. Uto Takoe prck HHPOPMAIIMOHHOM OE30MaCHOCTH M KaK OH BBIYUCIISETCS.

19. Tlepeuncnute ypoBHU yiiepOa OT peaan3aiui PUCKOB.

20. ITpuBenute npumep HOpMHUPOBAHUS OIICHKU BEPOSTHOCTHU aTak Ha MH(POpPMAIIHIO.

21. laiiTe anropuT™ pacuera pucka HH(GpOpMaIMOHHOM O€30MaCHOCTH.

Kputepuu onenku:

Packperrre 90-100% otBeta Ha Bompoc - 20 6amioB; packpeitue 80-89% orBera Ha Bompoc - 18
OaioB; packpeiTue 66-79% orBera Ha Bompoc - oT 15 GamnoB; packpsitie 50-65% oTBeTa Ha BO-
npoc - oT 12 6amioB; packpeitTe MeHee 50% orBera Ha Borpoc - ot 0 1o 11 6amios.

7.2.2 KoMILIEKT 0TYETOB MO NPAKTHYECKHM padoraM (mpuMepbl)

TunoBbie npuMepbI 3aaHU

IpakTnueckoe 3ansaTHe Nel «Pa3padorka mporpamMmbl MO peaju3anuu 0J0YHO-TO
CHMMETPHYHOI0 AJITOPUTMA M (POBA-HHUS»

®opma otuera no [Ipaktuueckoe 3ansatue Nel

- TUTYJIbHBIH JIKCT;

- 3a/1aHUE;

- pe3ybTaT BBIIIOJIHEHUS 3aJaHus;

- pe3yNbTaT 3KcrepuMeHTa (Tabnuiel U rpadukm);

- BBIBOJIBI 110 pabore.

[MpakTnueckoe 3anaTHe Ne2 «Pa3paborka mnporpamMmmbl mHM@poBaHuss u Je-
H(PUPOBAHKUA POU3-BOIBHOIO (paiiyia o ajaropurMy cosganus nenodexk OFB»

®opma otuera no [IpakTuueckoe 3ansitue Ne2

- TUTYJIBHBIN JIUCT;

- 3a/1aHUE;

- pe3ynbTaT BBIIIOJIHEHUS 3aJaHus;

- pe3yNbTaT 3KcrepuMeHTa (Tabnuiel U rpadukm);

- BBIBOJIBI 110 pabore.

IIpakTyeckoe 3ansitue Ne3 «Pa3padoTka mporpamMmbl peaju3alMi ajJropuTMa Xeuu-
POBaHMs VIS CO3JaHUSI KJII0YA HA OCHOBE NAPOJIs»

®opwma otueta no [IpakTuueckoe 3ansTHE Ne3

- TUTYJIBHBIN JIUCT;

- 3a/1aHUE;

- pe3yibTaT BBIIIOJIHEHUS 3aJaHus;

- pe3yINbTaT 3KcrepuMeHTa (Tabnuiel U rpadukm);

- BBIBOJIBI 110 pabore.

IIpakTHyeckoe 3ansaTHe Ned «Pa3padorka moacuctemMbl MIN(POBaHUSA I CHMMeTPHY-
HOM KPHUII-TOCHCTEMbI»

®opwma otueta no [Ipaktuueckoe 3ansTue Ned

- TUTYJIBHBIN JIUCT;



- 3a/1aHUE;

- PE3yNIbTAT BBIIIOJIHEHUS 3aJaHNUs;

- pe3ysbTaT dKCIepuMeHTa (TaOIuIbl U TpaduKh);

- BBIBOJIBI 10 paboTe.

IIpakTyeckoe 3anHsaTHe NeS «Pa3paGoTka mporpamMmbl C:KaTHs JAaHHBIX € LeJbIO
yYMeHbllIeHus1 JHTponuu uHpopmanuu no ajaropurmy RLE niau LZW)»

®opma oruera 1o [Ipaktuueckoe 3anstue Nes

- TUTYJIbHBIN JIUCT;

- 3a/1aHUE;

- pe3yJIbTAT BBIIOJIHEHUS 3aaHNUS;

- pe3ysbTaT KCIepuMeHTa (TaOIUIbl U TpaduKh);

- BBIBOJIBI 110 paboTe.

IIpakTyeckoe 3anHsTHe Ne6 «Pa3paboTka nporpaMmbl, peajn3yloIy CHMMETPHYHYI0
KPHIITOCHCTEMY»

®opwma otueta no IIpakTuueckoe 3ansTue Neb

- TUTYJIbHBIN JIUCT;

- 3a/1aHUE;

- pe3YJIbTAT BBIIOJIHEHUS 3aJaHNUS;

- pe3ysbTaT dKCIepuMeHTa (TaOIUIbl U TpaduKh);

- BBIBOJIBI 10 paboTe.

IIpakTyeckoe 3ansaTHe Ne7 «Pa3pabdoTka MOIUTHKY WH(POPMALMOHHON 0e30I1aCHOCTH
opranuzanum 1»

®opma oruera 1o [Ipaktuueckoe 3anstue Ne7

- TUTYJIbHBIN JIUCT;

- 3a/1aHUE;

- pe3ysbTaT BBIOJIHEHUS 3aJaHus;

- pe3ysbTaT dKcrepuMeHTa (Tabaullsl U rpaduKkn);

- BBIBOJIBI 10 padoTe.

IIpakTyeckoe 3ansaTHe Ne8 «Paspaborka moIUTHKY MH(POPMALMOHHON 0€30I1aCHOCTH
OpraHu3auuu 2»

®opma otueta no [IpakTuueckoe 3ansTue Ne§

- TUTYJIbHBIH JIKCT;

- 3aJJaHKE;

- pe3ysbTaT BBIOJIHEHUS 3aJaHus;

- pe3ysbTaT dKcrepuMeHTa (Tabaullsl U rpaduKkn);

- BBIBOJIBI 10 padoTe.

TpeOoBanus k opopmiIeHUIO

OT4er MOMKEH colep:kaTh MOAPOOHOE omHcaHue (BKIIIOYAsl WIITIOCTPATUBHBIN MaTepui) mo-
CJIEIOBATEILHOCTH JIEUCTBUI MPOJETAHHBIX CTYIACHTOM JUIsl BBIMOMHEHHS 3amaHuil. OdopmiieHue
oTYeTa JOHKHO COOTBETCTBOBATh METOAMUYECKOMY YKa3aHHIO PEKOMEHIAIINSIM, U3II0KEHHBIM y4eo-
HO-MeTofdeckoM rmocobuun [Ouenosckuii A.B. O0mue TpeGoBaHUS 1O BBITIOTHEHUIO H OQOopMIIe-
HUIO KOHTPOJBHBIX, KYPCOBBIX U BBIMYCKHBIX KBAIH(PHUKAIIMOHHBINA paboT : Y4eOHO-METOIUIECKOe
nocooue. — TompsitTH : TI'Y, 2015. 78 c.].

IIpouexypa oueHuBaHUSA

OreHKa BBIMOJIHEHHOHN paOOThI TPOBOAUTCS MO KPUTEPHSIM:

1. Hanuuue Bceii cymiecTBeHHON HH(pOpMaIu o padbore

2. ToYHOCTH U TTOTHOTA MPETOCTABISIEMbIX CBEICHHIA

3. HenpoTuBOpeunBOCTh NPUBOIUMOI HH(pOpMALIUT

4. TIpaBUIBHOCTH UHTEPIIPETAIINI U BHIBOJOB, KOTOPBIE CAEIAHBI IO pe3yJIbTaTaM paboThl
5. CreneHb 1OCTUKEHUS CTYIEHTOM MTOCTaBJIEHHOM LIeTU



6. O00CHOBaHHOCTh MPUMEHAEMOTO PELICHHUS
7. I'pamoTHOCTH (ComepikaTesbHast) UCIIOIb3yEeMbIX (hOPMYIUPOBOK

Kpurepun oueHku 3a 0TYeTHI 110 NPAKTHYECKUM padoTam:

[ToTHOCTBIO BHIMOJIHEHHOE U BOBPEMSI 3allIUILEHHBIN OTYET — MAaKCUMaJIbHbIM Oamt. 3a Kax-
JI0€ HEBBIMOJIHEHHOE 3aJ[aHHE CHUMAIOTCS Oajulbl B COOTBETCTBUU C 3aJaHMEM Ha MPAKTUYECKOE
3arstue. [Ipocpouka Ha 1 Henemo - koaddumment 0,75, 3a nse - 0,5, 3a Tpu - 0,25, 3a yeThipe u
6onee - 0 (yuuTbsiBaeTcs (DaKkT caadm).

7.2.3 KoMnekT 3aiaHuii 15 oneHKH c)OPMHUPOBAHHOCTH KOMIIeTeHIMI (IpUMepbl)

OIIK-2 Cnnoco0eH mOHMMATh NPUHUMIIBI PA00THI COBPEeMEHHbIX HH()OPMANMOHHBIX TeX-
HOJIOTHIi M MPOTrPAMMHBIX CPeCTB, B TOM 4YHCJIe 0T€4eCTBEHHOI0 MPOU3BOACTBA, H UCIOJIb30-
BaTh UX NIPH pPellleHUH 32/1a4 NPo(deccCHOHAIbHOI 1esiTeIbHOCTH

OM 3aKkpbITOro THIA

3amanue 1
Buvibepume npasunvhuiii 6apuanm omeema:
JLJ1st 321U TRI OT CIy4YaiiHBIX YTPO3 UCTIOIB3YIOT HANIPABICHUS:
+ myOnupoBanue nH(pOpMaIUn
+ MOBBIIIICHUE HAJIE)KHOCTU KOMIIBIOTEPHBIX CUCTEM
+ cO3/1aHHUEe 0TKAa30yCTOMYNBBIX KOMITBIOTEPHBIX CHCTEM
- CO37JaHHME CUCTEMBI OXPAaHBI OOBEKTA;
- MPOTUBOJICHCTBUE HAOIIOICHUIO U ITOICTYIITUBAHUIO;

3ananue 2
Buvibepume npasunvhuill 6apuanm omeema:

3ammra uH(pOpMaLIUU — 3TO:

- mporecc cOopa, HAKOIMJIEHHs, 00pabOTKHU, XpaHEHUs, paclpeneseHus] U Mmoucka nHpopMma-
1wy,

- mpeoOpa3oBaHue HHPOPMAIMH, B pe3yJbTaTe KOTOPOTO cofepkaHue WH(OpPMAlUU CTaHO-
BUTCSl HEOHATHBIM ISl CyOBEKTa, HE UMEIOLLETo JI0CTYIa;

- TIOJy4YeHHe CyObEKTOM BO3MOXKHOCTH O3HAKOMJICHHS ¢ MH(OpMalre, B TOM YKcie TIpU Mo-
MOILM TEXHUYECKUX CPE/ICTB;

- COBOKYIHOCTH MPaBHJI, PETIAMEHTHPYIOIINX MOPSAIOK U YCIOBHS JOCTyNa CyObeKTa K WH-
dbopManu 1 ee HOCUTEIISIM;

+ NeATeIbHOCTh MO MPEAOTBPAICHUIO YTEUKH MH(POpPMAIUU, HECAHKIIMOHUPOBAHHBIX U HE-
IIPETHAMEPEHHBIX BO3/ICHCTBUI Ha HEe.

3amanue 3
Buvibepume npasunvhwill 6apuanm omeema:

WNndopmarus B hpopMe OTKPBITHIX JaHHBIX pazMeriaercs B cetu "MHTepHeT" ¢ yueTom

+ TpeboBaHMil 3aKoHOAaTeNbCTBA Poccuiickoii Denepaliiu 0 rocy1apcTBEeHHO TaifHe

- TpeboBaHUH Biaaeblia HHPOpMAITUU

- TpeboBaHuil 3akoHOIaTeNnbCTBA Poccuiickoit deaeparuu o 3anute nHGoOpMauu

- TpeboBanuil ykasza IIpesunenta PO "O6 yrBepknenun Ilepeuns cBeneHM, OTHECEHHBIX K
roCyJlapCTBEHHOM TaiiHe"



3amanue 4
Buvibepume npagunvhbill 6apuanm omeema:

K BHyTpeHHUM HapymHTeasIM HHPOPMAIIMOHHOM 0€30MaCHOCTH OTHOCSITCS:

+ IOJIb30BATEIN CUCTEMBI,

+ COTPYIHUKH OTACJIOB pa3pabOTKH U conpoBoxkaeHus [10

+ mepcoHan, 00CTyKUBAIOIIMI TEXHUYECKHE CPEIICTBA

- IOCETUTEIIH;

- MOOBIe JTHIIA, HAXOSAIINECS BHYTPH KOHTPOIUPYEMOU TEPPUTOPHUH;

- IPEACTaBUTENN OpraHu3aluil, B3aUMOICUCTBYIOIIKX MO BoIpocaM o0ecrieueHus Ku3Heaes -
TEJIbHOCTU OpraHU3alINH.

3aganue 5
Buvibepume npasunvhuiii 6apuanm omeema:
K meTonam 3amuTsl HHPOPMAIIUH OTHOCST:
+ IIpaBoBoe€ perynupoBaHue
+ OpI‘aHI/ISaI_II/IOHHBIe MECTOAbI 3al1TUThI
+ MeTozbl 3alIUThI OT CIIyYalHbBIX YIPo3
+ MeTo/bl 3alUThl OT HECAHKIIMOHUPOBAHHOIO 10CTyIa
- MIOBBILLIEHUE HAJIEKHOCTH KOMITBIOTEPHBIX CUCTEM
- CO37IaHHME CUCTEMBI OXPaHbI 00BEKTa
- aBTOMaTH3alus Ipolecca pa3padoTku

OM oOoTKpPBITOr0 THNIA

3aganue 6
/latime pazeepruymuiii omeem
AyTtenTudukanus - 31o?
IIpaBUIbHBIN OTBET:
IIPOBEPKA MPUHAJIEKUT JIU CYOBEKTY JOCTyIa NMPEAbIBICHHBIA UM UIEHTU(UKATOP

3ananue 7
/latime pazeepruymoiii omeem

B Kpurepu Ouenku 3ammmennoctan Hanexnbix CucreM copMyaupoBaHbl  0a30BBIX
TpeboBaHMi1 Oe30macHOCTH

IIpaBHUIBHBIN OTBET:

6

3aganue 8
Jlaume pazseprymoiii omeem
B ocHOBE cHMMETPHUYHBIX KPUITOAITOPUTMOB Yalll€ BCETO UCTIONb3YETCS
IIpaBUIBHBIN OTBET:
cetb Dencrens

3amanue 9
Jlaume pazseprymoiii omeem
B CHIA nns 3amuthl HHPOPMAIHMH UCTIONB3YETCsS CTaHIapT
IIpaBUIBHBIN OTBET:
TSEC (Kpurepun Ouenku 3a—mmieHHoctd Hanexusix Cuctem, OpaHkeBasi KHUTA)

3aganue 10
Jlaume pazseprymoiii omeem



B yronosnom konekce Poccuiickoit ®eneparnuu 3a [IPECTYIIJIEHUSA B COEPE KOMIIb-
FOTEPHOU MH®OPMAIINU oTBeuaeT

IIpaBUIBHBIN OTBET:

m1aBa 28

OIIK-4 Cnoco0eH y4acTBOBaTh B pa3padoTKe CTAaHAAPTOB, HOPM W NMPaBHJI, a TaKKe
TEeXHUYECKOM JOKYMEHTALMH, CBA3AHHOM ¢ PO ecCHOHATBLHOM AeATEIbHOCTHIO

OM 3akpbITOro TUNA

3amanue 1
Buibepume npasunvHulii 6apuanm omeema:

3amuTa MHGOPMALMH TIPEICTABIAET COOOH NMPHUHATHE MPABOBBIX, OPTaHU3AMOHHBIX U TEX-
HUYECKHUX MEp, HApaBJICHHBIX Ha!

+ obecriedueHne 3amuTHl HHPOPMAIUU OT HEIIPAaBOMEPHOTO IOCTYTIA, YHHYTOKECHUS, MOTU(H-
[IUPOBAHUs, OJTOKHPOBAHMS, KOMPOBAHMS, IPEIOCTABICHUS, pACIIPOCTPAHEHHUS, & TAK)KE OT MHBIX
HEIMPaBOMEPHBIX JICUCTBUI B OTHOIIICHUH TaKo MH(pOpMaIun

+ cobmioneHre KOH(QUICHINATBHOCTH HH(POPMALIUU OTPAaHHYEHHOTO TOCTYTIa

+ peanu3aiuio npasa Ha JOCTYI K HH(POPMAIHN

- mpouecc cOopa, HaKOIJIeHUsI, 00pabOTKU, XpaHEHUS, paclpeesieHus] U MoucKa nHpopma-
1817071

- mpeoOpa3oBaHre MHPOPMALIMHU, B pe3yibTare KOTOPOTo coiep)kaHue MH(POpPMAIUU CTAHO-
BUTCS HETIOHATHBIM ISl CyObeKTa, He HMEIOIIEeTO T0CTyTa

- TIOJTy4eHue CyObEeKTOM BO3MOXKHOCTH O3HAKOMJICHHS ¢ MH(OpMaIHel, B TOM YHCIIe TPH I10-
MOIIM TEXHUYECKHUX CPEJICTB

- COBOKYITHOCTH IPABWJI, PEIIAMEHTUPYIOUIMX MOPSIOK M YCIOBHUS JIOCTyNa CyObeKTa K MH-
dbopmManu 1 ee HOCUTEISIM

3ananue 2
Buvibepume npasunvhwill 6apuanm omeema:

Wudopmarus B 3aBUCUMOCTH OT HOpPSAAKA €€ IMPEJOCTABICHUS WINM PAaCpOCTPAHEHUS TOJ-
pasnensiercss Ha HH(POPMALIUIO

+ cBOOOJHO pacrpoCTpaHIEMYIO

+ IpenoCTaBIIEMYIO IO CONIAIIEHUIO JIUL, YYaCTBYIOLIUX B COOTBETCTBYIOIIMX OTHOLICHUSX

+ KOTOpas B COOTBETCTBUHU C (pe/iepaIbHbIMHU 3aKOHAMHU IOJUIEKUT MPEIOCTABICHUIO UITU Pac-
IIPOCTPaHEHUIO

+ nH(popManuio, pactpocTpaneHue kKotopoit B Poccuiickoii denepanny orpaHIINBACTCS WK
3arperaercs

- OTKPBITYIO

- 3aKpBITYIO

- ICPCOHAJIBHBIC JTaHHBIC

3amanue 3

Buvibepume npasunvhwill 6apuanm omeema:
Nudopmarus nMeeT IeHHOCTh
+ OIpEeeNICHHYIO CTEIICHBIO TIOJIE3HOCTH ISl BJIaIe/blia
- OIPEICIICHHYIO CTETICHBIO MOJIC3HOCTH JJIST TTOKYTIATeIIs
- OTIPENICIICHHYIO CTETNICHBIO MOJIE3HOCTH JIJISl TOCYAapCTBa
- OIPEJICIICHHYIO CTETICHBIO MTOJIC3HOCTH TS ITPOIaBIIA

3amanue 4



Buvibepume npagunvhbiil 6apuanm omeema:
Hudopmarus MoKeT ObITH IOTyUYeHA CIEAYIOIUMH My TIMU
+ NpoBEICHUEM HAYUYHBIX UCCIIETOBAHUI
+ MOKYTIKOM
+ NPOTUBOIIPABHBIM JEHCTBUEM
- 06paboTKoi HH(POPMAITUK C TTOMOIILI0 MATEMAaTHIECKUX METOIOB
- MoUCKoM B ceTr « HTepHeT

3aganue 5
Buvibepume npasunvhuiii 6apuanm omeema:
K o0mmenoctynHoii nHGOpMALIUU OTHOCATCS
+ 00IIEN3BECTHRIE CBEACHUS
+ uHas uHPOpMaIH, TOCTYI K KOTOPOM HE OTpaHUYEH
- nH(pOpMaUs U3 MyOIIMYHBIX HCTOYHUKOB
- CBOOOIHO pacrpocTpaHsieMass HHPOpMAIIHsI

OM oTKpBITOTrO THIIA

3aganue 6
Jlaume pazseprymoiii omeem
AyTeHTU(UKAIHS - 3TO
[IpaBuiIbHBIN OTBET:
MIPOBEpKa MPUHAJICKUT JTU CYOBEKTY JOCTyIA MPEAbIBICHHBIA UM UICHTU(UKATOP

3aganue 7
aiime pazeeprymsiii omeem
bazoseiMu Mmetogamu 3amutel oT HCJI siBistroTcst
IIpaBUIBHBIN OTBET:
uAeHTU(DUKAIMS U ayTEHTU(PUKAIUS, aBTOPU3ALINS, ayTuT, U(POBaHNE JAHHBIX

3amanue 8
aiime pazeepuymuiii omeem
B kadecTBe npouenypsl 1yOnIupoBaHUs JaHHBIX YaIlle BCETO UCTIOIB3YIOTCS
IIpaBUIBHBIN OTBET:
RAID-10 maccussl, RAID-1 maccuBbl, RAID-5 maccuBbl

3ananue 9
aiime pazeepnymuiii omeem

B Hacrosimiee BpeMsi B CHMMETPUYHBIX KPUIITOAITOPUTMAX KPUINTOCTOMKHUM SIBISIETCA KITHOY
JUTUHOM

IIpaBUIbHBIN OTBET:

Oonee 128 out

3anganue 10
/latime pazeepruymoiii omeem
B ocHoBe peanuszanuu X31-(QyHKIUH JEKUT aITOPUTM
IIpaBUIbHBIN OTBET:
Mepxkens-/lamrapaa

7.301eH0YHbIE CPEACTBA JAJsSl MPOMEKYTOUHON ATTECTAMH MO0 UTOraM OCBOCHHS JMCLH-
ILJIMHBI
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7.3.1 Bonpochl K NIPOMEXYTOUYHOM aTTEeCTAIIHU

OCHOBHBIE TIOHATHS U OTIpeesIeHUs] 0€30MacCHOCTH HH(POPMAIHH.

Knaccudukanus yrpos 6e3onacHocTd nHOOpMAIu

Knaccudukarus meTo0B npoTUBOAEHCTBHS yrpo3aM 0€30MacHOCTH HHPOPMAITUH.
[TpaBoBBIE METO/BI 3AIIUTHI HHPOPMALIUU

MeTo/p!l 3a1MTH MHPOPMALIUHU OT CIYYalHBIX YIPO3.

Mertozp! 3a1IUTHl THPOPMALIUH OT LINMUOHAYXKA U AUBEPCHH.

Mertop! 3a1MTHl HHPOPMALIUU OT IEKTPOMArHUTHBIX U3TyYSHUH 1 HAaBOAOK.
Mertozp! 3a1UTEl THPOPMALIUK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Konuenuuu nocTpoeHus cucTeM pa3rpaHUdeHUsl JOCTyIa.

. Kpunrorpaduyeckue MeTozbl 3auThl

. OCHOBBI CUMMETPHUYHBIX KPUIITOAITOPUTMOB.

. Kpunroanroput™m Ha ocHoBe cetu DaiicTens.

. brounsrnii mmgp DES

. ANITOPUTMBI CO3JIaHMSI LIETIOYEK.

. MeTtozpl panaOMH3aIMK COOOIICHUH.

. Knaccugukanus anropuTMoB apXxuBaluy JTaHHBIX

. Xenr-pyHKIMS U €€ peanu3aus

. OyHKIIUM CUMMETPUYHOU KPUIITOCUCTEMBI

. O6001IeHHAs CXeMa CUMMETPUYHON KPUIITOCHCTEMBI

. ACUMMeTpUYHbIE KPUIITOAITOPUTMBI

. AcuMMeTpUYHBIHN anroput™ mudposanus RSA.

. DnexTpoHHas uudpoBas MOANUCH

. OcHOBHBIE TIOHATHS UACHTU(DUKAIIUH U ay TEHTH(PHUKALIUN

. [Ipocras ayreHTH)UKAINSL

. MeTonp! cTporoii ayreHTU(UKAIIUH.

. Crarmaptel vHOOPMAIMOHHON OE30MTaCHOCTH.

. bazoBble TexHOMOrNMM 3aIUTHl HTHPOPMALIUH B BEIUUCIUTENBHBIX CETSX.
. Mozaenu 6e301macHOCTH ONEPALMOHHBIX CUCTEM

. Knaccugukanus napopmMaoHHbIX 00bEKTOB MO KaTErOpUsIM HHPOPMALMOHHON 6€30aCHOCTH
. TpeOoBaHus K ccTEMaM 3alUThl HH()OPMAIIHH.

. Ilopsimok pa3paboOTKH MOJUTUKU HHPOPMALIMOHHONW OE€30IaCHOCTH.

. MHOTOYypOBHEBas 3alIUTa CHCTEM 00paOOTKH HH(OPMAIIHH.

. MeTtozpl 3amuThl HHPOPMALIMU OT HECAHKIIMOHUPOBAHHOTO U3MEHEHHS CTPYKTYPbI CUCTEM
. UcTounmku arak Ha WHGOPMALIUIO

. Pucku B ucnosnp3oBanum HHpopManuu

. @opMEbI aTak Ha HHPOPMALIUIO

. OpraHu3anroHHbIe METO/bI 3aIUTH HH(POPMAIHH.

. bnounsnii mmpp I'OCT 28147-89

. Anroputmsl apxuBanuu Xadhmana.

. Anroputmsl apxuBanuu Jlemmnens-3uBa

. Anroputmsl apxuBanuu RLE

. TpaHCTIOPTHOE KOIHPOBAHUE.

. Knaccugukanus anropuTMoB X3IIUPOBaHUS

. XelmunpoBaHue napoiei.

. Ob1ras cxeMa CUMMETPUYHON KPUITOCUCTEMBI

. O61mas cxeMa aCUMMETPUYHON KPUIITOCUCTEMBI.

. Anroputm™ BeruMcieHus xem-¢pynkuuu cornacHo 'OCT P 34.11-2012
. OUII ¢ mormoaHUTEeTIHBIMH CBOHCTBAMH.

. Knaccuguxkanus nporeccoB ayTeHTUDHUKALHMH.



50.
51.
52.
53.
54.
55.
56.
57.

OcCHOBBI OMOMETPUYECKON ayTEHTU(DHUKAIIMN U UICHTU(DUKAITIH

OCHOBBI aAMMHUCTPUPOBAHHSI BEIUNCIIUTENIBHBIX CeTel

Pacuer puckoB nHpOpMaIIMOHHON 6€30MaCHOCTH

MeTopI BHECEHUS CITYYaHOCTH B COOOIIICHHS

AcuMMeTpUYHBIN anropuT™ mudposanus RSA

OcHoBHas 3aKoHOAATeNbHAs 0a3a B 001acT HHPOPMAITMOHHBIX TEXHOJIOTHI
MesxayHapoaHble CTaHAapThl HH)OPMAIIMOHHOK 0€30MacHOCTH

OCHOBBI XEIMPOBAHUE U XPAHEHUS MTapOJIeit

58. IuckpenronHas moaens Xappucona-Py3o-Yiasmana
59. Peanu3zanusi cCUCTEMBbI pa3rpaHUYEHHUs I0CTYIIA B OMEPAIMOHHBIX CUCTEMAX
60. OCHOBHBIE IIYTH MOJTy4YEHUs] UH(HOPMAIIUK O CUCTEME 3AIIUTHI HHPOPMAITUH
61. ITorsTie monuTUKH HMHPOPMAITMOHHOM 0€30MMaCHOCTH
62. Knaccudukarus pexxuMoB IUPpOBaHUs
63. Pexxum mmdposanns ECB
64. Pexxum mmdposanus OFB
65. Pexxum mmdposanus CFB
66. Pexxum mmdposanuss CBC
67. TpeboBaHMs 3aIUIEHHOCTH CPEACTB BBIYUCIUTEIBHON TEXHUKHA OT HECAHKIIMOHUPOBAHHOTO
JocTyna K HHpopMaIiu
68. Anroputm Mepxkens-Jlamrapaa mo peanu3anuu xem-QyHKIIHA
69. Anroput™m opmupoBanus I mo TOCT P 34.10-2012
70. Oneparuu, HCTIOIB3YEMBIE B QJITOPUTMAX OJOYHBIX IMTHU(GPOB
7.3.2 Kpurepuu ¥ HOpMbI OLEHKH
®opma npose-
AeHUsl
Cemectp N Kpurepun 1 HOpMBI OLICHKH
NPOMEKYTOYHOM
aTTecTalnu
8 DKk3ameH (1o P — Ot 80 go 100 6ayuioB
HAKOITUTEIHHOMY
peifTHHry) XOPOIIO Ot 60 10 79 Ganyos
YJIOBJICTBOPUTEITHLHO Ot 40 no 59 6amios
HEYJIOBJIETBOPUTEIBHO Menee 40 6amioB




8. YueOHOo-MeTONMYECKOE M HH(POPMALIMOHHOE 00ecTiedeHne TN CIUTITUHbI

8.1 O0s3aTesbHAsA TUTEpaTypa

Tun (yueOHUK,
yueOHOe 1moco- KosmmuecTBo B
Ne | ABTOpBI, cOCTA- oue, yueOHO- I'on u3- | HayuHoI OMOIMO-
3araBue (3aroJioBOK)
n/n BUTEIN MeToAnYecKoe JTaHUA Teke / HammeHo-
nocodue, nNpak- Banue JbC
THKYM, JIP.)
1 bapanosa E. K. Kpunrorpapuueckue meroas! 3amutel nuHpopManuu | YuebHoe  1moco- 2015 2
: 1a6. mpaktukyMm : yueb. nocobue / E. K. bapanosa, A. B. babam. - oue
Mocksa : Knopyc, 2015. - 196 c. : un. + CD. - (bakanaBpuar). - bu6-
auorp. B KoHue ri. - ISBN 978-5-406-03802-4 : 250-00. - ISBN 205-
00.
2 ®dopoy3an, b. A. Kpuntorpagus u 6e3onacHoCTb cereil [DnekTpoH- | YueOHoe  1moco- 2017 3BC «IPRbooks»
HBII pecypc] : yueO. mocobue / b. A. @opoy3saH ; mep. ¢ aHII. 1Mo oue
pex. A. H. bepiuna . - Mocksa : UHTYUT, 2017 ; Caparos : By30B-
ckoe obpazoBanue, 2017. - 782 c. : ui. - (OcHOBBI HH()OPMALTMOHHBIX
texHonoruii). - ISBN 978-5-4487-0143-6.
3 Xopes I1. b. [IporpamMmMmHo-anmaparHas 3amuTa nHpopManuu [Onek- | YyebHoe  1moco- 2015 9bC
TPOHHBIN pecypc] : yueb. mocobwue / I1. b. Xopes. - 2-e uzn., uctip. u | 6ue «Znanium.com»
nor. - Mocksa : ®opym : UTHOPA-M, 2015. - 352 c. - (Beicmiee 00-
pazoBanue). - ISBN 978-5-00091-004-7.

8.2 JlomosiHuTebHASA JJUTEPATYpPaA




Tun (yueOHUK,
yueOHOe mocooue,

KoanuectBo B
HAy4YHOIl O0n0-

Ne ABTOpBI, €O- yueOHo- T'ox u3-
n/m CTABHUTEH 3arnapue (3aro1080x) METOIHYECKOE MOo- | TaHHUs auotexe /
codue, NIPaKTH- Haumeropa-
K Hue DbC
KYM, Jp.)
1 Kykuna E. I'BBenenue B kpuntorpaduto [DnekTpoHHbIH pecypc] : | Yuebnoe mocodue | 2013 3BbC
cOoopHuk 3anad u ynpaxHenwii / E. I. Kykuna, B. A. PomanbkoB. - OMck «IPRbooks»
:OMmIY, 2013. - 91 c. - ISBN 978-5-7779-1588-7.
2 Huxudopos C. H. 3ammra nadopmamuu [DnekTpoHHbIH pecypce] | YuebHoe mocodue | 2015 3BC
: yueb. nocobue / C. H. Hukugopos. - Cankr-IletepOypr : CIIGI'ACY, «IPRbooks»
2015. - 383 c. : mi. - ISBN 978-5-9227-0585-1.
3 Crmunpia B. T UadopmarnmonHas 6€301MacHOCTh BEIYUCIUTEIRHOM | YdueOHoe mocooue | 2011 ObC
TEXHUKH [DIEKTpOHHBIN pecypce] : yueoHoe mocobue / B. I. CrutbiH. - «IPRbooks»
Tomck : Db Kontenrt, 2011. - 148 ¢. - ISBN 978-5-4332-0020-3.
4 @eqna @. O. MupopmanmonHas O6e30macHOCTh [DneKTpoHHBIN | YuebHoe mocobue | 2011 3BbC
pecypc] : yuebnoe nocodue / ®. O. @enun, B. I1. Odunepos, @. . «IPRbooks»

®enuH ; [mox pen. B. A. Jlukapesa]. - Mocksa : MI'TTY, 2011. - 260 c.




8.3 Ilepeyenb nmpogeccHOHAJIBHBIX 0a3 JAHHBIX M MH(POPMAIMOHHBIX CIPABOYHBIX CH-
cTemM

1. Hacking Everything. Pexxum moctyna: http://www.gomzin.com/crypto-gram.html, 2016-
01-01.

2. The Tiny Encryption Algorithm (TEA). Pexum JIOCTYyTIA:
http://143.53.36.235:8080/tea.htm, 2016-01-01.

3. bubmmoreka: 3amurta wHGOpManuu, kpuntorpadus. Pexxum mocryma: http://www.win-
ni.narod.ru/biblio/cryptobib.htm, 2016-01-01.

4. JJOKTPMHA MH®OPMAIIMOHHOM BE30IACHOCTU POCCHIA-CKOM ®EJIEPA-
HUWU. Pexxum nocryna: http://www.scrf.gov.ru/documents/5.html, 2016-01-01.

5. Pexumsbl mudpoBaHuUs Oner 3€eH3HH. Pexum JIOCTyIa:
http://citforum.ru/security/cryptography/rejim_shifrov/, 2016-01-01.

6. Caiir bproca IlInaiiepa. Schneier on Security. Pexxum noctyna: https://www.schneier.com/,
2016-01-01.

7. denepanpHas CaykOa MO TEXHUYECKOMY W HIKCIIOPTHOMY KOHTpoOJto. Pexxum mocryma:
http://fstec.ru/, 2016-01-01.

8.4Ilepevyenb mporpaMMHOro odecrnev4eHnst

Ne HanmenoBanmue 110 KosmuectBo | PexkBU3MTHI 10T0OBOpA (1aTA,
n/n JIMIEH3U I HOMeEP, CPOK AeiCTBUA)
1 | Eclipse Foundation Eclipse Bepcus 4 HEOrpaHu- Jluuensus Eclipse Public
YEeHHBIN License
2 | Microsoft Office Standard Bepcus 2007 | 636
3 | NetBeans Community NetBeans IDE HEOIpaHu- JInnensus LGPLv2.1, GPLv2
Bepcus 8 YCHHBIN with Classpatch exception
4 | The CodeBlocks team CodeBlocks Bep- | Heorpanu- JInnensus GNU GPLv3
cus 16 YEHHBIN

8.50nucanue marepuajbHO-TEXHHYECKON 0a3bl, HEOOXOAUMON 1JIs1 OCYIIeCTBJIEHHUS 00-
Pa30BaTeJBLHOIO NMpoIecca Mo AUCUUILINHE

HaumeHoBaHMe 000pYI10BAHHBIX Y4eOHBIX KAOMHETOB,

Ne N IlepeyeHb 0CHOBHOTO 000-
u/n JabopaTtopuii, MACTEPCKHUX M ApP. 00bEKTOB /IS MPO- —
Be/ICHHA MPAKTHYECKUX U JJA00PATOPHBIX 3aHATHI
Kommnrwrorepnsrii knacc. [lomemnienue st camoctositens- | CTONBI y4eHHUECKUE, CTY-
HOM paboThl. YueOHas aynuTopus A MPOBeACHUs 3aHs- | Jibs yueHnueckue, [1K ¢ BbI-
THIl CEMUHAPCKOTO TUTIA. Y4YeOHAast ayTUTOpus s Kyp- X0zoM B ceTb MIHTepHeT
| | COBOTO IPOEKTHPOBAHMS (BBITIOTHEHUS KyPCOBBIX padoT).
VYyeOHas ayquTOpHst 1Sl POBEIECHUS IPYNIOBBIX U UH-
TUBUAYATbHBIX KOHCYIbTAIMN. YueOHas ayTuTOpHst s
IPOBEACHMS 3aHATHH TEKYILEro KOHTPOJISI U IPOMEXKY-
touHo# artectaruu. (I'-401)
Komnwrorepnsiii kinacc. YueOHnast aynuropus 11s mpoBe- | Kommbrorep (Mmonutop 197,
2 | meHus 3aHATUH NEKIIMOHHOTO TUMA. Y4yeOHas ayTuTopusi | CUCTEMHBIN 0610k Pentium

JUTSL IPOBEJICHHsI 3aHATHI ceMuHapckoro tumna. YuebHast | (R) Dual-Core ES500 2,8




ayIUTOPHS JUISI IPOBEACHUS JTaOOPATOPHBIX paboT. Y4eo-
Hasl ayAUTOPHUS JUISL KypCOBOTO MMPOSKTHPOBAHMUS (BBINOJI-
HEHMS KypCOBBIX paboT). YueOHast ayquTopust s mpo-
BEJICHHS TPYIIIOBBIX ¥ HHANBUIYaIbHBIX KOHCYIIBTAIINH
VYueOHast aymuTopus A7 IPOBEACHUS 3aHATHIH TEKYIIEro
KOHTPOJISI ¥ mpoMexxyTouHol arrectaruu. (YJIK-401)

GHz /4 Gb /500 Gb) , cron
YYEHUYECKHUU, CTOJI KOMITb-
FOTEPHBII, CTOJ IPENOIaBa-
TENbCKUM, CTYJbs, Jlocka
ayIMuTOpHas(MenoBas).

Komnwrorepnsiii kinacc. YueOHast aymuTopus JJIsl IPOBE-
JECHUS 3aHATHI JTEKIIMOHHOTO THMA. Y4eOHas ayIuTOpHs
JUTSI TIPOBEICHUS 3aHSATHI CEMHHAPCKOTO THIA. Y4eOHast
ayIuTOPHUS JIJIS1 TPOBEICHUS JTAOOpaTOPHBIX paboT. Yued-
Hasl ayJUTOPHUS TSI KYPCOBOTO MPOESKTUPOBAHUS (BBITION-
HEHUS KYpPCOBBIX paboT). YueOHast aymuTopus ISl IPO-
BEJICHUS TPYIIOBBIX U MHIUBUIYAIbHBIX KOHCYJIbTAIIUN
VYyeOHas aymuTOpHs 1Sl MPOBEICHUS 3aHATUNH TEKYIIETO
KOHTPOJIS ¥ MpoMexyTouHoi arrectanui. (YJIK-408)

Kommnwrorep (monutop 177,
cucteMHbIi 6710k Intel (R)
Celeron (R) 2,66 GHz / 1
Gb / 80 Gb), mapmpyTH3a-
Top 2801 Router, kommy-
tatop Catalyst,
9KpaH/MHTEpaKTHUBHAS J0C-
ka Smart Board TB, npoek-
top Acer P1303W., cton
MpenoaaBaTeIbCKU, CTOJ
YYEHUUYECKUM, CTOJI KOMIIb-
FOTEPHBIN, CTYII, TOCKa
ayauTopHas (MapKepHasi).

VYyeGHast ayquTOpus 1715l IPOBEACHUS 3aHATUH JIEKLIMOH-
HOTO TUNa. YuyeOHas ayIuTOpHs IJs IPOBEACHUS 3aHsI-
TUI ceMUHapCKOro Tuma. YueOHas ayTuTopus A Kyp-

COBOI'0 IPOEKTUPOBaHUS (BBIOJIHEHUSI KypPCOBBIX padoT).

VYyeOHast aymuTOpHst 1715l MPOBEICHUS TPYMIOBLIX U HH-
TUBUAYATbHBIX KOHCYJIBTAIMN. YueOHasT ayTuTOPHS IS
MIPOBEACHHMS 3aHATHH TEKYIIETO KOHTPOJISI H TPOMEXKY-

touHoi arrectaruu. (YJIK-418)

Cton yueHHYEeCKUl JIByX-
MECTHBIH (MOHOOJIOK), TOC-
Ka ayJIuTOpHAast 3-X CEKIIH-
OHHas (MeJIoBasi), CTOJ Tpe-
MOJIaBaTEIILCKUM, CTYI, TIPO-
extop Acer
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