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Pentensent
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Pabouas mporpamma coctaBieHa Ha ocHoBaHuu PI'OC BO um ydeOHOro mjaHa HampaBICHHS

MOJITOTOBKH (CTIETIHAIEHOCTH )
09.03.03 Tlpuxmannas napopmaTrka
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«[IpukiagHas MaTeMaTuka U HHHOPMATUKAY

(mporoxkoin 3acenanust Ne 1 ot «09» centsadpst 2019 r.).

®re0Y BO "TOJIbATTUHCKUIA MopnucaHo LudpoBoii NoANKCHIO:

FOCX[[APCTBEHHbM OrbOy BO "TOJIbATTUHCKNN
FOCYOAPCTBEHHbI YHUBEPCUTET",

YHUBEPCUTET®, TONBATTUHCKAN 00 arrrickin FOCYJAPCTBEHHbIN
YHWBEPCUTET, TTY Nata: 2022.12.26 14:41:45 +04'00'

1. Ileab ocBOEHUSN AMCHUNIUHBI



Ienb — wm3yyeHHE OCHOBHBIX MOHATHH, METOIOB M CPEACTB 3alIUTHl HH(POPMALIUU B MPOLECCE ee

00paboTKu, epeayn U XpaHeHHsI B COBPEMEHHBIX HH()OPMALIMOHHBIX TEXHOJIOTHUAX U CUCTEMAaX.

3agaun:

1. JlaTh OCHOBHBIE MOHATHS U OMpeesieHus: B 00JIaCTH 3alUThl HHPOpPMa-1IHH.

2. JlaTb MCTOYHMKH yTpo3 M (OpM aTak Ha KOMIBIOTEPHYIO MH(OPMAIIHIO, HAIIPABICHUS 3AIIUTHI
nH(pOpPMaIUU OT BCEBO3MOXKHBIX YIpO3.

3. JlaTh ¥ MOMYYHUTh HABBIKH MO Pa3pabOTKe MPOCTEHIINX KPUNTOTrPpahU-4€CKUX CUCTEM.

4. JlaTh ¥ MOJTYYUTH HABBIKH 11O Pa3pabOTKe MOJUTUKU HHHOPMAIIMOHHON 0€30TaCHOCTH.

5. Jlath Ga30BBIE TEXHOJIOTUH 3aIIUTH HH()OPMAIIHH.

2. Mecro nucuumiannbl (yaedHoro kypca) B crpykrype OIIOII BO

Hannas aucuurnHa (yueOHbIil kype) otHocuTest K b1 "ducuummuaer (Moxynun)" (O0si3arenbHas
4acTh).

JMcuuIuinHbL, yueOHbIe KypChl, HA OCBOCHUU KOTOPBIX 0a3upyeTcs NaHHas AUCHUILTUHA (y4eOHbIH
Kkypc) — Uadopmarmonnsie cucreMsl 2, MHpopMannmonneie cuctemsl 2, MHGOpPMAIIMOHHBIE CHCTEMBI 2,
WNudopmanmonnsie cucremsl 2, Kommbiotepubie cet, KommbrorepHele cetu, KommbioTepHble ceTH,
Kommnbrorepusie cetr, OOBEKTHO-OPUEHTUPOBAHHOE TIporpaMMmupoBanne 2, OObeKTHO-OPUEHTHPOBAHHOE
nporpammupoBanue 2, O0beKTHO-OPHEHTUPOBAHHOE pOorpaMMupoBanue 2, OObEeKTHO-OPHUEHTHPOBAHHOE
nporpaMmupoBanue 2, Opranusanus ¥ aJMUHUCTPUPOBAHUE ONEPALMOHHBIX cucTeM, OpraHuzanus 1 aj-
MUHHUCTPUPOBAHUE ONIEPALIMOHHBIX cUcTeM, Opranu3anys U aIMUHUCTPUPOBAHHUE ONEPALIMOHHBIX CUCTEM,
Opranuzanys U aAIMUHACTPUPOBAHKE ONIEPALIMOHHBIX CUCTEM.

JMcuuIuInHbL, y4eOHbIe KypChl, ISl KOTOPBIX HEOOXOAMMBI 3HAHUS, YMEHUS, HaBBIKH, IpHoOpeTa-
eMbI€ B pe3yibTaTe U3yUeHHs TaHHOW TUCIUIUIMHEI (yueOHoro Kypca) — [Ipeanunnomuas npaktuka, [Ipen-
JUTUIOMHASI IPaKTUKA.

3. Ilnanupyembie pe3yJbTaThbl 00y4eHH s

dopmupyemMsbie 1
KOHTPOJIMpyeMble KoMIIe-
TeHIUH
(Koa ¥ HAMMEHOBAHHE)

HNuaukaropsl 10cTHRKE-
HHUS KOMIIeTeHIu
(Koa 1 HAUMEHOBAHHUE)

IInanupyemble pe3ybTaThl 00y4eHHs

OIIK-2: Cnocoben ucnons- | OIIK-2.1. Onpenensiet u

30BaTh COBpPEMEHHEIE | OLIEHUBAET COBPEMEHHEIE 3HATH: aITOPUTMBI KPHOTOrpadhUYECKOTO
MH(POPMALMOHHBIE TEXHO- | HHPOPMALUOHHEIE 1 pOBAHKS
JOTMM W  NPOrPaMMHBIE | TEXHOJIOTUM M IPOrPaMMHEIE
CPEJICTBA, B TOM YHUCJIE OTE- | CPEACTBA, B TOM YHCIIE 3HATh: HIEKTPOHHAS HU(PPOBAs HOIKUCH
YECTBEHHOTO  NPOU3BOJ- | OTEYECTBEHHOTO MMPOU3BOICTBA
CTBa, IIpH PCHICHHH 3alaq | IIpH PCIICHMH 3aJ1a4 3HaTh: 0a30BBIC TEXHOJOTHUU 3aIUTHI
npoeCcCHOHANBHON  JIesl- | mpo()eCcCHOHATBHOM uHboOpMAIH
TEJIBHOCTH JEATENbHOCTU
OIIK-2.2. ITonnmaet poib 3HaTh: MOJAENU MH(POPMAIMOHHON 0€3-
COBPEMEHHBIX OTIACHOCTH
MH(POPMAITMOHHBIX

TEXHOJIOTHH U TIPOTPAMMHBIX
CPENCTB, B TOM YHCIIE
OTEYECTBEHHOTO IPOU3BOCTBA
NPY PEIICHNN 3a/1a4
npodecCHoHATBLHOM
JEATebHOCTH.

OIIK-2.3. JlemoHCcTpHUpyeT
CIIOCOOHOCTH  HCIIOJB30BaTh
COBpPEMEHHBIE HMH(OPMAIMOH-
HBIE TEXHOJOTMU W TPOTpaMM-
HBIE CpEICTBA, B TOM YHCIE
OTEYECTBEHHOTO POU3BOI-

3HATh: MOJUTUKY HHPOPMAIIMOHHOMN 0e3-
OIMAaCHOCTH

3HATh: aJTOPUTMBI AyTEHTU(UKAIUU
[10JIb30BaTeIe !
3HATh: CTaHAAPThl WHOOPMAITMOHHOU
0e30macHOCTH

3HAaTb: OCHOBHBLIC IIOHATHUSA W OIIPCACIIC-
HUs 3aI1IUThI I/IH(l)OpMaI_[I/II/I




CTBa, IIpY PEUICHUU 3a7ad Ipo-
(eccroHaIbHON JesITeNbHOCTH

3HATh: HICTOYHUKHU, PUCKU B (POPMBI aTaKk
Ha HHOOPMAITHIO

3HATh: MOJUTUKY UH(POPMAIIMOHHO 6€3-
OMACHOCTH

3HaTh: AJITOPUTMBI
OJIL30BaTEIIEN

ayTeHTU(DUKAITUU

3HATh: OCHOBHBIC IIOHATUSA U OIpezcIie-
HUS 32U THl THPOpMAIUH

3HATh: AITOPHUTMBI KPHUIITOTPaPUIECKOTO
Qg poBaHus

3HAaTh: 68.30BI>IC TEXHOJIOTUHN 3alllUuThI
nHbopmaIm

ymeThb: Pa3zpabareiBaTh kpunrorpaduue-
CKYI0 CHCTEMY HAa OCHOBE COBPEMEHHBIX
METO/IOB U CPEJCTB 3aIIUThl HH(POpMaLIUU

yMeTh: PaccuuThIBaTh pHCKH OT BCe-
BO3MOXHBIX yrpo3 HH()OPMAMOHHON
0e301acHOCTH

ymeThb: Pa3zpabareiBaTth kpunrorpaduue-
CKYI0 CHCTEMY Ha OCHOBE COBPEMEHHBIX
METOJIOB ¥ CPEJICTB 3aIIMThl HH(HOPMAITIH

BiIajgeTb:  HaBblkamu  pa3zpaboTku
MOJIUTUKU MH(GOPMAIIMOHHOM Oe30macHo-
CTH

OIIK-4: CnocobeH yuacT-
BOBaTb B  pa3paboTke
CTaH/JIapTOB, HOPM U IIpa-
BUJI, @ TAK)KE€ TEXHUYECKOM
JIOKYMEHTAIlMH, CBSI3aHHOM
¢ mpodeccuoHaNbHON mesi-
TETBHOCTHIO

OIIK-4.1. JlemoHCTpHUpYyET
3HAHUS CTAH/IapPTOB
oopMITEHUST TEXHUIECKOM
JOKYMEHTAIIMH Ha Pa3IMYHBIX
CTaJIUSAX )KU3HEHHOTO IIUKJIa
MH(POPMALIMOHHOM CUCTEMBI
OIIK-4.2. IIpuMeHsieT HaBBIKK
COCTaBJICHUS TEXHUYECKOH
JIOKYMEHTAIlMU Ha pa3iINyHbIX
JTanax *XU3HEHHOTO LUKJIa
MH(OPMALIMOHHON CUCTEMBI.
OIIK-4.3. JleMoHCTpUpYET
CIIOCOOHOCTH Yy4acTBOBATh B
pa3paboTKe CTaHIapTOB, HOPM
U TpaBWI, a TaKXKe TEeXHU4Ye-
CKOM JOKYMEHTAIlH, CBsI3aH-
HOU ¢ mpodeCCHOHATBLHOM Aesi-
tesnbHOCTBIO OIIK.

3HATh: CTAHIAPTHI HHPOPMAITMOHHOM 6e3-
ONacHOCTH

3HaTh: UCTOYHHUKH, PUCKU U (POPMBI aTaKk
Ha HHOOPMAITHIO

3HaTh: MOJENH HH(POPMAIMOHHON 0e3-
OITACHOCTH

yMmeTb: PaccunThiBaTh PUCKH OT BCeE-

BO3MOXKHBIX  yIpo3  HMH()OPMAIMOHHOMN
0e30macHOCTH
Biaazers: HaBpikamu  pa3paOoTku

HNOJIUTUKUA MH(POPMALMOHHONW 0Oe30MacHo-
CTH




4. CtpykTypa u coaep:xkaHue q1ucuuiuinabl _NndopmanuonHas 6e301acHOCTD

Bun

DopMbI TeKyIETro

Monyib webnoii HanmeHoBaHue TeM 3aHATHI Cemecrt| O0bem, BasLint HNHTepakTHB, KOHTPOJISI (HAUMEHOBA-
(pa3mea) y (y4eOHOI1 padoThI) p 4, 4, HHEe OLIEHOYHOTI0 Cpe/-
padoTsl
CTBA)
OCHOBHBIE TIOHSITHSI U OTIPEeNICHHs 0€30MMacCHOCTH .
CobecenoBanue (yCTHbII
OCHOBHBIE| JIEKLHS unpopmarun. Kinaccudukanus yrpos 6ezonacHoctu |5 0,5 - onpoc)
TIOHATHUS U UHPOpMAITIH
orpejelie- | CaMocCT. W3ydeHure NeKIIMOHHOTO MaTepuraia 1 MOJAroTOBKa K 5 16
Hus Oe3- | pabora IPAKTUYECKUM 3aHITUAM
OIACHOCTHU R Knaccudukaius MeTo0B IpOTUBOACHCTBUS yTrpo3amM 5 0.5 CobecenoBanue (yCTHbII
uHpopMa- 0e30macHOCTH HH(HOPMAITHHI ’ oTpoc)
o1 CaMOCT. W3yuyeHne NeKIMOHHOTO MaTepHaja U MOATOTOBKA K 5 16
pabora MTPAKTHYCCKUM 3aHSATHIM
Kpun- CobecenoBanue (yCTHBII
nekuuss | OCHOBBI CHMMETPHUYHBIX aITOPUTMOB U KPUNITOCHUCTEM |5 0,5 -
Torpadu- oTpoc)
4eCKHE Me-| IPaKT. 3a- PazpaboTtka mporpamMMsl 1o peanu3anuy 0JI04HO-TO 5 1 12 OTueT 1o NpaKTUYECKOH
TOJIBI 3a- HATHE CUMMETPHUYHOTO AJITOPUTMA IMIH(PPOBA-HUS pabote (3amuTa)
KUTHI NH- Pa3paboTka mporpaMMbl mupoBaHUs U JIe-IHPPUPOBA- o
IPaKT. 3a- P Porb . bp A (bpyp OTueT 1o NpakTUYECKOH
(popmanmm HUS TIPOU3-BOJIBHOTO (haiiia 1Mo alropuTMy Co3gaHus |5 2 24 -
HATHE pabore (3amura)
nenoyexk OFB
npakT. 3a- |Pa3paboTka mporpamMmsbl pean3aiuy aJropuTMa Xemupo- 5 1 12 OT4et 1o mpakTUIeCcKoi
HATHE BaHMsI JIJIs1 CO3aHMs KITF0Ya Ha OCHOBE MapoJis pabote (3ammuTa)
HpakKT. 3a- | PazpaboTka noacucreMsl MU(POBaHUS ISl CHMMETPHY- 5 1 12 OTueT 1o NpakTUYECKON
HATHE HOM KPUII-TOCUCTEMBI paborte (3amura)
IpakKT. 3a- | Pa3paboTka nporpamMmbl, pean3yromyr0 CHMMETPUYHYIO 5 1 12 OTueT 1o NpakTUYECKOH
HATHE KPUIITOCUCTEMY paborte (3ammuTa)
CaMOCT. N3y4deHne NeKIIMOHHOIO MaTepraia 1 OAroToBKa K |5 30 -

paborta

IMPAKTHYCCKUM 3aHATUAM




DopMbI TeKyIETr0

Bu .
Monyisb qeﬁflloﬁ HanmeHoBaHue TeM 3aHATHI Cemecrt| O0beMm, BasLint NHTepakTHB, KOHTPOJISI (HAUMEHOBA-
(pa3mea) y (y4eOHOI1 padoThI) p 4, 4, HHEe OLIEHOYHOTI0 Cpe/-
padoTsl
CTBA)
CobecenoBanue (yCTHBIM
JeKIUsT | ACUMMETPHUYHBIC KPUIITOAITOPUTMBI U KPUIITOCUCTEMBI |5 0,5 - onpoc)
Pa3paboTka mporpaMMsl CKaTHs TAaHHBIX C LENBIO .
IIPAKT. 3a- OTuer 1o npakTUIECKON
e |YMCHBLICHHS SHTPOINH uHpopmaruu no anroputmy RLE |5 1 12 - aGoTe (3ammmTa)
niu LZW |y
CaMOCT. W3yueHue NeKIMOHHOTO MaTepHraja U NOATOTOBKA K 5 12
pabora NPaKTHYCCKUM 3aHSTHIM
CobecenoBanue (yCTHbII
JIEKIAS DnexTpoHHas 1UdpoBast MOIMUCH 5 0,25 - a (v
oTpoc)
CaMOCT. N3y4deHne NeKIMOHHOr0 MaTepuraia 1 MOJAroTOBKa K 5 10
pabota IPAaKTUYECKUM 3aHATHSIM
bazoBsie CobecenoBanue (yCTHBII
nexkuust | OCHOBHbBIE MOHATUS UACHTU(PHUKALNN U ayTeHTU(UKALIH |5 0,5 -
TEXHO- o1poc)
JIOTUH 3a- | CaMOCT. N3y4deHne NeKIMOHHOT0 MaTepuraia 1 MOJroTOBKa K 5 10
IIUTBI pabora PaKTUYECKUM 3aHSATHSIM
HH(pOpMa- CobecenoBanue (YCTHBIH
$op JAEKIUS Mopnenu 6e30macHOCTH HH)OPMAIIMOHHBIX CUCTEM 5 0,25 - v
IIMU B OTIpOC)
uH(pOop™Ma-
IUOHHBIX | CaMOCT. N3yueHue NeKIIMOHHOTO MaTepHaja U NOATOTOBKA K 5 10
TEXHO- pabota NPaKTUYECKUM 3aHATHIM
JIOTHUAX
[TonuTnka . CobecenoBanue (yCTHBIM
JeKIus CrannapTsl ”HPOPMAITMOHHON O€30MaCHOCTH 5 0,5 -
nHdopmarg ompoc)
MOHHOM | CaMoOCT. N3yyenue neKunmoHHOro Marepuaia v oAroToBKa K 5 4
Oe3omacHo| pabora PaKTUYECKUM 3aHSATHIM
CTH neknusi | Pacuer puckoB B oOmactu nuHpOpMaImoHHOM Oe301macHo- |5 0,25 - CobecenoBanue (yCTHBIM

CTH

ormpoc)




Bun 5 DopMbI TeKyIETr0
Mopyab G110ii HaumeHoBaHue TeM 3aHATHH Cemect| O0BbeM, B HNHTepaKkTHB, KOHTPOJIsI (HAaMMEHOBA-
(pa3mea) yq% Hou (y4eOHOI1 padoThI) p 4, AJLIBL 4, HHEe OLIEHOYHOTI0 Cpe/-

padoTsl cTBa)
CaMOCT. N3yuenue NeKIMOHHOTO MaTepuaia v MoAroToBKa K 5 4 i
pabota MPAKTHUYECKUM 3aHITUIM
[N OcCHOBBI Pa3pa0bOTKH MOJIUTUKHA WH(HOPMAITMOHHON 0e3- 5 0.25 i CobecenoBanue (yCTHBIHM
OMACHOCTH OTIpOC)
MpakT. 3a- | Pa3paboTka momuTuKu HHMOPMAITMOHHONW O€30MTaCHOCTH 5 1 12 i OT4eT Mo MpaKTUYECKOM
HATHE OpraHu3aIu pabote (3amuTa)
CaMOCT. N3yyenune NeKIMOHHOTO MaTepraia v MOAroTOBKA K 5 1 i
pabota MPAKTHYECKUM 3aHITUIM
5 -
MIPOM. aT- 5 0.35 i
TECT.
Nrtoro 144 100

Cxema pacyeTa HTOTOBOI0 0aJJ1a: TeKyIIHil pEUTHHT (BCE 3aHATHS M IPOMEXKYTOYHbBIE TECThI) + Pe3ylbrar HTOroBOro TecTa, MojgyueHHas CyMMa JIEIuT -

cstHa 2



5. OoOpa3oBare/ibHbIE TEXHOJIOTUH

B pamkax u3yuyeHHs TUCIMIUIMHBI MPEIYyCMOTPEHO HCIIOIB30BaHUE CIENYIONIMX 00pa3o-
BaTEJIbHBIX TEXHOJIOTUH:

- TEXHOJIOTHsI TPaJULMOHHOTO 00yUYeHMS;

- HHTEpaKTUBHbIC TEXHOJOI'MH: yuyeOHble AUCKYCCUU (IIPUMEHSIOTCS BO BCEX MOYIAX IO

WTOTaM BBITIOJIHEHUS paboT).

TexHomOruM TPaAULIMOHHOIO OO0yYEHHs - OpraHu3alus y4yeOHOro mpouecca B By3€, OCHO-
BaHHAs Ha JICKIMOHHBIX M TPaKTHYECKUX (opmax oOyueHHs: OOBSICHUTEIHHO-WILIIOCTPATUBHOE
oOydeHue. /laHHas TEXHOIOIUs IPUMEHSETCA BO BCEX MOIYIIAX Kypca.

TexHONMOTUsI MHTEPAKTHBHOTO OOyYEHHUsS - OpraHu3amus ydeOHOro mpolecca, KOTopas
IpPEANoyiiaraéT MaKCUMaJIbHYI0O aKTUBHOCTb CTYIAEHTOB B IIporecce (OPMHUPOBAHUS KIFOUEBBIX
KomneteHui. Ha yaeOHOl AucKyccHn CTYIEHTHI MPEACTABISIIOT Pe3yIbTaT BHIIOTHEHUS 3aJaHHOM
pa0otel. IlpoBoauTcs AMCKyccus IO NPUMEHEHHBIM PELICHUAM, oOcyxaaercs 3PpQPEeKTUBHOCTh U
apXUTEKTypa MPOrpaMMHOIO KOJA.

6. MeTtoguyeckne yKazaHus 110 OCBOCHHUIO M CHMILTUHBI
6.1 PexoMeHIaAIMM 110 MOATOTOBKE K MPAKTHYECKUM 3aHATHAM

CryneHTam cienyer:

® [IpU MOJrOTOBKE K 3aHATHUSM OO0S3aTeNIbHO MCIOIb30BaTh HE TOJIBKO yUE€OHYIO JIUTEpaTypy, HO U
JIpyTrHe UCTOYHMKH;

e B HayaJle 3aHATHUN 3a/1aTh IPEIOIABATEI0 BOIIPOCHI 110 MaTepUaly, BbI3BAaBLIEMY 3aTpPY/IHEHUS B
€ro NOHUMaHWU U OCBOCHUU IPH PEIICHUH 3a/1a4, 3alaHHbIX Ul CAMOCTOSATENILHOTO PEIICHUS;

e Ha 3aHATUM JOBOAUTH KaXAYK0 3aJady 10 OKOHYATEJIBHOTO pELIEHUs, JEMOHCTPUPOBAThH
MIOHMMAaHWE MyTel pelIeHMs MMOCTABJICHHBIX 33J]ad U OCBOECHMSI BBIJAHHBIX 3HAHUH, B ClIyyae
3aTpyAHEHUI oOpalaTbes K MPernoaBaTelto.

[Tpu caMOCTOSATENBHOM pEIICHUHU 3a]ad HY>KHO OOOCHOBBIBaTh Ka)KIbIH 3Tall peLICHUs], UC-
X0l U3 TEOPETUUYECKUX NOJOKEHUM Kypca. Eciay CTyIeHT BUIUT HECKOJIBKO IIyTEl pelIeHMs 3a]a-
YM, TO HY’)KHO CPaBHHMTb MX U BBIOpaTh caMblil panioHanbHbIN. [lone3Ho 1o Havyana pemnieHus 3a1a-
YM COCTaBUTh KPATKH MJIaH pelieHus 3a1a4u. PemeHre npoOaeMHbIX 3a/1ad WK IPUMEPOB CIIEdY -
€T U3J1araTb NoApoOHO, OT/AENAS BCIIOMOTaTeNIbHbIE IIyTH PEIIEHUSI OT OCHOBHBIX. PelieHus npu He-
00XOAMMOCTH HYHO COIIPOBOXK/IaTh KOMMEHTAPHUAMHU, CXeMaMH, aJITOPUTMaMHU.

Crnenyer NOMHUTh, YTO pEIICHUE KaKJO0W Yy4yeOHOM 3a/1aud JO0JDKHO JOBOJIUTHCS JI0 OKOH-
YaTeJIbHOTO JIOTHYECKOTO OTBETA, KOTOPOro TpedyeT yCIOBHE, U IO BO3MOXKHOCTHU ¢ BhIBOJIOM. [lo-
Jy4YeHHBIN OTBET CJIEyET IPOBEPUTH CIIOCOOAMU, BHITEKAIOIMMU U3 CYLIECTBa JaHHOU 3a1auu. [lo-
JIe3HO TakXke (ecau BO3MOXKHO) pelIaTh HECKOJIBKMMHU CHOCOO0aMH M CPaBHUTH IOJyYEHHbIE
pe3ynbrathl. Pemienue 3a1a4 JaHHOTO TUIIA HYKHO MPOJOJIKATh 0 NMPUOOPETEHUs TBEP/IbIX HABBI-
KOB B MX PELICHUH.

6.2PeKOMeHI[a].[I/II/I 10 MOAr0TOBKE K HTOrOBOM caa4ve TUCHMILIHHBI

[TonroToBka K WTOTOBOW cAade MpeaMeTa CIOCOOCTBYET 3aKPEIUICHHIO, YIIYOJIICHHIO H
0000111eHUI0 3HAHUMN, TTOTYYaeMBbIX, B Tpoliecce O0y4YeHHs, a TakKe MPUMEHEHUI0 UX K PEIICHUIO
MPaKTUYECKUX 3a7a4d. [OTOBACH K HEH, CTYICHT JUKBUAMPYET HUMEIONIUECS MPOOENbl B 3HAHMSIX,
yrIyOnsieT, CUCTeMaTHU3UpyeT W YHOpSAJOYMBACT CBOM 3HaHWsA. Ha WTOroBOil cpade CTyIEHT Je-
MOHCTPHUPYET TO, YTO OH NMPHUOOpEN B Ipoliecce 00yUeHUs 10 KOHKPETHON yueOHOM TUCIUIUINHE.

Heo0xoammMo opueHTHpOBaTh CTYICHTOB Ha CUCTEMATUYECKYIO TIOATOTOBKY K 3aHSATHSM B Te-
YEHHUE CEMECTPA, YTO MO3BOJIUT UCHOJIB30BAaTh BPEMSI 3K3aMEHAIMOHHOW CECCHUM JIJIsl CUCTEMaTHh3a-
LIUM 3HAHM.



7. OueHo4HbIe CPeACTBA

7.111acniopT OLIEHOYHBIX CPEACTB IK3aAMEHY

Cemectp | Kon koHTpoampy- HaumenoBanue
eMoii KOMIIe- OLIEHOYHOTI'0 CpeCcTBa
TeHHUH (WM ee
4acTH)
5 TecToBbI€ 3a1aHUs 110 JIEKLIUOHHOMY Marepuairy. Bonpocst
OIIK-2 10 cJa4ye IUCHUIUTMHBI. OTYEThI O MPAKTUYECKUM 3aHSTH-
SIM.
5 TectoBbie 3a1aHus MO JEKIIMOHHOMY MaTtepuaity. Bornpocsl
OIIK-4 0 cJjaue AUCUUIUIMHBL. OTUYeThl IO MPAKTUUYECKUM 3aHSATH-
SIM.

7.2TunoBbie 3alaHud WJIN UHBIC MaTepHuaJbl, H606XOIII/IMI)IC AJISl TEKYIIET0 KOHTPOJIsA

7.2.1 Bomnpochbl 1 codeceT0BAHNS 10 MOIVJIIO

Tumnossie npuMepsI 3aJaHUH

Moayas 1. OcHOBHBIE NOHATHSA U oNpeae/ieHus 0e30IacHOCTH HHPOPMALHH

O 0 IO DN K W~

. Ilepeuncnute cBolicTBa HHPOPMAIIIH.

. HazoBute npenmeT u 00bEKT 3aIUThl HHPOPMAIUH.

. Uto Takoe Ge30macHOCTh MHPOPMAIH B KOMIIBIOTEPHBIX CUCTEMax?
. UTo Takoe cuctema 3amuThl HHGOpMaLUU?

. Uto Takoe yrposa 6e3omacHocTH HHpopMamn?

. Uto Takoe koH(pUIEHIINATBHOCTh HH(OpMALIUN?

. UTo Takoe nenocTHOCTh HHpopMaryu?

. UTo Takoe 10CTyMHOCTh HH(pOpMALUU?

. [lepeuncrute cirydaiiHbie yTpo3bl 0€30MACHOCTH HH(DOPMAIIHH.

10. Uto Takoe HapymuTenb HHOOPMAIIUU U 3II0YMBIIUICHHUK?
11. [Tepeuncnure npegHAMEPEHHBIC YTPO3BI OE30ITACHOCTH HH(POPMAIIHH.

Monayas 2. Kpunrorpadguuyeckue MeToAbl 3aliMThHI HH-GopManiuu

0N N KW~

. Uto Takoe kpunrorpadus, KpUITOAHAINU3 U KPUIITOIOTHUs?

. Uro Takoe kpunrocucrema?

. Ilepeuncnute U oxapakTepu3yiTe METOABI KpUNITOrpapuueCcKUX Npeodpa3oBaHui.
. JlaiiTe kaccupuKanuio KPpUMTOATTOPHUTMOB.

. JlaiiTe MOHATHE OCHOBHBIX ONEPALUH, UCIOIB3YEMBIX B AITOPUTMAX MH(POBAHUSL.
. JlaiiTe MOHATHE TTOTOKOBOTO M OJIOYHOTO MIUdpa.

. Ilepeuncnute onepamuu, UCIOIb3yeMble B AITOPUTMaX OJIOUHBIX MIU(PPOB.

. IlpuBeute cxemy mudpoBanus U nemmppupoBanus mo cetu dericrens.

9. TOCT 28147-89 Cucremsl 06paboTku nHopManMy. 3amuTa KpunTorpaguueckas. Ajiro-

pUTM KpHunTOrpadudeckoro mpeoOpa3oBaHusl.
10. Uto Takoe pexxuMbl mudpoBaHus?

11. PackpoiiTe NMpHHIMI peanu3alyy pexuMa MuGpOoBaHUS OOpaTHas CBSI3b MO BBIXOMY

(OFB).

12. PackpoliTe NpUHIUIIBI BHECEHUSI CITy4YallHOCTH B COOOIIEHNUS MTPU MU POBAHUY.
13. IIpuBeaute ciocoObl FeHEPALUH CITYYalHBIX YUCEIL.




14. Tlonstue u cBoiicTBa Xem-()yHKITHH.

15. IlpuBenuTe mpumep alaropuTMa IMPUBEICHUS MapoJisl MOJIb30BATENs K 3aJaHHOM JJIMHE
KJTI0Ya C MOMOIIBI0 XenI-(QyHKIHH.

16. IlpuBeauTe 001IyIO CXeMa CUMMETPUYHOM KPUIITOCUCTEMBI.

17. OcHOBHas uaest aCHMMETPUYHBIX KPUIITOAITOPUTMOB?

18. [IpuBeauTe HEOOXOIUMBIE YCIOBHUS PeaTN3allid aCUMMETPUIHON KpUTITorpaduu.

19. IlpuBenuTe npuMepbl ACHMMETPUYHBIX KPUTOAITOPUTMOB.

20. Obmas cxema aCHMMETPUYHOM KPUIITOCUCTEMBI.

21. Ilepssiii 3Tan anroputMa RSA 1o coznanuio napel KJItO4ei.

22. Dran nepeaauu 3amu@poBaHHOTO cOOOMIeHHS B anroputMe RSA.

23. Tlonstue u cBoiicTBa Xeu-QpyHKIHH.

24. IlpuBenuTe npUMEpPHl HCIOJIB30BaHUS W pealu3alMii Kpunrorpapuueckux Xer-
byHKIH.

25. Packpoiite anroputm Mepkens-Jlamrapia no peajinzaiuy Xem-QyHKIHH.

26. AnroputMm BeruMcieHus xenr-¢gynkuuu cormacio 'OCT P 34.11-2012.

27. Cxema anroput™Ma /leBuca u Maiiepa aJisl XeIIMPOBaHUS TAPOJICH.

28. HasnaueHue U BUJBI 3aIIUTHI OT 3JI0yMBILIUIEHHBIX AEUCTBUN NIpH HUctoab3oBaHuu JLIT.
29. Anroputm ¢popmupoBanus u nposepku DL

30. Ausroputm popmupoBanust DI o TOCT P 34.10-2012.

Monyas 3. ba3oBble TeXHOJIOTMM 3aIIMTHI HHPOpPManMu B MHPOPMALMOHHBIX TEXHO-
JIOTHSAX
. Uto Takoe Mozenb MOTUTHKH HH(POPMALIMOHHOM 6e30macHOCTH?
. [IpuBeauTe KIaccel MOAEIU MOJUTUKU MH(HOPMAIIMOHHON 0€30TTaCHOCTH.
. Packpolite quCKpeMOHHY0 MOoJenb XappucoHa-Py30-YibeMaHa.
. Uto Takoe MaTpuuHOE pasrpaHndeHus aocryna. [Ipuseaure npumep peannsanuu.
. Uro Takoe MaHIaTHOE pasrpaHnyeHue gocrymna. Ilpuseaure npumep peanusanuu.
. [lepeuncnute 1 naiTe MOHATHSA 0a30BbIX TEXHOJIIOTUN 3aLIUTHI HHPOPMAIUH.
. HaiiTe kaccudukanuio NpoueccoB ayTeHTU()UKAIIUH.
. B uem 3akmtouaercs ctporas ayTeHTHU(PUKAIUS.
9. B uem 3akiroyaercs npocTast ayTeHTU(UKALIHSL.
10. OcHOBBI OMOMETpPUYECKON ayTeHTU(DUKAIINH.
11. Yro takoe XemmpoBanue naposs?
12. JlaiiTe XapakTepUCTUKU KpUNTOTrpaduiyecKux Xel-(pyHKIHH.
13. JlaiiTe XapakTepUCTUKH METO/I0B MPOCTOM U OMOMETPUUYECKOI ayTeHTU()UKAITUH.
14. IlpuBenuTe aaropuT™ CTpOroil ayreHTU(UKaMK Ha OCHOBE CHMMETPUYHBIX aJITOPUTMOB.

03N N kW

Monyas 4. IToauTuka nH(GOPMAIMOHHOMH 0€30MACHOCTH

1. KonrposnbHble (DyHKIMH B OONACTH TOCYIApCTBEHHOH O€30MacCHOCTH, BO3JIOKEHHbIE Ha
OCTOIK Poccun?

2. OcHoBHbIe 3ak0HBI Poccuiickoit denepanuu, CBI3aHHbIE ¢ 3aIIUTON HHDOPMAIHUH.

3. Vkassl [Ipe3unenTa, cBsi3aHHbIE € 3aLIUTON HHPOPMALIHH.

4. ITpukazpr ®CTIK Poccun, cBsa3aHHbIe ¢ 3aIIUTON HH(DOpMAIHH.

5. Metonudeckue u pykoBoasmue 1okyMeHTsl DCTOK, cBs3anHbIC ¢ 3amIMTON HHOOPMAITIH.
6. Crarpss Konmexca AIMHHHCTPAaTHMBHBIX NpaBOHApyLIEHUH, ['pakJaHCKOro M YToJIOBHOTO
KOJIEKCa

7.7 ypoBHeilt 6e30macHOCTH, onpezeneHHble B OpaHKeBOH KHHTE.

8. 6 6a30BBIX TPeOOBaHUI OE30MTACHOCTH, onpeeeHHbIe B OpaHKeBO KHUTE.

9. 10 xyaccoB 6e30macHOCTH HH(POPMAIIUH, YCTAHOBICHHBIE B €BPOIEHCKUX CTaHapTax.

10. Yro Takoe nmonmutrka HHGOPMAIIMOHHON 6€30MacHOCTH?

11. Ilepeuncnute TpeOOBaHUS K cCUCTeME O€30MaCHOCTH.

12. PackpoiiTe npuHIMIa 10CTyIa K MHHOPMAIMOHHBIM pecypcaM OpraHU3aIiH.



13. OnuimuTe OCHOBHBIE HApPaBIEHUs pa3pabOTKU MOJIUTUKU O€30MaCHOCTH.

14. Tlepeuncnute 3Tanbl pa3pabOTKH MOJIUTUKH HH(OOPMALIMOHHON 06€3011aCHOCTH

15. Ilepeuncante OCHOBHBIE IyTH MOTYYEHUsT HHPOPMAIIUH O CUCTEME 3alUThI?

16. Haiite xnaccudukanuo MHPOPMAIIMOHHBIX 00BEKTOB MO TpebyeMol cTeneHu Oe30TKa3-
HOCTH.

17. laiiTe knaccuduxaiuio HHPOPMALIMOHHBIX OOBEKTOB M0 YPOBHIO KOH(PHIEHIUATBHOCTH.
18. Uro Takoe puck HHPOPMALMOHHONW O€30MaCHOCTH U KaK OH BBIYUCIISAETCS.

19. [lepeuncnute ypoBHHU yiiepOa OT peaan3aiui PUCKOB.

20. IIpuBenute npumep HOpMUPOBAHHUS OLIEHKU BEPOATHOCTH aTak Ha MH(OpMAIIHIO.

21. laiiTe anropuT™ pacuera pucka nH(QOpMaIMOHHOM O€30MaCHOCTH.

Kpurepun onenku:

Packprite 90-100% otBeTa Ha Bompoc - 20 6amnoB; packpseitue 80-89% oTBeTa Ha Bompoc - 18
O0aioB; packpeitue 66-79% otrBera Ha Bompoc - oT 15 OGamioB; packpeitTue 50-65% oTBeTa Ha
BOMpoC - oT 12 Gannos; packpeitue MmeHee 50% oTBeTa Ha Bompoc - oT 0 1o 11 Ganos.

7.2.2 KoMILIEKT 0TYETOB M0 MPAKTHYECKNM padoTaM (IpuMephbl)

Tunosbie npuMepsI 3aJaHUI

IIpakTuyeckoe 3ansaTue Nel «Pa3paGorka mporpaMMmbl Mo peaju3amuu 0J04YHO-TO
CHMMETPHYHOI0 AJITOPUTMA IU(POBa-HUD)

dopmMma oTyeTa 1o MPaKTHIECKOMY 3aHATHIO Nel

- TUTYJbHBIN JIUCT;

- 3a/IaHHUE;

- pe3ysbTaT BBIIIOJIHEHUS 3aJaHus;

- pe3yibTaT 3KcrepuMeHTa (Tabaullbl U TpaduKn);

- BBIBOJIBI 110 pabore.

IIpakTnyeckoe 3ansitue Ne2 «Pa3zpadorka nporpammsbl mmndpoBanus u ae-mmndpupona-
HHSA NPOM3-BOJIBHOTO (paiijia o aJropurmy cozganus uenodyex OFB»

@dopma oTyeTa Mo NPAKTUIECKOMY 3aHATHIO Ne2

- TUTYJbHBIN JIUCT;

- 3a/1aHHUE;

- pe3ysbTaT BBIIOJIHEHUS 3aJaHus;

- pe3yibTaT 3KcrepuMeHTa (Tabaullbl U TpaduKn);

- BBIBOJIBI 10 padoTe.

IIpakTuyeckoe 3ansitue Ne3 «Pa3padorka mporpaMmmbl peaju3alvy aJIrOpuTMa XellH-
POBaHUA JJIA CO3JAHHUA KJIIOYA HA OCHOBE MapPOJIsa»

@®opmMa oTyeTa Mo NPAKTHIECKOMY 3aHATHIO Ne3

- TUTYJbHBIN JIUCT;

- 3a/IaHHUE;

- pe3ysbTaT BBIIOJIHEHUS 3aJaHus;

- pe3yibTaT 3KcrepuMeHTa (Tabaullbl U TpaduKn);

- BBIBOJIBI 110 pabore.

IIpakTuyeckoe 3ansaTHe Ne4 «Pazpadorka mogcucrembl MKUGPOBAHUA AJIsI CHMMETPHUY -
HOM KPHUII-TOCHCTEMbI»

dopmMa oTyeTa 1o NPAKTUIECKOMY 3aHATHIO Ned

- TUTYJbHBIN JIUCT;



- 3aJ]aHUE;

- pe3yJIbTaT BBINIOJIHEHUS 3a/1aHHS;

- pe3yJnbTar 3KcrepuMenTa (Tabnuis! U rpadukn);

- BBIBOJIBI 10 paboTe.

IIpakTnyeckoe 3ansaTHe NeS «Pa3padoTka mMporpaMMbl CKATHSI JAaHHBIX €  IEJbIO
YMeHbLIeHHs SJHTponuu HHGopmanuu no aaropurmy RLE nimn LZW»

®dopma oTueTa Mo NPAKTUUECKOMY 3aHATUIO Ne5

- TUTYJIbHBIH JIUCT;

- 33J]aHKE;

- pe3yJIbTaT BBINIOJIHEHUS 3a/1aHHS;

- pe3yJnbTar 3KcrepuMenTa (Tabnuis! U rpadukn);

- BBIBOJIBI 10 paboTe.

IIpakTnyeckoe 3ansTHe Ne6 «Pa3zpadoTka mporpamMmel, peaau3yonyl0 CHMMETPHYHYIO
KPHUIITOCUCTEMY)»

®dopma oTueTa Mo NPAKTUYECKOMY 3aHATHIO Neb

- TUTYJIbHBIH JIUCT;

- 3aJlaHUE;

- pe3yJIbTaT BBINIOJIHEHUS 3a/1aHHUS;

- pe3ynbTar 3KcrepuMenTa (Tabnuis! U rpadukn);

- BBIBOJIBI 10 paboTe.

IIpakTnyeckoe 3ansaTue Ne7 «Pa3paborka nMoaIUTHKH HH(POPMANMOHHON 0e30MacHOCTH
OPraHM3anMW»

dopma oTueTa Mo NPAKTUUECKOMY 3aHATHIO Ne7

- TUTYJIbHBIH JIUCT;

- 3aJ]aHUE;

- pe3yJIbTaT BBINIOJIHEHUS 3a/1aHHS;

- pe3yInbTar 3KcrepuMenTa (Tabnuis! U rpadukn);

- BBIBOJIBI 11O paboTe.

TpeGoBanus k opopMiIeHUIO

OTueT ODKEH cozepikaTh MOAPOOHOE ONMHMCcaHue (BKIIIOYAs WIUTIOCTPATHBHBIN MaTepuil) MO-
CJIEZIOBATEILHOCTH JIEUCTBUIN MPOJICTAHHBIX CTYJIEHTOM JJisl BBIMOJIHEHUs 3afaHuil. OdopmieHue
OT4eTa JOJDKHO COOTBETCTBOBATH METOJUYECKOMY YKa3aHHIO PEKOMEHAALMAM, H3JI0KEHHBIM
y4ueOHO-MeToanueckoM mocodun [OuenoBckuii A.B. OOmme TpeOGoOBaHUS TIO BBIMOTHCHUIO H
0(hopMIIEHNIO KOHTPOJIBHBIX, KYPCOBBIX M BBITYCKHBIX KBaJH(PHUKALMOHHBIM paboT : Y4yeOHO-METO-
nraeckoe nocoodue. — Tompsartu : TT'Y, 2015. 78 c.].

IIpouexypa oueHuBaHUsA

O1ieHKa BBIOJTHEHHOM pabO0Thl MPOBOJUTCS MO KPUTEPHSIM:

. Hanmmume Bceit cymecTBeHHOM HHpOpMAIIUU TTO padoTe

. TOYHOCTP M NOJTHOTA NPENOCTABIAEMBIX CBEACHUN

. HempoTtuBopeunBocTh npuBoanMoil nudopmanum

. IlpaBUIbHOCTH HHTEPIPETALMIA U BBIBOJIOB, KOTOPBIE C/eNaHbI 10 pe3ybTaraM padoThl
. CreneHb 1OCTUKEHUS CTYIEHTOM MTOCTABJIEHHOM L1eTTN

. O60CHOBaHHOCTH MPUMEHSIEMOTO PELICHUS

. I'pamoTHOCTS (cozepkaTenbHast) UCIOIb3YyEMbIX (HOPMYTUPOBOK

NN N kW=

Kputepuu omeHK# 32 0T4eThI 0 MPAKTHYECKUM padoTam:

[TomHOCTBIO BHITIOJTHEHHOE U BOBPEMSI 3alIUIICHHBIN OTYET — MAKCUMATbHBIN Oamn. 3a Kax-
JIOC HEBBITTOJIHEHHOE 3a/IaHUE CHUMAIOTCS OaJThI B COOTBETCTBHH C 3a/IaHWEM Ha MPaKTHIECKOe 3a-
usatue. llpocpouka Ha 1 Hepemnto - koaddumument 0,75, 3a ase - 0,5, 3a Tpu - 0,25, 3a yeTsipe u 60-
nee - 0 (yuutsiBaercs (HakT caadm).
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7.30ueH04YHbIe CPeACTBA IS MPOMEKYTOYHON aTTecTaluyd MO0 MTOraM OCBOEHHMS JUC-

IIUITJIMHBI

7.3.1 Bomnpochbl K IPOMEKYTOYHOH aTTECTAIIUH

OcHOBHBbIE TIOHATHUS U OIpeieleHNs 0€30MacHOCTH HUH(POPMAITUH.

Knaccugukanus yrpos 6e3omacHocTd HHGOpMauu

Knaccudukanus MeTo10B IPOTUBOJACHCTBYS yrpo3aM 06e30MacHOCTH UH(DOPMALIKH.
[TpaBoBBIE METO/IBI 3AIUTHI HHPOPMALIUU

MeToab! 3amUThl HHPOPMALIUK OT CIyYalHBIX yTpo3.

Meto/b! 3aIIUTHI HHPOPMAIIUH OT HIMHUOHAXKA U JUBEPCHH.

MeTonb! 3aUTh HHYOPMALIUK OT IEKTPOMATHUTHBIX U3ITy4YE€HUI 1 HaBOJIOK.
Meto/bI 3aIIUTHl HHPOPMALIUN OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

KoHuenuuu nocTpoeHust cucTeM pa3rpaHHueHus J0CTYTIA.

. Kpunrorpaduyeckue MeTosb! 3auThl

. OCHOBBI CUMMETPHUYHBIX KPUIITOAITOPUTMOB.

. Kpunroanroputm Ha ocHoBe cetn PaiicTens.

. brnounsiit mmdp DES

. AITOpUTMBI CO31aHUS LETIOYEK.

. MeTobl paHIOMHU3alUNA COOOIIEHUH.

. Knaccudukarus anropuTMoB apXMBalluy TaHHBIX

. Xem-QpyHKIUS U €€ peanu3anus

. OYHKIIUM CUMMETPUYHON KPUIITOCUCTEMBI

. O60011eHHas cxeMa CUMMETPUYHON KPUIITOCUCTEMBI

. AcUMMETpHUYHBIE KPUIITOATITOPUTMBI

. AcuMMeTpuYHBIN anropuT™ mudposanus RSA.

. DnextpoHHas nudpoBas MOANUCH

. OcHOBHbBIE OHATUS UACHTUPUKAIMYI U ay TCHTUPUKAIITI

. IIpocras ayrenTHdUKanus

. MeToap! cTporoit ayreHTUUKALIUH.

. Crannapthl HHGOPMALIMOHHON OE30MTACHOCTH.

. ba3oBble TeXHOIOTUY 3aIIMTHl HHPOPMALIUY B BEIYUCITUTEIBHBIX CETSIX.
. Monenu 6e30macHOCTH ONepaliMOHHBIX CUCTEM

. Knaccudukanus napopmMaimoHHbIX 00BEKTOB 0 KaTeropusM HH(OOPMaIlMOHHON 0€301acCHOCTH
. TpeOoBaHuUs K cMCTeMaM 3alUThl HH)OpMAIIHH.

. [Hopsiiox pa3paboTku MOTUTUKK HHPOPMAITMOHHOM 0€30aCHOCTH.
. MHOroypoBHeBas 3aluTa cucTeM 00paboTKH HH(pOpMAaIIKH.

. MeToap! 3amuThl HHPOPMALIUK OT HECAHKIIMOHUPOBAHHOTO U3MEHEHUS CTPYKTYPhI CUCTEM
. McTounuku arak Ha MH(OPMAIIHIO

. Pucku B ucnonp3oBanuu HHGOpMaIuu

. @opMbI aTak Ha HHPOPMALIUIO

. OpranuzanoHHble METO/IBI 3aIIUTH HHPOPMALIUH.
. brounsnii mupp I'OCT 28147-89

. Anroputmsl apxuBauuu Xadgdmana.

. Anroputmsl apxuBanuu Jlemnens-3uBa

. Anroputmsl apxuBanuu RLE

. TpancnopTHO€ KOAMPOBAaHHUE.

. Knnaccudukanus anropuTMoB X31IMPOBaHUS

. XelrpoBaHue naposiei.

. O6mias cxeMa CUMMETPUYHON KPUIITOCHCTEMBI



46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.

68.
69.
70.

OO1m1as cxema aCUMMETPUYHON KPUIITOCUCTEMBI.

Anroput™m Beluucienus xeu-pynkuuu cornacio 'OCT P 34.11-2012

OUII ¢ OTOIMHUTEIBHLIMUA CBOMCTBAMH.

Knaccudukanus nporeccoB ayTeHTHDUKAITIH.

OcHOBBI OMOMETPHUECKON ayTeHTH(PUKALMU U UACHTUPUKAIIUN

OCHOBBI aIMUHUCTPUPOBAHUS BBIYUCIUTENBHBIX CeTEl

PacueT puckoB HH(OpMAIIMOHHOM 0€30MacHOCTH

MeTop1 BHECEHUS CITYIaHOCTH B COOOIIICHHMS

AcUMMeTpUYHBIN anropuT™ mudposanus RSA

OcHoBHas 3aKoHOJaTenbHas 6a3a B 061acTH HH()OPMALIMOHHBIX TEXHOJIOT U
MexayHapoaHble CTaHAapThl MH(OPMAIIMOHHON 0e301MacHOCTH

OCHOBBI XENIMPOBAHNE U XPAHECHHS TTApOJIeH

JuckpennonHas Mozaens XappucoHna-Py3o-Yismana

Peanu3zanus cucteMbl pa3rpaHMYeHUs J0CTYIa B ONEPALMOHHBIX CUCTEMAaX
OcHOBHBIE MTyTH MOTYyYSHHUS HHPOPMALIMU O CUCTEME 3alUThl HH(OpMALUN
[TonsTre monuTUKK MHGOPMAIIMOHHOM Oe30nacHOCTH

Knaccudukamus pexxuMoB mudpoBaHus

Pexum mugposanus ECB

Pexxum mmgpposanust OFB

Pexum mugposanus CFB

Pexxum mm¢poBanust CBC

TpeboBaHusl 3alUIIIEHHOCTH CPEJICTB BBIUMCIMTEILHOW TEXHUKH OT HECAHKIIMOHHUPOBAHHOTO
JocTyna K MHpopMau

Anroput™m Mepkens-/lamrapia no peanuszanuu xeu-QpyHKIHHA

Anroput™ ¢popmuposanus LI mo FOCT P 34.10-2012

Omneparnuu, UCTIONIb3yeMbIE B aIrOpUTMax OJOYHBIX MU(POB

7.3.2 Kpurtepuu 1 HOpMbI OLICHKH

Cemectp'

dopma nposeje-
HUA
MPOMEKYTOYHOMI
arrecTamuu’

il

KpuTtepun u HOpMbI OLICHKH

5 DK3aMeH (1o OTIIIYHO Ot 80 go 100 6asu1oB

HAKOIMUTCIIbHOMY

peiTHHTY) XOpOIIO Ot 60 1o 79 6annos

YJIOBJIETBOPUTEIHHO Ot 40 no 59 Gamios

HEYJIOBJIIETBOPUTEIHHO Menee 40 6amioB




8. YueOHo-MeTOnMUYeCKOe N HH(POPMALIMOHHOE 00ecTedeHne TN CIUIITHHbI

8.1 Obs3aTesibHasI IMTEpaTypa

Tun (yueOHUK,
yueOHOe Io-

Koian4yecTBo B Ha-

Ne | ABrtopsl, cocTa- codue, yueOHO- TI'on u3- | yuHoii 6ubauore-
3amaBue (3aroJI0BOK)
n/n BHUTEJIN METOANYeCcKoe IAHUA Ke / HammenoBa-
nocooue, Npax- nue DBCY
THKYM, JIp.)
1 Bbapanoga E. K. Kpunrorpadguueckne MeTomp! 3amuTs VYyeOHoe 1o- 2015 2
uHpopMaIuy : 1ab. mpakTHkyM : yueb. mocodue / E. K. bapanosa, A. | cobue
B. ba6am. - Mocksa : Kraopyc, 2015. - 196 c. : un. + CD. - (baka-
naBpuar). - bubnuorp. B konue ri. - ISBN 978-5-406-03802-4 : 250-
00. - ISBN 205-00.
2 ®opoy3an, b. A. Kpunrorpadus u 6e3onacHOCTb ceteil [DnekTpon- | YuebHoe 1o- 2017 3BbC «IPRbooks»
HBIH pecypc] : yueb. nocodue / b. A. @opoy3aH ; nep. ¢ aHI. 0J] cobue
pen. A. H. bepnuna . - Mocksa : UHTYUT, 2017 ; Caparos : By3os-
ckoe oOpazoBanue, 2017. - 782 c. : ui. - (OcHOBBI HHGOPMAITMOHHBIX
texHonoruii). - ISBN 978-5-4487-0143-6.
3 Xopes I1. b. [IporpammHo-anmaparHas 3amura nHpopMmaiuu [Inek- | YdyeOHoe To- 2015 OBC
TPOHHEIH pecypc] : yueb. mocobue / I1. b. Xopes. - 2-e u3n., ucnp. 1 | codue «Znanium.com»

not. - Mocksa : ®opym : UHDOPA-M, 2015. - 352 c. - (Beicuuee
obpazoBanue). - ISBN 978-5-00091-004-7.

8.2 JlonosiHUuTeEIbHASA JIUTEPATYPaA




Tun (y4eOHUK,
yueOHOe mocooue,

KoiauuecTBo B
HAY4HOH 0n0-

Ne ABTOpBI, T'on u3-
w/n COCTABHTENN 3arnaBue (3aroj10BoK) yueOHO-MeToaAuYe- [ Juoreke /
cKoe nocooue, HaumenoBanue
NPaKTHKYM, AP.) IBC
1 Kykuna E. I'BBenenue B kpuntorpaduto [DnekTpoHHbIH pecype] : | YuebHoe nocodue | 2013 OBC
cOoopnuk 3ana4 u ynpaxuaenuii / E. . Kykuna, B. A. PomanbkoB. - OMck «IPRbooks»
:OmIY, 2013. - 91 c. - ISBN 978-5-7779-1588-7.
2 Huxudopos C. H. 3ammra wuHbopmamuu [DnekTpoHHBIN | YueOHOE mocobue | 2015 ObC
pecypc] : yue6. mocobue / C. H. Hukudopos. - Cankr-IlerepOypr : «IPRbooks»
CII6I'ACY, 2015. - 383 c. : un. - ISBN 978-5-9227-0585-1.
3 Crunpia B. T Mabopmanmonnas 6€30macHOCTh BRIYUCIUTENBHON | YuebHoe nmocobue | 2011 9BC
TEXHUKHU [DJIEKTpOHHBIN pecypc] : yuebnoe nmocodue / B. I. CriunpiH. - «IPRbooks»
Tomck : Db Konrent, 2011. - 148 ¢. - ISBN 978-5-4332-0020-3.
4 @equa @. O. Mnpopmanmonnas 6e30macHOCTh [DneKTpoHHBIH | YuebHnoe nmocobue | 2011 9BC
pecypc] : yuebnoe mocodbue / @. O. ®enun, B. I1. Odunepos, ©. O. «IPRbooks»

®enuH ; [ox pen. B. A. {ukapesa]. - Mocksa : MI'TIY, 2011. - 260 c.




8.3 Ilepeuenb mpogeccnoHAJBHBIX 023 JaHHBIX U MHGOPMANMOHHBIX CIHPABOYHBIX CH-
creMm’

1. Hacking Everything. Pexum pocrtyma: http://www.gomzin.com/crypto-gram.html, 2016-
01-01.

2. The Tiny Encryption Algorithm (TEA). Pexxum noctyna: http://143.53.36.235:8080/
tea.htm, 2016-01-01.

3. bubmmoreka: 3amura wHboOpManuu, kpuntorpadus. Pexxum mocryma: http://www.win-
ni.narod.ru/biblio/cryptobib.htm, 2016-01-01.

4. JJOKTPUHA MH®OPMAILIMOHHOM BE30ITACHOCTU POCCHI-CKOMN ®EJIEPA-
[MUN. Pexxum noctyna: http://www.scrf.gov.ru/documents/5.html, 2016-01-01.

5. Pexumbr mmdpoBanus Omer 3en3uH. Pexum pocryma: http://citforum.ru/security/
cryptography/rejim_shifrov/, 2016-01-01.

6. Caiir bproca IlInaiiepa. Schneier on Security. Pexxum goctyna: https://www.schneier.com/,
2016-01-01.

7. ®denepanbHas CIyk0a MO TEXHMYECKOMY W JKCIIOPTHOMY KOHTpOJIo. PexxmM mocryma:
http://fstec.ru/, 2016-01-01.

8.4Ilepeyenb NpOrpaMMHOro odecrne4eHust

Ne HanmenoBanne 11O KosmmuecTtBo | PexkBU3UTHI 10r0BOpa (nara,
n/n JINIEH3U i HOMeEP, CPOK AeHCTBHUA)
1 | Eclipse Foundation Eclipse Bepcus 4 HEOTPaHU- JIuuensus Eclipse Public
YEHHbIN License
2 | Microsoft Office Standard Bepcust 2007 | 636
3 | NetBeans Community NetBeans IDE HEOTpaHu- Jnuensus LGPLv2.1, GPLv2
Bepcus 8 YCHHBIN with Classpatch exception
4 | The CodeBlocks team CodeBlocks Bep- | Heorpanu- JIuuensuss GNU GPLv3
cus 16 YEHHBIN

8.50nucanne mMarepuabHO-TEXHHMYECKON 0a3bl, HEOOXOAMMOM I OCYLIEeCTBJICHHSA
0o0pa30BaTeJLHOIO NMpoLecca Mo JMCHUIIIHHE

HaumeHnoBanue o0opy-

JIOBaHHBIX yUYEOHBIX Ka- daxTHuecKuii aj- = o

v M a

OuHeToB, TabopaTopuit ec y4eOHbIX KaOu- ) =
Ne ’ PATOpHH, Ilepedens 0OCHOBHOIO pecy =¢ SR
MacTEepCKUX U JIp. HETOB, J1abopaTo- oo 228
n/m 000opyIOBaHUs 9 = =

00BEKTOB IS IPOBEIe- pHii, MaCTEpPCKHX U ° 55

HUS TIPAKTUYECKUX U ap. E | ¥ E

71a060paTOPHBIX 3aHATHI
1 | Komnberotepusiii kiace. | Ctronsl yuennueckue, | 445667 Camapckas | 84,8 | 16

[Tomewenune st caMo-
CTOSITEJIbHOM pabOTHI.
VYyeOHas ayguropus
JUISl IPOBEJCHUS 3aHsI-
THI CEMHHAPCKOTO
Tumna. YuebHasl ayiuTo-

CTYJbsl YYEHUYECKHE,
IIK ¢ BBIXOZIOM B CETh
HurepHer

o0nacThb, I. ToabsT-
U, LlenTpanbHbIit
p-H, yi. benopyc-
ckas, 1.14, mo3u-
s 1mo TTI Ne48, 4
arax, [-401

v bazvel 0anmbix u qubopMauuongle CnpaeovHsvle cucmembsl 00.12iCHbL ObIMD AaKmya’jlbHbl.




pust 1715t KypCOBOTO
MIPOCKTUPOBAHMUS (BBI-
MOJTHEHUS KYPCOBBIX
pabor). YueOHas aynu-
TOpUS JUIS TPOBEICHUS
TPYIIOBBIX U UHIWUBH-
TyaabHBIX KOHCYJIBTa-
nui. Y4yeOHast ayauTo-
pust ISl IPOBEACHUS 3a-
HATUH TEKYLIErO
KOHTPOJISL 1 TIPOMEXKY-
TOYHOH aTTECTAaIlUH.

Komnrbrorepusiit kinace. | Kommnbrotep (MonuTop | 445667 Camapckas | 49,5 | 24
VYyeOHas aymuTopus 197, cuctemuslii 610K | oOmacTh, . TonbAT-
Ui ipoBenieHus 3aHsa- | Pentium (R) Dual- T, LlenTpanbHbiii
Trii nexknronHoro tuna. | Core ES500 2,8 GHz / | p-H, yn. benopyc-
Y4eOHast ayquTopus 4 Gb /500 Gb), cron | ckas, n.16B, mo3u-
TSl IPOBEJICHUS 3aHSI- YYEHUUYECKUM, CTOI mus o TII Ne31, 4
THI CEMHHAPCKOTO KOMITBIOTEPHBIN, cToN | aTax, YJIK-401
TUMa. YueOHas ayiuTo- | IpernojaBaTelbCKUd,

pust ISl IPOBEICHUS cTynbs, Jlocka aynu-

J1a00paTOPHBIX PadOT. TOpHasi(MeIoBas).

VYyeOHas ayguropus

U1 KypCOBOTO MPOEK-

THUPOBaHUs (BBIIOJIHE-

HUS KypCOBBIX paboT).

VYyeOHas ayquropus

JUIS IPOBEICHUS

IPYNIOBBIX U UH/IUBH-

IyaJbHBIX KOHCYJIbTa-

il YuyeOHas aynuTo-

pust 1715l IPOBEACHUS 3a-

HATUN TEKYLIErO

KOHTPOJISL 1 IPOMEXKY-

TOYHOM aTTECTaLMHU.

Kommnerorepnsrii kimace. | Kommprorep (MOHH- 445667 Camapckas | 70 50

VYyeOHas ayquropus
JUTS TIPOBEICHUS 3aHSI-
TH JIEKUHOHHOTO THIIA.
YyeOHasi ayquTopus
JUISL IPOBEICHUS 3aHs-
TUH CEMUHApPCKOTO
TUMa. Y4yeOHas ayuTo-
pus 1715 IPOBEACHUS
m1abopaTOPHBIX PadoT.
YyeOHasi ayquTopus
11 KypCOBOTO MIPOEK-
TUPOBaHUS (BBIMOIHE-
HUS KypCOBBIX padoT).
YyeOHast ayquTopus
IUISL TIPOBEICHHSI
IPYNIOBBIX U UH/IUBH-

Top 177, cucteMHbIi
omok Intel (R) Celeron
(R) 2,66 GHz/ 1 Gb/
80 Gb), mapmipyTuza-
Top 2801 Router,
KOMMYTarTop

Catalyst, sxpaH/uH-
TepaKTHBHAsI TOCKa
Smart Board TB,
npoektop Acer
P1303W., cton
MPETo/1aBaTeIbCKHH,
CTOJI YYEHUYECKHUH,
CTOJI KOMITbIOTEPHBIIA,
CTYJ, TOCKa ayJUTOp-
Hasl (MapKepHasi).

o0nacThb, . ToabsT-
T, LlenTpanbHbIit
p-H, yi. benopyc-
ckag, 1.16B, mo3u-
mms o TIT Ne60, 4
araxk, YJIK-408




TyaTbHBIX KOHCYJIBTa-
nuii YueOHas ayuTo-
pust ISl IPOBEACHHUS 3a-
HATUH TEKYLIETO
KOHTPOJISL ¥ IPOMEXKY-
TOYHOH aTTECTAaIlUH.

VY4ebHas ayquTopus Cron yyeHHueCcKuit 445667 Camapckas | 90,6 | 80
JUIS IPOBEJCHUS 3aHs- | IByXMECTHBIN (MOHO- | 001acTh, I. TonmbsT-

TUH JEKIIUOHHOTO THMA. | OJIOK), TOCKa ayaAuTop- | TH, LleHTpanbHbIii

VYyeOHas aymuTopus Has 3-X CEeKI[MOHHAas p-H, yi1. benmopyc-

JUTsl IPOBEJICHUS 3aHsI- | (MeJioBasi), CTOI ckad, 1.16B, no3u-

THI CEMUHApPCKOTO MpernoaaBaTeIbCKUM, mus o TII Ne50, 4

Tuna. YueOHas ayquro- | cTyid, mpoekTop Acer | stax, YJIK-418
pHst UIsl KypCOBOI'O
IIPOEKTUPOBAHUS (BBI-

4 | IOJIHEHUs KypPCOBBIX
pabot). YueOHas aynu-
TOPUSL ISl IPOBEICHUS
IPYIIOBBIX U HHIUBH-
IyaJIbHbIX KOHCYJIbTa-
uil. YueOHas ayauro-
pyst U1l IPOBE/ICHUS 3a-
HATUN TEKYLIETO
KOHTPOJISL ¥ IPOMEKY-
TOYHOM aTTeCTalUU.

! Ecau ducyunnuna peanusyemcs HeCKOIbKO CeMecmpos, Mo ceMecmpbl YKa3bléaiomes 8 00HOi madauye no nopsoxy.

¥ Vkasvieaemes gpopma koumpons (3auem, 3auem ¢ oyeHKoll, IK3aMeH) U 6 CKOOKAX opma npoeedenus (YCMHO, NUCLMEHHO, NO
HakonumenbHomy permuney (01s oucyuniun, peanusyemvix ¢ bPC)).

5 Ecnu gpopma konmpons «3awemy, mo ocmagunib moisko CMpoKiL ¢ OMMEmKAMiu 0 3ayeme, eciu Qopma KoHmpos — «3auen ¢
OYEHKOUY UMY «IK3AMEHY, MO OCMABUMb MOJIbKO CIMPOKU C OYEHKAMU.

N Vikazvieaemcs KoauMecmeo k3. s NeYammblx u30anuil, 015 INEKMPOHHBIX Usoanuti — naumenosanue I5C.
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