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I'on HaGopa: 2020
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Pacnpelle.neﬂne YacCoB JUCHUIIJIMHBI 110 CEMECTPaM

Cemectp 8
dopma KOHTPOJSA | DK3aMeH Hroro

Bua zansaruii
Jlexnun 20 20
JlaGoparopHble
[TpakTHyeckue 30 30
IIpomexxyTo4Hast arTecTanus 0,35 0,35
KonrakTHas pabora 50,35 50,35
CamocrosTenbHas paboTa 58 58
KonTponb 35,65 35,65
Hroro 144 144
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1. Ileanb ocBOeHUS AUCHHILTHHBI

[lenp — wW3y4eHHWE OCHOBHBIX TMOHSATHH, METOIOB M CPENICTB 3aIUTHI MH(OpPMAIUU B TIpOIECcCe e
00paboTKH, nepeayn U XpaHEHHs] B COBPEMEHHBIX HH(DOPMALIMOHHBIX TEXHOJIOTHUSIX U CHCTEMAaX.

2. MecTo tucuUIINHBI (y4eOHoro kypca) B crpykrype OIIOII BO

Hannas gucnurummHa (yueOHbId Kypc) otHocutes K bl "uctummuael (momynn)" (Obs3arenbHas
4acThb).

Jucuunimzel, yueOHbIE KypChl, HA OCBOGHUHU KOTOPBIX Oa3upyercs JaHHAsk TUCHUILINHA (Y4eOHBIH

Kypc) — AIMUHHCTPHPOBAHUE CUCTEM HMH(OPMAIIMOHHON 0E30MacHOCTH, APXHTEKTypa OIeparu-
OHHBIX cucteM, KoMnbroTepHbIe ceTH.

Jucuumimael, yaeOHbIE KYPChI, A1l KOTOPbIX HEOOXOAMMBI 3HAHUS, YMEHHUS, HABBIKH, IPUOOpeTa-
eMble B Pe3y/IbTaTe W3y4YeHUs JaHHOW AUCHMILIMHBI (yueOHoro kypca) — IloaroroBka k 3amuTe u mpore-

nypa 3amutel BKP, [Ipegnuriomuas npakTuka.

3. Ilnanmpyemble pe3y/abTaThl 00y4eHHs

dopmupyembie U
KOHTPOJIMpyeMble KoMIle-
TeHIUH
(ko1 ¥ HAMMEHOBAHUE)

NHaukaTopbl 10CTHIKE-
HHUSA KOMIIeTeHIN I
(ko1 1 HAMMEHOBAHUE)

Ilnanupyembie pe3yjbTaThbl 00yUeHUsI

OIIK-3: CmocobeH moHU-
Marh M IPHUMEHSITH COBpE-
MEHHbIE UH(OPMAIIMOHHBIE
TEXHOJOTUH, B TOM YHCIIE
OTCUCCTBCHHBEIC, HpI/I CO-
31aHUH IIPOrPaMMHBIX
IPOAYKTOB U IIPOrpaMM-
HBIX KOMIUICKCOB pa3jiny-
HOT'O HA3HAUYCHU A

OIIK-3.1 JlemoHcTpupyeT
3HAHHE COBPEMEHHBIX HH(OP-
MAIMOHHBIX TEXHOJIOTHH, B
TOM YHCIIE OTEYECTBEHHBIX,
IpPU CO3JAaHUH TPOTPAMMHBIX
IPOJYKTOB;

3HaTh: COBPEMEHHbIE HH(OPMALIMOHHbIE
TEXHOJIOTHH, B TOM YHCJIE OTEYECTBEH-
HBIE, IIPY CO3JaHUU IIPOTrPAMMHBIX IIPO-
JIyKTOB

YMeTh: IpUMEHSTh HH(OPMAILIMOHHbIE
TEXHOJIOTHH, B TOM YHCJIE OTEYECTBEH-
HBIE, IIPY CO3JJaHUU IIPOTrPAMMHBIX IIPO-
JTyKTOB

BiageTs: HaBbIKAMM IPUMEHEHUS UH-
(dbopMaIOHHbIE TEXHOJIOTMH, B TOM YHC-
JIe OTEYECTBEHHBIX, IIPU CO3AAHUH MPO-
I'PAMMHBIX ITPOJYKTOB

OIIK-3.2 OcyuiecTBisieT BbI-
060p CcOBpeMEHHBIX HH(pOpMa-
[IUOHHBIX TEXHOJOTHH, B TOM
YHcle OTEYECTBEHHBIX, IpH
CO3JJaHWH TPOTPAMMHBIX KOM-
IUIEKCOB Pa3IMYHOrO Ha3zHaye-
HUS,

3HaTh: IPUHLHUIIEI BEIOOpA COBPEMEHHBIX
MH(POPMALIMOHHBIX TEXHOJIOTUH, B TOM
YHCJIE OTEYECTBEHHBIX, IPU CO3AAHUN
IIPOrPaMMHBIX KOMIIJIEKCOB Pa3IMYHOIO
HA3HAYCHHUS.

YMeTb: BBIOUMpaTh COBpeMEHHbIE HH(DOP-
MAaI[MOHHBIE TEXHOJIOTHH, B TOM YHCIIE
OTEYECTBEHHBIE, IIPU CO3JaHUH IIPO-
I'PaMMHBIX KOMIUJIEKCOB Pa3IMYHOTO
Ha3HAYEHHUS.

Brnaners: HaBbIKaMu BBIOOpa COBpEMEH-
HBIX UH(GOPMAITMOHHBIX TEXHOJIOTUH, B
TOM YHCJI€ OT€YE€CTBEHHBIX, IIPH CO3/a-
HUU NPOTPAMMHBIX KOMIUIEKCOB pa3ind-
HOTO Ha3HAYEHHS.




OIIK-3.3 JlemoHCcTpUpYyeET
yMEHHE TpUMEHEHUs HHOP-
MAI[MOHHBIX TEXHOJOTUHU, B
TOM 4YHCIIE OTEYECCTBEHHBIX,
IpU CO3JAaHUM TPOTPAMMHBIX
MPONYKTOB H IMPOTPaMMHBIX
KOMILIEKCOB Pa3IUIHOTO
Ha3HAYCHHS

3HaTh: CIOCOOBI MPpUMEHEHUST HH(pOpMa-
OUOHHBIX TEXHOJIOI'MU, B TOM YUCJIC OTC-
YECTBEHHBIX, [IPU CO3JaHUU IIPOrPAMM-
HBIX IIPOAYKTOB U IPOIPAMMHBIX KOM-
IJICKCOB PAa3JIMYHOIO Ha3HAYCHUS
YMeTh: MpUMEHATh HH(OPMALIMOHHBIE
TCXHOJOI'n, B TOM 4YHUCJIC OTCUCCTBCH-
HBIC, ITPU CO3JaHHU ITPOrPpaMMHBIX ITIPO-
JYKTOB U IIPOrPaMMHBIX KOMIIJIEKCOB
Pa3jInuHOro Ha3HA4YCHUS

BJIaHeTBI HaBbIKaMHW IPUMCHCHUW A UH-
(I)OpMaLII/IOHHBIX TCXHOJOI'uH, B TOM 4YHUC-
JIe OTEYECTBEHHBIX, IPU CO3TAHUU TIPO-
IPaMMHBIX TIPOYKTOB M TPOTPAMMHBIX
KOMIUIEKCOB Pa3JIMYHOTO HA3HAYCHHSI




4. CTpyKTypa u coiep:KaHHe JUCIHUIIUHbI

Bun

®opMbI TEKYLIEr0

Monyab 4eGHOi HanmeHnoBaHue TeM 3aHATHI Ce- Oobem, Basiint HNHTepakTuB, KOHTPOJISI (HAUMEHO-
(paznen) y p (yueoHOii padoThI) MecTp q, q, BaHHe OLEHOYHOT0
PabOTRI cpeacTna)

Tema 1.1.0cHOBHBIE TOHATHS U ONIpeeNeHHs Oe30I1acHO- .
1.OcHoBHBI| Jiekmus | ctu nHbopMaruu. Kitaccuukanus yrpos 6e3onacHocty |8 2 - Cobecenosarme (ycTHeIi
€ MOHSTHUS uHpopMaLuu onpoc)

W Ompefie- | CaMoCT. W3yyeHne JIEeKIMOHHOTO MaTrepraia U MOATOTOBKa K 8 5 i
JeHus 6e3-| paborta IIPAKTUYECKUM 3aHATUSIM
ONaCHOCTH Tema 1.2.Knaccuduxanusi METO0B IPOTUBOAEHCTBUS CobecenoBanue (yCTHBIN
uHpopma- JICRII yrpo3am 0e30MacHOCTH HH(POpMALIUU 8 2 ) oI1poc)
U1 CaMOCT. W3yuyeHne JIeKIIMOHHOTO MaTepraia U TMOATOTOBKa K 8 5 i
pabota PAKTUYECKUM 3aHATUSIM
[— Tema 2.1.OCHOBBI CHMMETPUYHBIX aJITOPUTMOB U KPHUII- 8 5 i CobecenoBanue (yCTHBIN
TOCHCTEM OTIpOC)
MPaKT. 3a- PazpaboTka mporpaMMsl 1o peanu3aniu 0JI0YHO-TO 8 4 12 i OTueT 1Mo nMpaKTHIECKON
HSTHE CUMMETPHUYHOI'0 aJIrOpUTMa MH(poBa-HUs pabore (3amura)
2.Kpunror | IpaxT. 3a- Paspaborka nporpammt qu)praHm 1 ae 8 4 12 OTtyeT no npakTUYeCKOn
padpute- sTIe M pUpoOBaHUs IPOU3-BOJIBHOTO (hailyia 1o aropuTMy - paore (3amuuTa)
CKI6 METO- co3nanus nemnouek OFB _
R PazpaboTka mporpaMMbl peau3aliy aJropuT™Ma XeIu- 3 4 12 i OTUeT 1Mo MpaKTHYECKON
- HSTHE pOBaHUs JUIsl CO3/IaHUS KJI0Ya Ha OCHOBE MapoJIst paborte (3amuTa) _
(bopMar NpakKT. 3a- | Pa3zpaboTka moxcucteMsl M@ poBaHUs sl CHMMETPHY- 3 4 12 i OTUeT 1Mo MpaKTHYECKON
HSTHE HOW KPHUIT-TOCHCTEMBI paborte (3amuTa)
NPakKT. 3a- | Pa3paboTka mporpaMMsl, peatn3yrolyr0 CHMMETPUIHYIO 8 4 12 i OTUeT 1Mo MpaKTHYECKON
HATHE KPUIITOCUCTEMY pabote (3amuTa)
CaMOCT. N3yueHue NeKIIMOHHOTO Marepuaia U MOAroTOBKa K 8 24 i

pabota

MPAKTUYCCKHUM 3aHATUAM




Tema 2.2. ACHMMETPUYHBIE KPUIITOAITOPUTMBI U KPUIITO-

CobecenoBanue (yCTHBIN

JCKITUS
CHUCTEMBI OIpoc)
Pa3paboTka nmporpaMMmsl cxKaTus JaHHBIX C IENbIO .
MIPAKT. 3a- OT4er 1o npakTU4YEeCcKOn
e |YMEHBLICHHS SHTPOIHH uHopmaruu 1o aaroputmy RLE 12 paGore (3ammTa)
nmu LZW
CaMOCT. N3ydeHne NTeKIMOHHOTO MaTepraia i IMOAroTOBKA K
pabota MIPAKTHYECKUM 3aHSITHIM
JICKIIHS Tema 2.3.9nekrpornas nudpoBast MOANUCH Cobecenoparme (ycTHeIi
OIpoc)
CaMOCT. N3ydeHne NTeKIMOHHOTO MaTepraia i IMOAroTOBKA K
pabota MIPAKTHYECKUM 3aHSITHIM
3.ba3oBrle [R— Tema 3.1.0cHOBHBIE TOHATHUS UACHTU(DUKALIUN U ayTEH- CobecenoBanue (yCTHBIM
TEXHOJIO- TUQUKAIUU OIpoc)
TMH 3allU- | CaMOCT. W3ydenue JIeKIMOHHOT0 MaTepuaa U MoJAroToBKa K
Tbl UHQOpP-| pabota MIPAKTUYECKUM 3aHATUSIM
Malu B Tema 3.2.Monenu 6e30macHOCTH MHPOPMAIIMOHHBIX CH- CobecenoBanue (yCTHBIH
unpopma- | o cTem 0mpoc)
IIUOHHBIX
TeXHO- CaMOCT. N3ydeHne TeKIMOHHOTO MaTepraja | IMOArOTOBKA K
HOPHSIX pabota MPAKTHYECKUM 3aHATHIM
nekius | Tema 4.1.Ctanaaptsl nHGOPMAIIMOHHON 0€30MacHOCTH C06ece)1(z)1i[e;ﬂolze) (yerneri
CaMOCT. M3ydeHue JISKIIMOHHOTO MaTepuaia v MoJroToBKa K
4 Ilonutuk| pabora MPAKTHYECKUM 3aHATHIM
a Tema 4.2.Pacuet puckoB B 001acTi HHPOPMAITMOHHOMN CobecenoBanue (yCTHBIN
uH(popMmaIl fleimA 0€30MMacHOCTH OTIpOC)
MOHHOM | CaMOCT. N3ydeHune JIEKIMOHHOTO Marepruaia U MoJroTOBKa K
6e3onmacHo| pabota MIPAKTHYECKUM 3aHATHSIM
CTH [— Tema 4.3.0cHOBBI pa3pabOTKU NOTUTUKH HHPOPMALIUOH- CobecenoBanue (yCTHBIH
HOW 0€30MacHOCTH OIIpOC)
MpakT. 3a- | Pa3paboTka nomutuku nHPOPMAITMOHHOW 0€301TaCHOCTH 6 OTyeT Mo nMpakTUYECKOM
HATHE opranuzanuu | pabote (3ammuTa)




MpakT. 3a- | Pa3paboTka nomutuku nHGOPMAITMOHHOW 0€3011aCHOCTH 4 12 OTyeT Mo npakTUYECKOM
HSATHE OpTraHu3aIyu 2 pabote (3ammuTa)
CaMOCT. N3ydyeHue JIeKIIMOHHOTO MaTepralia U MOATOTOBKA K 10
pabota IIPAKTUYECKUM 3aHATHIM
M TOroBeIi TECT ITO KypC
T DK3aMeH 100 ypey
yepe3 OT
MIPOM. aT-
[IpomexxyTouHast aTTecTanus 0
TECT.
KonTtpoin 35,65
Hroro 144 100

Cxema pacyera HTOrOBOr0 0AJIJIA: TEKyLIHH PSUTHHT (BCE 3aHSITHUS U MIPOMEKYTOUHBIE TECThI) + Pe3ynbraT HTOroBOro TecTa, mojydeHHas CyMMa JICIUT-

csiHa 2




5. OoOpa3oBare/ibHbIe TEXHOJIOTUH

B pamkax u3ydeHHs TUCIMILIMHBI MPETYCMOTPEHO MCIOIB30BaHUE CIEIYIOIIUX 00pa3oBa-
TETBHBIX TEXHOJIOTHIA:

- TEXHOJIOTHS TPAIUIIMOHHOTO O0yUYeHUS;

- HMHTEPAKTUBHBIC TEXHOJIOTUHU: y4eOHbIE TUCKycCHH (IPUMEHSIOTCS BO BCEX MOAYISAX I10

WUTOTaM BBITTOJTHEHHS padoT).

TexHONMOrMM TPaAUIIMOHHOTO OOYyYEHHs - OpraHu3alys y4eOHOro mporecca B By3e, OCHO-
BaHHAs Ha JICKIIMOHHBIX M MPAaKTUYECKHX (GopMax oOydeHHUs: OOBICHUTEIHHO-HIUTFOCTPATUBHOE
oOyuenue. [laHHasI TEXHOIOTHS MPUMEHSETCS BO BCEX MOAYISAX Kypca.

TexHOMOTHS UHTEPAKTHUBHOTO OOYyUEHHSI - OpraHu3aIusl y4eOHOTO mpoliecca, KOTopas mpej-
MoJjlaraeT MakCHUMAJIbHYI0 aKTUBHOCTH CTYACHTOB B TpoIlecce (POPMHUPOBAHUS KITFOUEBHIX KOMIIE-
TeHImid. Ha y4eOHOM TUCKYCCHH CTYACHTHI MPEICTABISIOT PE3YAbTaT BHITOJHEHHS 3alaHHON pabo-
Thl. [IpoBOAUTCS MUCKYyCCHS MO MPUMEHEHHBIM PEIICHUSAM, 00cyxkaaercs 3p(HEeKTUBHOCTh U apXu-
TEKTypa IPOTrPaMMHOTO KOJIa.

6. MeToauyecKue yKa3aHusi 0 OCBOCHUIO TMCIHUIIHHBI
6.1PexomMeHIaI[HM MO MOATOTOBKE K MPAKTHYECKUM 3aHATUIM

CryneHraMm ciienyer:

® [IpU MOJATOTOBKE K 3aHATUSAM 0053aTeIbHO UCIOIH30BaTh HE TOJIBKO YUEOHYIO TUTEPATypy, HO U
JIpyTrue UCTOYHUKH;

e B HayaJle 3aHATHUIH 3a/1aTh MPENOIABaTENI0 BOIPOCH] [0 MaTepUally, BbI3BaBIIEMY 3aTPyIHEHHS B
€ro MOHMMaHUM U OCBOCHHMHM IIPU PELICHUH 3a/1a4, 3a/laHHbIX Ul CAMOCTOSATEIILHOTO PELICHMS;

® Ha 3aHATUU JOBOJIUTH KAXKIYIO 3a/1a4y /10 OKOHUYATEJIbHOIO PEIICHUs, IEMOHCTPUPOBATh IIOHU-
MaHHe MyTel pelIeHHs OCTAaBIEHHBIX 3a/lad U OCBOEHUS BBIJAHHBIX 3HAHUMU, B Ciydae 3aTpyl-
HEHMH 00palaThCs K MpernoiaBareo.

[Ipu caMoCTOATENHHOM pELIEHUH 3a/lad HYyKHO 00OCHOBBIBATh KaXkKJIbIl ATam pelieHus, uc-
X0z U3 TEOPETUUECKUX TOJIOKEHUI Kypca. Eciiu cTyAeHT BUIUT HECKOJIBKO ITyTEH peLIeHUs 3a/1a-
YH, TO HY>)KHO CPaBHUTh UX U BBIOpaTh caMblil paninoHanbHbIN. [lone3Ho 10 Havyana pemeHus 3aja-
M COCTaBUTh KPAaTKHH MJIaH pemieHus 3aaa4n. Pemenne npoGieMHbIX 3a/1a4 WK IPUMEPOB CIIEY-
eT u3jararb MojpoOHO, OTHEINssl BCIIOMOTrareabHble MYyTH PEIICHHsS OT OCHOBHBIX. PemenHus npu
HEOOXOIMMOCTH HYKHO COTPOBOXKJATh KOMMEHTAPUAMHU, CXEMaMH, aJITOPUTMaMH.

Crnenyer NOMHUTB, YTO pEIICHUE KaKJ0W y4yeOHOM 3a1a4M JOJKHO JOBOIUTHCS 10 OKOHYa-
TEJIBHOTO JIOTUYECKOTO OTBETa, KOTOPOro TpeOyeT YCIOBHE, M IO BO3MOXKHOCTHU ¢ BbIBOIOM. [lomy-
YEHHBIN OTBET CJIEIyeT MPOBEPUTH CIOCOOAMHU, BBITEKAIOIIMMU U3 CyIIeCTBa JaHHOM 3aaaun. Ilo-
JI€3HO TaKXe (eCIM BO3MOXKHO) PelIaTh HECKOJIIBKUMHU CIIOCOOaMU M CPAaBHUTH MOJIyYEHHBIE Pe3yib-
TaTbl. Perienne 3a1a4 1aHHOTO THUIIAa HY)KHO IIPOJIOJIKATh 10 IPUOOPETEHHS TBEP/IbIX HABBIKOB B UX
pEILIECHUN.

6.2PexkoMeHIAIMU 110 MOATOTOBKE K HTOrOBOM cAa4ye JUCIHMILINHBI

[TogroroBka K HMTOTOBOW clade TpeAMETa CIIOCOOCTBYET 3aKpEIUICHUIO, YITyOICHHIO W
0000IIEHUIO 3HAHUM, MOTYYaeMbIX, B Ipolecce o0ydeHus, a TakKe MPUMEHEHUIO X K PEeIICHHIO
NPaKTUYECKUX 3a/1ad. [OTOBSICh K HEH, CTYICHT JHKBUAMPYET UMEIOIIUECS MPOOENbl B 3HAHMUSIX,
yIIyOJIsieT, CUCTEeMaTU3UPYeT U YHOPSI0UYMBaeT CBOU 3HaHMUA. Ha WTOroBoi claue CTy/neHT JeMOH-
CTPUpPYET TO, UTO OH MpUOOpeEI B mpolecce 00y4eHHs 0 KOHKPETHOW yueOHOW JUCIUILIUHE.

Heo6xonumMo OpHEHTHPOBATh CTYJEHTOB Ha CHCTEMAaTHYECKYIO MOATOTOBKY K 3aHATHUSAM B
TEUEHHE CEMECTPa, YTO TO3BOJIUT HCIIOIH30BATh BPEMs IK3aMEHAIIMOHHOW CECCHH JIJISl CUCTEMAaTH-
3alMH 3HAHUM.



7. OueHo4YHbIE CPEACTBA

7.1TlacniopT OlIEHOYHBIX CPEACTB IK3aAMEHY

Cemectp | Kog koHTpOJIMpY- HaumenoBanue
eMOll  KOMIIeTeH- OLICHOYHOI'0 CpeacTBa
nuu (WM ee 4a-
CTH)
8 TecroBble 3aaHKsl 110 JEKLMOHHOMY Marepuaity. Bonpocsl
OIIK-3 0 cjaye AUCHUIUIMHBL. OTYETHI 10 MPAKTUYECKUM 3aHATH-
M.

7.2TunoBnie 3alaHusl WM UHBIC MaTepHuaJbl, H606X0):[I/IMLIC AJI TEKYINET0 KOHTPOJIsA

7.2.1 Bonpocsl 1 codeceT0BAHUA 10 MOIYJIIO

Tunosbie npuMepsI 3aJaHUH

Monyasb 1. OCHOBHbIE NOHSITHS M oNpeAeIeHus: 0e30nacHOCcTH HHGOpMANNH
. [lepeuncnure cBoiicTBa MHPOPMAIUH.

. HazoBure npeamMeT u 00bEKT 3alUThI HH(POPMALIUY.

. Uro Takoe O0e3onacHOCTh HH(OPMAIIMU B KOMIIBIOTEPHBIX cHUcTeMax?

. UTo Takoe cuctema 3aluThl HH(popMaLUu?

. Uto Takoe yrposa 6e3omnacHocti nHGopmanun?

. UTo Takoe KoHpHIeHIIMATBHOCTh HH(pOpMan?

. Uto Takoe 11e0CTHOCTh HHpOpMALUH?

. UTo Takoe 10CTyMHOCTb UH(pOopMaLUu?

. [lepeuncnure ciayyaiiHbie yrpo3bl 0€30MacCHOCTH WH(OpPMAITIH.

10. Yro Takoe HapymuTeab HHGPOPMALUHU U 3T0yMBIIUIEHHUK?

11. Ilepeuncnute npegHaMepeHHbIE YTPO3bl 0€30M1aCHOCTH HH(OPMAIIHH.

O 00 1N DN K~ W —

Moayas 2. Kpunrorpadguyeckue MeToabl 3alMThI HH-(POPMALHA

. Uro Takoe kpunrorpadus, KpUNTOaHAIN3 U KPUITOIOTHS?

. Uro Takoe kpunrocucrema’?

. [lepeuncnure u oxapakTepusyiiTe METOJIbI KpUNITOTpapUUECKUX TPeoOpazoBaHUi.

. aiiTe kiaccupuKalnio KpUITOAITOPUTMOB.

. JlaiiTe MOHATHE OCHOBHBIX ONEPALUi, UCTIOIb3YEMBIX B AITOPUTMax MHU(pOBaHHUSL.

. JlaiiTe MOHsTHE TOTOKOBOTO U 6104HOTO MHppa.

. [lepeuncnure onepanuu, UCIOIb3yEMbIE B aITOPUTMax OJOYHBIX HIH(PPOB.

. IlpuBeaute cxemy mudpoBanus u aemmdpuposanus no cetu dencrens.

. TOCT 28147-89 Cuctembl 00paboTku nHpopmanuu. 3amura Kpuntorpaduyeckas. Anro-
pUTM KpHunTorpaduiyeckoro npeoOpa3oBaHUsl.

10. Yro Takoe pexumbl MHUPpoBaHUS?

11. PackpoiiTe NmMpHHLIMI peanu3allvu pexuMa MmudpoBaHus oOpaTHas CBSA3b MO BBIXOAY
(OFB).

12. PackpoiiTe NpUHLIUIIBI BHECEHUS CIIy4aifHOCTH B COOOIIEHUS MPH MH(PPOBAHUY.

13. IlpuBeauTe cOCOOBI reHepaIuy CITyYaiiHbIX YHCET.

14. Tlousitue u cBoiicTBa Xem-(yHKITHH.

15. IlpuBenuTe mpuMmep alropuTMa IMPUBEICHUS MAapoJisl MOJb30BATENSA K 3aJaHHOM JUIMHE
KJII0Ya ¢ OMOIIbI0 Xen-QyHKIUH.

O 0 1IN DN K WN —



16. [IpuBenuTre o0IIyIO0 CXeMa CHMMETPUYHON KPUIITOCUCTEMBI.

17. OcHOBHas Haesi aCHMMETPUYHBIX KPUIITOAJITOPUTMOB?

18. TlpuBeauTe HEOOXOAUMBIC YCIOBUS pealn3allii aCHMMETPUIHON KpUITOTpaduu.

19. IlpuBeauTe npuMepbl ACHMMETPUYHBIX KPUTOAITOPUTMOB.

20. O0was cxema aCHMMETPUYHON KPUIITOCUCTEMBI.

21. Ilepserii aTan anroput™Ma RSA 1o co3ganuio napsl KiIto4e.

22. Dran nepenaqn 3amudpoBaHHOTO cooOIeHus B anroputme RSA.

23. IlonsiTre u cBoiicTBa Xem-QyHKIUH.

24. TlpuBenuTe MNpUMEPHl HCIONB30BAaHHMS M peanu3aluii Kpunrorpadguueckux Xem-
(GYHKITUH.

25. Packpotite anroputm Mepkens-JlaMrapsa o peain3anuu Xen-QyHKIny.

26. Anroputm BeruucieHus xem-¢pynkiuu cortacao OCT P 34.11-2012.

27. Cxema anroputma JleBuca u Maiiepa /Uit XeIIMPOBAaHUS TTAPOJICH.

28. Haznauenue v BUIbI 3a1IUTHI OT 3JI0YMBIILICHHBIX TEUCTBUM ITpU Ucnoiab3oBanuu DI,
29. Anroputm ¢opmupoBanus u nposepku LT

30. Anroput™m dopmupoBanus S mo TOCT P 34.10-2012.

Monyas 3. ba3oBble TeXHOJI0TrUM 3amUThl HHGOpPMAUMH B MHGOPMALMOHHBIX TEXHO-
JIOTHSAX
. Uto Takoe Mojiens NoNuTHKU HHOpMALIMOHHOM Ge30macHOCTH?
. [IpuBeanTe KITACCHl MOJAEIH MOJUTUKHA WHPOPMAITMOHHOM OE30MaCHOCTH.
. Packporite nuckpennoHHyro moaens XappucoHna-Py3o-YinbmaHa.
. Uto Takoe MarpuyHOE pasrpaHnyeHus noctymna. [Ipuseaure npumep peanusanum.
. Uro Takoe MaHJaTHOE pasrpaHuueHue nocryna. [lpusenure npumep peanusanui.
. [lepeuncnure u faiiTe MOHATHS 0a30BBIX TEXHOJOTUHN 3AIIUTHI HHPOPMAIUH.
. HaiiTe kiaccuuKannio IporeccoB ayTeHTH(PHUKALINY.
. B ueM 3akimtouaercs ctporas ayTeHTU(UKAIIHSL.
. B ueMm 3akmtouaercs nmpocTasi ayTeHTH(QUKALUS.
10. OcHOBBI OMOMETPUUECKOHN ayTeHTU(UKALINH.
11. Yro takoe XemupoBaHue naposs?
12. JlaiiTe XapakTepUCTUKU KPUNTOTpapuUeCcKUX Xeul-(QyHKIIHM.
13. [laiiTe XapakTepUCTUKH METO/I0B MPOCTOM U OMOMETPUUYECKOI ayTeHTU(UKAIIUH.
14. IlpuBeauTe aaropuT™ CTPOroil ayreHTU(UKALUK HA OCHOBE CHMMETPUYHBIX aJITOPUTMOB.

O 01N DN K W~

Monyas 4. IloanTnka nuHpOpMaIUOHHOI 0€30MACHOCTH

1. KontponbHble (pyHKIMH B 00JacTH rOCYIapCTBEHHOM O€30MacHOCTH, BO3JIOKEHHBIE Ha
OCTIK Poccun?

2. OcHoBHbIe 3aKk0HBI Poccuiickoit @eneparinu, cBA3aHHbIE C 3alIUTON HH(pOpMALIUH.

3. VYkazsl [Ipe3uaenTa, cBsI3aHHbBIC C 3aUTON HHPOPMAIUH.

4. Ipukazsr ®CTIK Poccumn, cBsa3aHHbIE C 3aIIUTON HH(DOPMAITUH.

5. Meronnyeckue u pykoBoasmue 1okyMmeHTsl DCTOK, cBsi3aHHbIE C 3amUTON HH(DOpMAITUH.
6. Crarbsa Koznekca AMUHUCTPAaTUBHBIX NTPaBOHAPYIIEHUH, [ pakJaHCKOrO U YTOJIOBHOTO KO-
JleKca

7.7 ypoBHe# Oe30macHOCTH, onpezeneHHble B OpaHkKeBoil KHUTe.

8. 6 0a30BBIX TPeOOBaHU OE30MACHOCTH, ONpeeieHHbIe B OpaHKeBOW KHUTE.

9. 10 kyaccoB 6e30nacHOCTH HH(POPMALIMH, YCTAHOBJIEHHBIE B €BPONEHCKUX CTaHapTax.

10. Yo Takoe nmonmmutrka HHGOPMAIMOHHOM O6e30macHOCTH?

11. Ilepeuncnute TpeOoBaHUS K CHCTEME O€30MaCHOCTH.

12. PackpoiiTe npuHIuna 10cTyna K "HGOPMAIMOHHBIM pecypcaM OpraHu3aliy.

13. OnuimuTe OCHOBHBIE HAMPaBIEHUS pa3pabOTKU MOJUTUKUA OE30MaCHOCTH.

14. Tlepeuncaute Tanbl pa3pabOTKH MOJIUTUKU HH(OPMAIMOHHOMN 0e301acHOCTH

15. [lepeuncianre OCHOBHBIE ITYTH NOTYUYECHUST HHPOPMAIIMH O CUCTEME 3aIUThI?



16. Jaiite xnaccudukannio MHOOPMAIMOHHBIX OOBEKTOB MO TpeOyeMol cTenmeHn 0e30TKas3-
HOCTH.

17. JlatiTe knaccuduxanuio HHPOPMAIMOHHBIX 0OBEKTOB IO YPOBHIO KOH(DHICHIIUATBHOCTH.
18. Yto Takoe puck HHPOPMAIMOHHON OE30ITaCHOCTH M KaK OH BBIYHCIISCTCS.

19. [lepeuncaure ypoBHU yiiepda OT peann3alnnun PUCKOB.

20. [Tpuenure npumep HOpMHUPOBAHHUS OLICHKH BEPOSTHOCTH aTak Ha MH(POpPMALHUIO.

21. [laiiTe anropuT™ pacueTa prucka HHPOPMALIMOHHON OE30MaCHOCTH.

Kpurepuu oneHku:

Packpritue 90-100% otBeTa Ha Bompoc - 20 6amioB; packpeitue 80-89% otBera Ha Bompoc - 18
0aitoB; packpbeitue 66-79% otBera Ha Bormpoc - oT 15 6amnoB; packpbeitue 50-65% oTBera Ha Bo-
npoc - oT 12 6amnoB; packpeiTie Menee 50% otBera Ha Borpoc - ot 0 1o 11 6anos.

7.2.2 KOMILIEKT 0TYETOB 10 HPAKTHYECKHUM padoraM (mpumMepbi)

Tunoseie npuMepsI 3aJaHUH

IIpakTuyeckoe 3ansaTue Nel «Pa3paGorka mporpaMmbl N0 peaju3anuv 0J0OYHO-TO
CHMMETPHYHOI0 AJITOPUTMA IIH(POBA-HU»

®opma otuera 1o [Ipaktuueckoe 3ansitue Nel

- TUTYJbHBIH JIUCT;

- 33/1aHUE;

- pe3yJIbTaT BBIOJIHEHUS 3a/1aHHUS;

- pe3ynbTaT dKCIepuMeHTa (TabauIbl U TpaduKn);

- BBIBOJIBI 10 padoTe.

IIpakTnyeckoe 3anaTue No2 «Pa3paborka mnporpammbl mM@poBaHust M Je-
mu(pupoBaHus MPOU3-BOJIbHOIO (paiiia nmo aaropurmy cosnanus uenodek OFBy

®opma otuera 1o [Ipaktudeckoe 3ansitue Ne2

- TUTYJbHBIH JIUCT;

- 33/1aHUE;

- pe3ynbTaT BBIIOJHEHUS 3aJaHus;

- pe3ynbTaT dKCIepUMeHTa (TabauIbl U TpapuKn);

- BBIBOJIBI 110 pabore.

IIpakTuyeckoe 3ansitue Ne3 «Pa3padoTka mporpaMmbl peaju3aliii aaIropuTMa Xeum-
POBaHMSA JJIsl CO3IAHMS KJII0Ya HA OCHOBE MapPOJIsh»

®opma otuera o [IpakTuueckoe 3ansTHEe N3

- TUTYJbHBIH JIUCT;

- 33/1aHUE;

- pe3ynbTaT BBIIIOJHEHUS 3aJaHus;

- pe3ynbTaT dKCcIepuMeHTa (Tabauibl U TpaduKn);

- BBIBOJIBI 10 padoTe.

IIpakTuyeckoe 3ansaTHe Ned «Pa3zpadorka moacucreMbl HIMGPOBAHUA A1 CHMMETPHY-
HOM KPHII-TOCHCTEMbI»

®opma oruera 1o IIpakTtuyeckoe 3ansTue Ned

- TUTYJbHBIH JIKCT;

- 33/1aHUE;

- pe3ynbTaT BBIIIOJHEHUS 3aJaHus;

- pe3ynbTaT dKCcIepuMeHTa (Tabauibl U TpaduKn);



- BBIBOJIBI 10 padoTe.

IIpakTnueckoe 3ansaTHe NeS «Pa3padoTka mporpaMmbl CKATHS JAHHBIX C LeJbIO
YMeHbIIeHUs1 JHTponuu nHpopmanuu no aaropurmy RLE niaun LZW»

®opma oruera no [Ipaktuueckoe 3ansaTre NeS

- TUTYJIbHBIH JIUCT;

- 3a/1aHUE;

- pe3ynbTaT BBIIOJHEHUS 3aJaHus;

- pe3yJbTaT dKCTIepUMEHTa (TaONHIIbI U TPaPUKH);

- BBIBOJIBI 10 padorTe.

IIpakTnyeckoe 3ansaTue Ne6 «Pazpadorka nporpamMMbl, peajin3youly0 CHMMETPUYHYIO
KPUINTOCUCTEMY)

®opwma otuera no [Ipaktuueckoe 3anarue Neb6

- TUTYJIbHBIH JIUCT;

- 3a/1aHUE;

- pe3ynbTaT BBITOJHEHUS 3aJaHus;

- pe3ynbTaT SKCcrepuMeHTa (Tabauibl U rpadukn);

- BBIBOJIBI 10 padoTe.

IpakTnyeckoe 3ausaTHe Ne7 «Pa3padoTka moJuTHKN MHGOPMALMOHHOM 0€30MACHOCTH
opranu3anuu 1»

®opma otuera 1o [Ipaktuueckoe 3ansiTue Ne7

- TUTYJIbHBIH JIUCT;

- 3a/1aHUE;

- pe3ynbTaT BBITIOJHEHUS 3aJaHus;

- pe3ynbTaT SKCcIepuMeHTa (Tabauibl U rpaduKn);

- BBIBOJIBI 10 padoTe.

IpakTnyeckoe 3ansaTne Ne§ «Pa3padoTka mouTHKN MHGOPMALMOHHOM 0€30MACHOCTH
OpraHmu3anuu 2»

®opma otuera 1o [Ipaktuyeckoe 3ansiTue Ne§

- TUTYJBHBIH JIUCT;

- 33/1aHHUE;

- pe3ynbTaT BBITOJHEHUS 3aJJaHus;

- pe3yabTaT dKCIepuMeHTa (TabnuIbl U rpadukn);

- BBIBOJIBI TTIO padoTe.

TpeboBanusi k 0(popMJIEHUIO

OTt4er MOMKEH colepkaTh MOAPOOHOE omucaHue (BKITIOYAs WIUTFOCTPATHBHBIA MaTepui) IMo-
CJIEIOBATEILHOCTH JIEUCTBUI MPOJACIAHHBIX CTYAEHTOM JUIsl BBIMOJIHEHUs 3ananuil. Odopmiienne
OTYeTa JOJHKHO COOTBETCTBOBATh METOAMUYECKOMY YKa3aHHIO PEKOMEHAAIMSIM, U3TI0KESHHBIM Y4eO-
HO-MeToandeckoM nocodun [OuenoBckuii A.B. OO0mue TpeGoBaHus MO BBIMOIHEHUIO U odopmiie-
HUIO KOHTPOJBHBIX, KYPCOBBIX U BBIMYCKHBIX KBAIU(DUKAIIMOHHBIA paboT : Y4ueOHO-METOIUYECKOe
nocooue. — TompsitTa : TI'Y, 2015. 78 c.].

IIpouexypa oueHuBaHusA

OrieHKa BBIMOJIHEHHOH pab0ThI MPOBOIUTCS MO KPUTEPHUSIM:

. Hamnuue Bceli cymecTBeHHOM HHpOpMAIIUU 10 padoTe

. TOYHOCTB ¥ NOJTHOTA IPENOCTABISAEMBIX CBEACHUM

. HempoTuBopeunBocTs NpUBOAUMON HHPOPMALIUU

. [IpaBUABHOCTH MHTEPIIPETALINI U BBIBOJIOB, KOTOPBIE CIIEJIaHBI IO pe3yabTaTaM padoThl
. CrerneHb JOCTUKEHUSI CTYIEHTOM MTOCTABJIEHHOM L1eTT1

. O60CHOBaHHOCTH MPUMEHSEMOTO PELICHHUS

. I'pamoTHOCTH (CopepkaTenbHast) HCIOIb3YEMbIX (POPMYITUPOBOK

NN DN AW



Kpurepun oneHKkH 3a 0T4eThI 10 NPAKTHYECKUM padoTam:

[ToTHOCTBIO BBIMTOJTHEHHOE M BOBPEMSI 3aIUIIICHHBIM OTYET — MAKCUMAJIbHBIA Oalll. 3a Kax-
JI0€ HEBBIMIOJTHCHHOE 3aJaHHE CHUMAIOTCS Oajulbl B COOTBETCTBUHU C 3aJIaHMEM Ha MPAKTHYECKOE
sansTue. [Ipocpouka Ha 1 Hememto - koaddumment 0,75, 3a nBe - 0,5, 3a Tpu - 0,25, 3a YeThIpe U
6omnee - 0 (yuntbiBaercs (HakT clayum).

7.2.3 KoMIIeKT 3aaaHuii 115 OLeHKH chOPMHUPOBAHHOCTH KOMIIeTEHIMH (IpyMephbI)

OIIK-3 CnocobeH nmpuMeHAAITb COBpeMeHHble MHGOPMAIMOHHBbIE TEXHOJIOTHH, B TOM
YHCJie 0TeYeCTBEHHbIE, IIPH CO3IaHMH MPOTPAMMHBIX MPOAYKTOB H NPOrPaMMHBIX KOMILJIEK-
COB Pa3JIMYHOI0 HA3HAYECHUS

OM 3akpbITOro THIA

3ananue 1
Buvibepume npasunvubili 6apuanm omseema:

3amura uHGOpPMAIIMU MPEICTABISET COO0M MPUHATHE MPABOBBIX, OPTaHU3AIMOHHBIX U TEX-
HUYECKHUX MEp, HApaBJICHHBIX Ha!

+ oOecrieueHue 3amUThl HHGOPMALIUU OT HEPABOMEPHOTO JIOCTYIIA, YHUUYTOXKEHUS, MO H-
UPOBaHUs, OJTOKMPOBAHMS, KOITMPOBAHMS, IPEAOCTABICHHS, PACIPOCTPAHEHUS, a TAKXKE OT MHBIX
HETPABOMEPHBIX JICHCTBHIA B OTHOLIICHUU TaKOW WH(POPMAIIUU

+ coOmonenne KOH(PHUICHINAIBHOCTH HH(OPMALIMU OTPAaHIHYEHHOTO JTOCTYTIa

+ peanu3aluio npasa Ha JOCTYI K HHPOPMAIIUU

- Tpoliecc cOopa, HaKOIIEHUs, 00pabOTKU, XpaHEHUsI, pacIipe/iesieHus U Moucka uHpopma-
UH

- mpeoOpa3oBaHre WHPOPMAINH, B pE3yIbTare KOTOPOTO COAEp)KaHuEe WH(POPMAIMU CTaHO-
BUTCS HETIOHATHBIM JUIsl CYyObEKTa, HE MMEIOLIETO I0CTYIa

- TIOJTy4eHHe CYObEKTOM BO3MOXKHOCTH O3HAKOMIICHHS ¢ HH(OpMaIrueld, B TOM YKciie TPy To-
MOIIM TEXHUYECKHX CPEJICTB

- COBOKYITHOCTbH ITPaBHIJI, PEIIIAMEHTHPYIOIIUX MOPSAOK U yCIOBUS JAOCTyIa CyObEKTa K MH-
(dopmaluu 1 ee HOCUTEISIM

3ananue 2
Bvibepume npasunvhbili 6apuanm omeema:

WNudopmarus B 3aBUCUMOCTH OT TOPs/IKAa €€ MPEeAOCTaBICHHs WM PacHpOCTpaHEHUs MOJ-
paznensiercs: Ha HHOPMAITHIO

+ cBOOOHO pacmpocTpaHsIEMYIO

+ MpenoCTaBIsIEMYIO IO COMVIALIEHUIO JUL, YYaCTBYIOIIMX B COOTBETCTBYOIIUX OTHOIIEHUSX

+ KOTOpasi B COOTBETCTBHH C (heiepabHBIMU 3aKOHAMH TTOJUIEKHUT MPETOCTABICHUIO WM pac-
IIPOCTPAHEHUIO

+ undopmanuio, pacnpocrpaHenue kotopoi B Poccuiickoii dexepannu orpaHiIMBaeTCs WIN
3anpenaeTcs

- OTKPBITYIO

- 3aKPBITYIO

- IEPCOHAJIbHBIE JAHHBIE

3aganue 3
Buvlbepume npasunvhwviili 6apuanm omeema.:



Hudopmarus mmeer 1eHHOCTh

+ ONpeNIeNICHHYIO CTENEHBIO MOJAE3HOCTH JJIs1 BJIaJIEblIa
- ONPEENICHHYIO CTEMEHbIO MOJIE3HOCTH JIJIsl TOKYIIATEs
- OIPEJICTICHHYIO CTENEHbIO MOJIE3HOCTH ISl TOCYIapCTBa
- ONPEIENICHHYIO CTEMEHbIO MOJIE3HOCTH JIJIsl TPOAaBIA

3ananue 4
Buvibepume npasunvhwiii 6apuanm omseema:
Wudopmalius MOXET ObITh TOTyYEHA CIACTYIOIIUMU ITyTSIMU
+ poBeIeHNEM HayYHBIX MCCIICIOBAHMM
+ IOKYIIKOM
+ IPOTHBONPABHBIM JCHCTBUEM
- 00paboTKOI HH(GOPMAITUH C IOMOIIHI0 MATEMAaTHUYECKUX METOIOB
- mouckoM B cetu «HTepHEeT»

3anmanue 5
Buvibepume npasunvhwiii 6apuanm omeema:
K o0rmienoctynHol HHPOPMAIUK OTHOCSITCS
+ 00IIEN3BECTHRIE CBENCHUS
+ uHas uHpOpMaIUs, TOCTYIl K KOTOPOH HE OTpaHUYCH
- uHpOpMALIUS U3 MYOITMYHBIX HCTOYHUKOB
- cBOOOIHO pacmpocTpaHseMas HHpoOpMaus

OM oTKpBITOro THIA

3ananue 6
atime pazsepnymuiii omeem
AyTeHTHUKAIUS - 9TO
IIpaBUIBHBIN OTBET:
MIPOBEpKa MPUHAMIICKHUT JTU CYOBEKTY AOCTYIA MPEAbIBICHHBIA UM HICHTH(PUKATOP

3amanue 7
aiime pazeeprymuiii omeem
bazoBeiMu metogamu 3amutel oT HCJI sBisroTcs
IIpaBUIBHBIN OTBET:
uAeHTU(DUKAIMS U ayTeHTH(PUKAIUS, aBTOPU3ALINA, ayAuT, ITN(PPOBaHUE TaHHBIX

3amanue 8
aiime pazeeprymuiii omeem
B kadectBe mporiieypsl JyOqupoBaHuUs JAaHHBIX Yallle BCErO UCTONIb3YIOTCS
IIpaBUIBHBIN OTBET:
RAID-10 maccusbl, RAID-1 maccusl, RAID-5 MaccuBbI

3ananue 9
aiime pazeeprymuwiii omeem

B nacrosiiee BpemMsi B CHMMETPUYHBIX KPUIITOAITOPUTMAX KPUITOCTOMKHUM SIBISIETCS
JUTUHOM

IIpaBUIBHBIN OTBET:

6oxee 128 our

3amanue 10
atime pazeeprymoiii omeem

KJIIo4
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B ocHoBe peanuzanuu Xa1m-(pyHKIUHT JEKUT AITOPUTM
[IpaBuIbHBIN OTBET:
Mepxkena-Jlamrapna

7.301eHOYHbIE CPEeICTBA /ISl MPOMEKYTOUHOM aTTecTAlMU MO0 UTOraM OCBOEHHSI THUCIH-
IJIMHBI

7.3.1 Bonpochl K NIPOMEKYTOYHOM aTTeCTAIIUHA

OCHOBHBIE TIOHSTHS M ONPE/ICICHUS 0€30MaCHOCTH HH()OPMAITHH.

Knaccudukarus yrpo3 6€30macHOCTH HHPOPMAIHH

Kitaccudukariyst METo10B MPOTHBOACHCTBHSI yrpo3aM 0€30MacHOCTH HHPOPMALIUH.
[TpaBoBBIE METOBI 3AIIUTHI HHPOPMALIUT

MeTtob! 3a1uThl HHYOPMAIIMK OT CIYYAHHBIX YTPO3.

MeToap! 3aiUThl KHPOPMAIIMH OT MITITUOHAXKA W TUBEPCHH.

MeTtoibl 3auThl HHYOPMAIIMU OT JIEKTPOMArHUTHBIX U3TYUYCHHH U HABOIOK.
Merto/bl 3aMThl HHGOPMAITUN OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

KoHIIemnuu moCcTpOeHUs] CUCTEM pa3rpaHUUuCHHUS JOCTYIIA.

. Kpunrorpaduuecknue MeToas! 3auThl

. OCHOBBI CUMMETPUYHBIX KPUIITOAITOPUTMOB.

. Kpunrroanropurm Ha ocHoBe cetu Danicrens.

. braounsrit mudp DES

. AITOPUTMBI CO3/1aHUs LIETIOYEK.

. MeTozp! paH1oMHU3aLuU COOOIIEHU.

. Kimaccudukanmst anropuTMoB apXuBaIiiy JaHHBIX

. Xem-QyHKIMSA U e€ peannzanus

. OyHKIIMA CHMMETPHYHON KPUIITOCUCTEMBI

. O6001IeHHas cxeMa CUMMETPUYHON KPUIITOCUCTEMBI

. ACUMMETpUYHbIE KPUIITOAITOPUTMBI

. AcuMMeTpuuHBIi anroput™ mudposanus RSA.

. DnexTpoHHas HU(PpoBasi NOANKCH

. OcHOBHBIE OHATHS UACHTU(DUKAIIMY U ayTeHTU(DUKALIUT

. IIpocras ayreHTUQUKAIMS

. Metozp! cTporoit ayreHTH(GUKALUH.

. CrangapTel nH(OPMAIMOHHON 0€3011aCHOCTH.

. ba3oBbIe TEXHOJIOTUY 3aIUTHl HH(MOPMAIMK B BEIYUCIUTENBHBIX CETSX.
. Mozenu 6e301acHOCTH ONEePalMOHHBIX CUCTEM

. Knnaccudukanmst nHpOpMamOHHBIX OOBEKTOB MO KaTeropusM HHPOpPMaIIMOHHON 06€30IacHOCTH
. TpeboBaHUs K cUcTeMaM 3alUThl HHPOpMAIUH.

. Iopsinox pa3paboTKK MOIUTUKHA HHPOPMALTUOHHON OE30MaCHOCTH.
. MHOTOYpOBHEBAs 3aIIMTa CUCTEM 00pabOTKH WH(OPMAITHH.

. MeTozp! 3amuThl THPOPMAIIMH OT HECAHKIIMOHUPOBAHHOTO U3MEHEHUS CTPYKTYPBI CUCTEM
. UcTounnku arak Ha HHGOPMAITUIO

. Pucku B ncnosnb3oBaHum HH(GOpMaLIUU

. @opmbl aTak Ha HH(OPMALIKIO

. Opranu3annoHHbIe METO/IbI 3aIUTHI HH(POPMALIUH.

. biounsrit mmpp F'OCT 28147-89

. Anroputmbl apxuBanuu Xaddmana.

. Anroputmbl apxuBanuu Jlemnens-3uBa

. Anroputmsl apxuBaiuu RLE
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TpaHcIIOPTHOE KOIUPOBAHUE.

Knaccugukanus anropuTMoB X3IIHPOBAHUS

XewmunpoBaHue napoiei.

OO011ast cxeMa CHMMETPUYHOIN KPUITOCUCTEMBI

OO61as cxeMa aCHMMETPUYHON KPUITOCUCTEMBI.

Anroput™ Berunciienus xeni-gpyakmun cormacHo 'OCT P 34.11-2012

OIII ¢ 1OOIHUTEILHBIMIA CBOMCTBAMH.

Knaccugukanus npoueccoB ayTeHTU(DUKALIH.

OcCHOBBI OMOMETPHUECKON ayTeHTH(PHUKAINN 1 UICHTU(UKAIIN

OCHOBBI aIMUHUCTPUPOBAHMSI BBIYNUCIUTENIBHBIX CeTel

Pacuet puckoB nHpOpMaIMOHHON 6€30IaCHOCTH

Mertobl BHECEHHUS CIIy4alfHOCTH B COOOILEHUS

AcuMMeTpUYHBIN anropuT™ mudposanus RSA

OcHoBHas 3aKoHozaTeNpHas 0a3za B 001acTi HHPOPMALIMOHHBIX TEXHOJIOTHM
MexayHapoaHble CTaHAapThl HH)OPMAIIMOHHOH 0€301acHOCTH

OCHOBBI XELIMPOBAHUE U XPAaHEHHUS TApOJIeii

HuckpeuronHas mozenb Xappucona-Py30-Yinsmana

Peanunzanus cuctemsl pa3rpaHUueHUs 1OCTYIIa B ONEPALMOHHBIX CUCTEMAX
OcHOBHBIE TIYTH MOJTy4eHHsI UH(OPMALIUU O CHCTEME 3alUThl HH(OopMauu
[ToHsTHE MOMUTUKY HH(POPMALIMOHHON O€3011aCHOCTH

Knaccudukamnus pexxumoB mmdpoBaHust

Pexum mudpposanus ECB

Pexum nmmmdposanus OFB

Pexum mupposanus CFB

Pesxum nmmmdposanus CBC

TpeOoBaHus 3alMIEHHOCTH CPEJCTB BBIYUCIMTENBHON TEXHUKH OT HECAHKIMOHUPOBAHHOIO
J0CTyTa K MHPOPMAIHH

Anroput™m Mepkens-Jlamrapia no peainzanuy Xem-QyHKIII

AnroputMm dpopmuposanus ST mo TOCT P 34.10-2012

70. Onepanuu, UCHOJIb3yeMble B aITOpUTMaxX OJOYHBIX MH(POB
7.3.2 Kpurepuu ¥ HOpMbI OLICHKH
®opma npose-
AeHust
Cemectp . Kpurtepuu u HOPpMbI OllEeHKH
MPOMEKYTOYHOI
aTTecTaluu
8 Ok3ameH (ycT- CryneHT ycBou y4eOHbIN Ma-
HO) TepHa, He 3aTpyIHSAETCS B OT-
BETE MPH BUJOU3MEHEHHH 3a-

COTITUYHOY TaHUs, CBOOOJHO CITPABIISETCS

C 3a/1a4aMu 1 BOIIpOcaMHu. 3a-
Ja4nTOJIKHBI OBITH BHITIOJTHEHbI

CTY/IEHTOM He MeHee YeM Ha
90%.

«XOpOILIO» CryneHT 3HaeT yuyeOHbIN Marepu-
aJl, JOMYCKAaeT HECYIIECTBEHHbIE
OLIMOKY IIPU OTBETE HA BOMPOCHI
WIY TIPY PELICHUH 3a/1a4. 3a1a4u
JIOJDKHBIOBITH BBITIOJTHEHBI CTY-
neHToM He MeHee ueM Ha 80%.




Cemectp

dopma npoBe-
JAeHusl
MPOMEXKYTOYHOI
arTecTaunu

Kpurepuu u HOpMbI OLlEHKH

CTyneHT 3HaeT OCHOBHBIE (pak-
THI,IOIYCKaeT OMUOKHU B (Op-
MYJIHPOBKaX, UCTIBITHIBACT 3a-
YAOBJIETBOPUTEIHHO TPYIHEHUS TPU PEIICHUH 3a-
Ja4, yMeeT peniath IpocThie
3a7a4M C MOJICKa3KOu
MIpernoaaBaTels.

CryneHT He 3HaeT y4eo-

HBII MaTepHall, HE CIIPaB-
JSIETCS C

pe/IaraéMbIMU MY 33]1a4aMH.

HEYNOBJIETBOPUTEIILHO




8. YueOHoO-MeTOAMYECKOEe H HH(pOPMALIMOHHOE 00ecTiedeHHne TN CIUTITIHHbI

8.1 Oobs3aTesnbHast JIuTEpaTypa

Tun (y4eOHUK,
yueOHoe 1moco-

KoanuecTBO B

Ne | ABrOpshI, cocTa- Oue, yueOHO- I'on u3- | Hay4HoOI OMOJIMO-
3amiaBue (3aroJioBoOK)
n/n BUTEJH MeTOoIHYecKoe nanus | Texke / Haumeno-
nocooue, Npak- BaHnue JbC
THKYM, Ap.)
1 bapanogsa E. K. Kpunrorpadguueckue Mmetopl 3amuTel nHGOpMauu | YuebHOe  1OCo- 2015 2
: 1a6. mpaktukyMm : yue6. mocooue / E. K. bapanosa, A. B. babar. - oue
Mocksa : KHopyc, 2015. - 196 c. : un. + CD. - (bakanaBpuar). - bu6-
nuorp. B koHre 1. - ISBN 978-5-406-03802-4 : 250-00. - ISBN 205-
00.
2 ®opoysan, b. A. Kpunrorpagus u 6e3omnacHocts cereit [DnekrpoH- | YuebHoe  moco- 2017 OBC «IPRbooks»
HBII pecypc] : yueb. mocobue / b. A. @opoysaH ; mep. ¢ aHIvI. MOJ oue
pen. A. H. bepnuna . - Mocksa : UHTYUT, 2017 ; Capatos : By3os-
cKkoe obpazoBanue, 2017. - 782 c. : ni. - (OCHOBBI HH(OPMALIMOHHBIX
texHonoruii). - ISBN 978-5-4487-0143-6.
3 Xopes I1. b. IIporpamMHuo-annaparHas 3amura nHpopmanuu [Onek- | YuebHoe  moco- 2015 OBC
TPOHHBIN pecypc] : yueO. mocodue / I1. b. Xopes. - 2-e u3n., ucnip. u | 6ue «Znanium.com»

nor. - Mocksa : @opym : THOPA-M, 2015. - 352 c. - (Beiciee 06-
pazoBanwue). - ISBN 978-5-00091-004-7.

8.2 JlonoiHUTE/ILHASA JIUTEpPaTypa




Tun (yueOHuUK,
yueOHoe nocodue,

KoanuecTBO B
HAy4YHOIl 0u0-

Ne ABTOPBI, CO- Y4eOHOo- T'on u3-
n/n CTaBHUTEIH 3araage (3aro;1080x) MeTOoAHYecKoe Mo- | JaHus anorexe /
coéue, NpPaKkTH- Haumenosa-
K Hue IbC
KYM, /1p.)
1 Kykuna E. I'BBenenue B kpunrorpaduto [ DIeKTpoHHBIN pecype] : | YuebHoe mocobue | 2013 9BC
cOopHuk 3ana4 u ynpaxsenuii / E. I. Kykuna, B. A. Pomanbpkos. - OMck «IPRbooks»
:OMIY, 2013. - 91 c. - ISBN 978-5-7779-1588-7.
2 Hukudopos C. H. 3ammra undopmarnuu [DnekTpoHHbIH pecype] | Yuebnoe nocodoue | 2015 ObC
: yue6. mocooue / C. H. Hukudopos. - Cankr-IletepOypr : CIIOI'ACY, «IPRbooks»
2015. - 383 c. : mi. - ISBN 978-5-9227-0585-1.
3 Crounpia B. I Madopmanmonnas 6e30macHOCTh BRIYUCIUTENBHOHN | YueOnoe mocoomne | 2011 3BC
TEXHHUKU [DIEKTPOHHBIN pecypc] : yueOHoe nmocobue / B. I. Ciuupin. - «IPRbooks»
Tomck : Db Konrenr, 2011. - 148 ¢. - ISBN 978-5-4332-0020-3.
4 @equa @. O. MupopmannonHas 0Oe30macHOCTh [DneKTpoHHbIH | YueOHoe mocobue | 2011 3BC
pecypc] : yuebnoe nocodbue / @. O. @enun, B. I1. Odunepos, ©. O. «IPRbooks»

®enuH ; [mox pen. B. A. luxapesa]. - Mocksa : MI'TIY, 2011. - 260 c.




8.3 Ilepeuenb mpodeccHoHANbHBIX 0a3 AaHHBIX U WHGOPMALMOHHBIX CHPABOYHBIX CH-
cTeM

1. Hacking Everything. Pexxum moctyma: http://www.gomzin.com/crypto-gram.html, 2016-
01-01.

2. The Tiny Encryption Algorithm (TEA). Pexum JIOCTYyTIA:
http://143.53.36.235:8080/tea.htm, 2016-01-01.

3. bubnmoreka: 3ammra wHbopmanmu, Kpunrtorpadus. Pexum poctyna: http:/ www.win-
ni.narod.ru/biblio/cryptobib.htm, 2016-01-01.

4. JOKTPUHA MH®OPMAIIMOHHON BE3OITACHOCTHU POCCHUI-CKOM ®EJIEPA-
[INU. Pexxum nocrtyma: http://www.scrf.gov.ru/documents/5.html, 2016-01-01.

5. Pexumsbl G poBaHUS Omner 3eH3MH. Pexxum JlocTyna:
http://citforum.ru/security/cryptography/rejim_shifrov/, 2016-01-01.

6. Caiit bproca IlInaiiepa. Schneier on Security. Pexxum mocrtyma: https://www.schneier.com/,
2016-01-01.

7. DepepanbHas choyxk0a MO TEXHUYECKOMY M SKCIOPTHOMY KOHTpOJt0. Pexxum pocryma:
http://fstec.ru/, 2016-01-01.

8.411epeyeHb MPOrpaMMHOIO o0ecriedyeHH st

Ne HaumenoBanue 11O KonuuectBo | PekBu3uThl 10r0oBopa (nara,
n/n JHUIeH3HH HOMeEP, CPOK J1eHCTBHUA)
1 | Eclipse Foundation Eclipse Bepcus 4 HEOIPaHHM- JIunensus Eclipse Public
YCHHBIN License

2 | Microsoft Office Standard Bepcust 2007 | 636

3 | NetBeans Community NetBeans IDE HEOTrpaHu- JIvnensus LGPLv2.1, GPLv2

Bepcus 8 YCHHBIN with Classpatch exception
4 | The CodeBlocks team CodeBlocks Bep- | Heorpanu- Jlunensuss GNU GPLv3
cus 16 YCeHHBIN

8.50nucanue MaTepuaIbHO-TEXHHYECKO 0a3bl, HEOOXOAMMOIi I OCyIeCTBIEHUs 00-
Pa30BaTe/ILHOIO NpoLecca Mo JHCHHUILINHE

HaumenoBaHue OﬁOpyJIOBaHHl)IX y‘-leﬁl—[l)IX KaﬁHHeTOB,

Ne . Ilepeyenb ocHOBHOTO 000-
u/n Jlaboparopmii, MAaCTEPCKHUX H IP. 00bEKTOB 115 MPO- -
Be/ICHUS NMPAKTHYECKHUX U JIA00PATOPHBIX 3aAHATHH
Komnbrorepnsiii knacc. [lomemenue nias camocrositenb- | CToibl y4eHUUYECKHE, CTY-
HOU paOoThl. YueOHas ayTUTOPHS JJIs IPOBEACHUS 3aHs- | JIbsl yueHnueckue, [1K ¢ BbI-
TUI CEMUHApPCKOTO TUMA. YueOHas ayquTopus AJs Kyp- X0Z1oM B ceTb IHTEpHET
1 | COBOTO NPOEKTHPOBAHUS (BBITIOJIHEHUS KYPCOBBIX padoT).

VYueOHas ayquTopHst 1715 IPOBENICHHS TPYIIIIOBBIX U WH-
JIMBUIYaJIbHBIX KOHCYIbTAUN. YueOHas ayIuToOpHs s
NPOBEACHUS 3aHATHI TEKYIIETO KOHTPOJIS H IPOMEKY-

touHoi arrecrarmu. (I'-401)

KomnbrorepHsiit kiacc. YueOHast ayauropus ais npose- | Kommnerorep (MoruTop 197,
2 | neHWS 3aHATHH JEKIIMOHHOTO THIA. Y4eOHas ayIuTOpHUsS | CUCTEMHBIN OJ0K Pentium
JUTS IPOBEJICHMSI 3aHATHI cemMuHapckoro tumna. Yueonas | (R) Dual-Core E5500 2,8




Ay TOPHUsI JIJIs1 TPOBEICHUS JTAOOpaTOPHBIX paboT. Yued-
Hasl ayAUTOPHUSI TSl KYPCOBOTO MPOESKTUPOBAHUS (BBITION-
HEHHUS KypCOBBIX paboT). YueOHast ayTuTopust ISl TIPO-
BE/ICHHSI TPYMIIOBBIX U WHANBUIYAIbHBIX KOHCYIBTAIIUN
YueOHast ayAuTOpUs s IPOBEACHUS 3aHATUN TEKYILEro
KOHTPOJIsI U poMexyTouHou arrectanuu. (YJIK-401)

GHz /4 Gb /500 Gb) , cTon
YYEHUYECKUM, CTOJ KOMIIb-
IOTEPHBIH, CTOJI IIPETo/1aBa-
TEIbCKUH, CTYbs, Jlocka
ayIuTOpHasI(MeIoBas).

KommnbrorepHsii kinacc. YueOHast aymuTopus ISl IPOBE-
JICHUS 3aHATHH JEKIIMOHHOTO TUTA. Y4eOHas ayIuTOpUs
JUTSI IPOBEJICHUS 3aHATUN CEMUHAPCKOTO THMA. Y4yeOHas
aAyIUTOPHS JIJIsl TIPOBEICHUS 1a00paTOPHBIX padboT. Yueo-
Hasl ayAUTOPHUS ISl KYPCOBOTO MPOEKTUPOBAHUS (BBIION-
HEHUS KypCOBBIX padoT). YueOHast ayTuTOpHs s IPO-
BEJICHUSI TPYNIOBBIX U MHAUBUAYAJIbHBIX KOHCYIbTALUN
YueOHast ayUTOpus AJIs IPOBEACHUS 3aHATHIH TEKYIIETOo
KOHTPOJISI U TpoMexyTouHoi arrectanuu. (YJIK-408)

Kommnerorep (MonuTop 177,
cucremHubIi 6710k Intel (R)
Celeron (R) 2,66 GHz / 1
Gb / 80 Gb), mapmpyTu3a-
top 2801 Router, kommy-
tatop Catalyst,
SKpaH/MHTEpaKTUBHAs JA0C-
ka Smart Board TB, mpoek-
top Acer P1303W., cton
[IPENOJABATENbCKAN, CTOI
YUYEHUYECKUMN, CTOJ KOMITb-
FOTEPHBI, CTYII, JOCKA
ayauTopHas (MapKepHasi).

VYyeOHast ayUTOpHs IS IPOBEACHUS 3aHATHIA JIEKIIMOH-
HOTO TUMA. Y4yeOHas ayTuTopus AJs IPOBEICHUS 3aHs-
TUH CEMUHApPCKOro TUNa. Y4yeOHas ayIuTopus AJs Kyp-

COBOT'O IPOEKTUPOBAHUS (BBIIIOJIHEHUSI KYPCOBBIX padoT).

Y4eOHast ayquTOPHS IS IIPOBEICHUS TPYIITOBBIX U MH-
TUBUIYaTbHBIX KOHCYIbTAIMHN. YdueOHas ayquTopust st
MIPOBEACHMSI 3aHATHI TEKYIIEro KOHTPOJISI U TPOMEXKY-

touHo# arrecraruu. (YJIK-418)

Croin yueHHueCKui ABYyX-
MeCTHBIH (MOHOOJIOK), T0C-
Ka ayuToOpHas 3-X CEKIIH-
OHHas (MeJIoBast), CTOJ Mpe-
MOAABaTEIbCKUM, CTYJ, IPO-
eKkTop Acer
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