MHWHHUCTEPCTBO HAVKM 1 BBICIIET'O OFPABOBAHU ST POCCUMCKOM ®EJEPAITN
(dbenepaibHOE TOCYIaPCTBEHHOE OIOIKETHOE 00pa30BaTeIbHOE YUPESKICHHUE
BBICIIETO 00Pa30BaHUS
«TONMBATTUHCKUN TOCYIAPCTBEHHBIA YHUBEPCUTET)»

OT.02

(unoekc OucCyuniIunbl)

PABOYAS ITPOI'PAMMA JUCHHUIIVIMHBI

AJIMUHUCTPUPOBAHKE CUCTEM MH(OPMAITMOHHON 06€3011aCHOCTH

(HaumeHoBaHUe OUCYUNIUHDBL)

110 HAIIpaBJICHHUIO ITIOATOTOBKH (CHGHI/IaHBHOCTI/I)

09.03.03 IlpuxiagHas uHGpoOpMaTUKa

HaIpaBJIeHHOCTD (IpOouIIb)
busnec-undopmaruka

dopma 00ydeHHs: 3a04Hast
T'om Habopa: 2019

Oomras TpynoemkocTsb: 2 3E

Pacnpeue.ﬂeﬂne JaCo0B JUCHUIIJIMHBI IT0 CeMeCTpamM

CemecTp 4

dopma KOHTPOJIS g Hroro
Bup 3ansaTui .3a4€T
Jlexum 8 8
JlaGoparopHble
IIpakTueckue 8 8
PykoBOICTBO: KypcoBbie paboThI (ipoektsi) / PI'P
[IpomexxyTouHas arTecTanus 0,25 0,25
KonrakTHas pabora 16,25 16,25
CamocrosTenbHas paboTa 52 52
Kontpois
Hroro 72 72




Pabouyro nporpammy coctaBui(u):

JOLCHT Ka(bez[pm ((HpI/IKJIa,Z[HaSI MareMarmkKa u I/IH(l)OpMaTI/IKa» JOLCHT K.T.H. KYSLMI/I‘-IGB A.B.
(Oonacnocmn, yueroe 3eanue, cmenenv, Pamunus U.0.)

PenensupoBanue paboueii mporpaMmMbl AUCHUTUINHBL

OtcyrcerByeT

Penensent

(Oonocnocms, yueroe 36anue, cmenenv, Pamunus 1.0.)

PaGouas mporpamma coctasieHa Ha ocHoBanun @I'OC BO u y4eOHOro 1iaHa HarpaBieHUs TOJ-

TOTOBKH (CIIEUATBHOCTH)
09.03.03 IlpuxiagHas uHGOpMaTUKa

(KOO u HauMeHOB8aHUe HANPAGIEeHUs NOO2OMOBKY, cheyuanbHocmu 6 coomgemcemeuu ¢ @IOC BIIO)

Cpoxk aeiicTBusl padoyeid mporpaMMbl THCHUILTHHBI 10 «23» nekadps 2024 r.

YTBEPXIEHO

Ha 3acenannm kadenpsl «[Ipukinagnas MaTeMaTuka U HHPOPMATHKAY
(mpotoxkon 3acenanust Ne 1 or 30.08.2018r. ).

®reoy BO "TON meMHCKMM MopnucaHo ynposon nognucsto: ProOy
FOCYOJAPCTBEHHbIN YHUBEPCUTET", BO "TONbATTUHCKM FOCYJAPCTBEHHbIN
TONBATTUHCKNN YHUBEPCUTET", TONbATTUHCKIIA

rOCYD,APCTBEHHbWI YHUBEPCUTET, rOCYOAPCTBEHHbIV YHUBEPCUTET, TTY
Y Hata: 2023.01.17 15:34:48 +04'00'



1. Ileanb ocBOeHUS AUCHHILTHHBI

Llenp — w3ydeHHE METOJOB M CPEICTB yIpaBieHHUs WH()OPMAIMOHHON 0E30MaCHOCTBIO pacIpese-

JICHHBIX KOMIIBIOTEPHBIX CHUCTEM, U3YYCHHE OCHOBHBIX MOAXOI0B K pa3paboTKe, pean3aliiu, dKC-

TUTyaTaluy, aHaJIu3y, COTIPOBOXKACHHUIO U COBEPIICHCTBOBAHUIO TEXHOJOTUH paclpeIeICHHBIX KOM-

MBIOTEPHBIX CHCTEM.

3amaun:

1. oOydyeHHe CTYJIECHTOB CHCTEMAaTH3WPOBAHHBIM MPEACTABICHUSAM O MPUHIHUIIAX MOCTPOCHUS CH-
CTEMbI 0€30MaCHOCTHU PACPEICICHHBIX HHPOPMAIIHOHHBIX CUCTEM;.

2. W3JIOKEHHUE OCHOBHBIX TEOPETHYCCKHUX KOHICIIMH MO 0Ee30MacHOCTH MH(POPMAIIMH, ITOJI0KEH-
HBIX B OCHOBy HOCTpOCHI/IH COBpeMeHHBIX pacnpe;[eﬂeHHHx I/IH(bOpMaLII/IOHHbIX CUCTCM.

3. Jlath cTpareruu yrnpaBiCHHUS U pa3TpaHUYCHUs JOCTYIA K pecypcaM pacipeIeIeHHbIX HHPOP-
MAIIlMUOHHBIX CUCTECM.

4. JlaTh OCHOBaM aJIMUHUCTPHPOBAHMS PACIPEICIICHHBIX NH()OPMAIMOHHBIX CUCTEM.

2. MecTo tucuunIuHbI (yueoHoro kypca) B crpykrype OIIOII BO

Hannas nucrumuuza (yueOHblil kypc) otHocutcs K OT "Iucuumnuasl (Moaynan)" (DakynsTaTuBh).

JucuuminHel, yaeOHble KypCchl, HA OCBOEHUHU KOTOPBIX 0a3upyeTcs JaHHas AUCUMIUIMHA (y4eOHBIN
Kypc) — Kommnbrotepusie ceti, KomnbroTepHbie ceTu.

JucuurumHel, yaeOHbIE KYPChI, Il KOTOPBIX HEOOXOJMMBI 3HAHUS, YMEHUs, HaBbIKH, TproOpeTa-
eMble B pe3ylibTare M3y4eHUs JaHHOW JUCHUUIUIMHBI (YueOHOro Kypca) — BeimyckHas kBanupukalnnoHHas
pabora .

3. Ilnanmpyemble pe3y/abTaThl 00y4eHHs

dopmupyembie U
KOHTPOJIMpYyeMble KoMIIe-
TeHLUH
(KOJl 1 HAUMEHOBaHHUE)

HNuaukaropsbl 10cTHKE-
HHUS KOMIIeTeHIU I
(ko1 1 HAMMEHOBAHUE)

Ilnanupyembie pe3ybTaThbl 00y4eHHsI

[IK-7: Cnocobnocts ocy- | UTIK-7.1 3naer TexHomOTUH

IIECTBIIATh BeJICHUE Oa3bl
JaHHBIX W HNOAACPIKKY HWH-
dopmarrionHoro  obecrie-
YCHUA pPCHICHUA MpPUKIAI-
HBIX 3a]1a4

pa3paboTku U BeleHus Oa3
JTAHHBIX;

UIIK-7.2 Ymeer npoOeKTHPO-
BaTb U pa3pabarbiBaTh 0a3bl
JIAHHBIX, UCIIOJIb30BaTh UX JUIS
MOJJICP)KKA  MH()OPMAITMOHHO-
ro oOecrnedeHuss  pelIeHHs
MPUKIIAJIHBIX 33/1a4;

UIIK-7.3 Bnanmeer HaBLIKaMU
IKcIUTyaTanuu  0a3  JTaHHBIX,
MOJJIEP)KKU  MH(OpMaIIMOHHO-
ro obecrneyeHUs]  pelieHus
MPUKJIAJHBIX 33734

3HATh: OCHOBHBIE CPEICTBA U CIIOCOOBI
obecrieuennss WHOOPMAIIMOHHONW O€30-
MacCHOCTH, TPUHIUIBI TMOCTPOEHUSI CHUC-
TEM 3aIUTHl HHHOPMALNH

3HaTh: AaBTOMAaTU3HPOBAHHYIO CHCTEMY
KaKk O0OBEKT MH(pOPMAIMOHHOTO BO3EH-
CTBHSI, KPUTEPHH OIIEHKH €€ 3allHIIeH-
HOCTH M METONbl OOECHeueHHsl ee WH-
(hopmanmoHHON 6€30MaCHOCTH

3HaTh: OCHOBHBIE MEpBI IO 3AILUTE WH-
dbopmani B aBTOMAaTH3HPOBAHHBIX CH-
cTeMax (OpraHu3allMOHHbIEC, IIPABOBBIE,

MporpaMMHO-almaparHble,  KPHUIITOrpa-
¢buyeckue, TEXHUYECKHE)
yMeTh:  3((PeKTHBHO  HCMOIB30BATH

Kpunrorpaguueckre MEeTOJbl U CpeliCTBa
3aMThl MH(OpMaMKU B aBTOMAaTH3UPO-
BaHHBIX CUCTEMAX




yMETh: BOCCTaHaBIUBAaTh pabOTOCIIO-
COOHOCTh TOACUCTEMBI HH(OPMAIMOH-
HOI1 0€301aCHOCTH aBTOMaTH3UPOBAHHBIX
CHUCTCM B HCHITATHBIX CUTYAlIUAX

BJIaACTh: METOAAMHM M TCXHOJIOTUAMH
IMPOCKTUPOBAHWA, MOACIUPOBAHUA, HUC-
CJICAOBaHHUA aBTOMATHU3UPOBAHHBIX CHC-
TEM U IIOACHCTEM 0€30I1aCHOCTH aBTOMa-
TU3UPOBAHHBIX CUCTCM

BIAJCTh. METOAAMU MOHHUTOPUHIA H
ayAWuTa, BBISBICHUS Yrpo3 HHQpOpMAIu-
OHHOM 0€30MacHOCTH aBTOMAaTU3MPOBaH-
HBIX CHCTEM

BJIQJICTh: MPO(decCHOHANBHONH TEPMUHO-
jJorued B oOmacth HMH(POPMAITMOHHOM
0€3011aCHOCTH




4. CTpyKTypa H cojepKaHue TUCUUILUINHBI AIIMUHUCTPUPOBaHHUeE cCcTeM HHPOPMALIMOHHOI 6€30MacHOCTH

Bun

DopMbl TEKYLIEro

Monyab . HanmeHnoBaHue TeM 3aHATHI Oobem, HNHTepakTUB, KOHTPOJISI (HAUMEHO-
y4eOHoi . Cemectp Banubl
(paznen) DaGOTLHI (yueoHOii padoThI) q, . BaHHe OLIEHOYHOT0
cpeacTna)
O6mmue OO6mre BOMpOCH yIpaBieHUsI HH()OPMAIIMOHHON 0e3-
o JCKITUS H P yrp popman 2 - TecroBeie 3amanus 1
BOTIPOCHI OITACHOCTBIO PaCIpeIeICHHBIX HHPOPMAIIMOHHBIX CHCTEM
yIpasJe-
HUS UH-
dopmaru-
OHHOM 0e3-
OTIacHO-
CaMOCT. M3ydenue JIGKIIMOHHOTO Marepuaia v MoJroToBKa K
CTBIO pac- 4 2 - TecroBsle 3aganus 1
pabota MPAKTHYECKUM 3aHATHIM
npeesieH-
HBIX WH-
dbopmaru-
OHHBIX CHU-
CTEM
JIEKIUSA City>kObI KaTaJIOTOB 4 1 - TectoBble 3aganus 2
CaMOCT. M3ydenue JIEKIIMOHHOTO MaTepuaia U MoAroToBKa K
yd n P a 4 4 - TecTtoBbIe 3amaHus 2
pabota MTPAKTHYCCKUM 3aHATHAIM
JIEKIAST Active Directory 4 1 - TecrtoBble 3agaHus 2
CaMOCT. M3ydeHue JIGKIIMOHHOTO MaTepuaia v MoJroToBKa K
CryxObI i p a 4 16 - TecroBblie 3amanus 2
KATATOLOB pabota MIPAKTHYECKUM 3aHATHIM
JIEKIIUSA OpenLDAP 4 2 - TectoBble 3amanus 2
MPaKT. 3a- OTtyeT no nmpakTU4YECKOi
p YcranoBka OpenLDAP 4 2 24 - p
HATHE paborte (3amura)
MIPaKT. 3a- . OTt4er no MpakTUYECKOn
P Hactpoiika OpenLDAP 4 4 48 - P
HATHE pabote (3ammTa)




MIPaKT. 3a- . OTueT 1o IMpaKTHYECKOM
p Pa6ora ¢ yrunuroi LDIF 2 24 p
HATHE pabote (3ammTa)
CaMOCT. N3yyeHne IEKIIHOHHOIO MaTepraa 1 MOArOTOBKA K
v P A 16,25 TecrtoBble 3amanus 2
pabota IIPAKTUYECKUM 3aHATHIM
OTKa30yCTOMYUBOCTE pacipeneIeHHbIX HH(POpMaIHOH-
JIEKLINS y paciiped (popman 1 TectoBbIe 3agaHns 3
HBIX CUCTEM
OTKa3oycT| CaMoOCT. H3yuenue NEKIIMOHHOTO MaTepraia v IOATOTOBKA K
. Y yd 1 P o 6 TectoBble 3agaHus 3
oilunBoCTH| pabora MIPAKTHYCCKUM 3aHATHAIM
acrpenen Be3omacHoCTs HHGOPMAIIMH B pacpeneIeHHBIX (aiiio-
pactipex JIEKLINS (opman paciipell b 1 TectoBble 3agaHns 3
€HHBIX BBIX CHCTEMAxX
nHbOpMaL]| CaMOCT. H3yuyenne NeKIIMOHHOIO MaTepyala U MOArOTOBKA K
(bop v 1 p A 7,75 TecrtoBble 3amauud 3
HOHHBIX paboTta MIPAKTHYECKUM 3aHATHAIM
cucteM | Kortposs WToroBeIii TECT IO KypCy 100
IIPOM. aT-
P 0,25
TECT.
Htoro 12 100




5. OoOpa3oBare/ibHbIE TEXHOJIOTUH

[Ipu n3yyeHnn AUCUUILIMHBI (y4eOHOro Kypca) MCHONB3YIOTCS AMCTaHLIMOHHBIE 00pa3oBa-
TEJIbHBIE TEXHOJIOTHH.

6. MeToauyecKue yKa3aHusi 0 OCBOECHUIO THCIUIIHHbI
6.1PexoMeHIaIMHU MO MOATOTOBKE K MPAKTHYECKUM 3aHATHAM

Cryaenram cienyer:

® [IpU MOJArOTOBKE K 3aHATUAM 0053aTeIbHO UCIIOIb30BaTh HE TOJIBKO Y4EOHYIO JINTEPATypy, HO U
JIpyTr€ UCTOYHUKH;

e B HayaJle 3aHATHUH 3a/1aTh NPENOIABATENI0 BOIPOCH] 10 MaTepUally, BbI3BaBIIEMY 3aTPYyIHEHHs B
€ro MOHMMaHUM U OCBOCHUM IIPU PELICHUH 3a/1a4, 3a/IaHHbIX Ul CAMOCTOSATEIILHOTO PELICHMS;

® Ha 3aHATUU JOBOJIUTH KXKIYIO 3a/1a4y /10 OKOHYATEJIIbHOIO PEIICHUs, JEMOHCTPUPOBATH MIOHU-
MaHHe IyTel pelIeHUs IOCTAaBICHHBIX 3a/1auy U OCBOEHUS BbIJAHHBIX 3HAHUMU, B Ciydae 3aTpyl-
HEHMH 00palaThCs K MpernoiaBareo.

[Ipu caMoCTOATENBHOM PELIEHUH 3a/1ad HYKHO 0OOCHOBBIBATh Ka)KJIblil 3Tal pelieHus, uc-
XOJIl U3 TEOPETUYECKUX IMOJIOKEHUH Kypca. Ecliu cTyeHT BUAUT HECKOJIBKO IyTel pelieHus 3aj1a-
YH, TO HY>)KHO CPaBHUTb UX U BbIOpaTh caMblil paniroHanbHbIH. [lone3Ho 10 Havyana pemeHus 3aia-
YM COCTaBUTh KPATKHi IJIaH perieHus 3aaadu. Pemenue npoOieMHbIX 3a/1a4 WK IPUMEPOB CIIEY-
eT u3jararb MojpoOHO, OTHEINssl BCIIOMOTraTrejabHble MYyTH PEIICHHs OT OCHOBHBIX. PemieHus mnpu
HEOOXO0IMMOCTH HYKHO COIPOBOXKJaTh KOMMEHTApUAMHU, CXEMaMHU, aJITOPUTMaMH.

Cnenyer NOMHUTB, YTO pEIICHUE KaK0W yuyeOHOM 3a7a4M JOJKHO JOBOAUTHCS 10 OKOHYA-
TEJIBHOTO JIOTUYECKOr0 OTBETA, KOTOPOro TpedyeT YCIOBHE, M IO BO3MOXKHOCTHU C BbIBOJIOM. [loiy-
YEHHBIN OTBET CJIEIYET MPOBEPUTH CIOCOOAMHU, BBHITEKAIOIIMMH U3 CyIIeCcTBa JaHHOW 3aaaun. [lo-
JI€3HO TaKXe (eCIM BO3MOXKHO) PelIaTh HECKOJIIBKUMHU CIIOCOOAMU M CPAaBHUTH MOJIyYEHHBIE Pe3yib-
TaTbl. Perienye 3a1a4 1aHHOTO THUIIA HY>KHO IIPOIOJIKATh A0 MPUOOPETEHUSI TBEPIbIX HaBBIKOB B UX
pEILIECHUN.

6.2PexoMeHIal[uM MO MOATOTOBKE K TECTHPOBAHUIO M0 TeMaM Kypca

TecTsl — 3TO BONPOCHI WIX 3aJaHUs, IPEIyCMaTpUBAIOIINE KOHKPETHBIM, KPATKHUM, YETKUI
OTBET Ha UMEIOIIHECS ITAJIOHBI OTBETOB.

[Ipu camocToATEIbHON MOATOTOBKE K TECTUPOBAHUIO CTY/IEHTY HEOOXOUMO:

a) TOTOBSCh K TECTUPOBAHMIO, TPOpaboTaiiTe MHPOPMAIIMOHHBIA MaTepral Mo JUCLUITIIMHE.
[TpokoHCYIBTUPYHTECH C TIPEIIOIaBaTeNIeM 10 BOMPOCY BHIOOpa yueOHOM TUTEpaTyphl;

0) 4eTKO BBISICHUTE BCE YCIOBUS TECTUPOBAHUS 3apaHee. Bl TOKHBI 3HAaTh, CKOJIBKO TECTOB
Bam OyneT npeiokeHo, CKOJIbKO BPEMEHU OTBOJIWTCS Ha TECTHPOBAHHUE, KAKOBA CUCTEMAa OLEHKU
pE3yNbTaToOB U T.1.;

B) IpHcTynas K paboTe ¢ TeCTaMu, BHUMATEIbHO U /10 KOHIIA IPOYTUTE BOIIPOC U Mpesiara-
eMble BapuaHThl OTBETOB. BriOepute npaBmibHBIE (MX MOXET OBbITh Heckosibko). Ha ornensHoM
JIMCTKE OTBETOB BBIMUILUTE U(PPY BOIPOca U OYKBbI, COOTBETCTBYIOIINE IPAaBUILHBIM OTBETAM;

I') B IIPOLIECCE PELICHUS JKEIATEeIbHO MPUMEHATh HECKOJIBKO NOJXOJI0B B PEIICHUN 3a/1aHU.
OTO0 MO3BOJIIET MAKCUMAJIbHO TMOKO OMEepUpOBaTh METOJAMU PELICHUSI, HaXO/s KaKIbli pa3 ONTH-
MaJIbHbIN BapHUaHT.

1) ecnu Bbl BcTpeTnin upe3BbluaiiHO TpyAHbIN A Bac Bonpoc, He TpaTbTe MHOTO BpEMEHU
Ha Hero. [lepexonute k Apyrum Tecram. BepHuTECh K TpyJHOMY BOIIPOCY B KOHIIE.

€) 00s13aTeIbHO OCTaBbTE BpPEMs ISl MPOBEPKU OTBETOB, UYTOOBI M30€kKaTh MEXaHUYCCKHUX
OLINOOK.



TGCTI/IpOBaHI/Ie - IIO3BOJISICT OLUCHUTH 3HAHHUC q)aKTI/I‘-IeCKOFO Marcepualia, YMCHUC JIOTHYCCKU
MBICJ/IMTB, CIIOCOOHOCTh K pe(bHeKCI/II/I N TBOPYCCKH IIOAXOAUTH K PCHICHUIO MOCTaBJICHHOM 3aJa4H.

6.3 PexoMeHaanum mo noaroToBKe K IK3aAMCECHY

[TonroroBka K 9K3aMeHy CIOCOOCTBYET 3aKPEIUICHHUIO, YIITyOJICHHIO U 0000IIEHHUIO 3HAHUH,
MOJIy4aeMbIX, B Ipoliecce 0OyUYeHHUs], a TAKKE MPUMEHEHUIO X K PEIICHUIO MPAKTUYECKUX 3aj1ad.
[oTOBSICH K 3K3aMEHY, CTYICHT JUKBUIAUPYET UMEIOUIUECS MPOOEbl B 3HAHUAX, YIITYOJIsAeT, CUCTE-
MaTmeyeT nu ynopsmormBaeT CBOU 3HAHWNA. Ha 3K3aMCH CTyI[eHT I[CMOHCTpI/IpyeT TO, 4YTO OH HpI/I-
o0Open B mporiecce 00ydeHUs 110 KOHKPETHON yu4eOHOM TUCIUIUIMHE.

HGOGXOI[I/IMO OpI/IeHTI/IPOBaTB CTy,Z[eHTOB Ha CI/ICTeMaTI/I‘ICCKyIO IIoar OTOBKy K 3aHATHUAM B
TEYEHUE CEeMECTPa, YTO MO3BOJIMUT UCIOJIb30BATh BPEMsI SK3aMEHALIMOHHOM CECCUM JIJIsi CUCTEMAaTH-
3aIlMy 3HAHUH.



7. OueHo4YHbIE CPEACTBA

7.1TlacniopT OLlEHOYHBIX CpeACcTB au(. 3aueTy

Cemectp | Kog koHTpOJIMpY- HaumenoBanue
eMOil  KOMIIeTeH- OIIEHOYHOI'0 CPeCTBA
muu (WM ee 4a-
CTH)
4 TectoBbie 3a1aHus 1O JIEKIIMOHHOMY Marepuaiy. Borpocsl
I1K-7 Mo c/1a4ye TUCUUIUIMHBL. OTUeThl MO MPAKTUYECKUM 3aHATH-
M.

7.2TunoBble 3alaHusl WJIKM UHBIC MaTepHuaJbl, H606XOHI/IMbIe AJIS TEKYINET0 KOHTPOJIsA

7.2.1 TecroBble 321aHNA

Tunosbie npuMepsI 3aJaHUH

1. Kakue Buibl ayTeHTU(UKAIIUU CYIIECTBYIOT?
OnHOCTOPOHHSIA

JIByCTOpOHHSIA

TpéxcTopoHHsSA

Bce nepeuncnenssie

2. AyteHTHUKALIMA - 3TO
MIPOBEPKA MPUHAJIEKUT JIU CYOBEKTY JOCTYyIA MPEAbIBICHHBIA UM HUIEHTU(DUKATOD
IIPOLIECC MIPETOCTABICHUS ONPENEIEHHOMY JIUIy NPaB Ha BBIIIOJHEHUE ACUCTBUN K JOCTYILY
uH(popMaIu
MIPOBEpKa Ha KPUNTOCTOMKOCTh METOJIOB KpUNTOrpadun
BbIOOp MPUHIIMIIA JOCTyNA K UH)OPMALIMOHHBIM pecypcaM OpraHu3aIiu

3. Unentuduxamnms — 3710. ..

YCTAaHOBJICHHE TOXKJIECTBEHHOCTH HEM3BECTHOTO OOBEKTa M3BECTHOMY Ha OCHOBAaHWHU COBIIA-
JICHHS IPU3HAKOB

[Ipouiecc npenocraBiaeHUs ONPEICTCHHOMY JIMIY TTPaB Ha BBIMOJHEHUE HEKOTOPBIX AEHCTBHI
MIPOBEpKa MPUHAICKHOCTU CYObEKTY IOCTYIa IPEIbSIBICHHOTO UM UACHTU(HKATOpa

BCE BBIIIE EPEUUCIEHHOE

4. Yto oTHOCHUTCS K ayTeHTU(UKALMU HA OCHOBE OMOMETPUUYECKUX XapaKTEPUCTUK?
AHanu3 ocoOeHHOCTeH! rojoca
Pacno3naBanue peun
OtneyaTky nanbleB
CkaHupoBaHME pay’)KHOI 000JI0UKH T1a3a
AHanu3 3HaHUHN Pa3IeIsIeMOro CeKpeTa

5. K 6a30BBIM TEXHOIOTUSAM 3aLTUTHI HHGOPMAITUH OTHOCITCS:
uaeHTU(DUKAIUS U ayTeHTUDUKAIUS

aBTOpH3AIUS

ayuT



mmdpoBanue
X3IINPOBAHUE
cKaTue

KO/IMPOBAaHUE

6. J171st yero 0OBIYHO MCIIONIB3YETCS TTAPOJIh
UICHTH()UKAIH

perucTpanuu

ayTeHTU(pHUKAIIH

aBTOPHU3AIUH

7. Ilporiecc B3auMHOM ayTeHTU(GUKAIIMK MOApa3yMeBaeT

[Tonp3oBaTens ayTeHTUGHUIMPYETCS CUCTEMOI, a CUCTeMa ayTeHTHU(HUIMPYETCS MOJIb30BaTe-
aemM

[Tonp3oBaTens ayTeHTHPHUIUPYETCS HA IBYX CUCTEMax OJHOBPEMEHHO

[Tonb30Barens ayTeHTUPHUIIUPYETCS CEPBEPOM, a 3aTEM — IIPOLECCOM

[Tonb3oBarenb ayTeHTUPHUITUPYETCS, MOTyYaeT OMIET, a 3aTeM C IOMOIIbIO OHMJIeTa ayTeHTH-
bunupyercs ciayx00it

8. Uto sBIsieTCSI OCHOBHOM LEJIBIO UCTIOJIb30BaHMSI X3IMPOBAHUS APOJIsl [TOJIb30BATEIS
CHIDKAET TpeOyeMblii 00BEM IMCKOBOIO IPOCTPAHCTBA I XPAHEHUS IapoJis [10JIb30BaTeNs
IPEIOTBPALIAET O3HAKOMIIEHUE KOTO-TH00 ¢ OTKPBITHIM TEKCTOM MapOoJIst

MO3BOJISIET U30€KaTh U30BITOUHOM 00padOTKH, TpeOyeMOl aCHMMETPUYHBIM aJITOPUTMOM
npeaoTBpaliaer araku mosropa (replay attack)

9. Kakue BU/IbI ayTEeHTU(PHUKALUN CYIIECTBYIOT?
OnHOCTOpOHHSIS

JIByCTOpPOHHSA

TpéxcTopoHHsIA

Bce nepeuncnenssie

10. AyTeHTu(uKaIus - 370
IIPOBEPKA MPUHAJIEKUT JIU CYOBEKTY JOCTYyINA NMPEAbIBICHHBIA UM HUIEHTU(DUKATOP
IIPOLIECC MTPENOCTABICHUS ONIPENEIEHHOMY JIMIy IPaB Ha BBIIIOJHEHUE ACUCTBUN K JOCTYILY
uH(pOopMaIn
MIPOBEPKa Ha KPUITOCTOMKOCTh METOJIOB KpUNTOrpaduu
BBIOOD MPUHIUINA JOCTyNA K HHPOPMAIIMOHHBIM peCypcaM OpraHu3aiuu

Kparkoe onncanue U periiaMeHT BbIIOJIHEHHSA
K Ttectam pomyckaroTcsi BCe CTYACHTHI.
[To pe3ynbraTram HTOTOBOTO T€CTA CTYACHT MOXET HaOpaTh MakcumaibHO 100 6anos.

Kpurepun onenkn:
MaxkcumanbHoe KoiauuecTBo 0amioB — 10 0. (0ayuibl CTyIEHTY HaYMCIAIOTCS aBTOMAaTHUYECKH
IPONOPIHMOHAIBLHO BBIITOTHEHHBIM TECTOBBIM 33JJaHUSIM)

7.2.2 OT4er MO NPAKTHYECKHUM 3AJAHUAM

Tunosoil npumep 3agaHus

IpakTnyeckoe 3ansitue Nel «YcranoBka OpenLDAP»



®opma oTueTa o MpaKTHIEeCKOMY 3aHsATHIo Nel
- TUTYJIBHBIN JIUCT;

- 33/IaHNC;

- pe3yJIbTaT BBIOJIHEHUS 3a/1aHHUS;

- pe3ynbTaT dKCcrepuMeHTa (TabauIbl U TpaduKn);

- BBIBOJIBI 110 paborTe.

IIpakTnyeckoe 3ansitue Ne2 «Hacrpoiika OpenLDAP»
®dopma oTyeTa MO MPAKTUYECKOMY 3aHATHIO Ne2

- TUTYJIbHBIH JIUCT;

- 3alaHuEC;

- pe3yJbTaT BHINIOJIHEHUS 3aaHNUs;
- pe3yJIbTaT dKCTIIepUMEHTa (TaONHIIbI U TPaQUKH);

- BBIBOJIBI 10 padorTe.

IIpakTyeckoe 3ansaTue Ne3 «Padora ¢ yruiauroun LDIF»
®opma oTueTa 1o MpaKTHIECKOMY 3aHATHIO0 Ne3

- TUTYJIbHBIN JIUCT;

- 3aJIaHNE;

- pe3yJbTaT BHIIOJIHEHUS 3aaHNUs;
- pe3ynbTaT dKCIEpUMEHTa (TabauIbl U TpapuKn);
- BBIBOJIBI 110 pabore.

Kparkoe onncanue U periiaMeHT BbIIIOJIHEHHSA

K BbINOTHEHMIO MPAKTUYECKUX PAOOT TOMYCKAIOTCS BCE CTYNEHTHI.

BeinonustoTess paboThl Ha KOMIBIOTEPE € MCIIOIb30BAHUEM IIPOIPAMMHOI0 00ECHeUeHHs CO-
[JIACHO MIMBUAYaJIbHOMY BapUaAHTY 3aaHMs, IPELyCMOTPEHHOIO B METOAUYECKUX PEKOMEHAALMIX.

Kputepun onenkmn:

DopMbl TeKy1Ie-
ro KOHTPOJIs

Kpurtepuu u HOpMBbI OlleHKH

Ot4er o mpaxTH-
yeckoil pabore

10 Oay10B — 3aaHME BEITOIHEHO B ITOJIHOM 00BbEME Oe3 3aMeuaHui

8 0anmoB — 3aJaHUE BBHIMOJIHEHO B TMOJTHOM 00BEME, MPUCYTCTBYIOT 3aMeda-
HUS 110 BBIIOJHEHUIO 3adaHuUs

5 Gansa — 3a/1aHK€ BBINOJIHEHO HE B TIOJTHOM 00BbEME, IPUCYTCTBYIOT HECYILIE-
CTBEHHBIE 3aMEUYaHUS

3 Oamna — 3a7aHue BHIMIOJIHEHO HE B TIOJTHOM 00BEME, IPUCYTCTBYIOT 3aMeda-
HUS 110 BBIIOJHEHUIO 3adaHuUs

0 GamIoB — 3ajaHNE HE BBHIIOJIHEHO

7.301eHO4YHbIE CPEeACTBA AJs NPOMEXKYTOYHOMH ATTECTALMH MO0 UTOraM OCBOEHHS JMCIIH-

INJIMHBI

7.3.1 Bonpochl K NIPOMEKYTOYHOM aTTECTAIHNA

NoabkowhE

0630p CeteBas (daiinoBas cucrema KOMIIAaHUH Sun

Ces3p CereBas (aitioBas cuctemMa KOMIaHUU Sun

[Tponeccor CereBas daitioBas cucteMa KOMIIAaHUU Sun

NmenoBanue CeteBas (aityioBas cucreMa KOMITAaHUU Sun
Cunxponnzanus CeteBas ¢ailioBast cucTeMa KOMIIAaHUU Sun
KampoBanue u permukanus CereBas (aitioBas cuctemMa KOMIaHUU Sun
OrTxkazoycroitunBocTh CeTeBast (ailioBas cucTeMa KOMIIAaHUU Sun




o

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.

3ammra CereBas (aiiioBas cucteMa KOMOaHUM Sun
®aiinosas cuctema Coda - O630p

@aiinosas cucrema Coda - CBsi3b

®aiinosas cucrema Coda - [Ipomecchr

@aiinosas cucrema Coda - ImeHOBaHUe

daiinoas cucrema Coda - CHHXpOHHU3ALHS
@aiinosas cucrema Coda - KammpoBanue u periikanus
®aiinoas cucrema Coda - OTKa30yCTOHYHUBOCTh
@aiinosas cucrema Coda - 3amura

Hpyrue pacripeneneHHble (paiaoBble CUCTEMBI

Plan 9 —pecypcebl kak ¢aitbi

XFS —daiinoBas cuctema 6e3 cepBepoB

SFS —macmrabupyemast 3ammra

CpaBHeHuUe pacnpeielIeHHbIX (aiIoBbIX CUCTEM
[TonsATHE OTKA30yCTOMYUBOCTH

OCHOBHBIE KOHIIETLIUU

Monenu oTka3oB

MackupoBanue omMOOK MPH MOMOILU U30bITOUHOCTH
OTKa30yCTOHYMBOCTD MIPOLIECCOB

Bomnpocs! pazpabotku

MackupoBka OIIMOOK U perIKaIus

CornamieHus B cucTeMax ¢ olMOKaMu

Hanexnast cBsI3b KIIMEHT-CEPBEP

CkBo3Has nepesaua

Cemanrtuka RPC npu Hannyuu ommbok

Hanexnas rpynmnosas pacchlika

ba3oBbIe cXeMBI HAJIEKHOM TPYIIIOBOM PACCHIIKH
MacurabupyeMocTb HaIeKHOM IPyNIOBON PACCHIIIKU
ATomapHasi TpyIIoBasi pacchliika

PacnipenenenHoe noaTBepKACHNE

JIByx(a3Hoe moaTBepKACHUE

TpexdaszHoe noarsepxkaeHUE

BoccranoBienne 1aHHBIX

OcHOBHBIE IOHATHSA

Coznanne KOHTPOJIbHBIX TOUYEK

[TpoTtokonupoBaHue cooOLIeHUH

Otkpeitas peanuzanus LDAP.

Hctopus nosenenust OpenLDAP.

OcHoBHbIE KOMITOHEHTBI OpenLDAP.

[Tpumeps! ncnons3oBanus OpenLDAP

Active Directory - YnpasiieHre yIeTHBIMH 3aITHCAMH.
Active Directory - JloBepuTenbHbIC OTHOIICHHS.
Active Directory - UHCTpyMEHTbI a IMUHUCTPHPOBAHHSI.
Active Directory - I'pynmoBas monuTHKa.

Active Directory - PacuupsemMocTb.

Active Directory - Paznenenue gusndeckoii ceTu.
Omnpenenenre U Ha3HAYEHUE CITYXKO KaTaloros.
CepBep cy)ObI KaTaloroB.

OcHoBbl peanuzanuu CiyxObl KaTaaoros

OO6mre BOonpocCHs! yrpasiieHUs] HH(POpPMAIIMOHHON 0€30IacHOCThIO paclpeeeHHBIX HHPOopMa-

OUOHHBIX CUCTEM



7.3.2 Kpurepuu U HOPpMbI OLIEHKH

dopma npoBe-

AeHUus
Cemectp pOMeKYTOUHO Kpurepuu u HOpMbI OLIEHKH
aTTecTaluu
4 DKk3aMeH (1o OTJINYHO Ot 80 go 100 6aymtoB
HAKOIUTENILHOMY | xopo1w1o Ot 60 o 79 GamioB
peHTHHIY) YIOBJIETBOPUTEIBHO Ot 40 no 59 6annos

HEYNOBJIETBOPUTEIILHO

MmeHee 40 0au1oB




8. YueOHo-MeTOAMUYECKOe U HH(pOPMALIMOHHOE 00ecTiedeHne TN CIUTITIHHbBI

8.1 Oobs3aTesnbHast JIuTEpaTypa

Tun (yueOHuUK,
yueOHoe 1moco-

KoanuecTBO B

Ne | ABrOpshI, cocTa- Oue, yueOHO- I'on u3- | Hay4HoOI OMOJIHMO-
3amiaBue (3aroJioBoOK)
n/n BUTEJH MeTOoIHYeCcKoe nanus | Texke / Haumeno-
nocooue, Npak- BaHnue JbC
THKYM, Ap.)
1 bapanogsa E. K. Kpunrorpadguueckue Mmetopl 3amuTel nHGOpMauu | YuebHOe  1OCo- 2015 2
: 1a6. mpaktukyMm : yue6. mocooue / E. K. bapanosa, A. B. babar. - oue
Mockaa : Knopyc, 2015. - 196 c. : un. + CD. - (bakanaspuar). - bu0-
nuorp. B koHIe 1. - ISBN 978-5-406-03802-4 : 250-00. - ISBN 205-
00.
2 ®opoysan, b. A. Kpunrorpagus u 6e3omnacHocts cereit [DnekrpoH- | YuebHoe  moco- 2017 OBC «IPRbooks»
HBII pecypc] : yueb. mocobue / b. A. @opoysaH ; mep. ¢ aHIvI. MOJ oue
pen. A. H. bepnuna . - Mocksa : UHTYUT, 2017 ; Capatos : By3os-
cKkoe obpazoBanue, 2017. - 782 c. : ni. - (OCHOBBI HH(OPMALIMOHHBIX
texnonoruii). - ISBN 978-5-4487-0143-6.
3 Xopes I1. b. IIporpamMHo-annaparHas 3amura uHGopmanuu [Onek- | YuebHoe  moco- 2015 OBC
TpOHHBIN pecypc] : yued. mocodue / I1. b. Xopes. - 2-e u3n., ucnp. u | 6ue «Znanium.com»

nor. - Mocksa : @opym : THOPA-M, 2015. - 352 c. - (Beiciee 06-
pazoBanwue). - ISBN 978-5-00091-004-7.

8.2 JlonoiHUTE/ILHASA JIUTEpPaTypa




Tun (yueOHuUK,
yueOHoe nocodue,

KoanuecTBO B
HAy4YHOIl 0u0-

Ne ABTOPBI, CO- Y4eOHOo- T'on u3-
n/n CTaBHUTEIU 3araage (3aro;1080x) MeTOAHYecKoe Mo- | JaHus anorexe /
coéue, NpPaKkTH- Haumenosa-
> Hue IbC
KYM, /1p.)
1 Kykuna E. I'BBenenue B kpunrorpaduro [ InekTpoHHbIH pecypc] : | YuebHoe mocodue | 2013 9bC
cOopHuk 3ana4 u ynpaxsenuii / E. I'. Kykuna, B. A. PomanbkoB. - OmMck «IPRbooks»
:OMmIY, 2013. - 91 c. - ISBN 978-5-7779-1588-7.
2 Hukudopos C. H. 3ammra undopmarnuu [DnekTpoHHbIH pecype] | Yuebnoe nocodoue | 2015 ObC
: yue6. ocooue / C. H. Hukudopos. - Cankr-IletepOypr : CIIOI'ACY, «IPRbooks»
2015. - 383 c. : ma. - ISBN 978-5-9227-0585-1.
3 Crounpia B. I Madopmanmonnas 6e30macHOCTh BRIYUCIUTENBHOHN | YueOnoe mocoomne | 2011 3BC
TEXHHUKU [DIEKTPOHHBIN pecypc] : yueOHoe nmocobue / B. I. Ciuupin. - «IPRbooks»
Tomck : Db Konrenr, 2011. - 148 ¢. - ISBN 978-5-4332-0020-3.
4 @equa @. O. MupopmannonHas Oe30macHOCTh [DneKTpoHHBIN | YueOHoe mocobue | 2011 3BC
pecypc] : yuebnoe nocodbue / @. O. @enun, B. I1. Odunepos, ©. O. «IPRbooks»

®enuH ; [mox pen. B. A. luxapesa]. - Mocksa : MI'TIY, 2011. - 260 c.




8.3 Ilepeuenb mpodeccHoHANBHBIX 0a3 AaHHBIX U WHGOPMALMOHHBIX CHPABOYHBIX CH-
cTeM

1. OpenLDAP Software. Pexxum nocrymna: http://www.openldap.org/, 2020-01-01.
2. Samba- Opening Windows to a Wider World. Pexxum nocryma: https://www.samba.org/,

2020-01-01.

3. Be0O-crpanuna Microsoft Active Directory. Pexum JOCTyIa:
https://www.microsoft.com/en-us/server-cloud/solutions/information-protection.aspx,
2020-01-01.

8.411epeyeHb NPOrpaMMHOI0 o0ecrieYeHn st

Ne HanmenoBanne I1O KonuvecTtBo | PekBu3uTHI 1010BOpa (I1aTA,
n/n JIMLeH3UI HOMep, CPOK J1eiicTBHUs)
1 | Canonical Ltd Ubuntu Bepcus 14.04 HEOTpaHu- JInnensuss GNU GPL
YEeHHBIN
2 | Eclipse Foundation Eclipse Bepcus 4 HEOTpaHU- Jlunensus Eclipse Public
YCHHBIN License
3 | NetBeans Community NetBeans IDE HEOTpaHU- Jlunensus LGPLv2.1, GPLv2
Bepcus 8 YCHHBIN with Classpatch exception

8.50nucanue MaTepuabHO-TEXHHYECKOI 0a3bl, HEOOXOAMMON /I ocylecTBIeHUs 00-
Pa30BaTeJIbHOIO Npouecca M0 AUCHHUIIHHE

HaumenoBanue o0opy-

JIOBAaHHBIX YY€OHBIX Ka- daxkTnueckuit ag- 5 o X
o M
OMHETOB, JJabopaTopuid ec yueOHBIX Ka- ) =
Ne ’ paTopH, ITepeueHb OCHOBHOTO pee yi N | 8% &
MacTEepCKUX U JIp. 00b- OUHETOB, J1abopa- s e
n/m o0opynoBaHUS o g | 5 § 2
€KTOB JJIsl IPOBEJICHUS TOPHI1, MACTEPCKHUX ° =S
)
MPaKTUYECKUX U J1a00- U Jp. = 2 B
PaTOpPHBIX 3aHATUN
Aynutopust BeOkoHpe- | DKpaH TeJIeBU3NOH- 445020, Camapckas | 17,1 |1
peHLIMI HBIH, MpMa, MPoXkKeK- | o0, I. TonbsTTH,
TOp Ha MTaTuBe, cTon | yin. bemopycckas,
1 MPENOoAaBaTeNbCKUH, 16 B, no3uius mo

ctyn npenonasarenb- | TII Ne23, 8 stax,
ckuii, Tpancnapanr- VJIK-807
MEePeTsHKKA, CHCTEM-
HBIN OJIOK.
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