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1. Ilean ocBoeHHs AMCIMILINHbBI

HCJ'IL — H3YUYCHUC OCHOBHBIX HOHHTHﬁ, MCTOAOB U CPCACTB 3alIHUTHL I/IH(I)OpMaI_II/II/I B IIpoHecce e
o6pa60T1<1/1, nepeaaiuu U XpaHCHUA B COBPEMCHHBIX HH(i)OpMaIII/IOHHI)IX TEXHOJOTHUAX U CUCTCEMAX.

3agaun:

1. JlaTh OCHOBHBIC MTOHATHUS M OTPENEICHUS B 00JaCTH 3aIIUTHI HHPOPMa-IIHH.

2. JlaTh UCTOYHUKU YIpo3 U (OpM aTak Ha KOMIBIOTEPHYIO MH(OpPMAIIMIO, HAIPABICHUS 3aIUTHI
MH(POPMAILIUU OT BCEBO3MOXKHBIX YTIPO3.

3. JlaTh ¥ MOJIYYHUTh HABBIKU MO Pa3pabOTKe MPOCTEHIINX KPUNTOrpadu-4eCKUX CUCTEM.

4. JlaTh ¥ MOJIy4UTh HABBIKU IO pa3pabOTKe MOJUTUKU HH(GOPMAITMOHHOMN 0€30aCHOCTH.

5. Jlarp 6a30BbIe TEXHOJIOTUY 3AILUTHI HHPOPMALIUH.

2. MecTo TMCHUITHHBI (Y4eOHOro Kypca) B crpykType OITIOII BO

Jannas gucuuminuHa (yueOHbidt kypc) otHocutes K b1 "/Iuctumnuner (moxynu)" (OO6s3aTenbHas

4acTb).

Jucuuminiel, yueOHble Kypchl, HA OCBOEHHM KOTOPBIX 0a3upyeTcs AaHHas JUCUUIUIMHA (Y4eOHBIH
Kypc) — Kommnbrorephsie cetu, Kommnbrorepasie cetr, OObEKTHO-OPUEHTUPOBAHHOE ITPOrPaMMUPOBAHNUE 2,
OOBEKTHO-OPUEHTHPOBAHHOE IPOTPAMMUPOBAHUE 2.

Juctumiuzel, yueOHble KypChl, A1 KOTOPBIX HEOOXOAMMBI 3HaHMsI, YMEHUSI, HABbIKH, TpUoOpeTa-

CMBIC B PC3YJIbTATC U3YUCHU JAaHHOM AUCIUILIAHBI (yqe6H0r0 Kypca) —.

3. Ilnanupyemble pe3yabTaTbl 00y4eHHs

dDopmupyembie U
KOHTPOJIMpPyeMble KOMIIe-
TEeHIHH
(Kom ¥ HAMMEHOBAHUE)

HNuaukaTopsl 10CTHKE-
HHUA KOMIIeTEeHIIUI
(Kom ¥ HAMMEHOBAHUE)

IInanupyemsblie pe3yJbTaTbl 00y4eHHs

OIIK-2: CnocobeH mnoHu-
Marh MPHHIUIBI  PaOOTHI
COBPEMEHHBIX  MH(pOpMa-
IIUOHHBIX TEXHOJOTHH W
NPOTPaMMHBIX CPEICTB, B
TOM YHCJIE OTEUECTBEHHOTO
NPOM3BOACTBA, M HCIOJb-
30BaTh WX TMPH PEIICHUU
3amad  mpodeccHOHANTBHON
JeSITeITbHOCTH

OIIK-2.1 3HaeT coBpeMEHHbIE
nH()OPMAITMOHHBIE TEXHOJIOTHH
U TPOrpaMMHEIE CPEICTBA, B
TOM 4YHCIIE OTCUYECTBEHHOIO
MPOU3BOJCTBA TPU PEIICHUN
3a1a4 MpoheCCUOHAIBHON Jie-
STEIbHOCTH,

OIIK-2.2 Ymeer BbIOMpaTh CO-
BpeMeHHbIE MH(DOPMAIIMOHHBIS
TEXHOJIOTUM M TPOTrpaMMHBIE
CpelICTBa, B TOM YHCJIE OTeue-
CTBEHHOTO ITPOU3BOJCTBA, MPHU
pemieHHH 3ajad  Mpogeccuo-
HAJbHOH NIeSITEeILHOCTH;
OIIK-2.3 BrnageeT HaBBIKAMU
MIPUMCHCHUS COBPEMEHHBIX
WH(MOPMAIMOHHBIX  TEXHOJIO-
T U TIPOTrPAMMHBIX CPEJICTB,
B TOM YHCJIE OTEUYCCTBEHHOTO
MPOW3BOJCTBA, TIPH PEIICHUN
3amad mpodeccuOHANIBHON Jie-
STCIBHOCTH

3HaTh: AJITOPHUTMBI aYTeHTI/I(bI/IKaI_[I/II/I

OJb30BaTelIel

3HATh: HICTOYHUKHU, PUCKU B (DOPMBI aTaK
Ha WHOOPMAITHIO

3HaTh: aJTOPUTMbI KPUITOTPaPHUUECKOro
m1PpoBaHUs

3HATh: AJIEKTPOHHAs 1M poBas NOJIUCHh

3HaTh. 0a30BBIE TEXHOJOTMM 3aIHAThI
uHbOpMaIuu

3HaTh: MoJeNu HH(OpMAIMOHHON Oe3-
ONIACHOCTHU

yMeTb: PaccuuThIBaTh pUCKH OT BCEBO3-
MOXHBIX yIpo3 HH(POPMALMOHHOW 0e3-
OIIACHOCTH

ymeTh: Pa3pabarbiBaTh kpunrtorpaduye-
CKYI0O CHUCTEMY Ha OCHOBE COBPEMEHHBIX
METOJIOB M CPEJICTB 3alUThl MH(pOpMa-
1A




BianeTs: HaBblkamu pa3paOoOTKH MONH-
TUKU MH(OpMAIIMOHHON 0€30MacHOCTH

BJIQJIETh. HAaBBIKAMU OOECIEUeHUS OC-
HOBHBIX TpeOoBaHUN WH(OOPMAITMOHHON
0€30MacHOCTH

OIIK-4: CnocobeH yudact-
BOBaTh B pa3pabOTKe CTaH-
JApTOB, HOPM U MpaBWI, a
TAKKE TEXHUYECKOM JIOKY-

MEHTALH, CBS3aHHOW C
npodeccHoHaNbHOW  Jesi-
TEIHOCTBIO

OIIK-4.1 3Haer OCHOBHBIC
CTaHJapThl OGOPMIICHHUS TEX-
HUYECKOM JOKyMEHTAIlUu Ha
Pa3IMYHBIX CTAAMUSIX >KU3HEH-
HOTO IHKJIa WHPOPMAITMOHHOMN
CHCTCMBEL.

OIIK-4.2 VYmeer npUMEHSTH
CTaHJapThl OGOPMIICHHUS TEX-
HUYECKON JOKyMEHTAIlMd Ha
Pa3IMYHBIX CTAAMUSIX >KU3HEH-
HOTO IHKJIa WHPOPMAIMOHHOMN
CHCTCMBI,

OIIK-4.3 Bnageer HaBBIKAMU
COCTAaBJICHUS TEXHHUYECKOU JO-
KyMEHTallUM Ha Pa3IMYHBIX
dTramax JKHU3HEHHOTO IHKJa
WH()OPMAITMOHHOW CHCTEMBI

3HaTh: CTaHAApThl  HMH(MOPMAIMOHHOM
0€e30I1aCHOCTH
3HaTh: OCHOBHBIC IIOHATHS MU OIpecIie-

HUS 321U THl THPOPMAITUH

3HATh: MOJUTUKY UH()OPMALIMOHHON 0e3-
OIIACHOCTH

ymMmeTh: Pa3pabareiBaTh kpunrorpaduue-
CKYIO CHUCTEMY Ha OCHOBE COBPEMEHHBIX
METOJIOB M CPEJICTB 3alUThl MH(pOpMa-
1A

yMeTb: PaccuuThIBaTh pUCKH OT BCEBO3-
MOXHBIX yIpo3 HH(POPMALUOHHOW 0e3-
ONIACHOCTHU

BIaAeTh: HaBbplkamMum 10 peanusanuu
npocTeieil  Kpunrorpaduyecko  cu-
CTEMBI Ha OCHOBE OJHOIO M3 COBPEMEH-
HBIX SI3BIKOB IIPOrpaMMHUPOBAHUS




4. CTpykTypa u conepxkaHue TMcUMILIUHbI _UHpopMannoHHas 6€301aCHOCTD

Bun

@DopMbI TEKYLLETO

Monyab . HaumeHnoBaHue TeM 3aHATHH Ce- Oo0nem, HNHTepakTUB,| KOHTPOJS (HAMMEHO-
(pasnaen) yqeﬁﬁnon (yueoHoli padoThI) MecTp q. banapt q. BaHHe OLEHOYHOTI'0
paboTel cpencTBa)

Tema 1.1.0cHOBHBIE TOHATHS U OIIpeeNIeHHs Oe30MacHO- .
1.0cHoBHBl| Jekius | ctu uHbopMmanuu. Kiaccudukanus yrpos 6e3onacHocTH |5 0,25 - Cobecenosanue (ycTHeii
¢ TOHATHS uHbOpMaIUN onpoc)

1 OIIpesie- | CamocCT. N3yuenue 1eKMOHHOTO MaTepuaa 1 MoAroToBKa K 5 16 i
nenus 6e3-| pabora MPAKTHYECKUM 3aHITHIIM
OIaCHOCTHU Tema 1.2.Knaccuduxanusi MeTo10B MPOTUBOICHCTBUS CobecenoBanue (yCTHBIH
uHpopma- fleKimA yrpo3am 0e3onacHOCTU HH(pOpMaIuu > 0,25 ) 0I1pocC)
U1 CaMoCT. N3ydeHne NeKIMOHHOTO MaTepuana 1 MOJAroTOBKa K 5 12 i
pabota MPAKTHYECKUM 3aHITHIM
[H— Tema 2.1.OCHOBBI CHMMETPUYHBIX aJITOPUTMOB U KPHII- 5 1 i CobecenoBanue (yCTHBIH
TOCHUCTEM ompoc)
MPAaKT. 3a- PazpaboTka mporpaMMsl 1o peanu3aiy 0JI09HO-TO 5 05 125 i OT4er 1o MpakTUIeCKOH
HATHE CHMMETPUYHOTO JITOpPUTMA MG POBa-HHS ' ' paborte (3amura)
2.KpunTor | mpaxr. 3a- Paspaotka nporpammst mm¢p OBAHIL 1 e 5 1 o5 Ot4er o nNpakTU4ECKON
padue- . mUGPUPOBAHUS TPOU3-BOJIIBHOTO (hailyia mo anroputMmy ) pabote (3amura)
CKI6 METO- co3nanus nenoyexk OFB §
— MpakT. 3a- | Pa3zpaboTka mporpamMmbl peann3aiuy alropuTMa Xemu- 5 0.5 125 i OT4er no npakTU4eCcKoi
- HATHE pOBaHUs JUIs CO3/IaHUsI KJIFOUYa HA OCHOBE MapoJIst pabote (3ammTa) §
dopmamas MPaKT. 3a- | PazpaboTka mporpamMmbl, peaqu3yomlyo CHMMETPUYHYIO 5 1 o5 i OT4er no npakTU4ecKoi
HSTHE KPUTIITOCUCTEMY pabote (3ammTa)
CaMOCT. N3ydeHne NeKIMOHHOTO MaTepuana 1 MOJAroToOBKa K 5 28 i
pabota MPAKTHYECKUM 3aHITHIIM
[— Tema 2.2. AcuMMeTpHUUYHBIE KPUIITOAJITOPUTMBI U KPUIITO- 5 0.5 i CobecenoBanue (yCTHBIH

CHCTCMBbI

ompoc)




Pa3paboTka nporpaMMmel cxaTus JaHHBIX C IEJIbIO

fpaxt. 3a- YMEHBIICHUS SHTponuK uHpopmanuu o airoputmy RLE|S 0,5 12,5 OTaeT 10 MPAKTHUECKOH
HATHE pabore (3amura)
nnu LZW
CaMoCT. N3yuenue JeKIIMOHHOIO MaTepualia 1 MoJAroToBKa K 5 10
pabota NPaKTUYCCKUM 3aHATHIM
JIEKITHS Tema 2.3.9nekTpoHHas ¢ poBast MOAMUCH 5 0,25 Cobecenosarme (ycTheri
ompoc)
CaMoCT. W3yueHue NeKIIMOHHOIO MaTepuasa 1 MoAroToBKa K 5 20
pabota PAKTHYECKUM 3aHITHSIM
3.ba3zoBbie [— Tema 3.1.0OcHOBHBIC TOHATHS UICHTU(UKALINH U ayTEH- 5 0.5 CobecenoBanue (yCTHBIM
TEXHOJIO- TuduKaun ’ ompoc)
I'MHM 3allU- | CaMOCT. N3yueHne neKIMOHHOIO MaTepuasa 1 MoAroToBKa K 5 14
Tl HH(OpP-| pabota PAKTHYECKUM 3aHITHSIM
Mauuu B Tema 3.2.Monenu 6e3onacHOCTH UHGOPMAITMOHHBIX CHU- CobecenoBanue (yCTHBIH
uEdOpMa- JIEKIAS . 5 0,25 onpoc)
ITUOHHBIX
TEXHO- CaMoCT. Nzyuenne JeKIIMOHHOTO MaTepualia 1 MoJAroToBKa K 5 8
HOTHSIX pabota NPaKTUICCKUM 3aHSATHSIM
nexiust | Tema 4.1.CrannapTsl HHOPMALMOHHOM O€30MaCHOCTH | 0,5 Co6ecez1(())1;z;HOI/Le) (yornerid
CaMoCT. N3ydeHne 1eKIIMOHHOTO MaTepuana 1 MoAroToBKa K 5 4
pabora NPAaKTUYECKUM 3aHSATHIM
4 .ITonutuk E— Tema 4.2.PacueT puckoB B 061acTi HH()OPMALIMOHHON 5 025 CobecenoBanue (yCTHBIH
a 0€30MacHOCTH ' ompoc)
uHpOpMaLl| CaMOCT. Nzyuenue JeKIIMOHHOTO MaTepualia 1 MoJroToBKa K 5 5
WOHHOM | pabora IPaKTUYECKUM 3aHATHIM
0e30MacHo f— Tema 4.3.0OcHOBBI pa3pabOTKH MOTUTHKH HH(POPMAIIHOH- 5 05 CobecenoBanue (yCTHBIH
CTH HOM 6€30MacHOCTH ' ompoc)
NpPakKT. 3a- | Pa3zpaboTka monmTHKN HHGOPMAIIMOHHOHN 0€301MacHOCTH 5 05 195 OTueT 1Mo NpaKTHUYeCKON
HATHE OpraHU3aIHNH ' ' paborte (3amura)
CaMoCT. N3ydeHne neKMOHHOIO MaTepuaa 1 MoAroToBKa K 5 9
pabota MPAKTHYECKUM 3aHITHSIM




M TOroBeIil TECT 1O KypCy

™ DK3aMeH 100 s et
HP;)‘:’IC-T%IT- [IpomexyTouHas arrecrauus 0
Mrtoro 144 100

CxeMa pacueTa MTOrOBOI0 0aJ1J1a; TEKYIIUI PEHTHHT (BCE 3aHATHS U MPOMEXKYTOUYHBIE TECThI) + Pe3ynprar HTOrOBOro TecTa, MoNydeHHass CyMMa JIEInT-

csiHa 2




5. Oo0pa3oBaTe/IbHbIE TEXHOJIOTHH

B pamkax m3yueHMs] IUCHUILIMHBI IPEAYCMOTPEHO MCIOIb30BAHUE CIIEAYIOIIHUX 00pa3oBa-
TEJIbHBIX TEXHOJIOTHM:

- TEXHOJOTHs TPAJULMOHHOIO 00yUYeHMUS;

- HHTEpPaKTHBHbIC TEXHOJOIMM: y4yeOHbIe AUCKYCCUU (IIPUMEHSIOTCS BO BCEX MOIYJIAX IO

WTOTaM BBITIOJIHEHHSI padoT).

TexHonmoruu TpaAULIMOHHOTO OOyYEHHs - OpraHu3alus yu4eOHOro mpolecca B By3e, OCHO-
BaHHAs HA JICKIMOHHBIX M IpaKTH4YEeCKUX (popMax oOyueHus: oObSICHUTEIbHO-WUIIOCTPATUBHOE
oOyueHue. /laHHas TEXHOIOTHS IPUMEHSETCS BO BCEX MOJYIISX Kypca.

TexHonorust MHTEPaKTUBHOIO 00YUEHUS - OpraHu3alus y4eOHOro mporuecca, Koropas npe-
HojaraeT MakCHUMajbHYI aKTHBHOCTb CTYJEHTOB B Ipolecce (pOpMUPOBAHMS KIIOUEBBIX KOMIIE-
teHIMi. Ha yueOHON TuCKyccHM CTYIEHTHI MIPEJICTABISIIOT PE3YJIbTaT BINOJIHEHUS 3a/1aHHOM pabo-
Thl. [IpoBOAMTCS MUCKyccUsl IO IPUMEHEHHBIM PELIeHUsIM, 00cykaaercs 3PpPEeKTUBHOCTD U apXH-
TEKTypa POrpaMMHOI0O KOJa.

6. MeToauuecKkue yKa3aHusi 0 OCBOEHUIO THCIUIITHHBI
6.1 PexoMeHIAaIIMM 1O MOATOTOBKE K MPAKTHYECKUM 3aHSITHSAM

Crynenram cienyer:

® [IpU MOJTOTOBKE K 3aHITHIM 0053aTEIIbHO HUCIOIB30BaTh HE TOJIBKO YUCOHYIO TUTEPATypy, HO U
JIpyrue UCTOYHUKH;

e B HayaJie 3aHATUI 3aJaTh NPENOAABATEIO BOMPOCHI IO Marepuaiy, BbI3BaBLIEMY 3aTPyAHEHUS B
€TI0 IOHMMAaHUW U OCBOCHUH ITPpH PCHICHUHN 3a/1a4, 3aJaHHBIX AJId CaMOCTOATCIIbHOI'O pCIICHUSA

® Ha 3aHATHH JOBOAUTH KaAXIAYIO 3aa4y 10 OKOHYATCIBbHOI'0 pCHICHUA, ACMOHCTPUPOBATE ITOHH-
MaHH€ MyTeW pelIeHUs] MOCTABIECHHBIX 33J]a4 U OCBOEHUS BBIIAHHBIX 3HAHUH, B CIy4ae 3aTpyl-
HEHUIl oOpamarbes K MpenoaaBaresiio.

[Ipu camocToATENHHOM pEUICHUH 3a/1ad HY>KHO 00OCHOBBIBATH KaXKJIbI dTal pElICHUS, UC-
X0/l U3 TEOPETUUECKUX IMOJOKEHUN Kypca. Eciii CTyIeHT BUIUT HECKOJIBKO IyTEH peleHus 3a/1a-
YH, TO HY’)KHO CPaBHUTh UX U BBHIOpATh CaMblil pallnoHaNIbHBIN. [lose3Ho 10 Havyana pemeHus 3aa-
YU COCTAaBUTh KPATKUM TUIAH pelieHus 3a1aun. Pemenne mpobaeMHbIX 3a7ad Wi PUMEPOB CIIEeIy-
€T W3Jararh MoJpoOHO, OTIEINSAs BCIIOMOTATeNbHBIC MyTH PEIICHHUS OT OCHOBHBIX. PemieHus mpu
HeO6XOI[I/IMOCTI/I HYXXHO COIIPOBOXIAaThb KOMMCHTApUAMHU, CXEMAMH, aJITOpUTMaMU.

CrnenyeT MOMHUTH, YTO pEHICHHE KaXI0M yueOHOU 3aa4ul JOKHO JOBOAUTHCS 0 OKOHYA-
TEJIBHOTO JIOTHYECKOTO OTBETAa, KOTOPOTo TpeOyeT YCIOBHE, U MO BO3MOKHOCTH ¢ BbIBOIOM. Ilomy-
YEHHBIN OTBET CJIeyeT MPOBEPHUTH CIIOCO0aMU, BHITEKAIOIIUMHU U3 CyIIecTBa JaHHOU 3amaudu. [lo-
JIE3HO TaKXke (€CIM BO3MOXKHO) pPeIIaTh HECKOJLKIUMU CITIOCOOaMU W CPAaBHUTH TOJTYyUYEHHBIE PE3YIIb-
TaThl. Perienne 3a1a4 1aHHOTO THUIIA HYKHO TIPOIOJDKATH 10 TPUOOPETEHUS TBEPIbIX HABBIKOB B X
peureHun.

6.2PeKOMeHIlaIH/lI/I o MOATOTOBKE K HTOTOBOM caaye JTMCIUMIIJINHBI

[TonroToBka K HMTOTOBOM caade MpeaMeTa CIOCOOCTBYET 3aKpEIUICHUIO, YIIYONeHUIO H
0000IIeHUIO 3HAHUM, TTOJyJaeMbIX, B TIpoliecce 00ydeHHs, a TaKKe MPUMEHEHHIO UX K PEIICHHUIO
NPAKTHYECKUX 3a7ad. [OTOBSICH K HEH, CTyACHT JUKBUIUPYET UMEIOIIUECS MPOOeNbl B 3HAHUSIX,
yIITyOIIsSieT, CUCTEMaTH3UPYET U YIOPSAOUMBACT CBOU 3HaHMS. Ha UTOTOBOM claye CTYIEHT JeMOH-
CTpHUpPYET TO, YTO OH MPUOOpEI B TIporiecce 00yueHHs MO0 KOHKPETHOUW y4eOHOM JUCIIUILTHHE.

HeoOxonmumMo OpueHTHPOBATh CTYACHTOB Ha CHCTEMAaTWYECKYIO TOATOTOBKY K 3aHITHSM B
TEUYEHHE CEMECTPa, YTO TO3BOJIUT HCIIOIB30BaTh BPEMS 3K3aMEHAIIMOHHOW CECCUU ISl CHCTEMaTH-
3allMy 3HAHUH.



7. OueHo4YHbIE CPeACTBA

7.1T1acnopT OlEHOYHBIX CPEACTB IK3aAMEHY

Cemectp | Kon koHTpOIHpY-
eMOH KOMIIeTeH-
uud (MM ee 4a-

HaunmenoBanue
OLIEHOYHOI'0 CpeICcTBA

CTH)
5 TecToBbie 3a1aHus IO JEKIIMOHHOMY MaTepuairy. Bormpocsl
OIIK-2 0 c/1a4e AUCUMIUIUHBI. OTYETHI IO MPAKTUUECKUM 3aHITH-
SIM.
5 TecToBble 3a1aHus MO JEKLIMOHHOMY Marepuaity. Bonpocsl
OIIK-4 0 c/1a4e TUCHUIUIMHBI. OTYETHI IO MPAKTUYECKUM 3aHITH-

M.

7.2TunoBbie 3a/laHUdA WIHN UHBIC MaTepHuaJbl, Heoﬁxozmele AJIAA TEKYHIEro KOHTPOJIsA

7.2.1 Bonpocsl 1 codeceT0BAHNS 10 MOIYJIIO

TunoBbie npuMepsI 3aJaHUI

Moayab 1. OcHOBHbBIE IOHATHUS U ONpeeieHus 6e30nacHocT HHpopMauuu

O 00 1O\ DN b W=

. [lepeuncnure cBOMCTBa HHPOPMALIUH.

. HazoBure npeaMeT 1 00bEKT 3alUThI HH(POPMALIUH.

. Uto Takoe 06€30macHOCTh HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAaX?
. Uto Takoe cucrema 3auuThl HHpopManuu?

. Uro Takoe yrpo3a 6e3omnacHocTi HH(popmanun?

. UTo Takoe KOHQHUIEHIMATBbHOCTh HHpOpMauu?

. Uro Takoe 11e10CTHOCTh HH(pOpMaUu?

. UTo Takoe 10CTyHmHOCTh UH(pOpMaun?

. [lepeuncnure ciry4aifHble yrpo3bl 0€30MaCHOCTH UH(POPMAITHH.

10. Yro Takoe HapymuTe b HHOOPMAITUH U 37I0yMBIITUICHHUK?
11. [lepeuncnure nmpegHAMEPEHHBIE YTPO3BI 0€30TTACHOCTH MHPOPMAITHH.

Monayas 2. Kpunrorpadguyeckue MeToAbl 3alMThHI HH-(opManun

01NN K~ WM —

. Yto Takoe kpunrtorpadusi, KpUNTOAHAIN3 U KPUITOJIOT U ?

. Uro Takoe kpunrocucrema?

. Ilepedncnure u oxapakTepu3ynTe METOABI KpUNITOrpadhuuecKUX Npeodpa3oBaHU.
. JlaiiTe K1acCU(pHUKAINIO KPUIITOAITOPUTMOB.

. JlaiiTe MOHATHE OCHOBHBIX ONEpaluii, UCIOIb3yEMBIX B aJITOPUTMAaX HIHM(PPOBAHUS.
. JlaiiTe MOHATHE TIOTOKOBOTO U 0;104HOTO MHpa.

. Ilepedncnure onepanuu, UCIOJIb3yEMbIE B aJITOPUTMaX OJOYHBIX MIH(POB.

. [IpuBeaute cxemy mudpoBanus u nemmdpupoBanus o cetu Pecrens.

9. TOCT 28147-89 Cucremsl 00paboTku uHpopMauu. 3amura Kpuntorpapuueckas. Airo-

PUTM KpHUNTOrpaduIecKoro mpeodpa3oBaHMsl.
10. YUto Takoe pexxumsbl mudpoBaHus?

11. PackpoiiTe NMpUHIMI peaju3aluy pexuma Mmu(poBaHUs OOpaTHAs CBA3b IO BBIXOAY

(OFB).

12. PackpoliTe MPUHINIIBI BHECEHHSI CTYYaiilHOCTH B COOOIIECHNUS TP MU POBAHHH.
13. [IpuBeauTe criocoObl FeHepaluu ClydyailHbIX YUCEN.




14. Tlonsitue u cBoricTBa Xem-(yHKITHH.

15. IlpuBenuTe mpuMep alropuTMa TPUBEICHHS IMAPOJIS IMOJIb30BATENA K 3aJaHHOW JJIMHE
KITFOYa ¢ TIOMOIIBI0 XemI-(yHKITHH.

16. IIpuBeauTe OOIIYIO CXeMa CUMMETPUIHOM KPHUITTOCHUCTEMBI.

17. OcHOBHas uaest aCUMMETPUYHBIX KPUIITOAITOPUTMOB?

18. IlpuBeauTe HEOOXOAUMBIE YCIOBUS pealu3aluid aCHMMETPUYHON KpunTorpaduu.

19. IlpuBeaure npuMepbl ACUMMETPUYHBIX KPUTOAJITOPUTMOB.

20. O6mras cxeMa aCHMMETPUYHON KPUIITOCHCTEMBI.

21. Ilepssbiii 3Tamn anroputma RSA 1o coznanuio napel Kirodei.

22. Dran nepeaadu 3amu(poBaHHOTO COOOIICHHS B anroputmMe RSA.

23. TlonsiTue u cBoiicTBa Xeu-QpyHKIHH.

24. TlpuBenute mNpUMEpPHI HCIOJB30BAHUS W pealu3auil Kpunrorpaguueckux Xerm-
byHKIHII.

25. Packpotite anroputm Mepkensi-/lamrapa o peaau3amnuy Xen-QyHKIIH.

26. Anroputm Berumucnenus xeur-¢ynkuuu cormacao [OCT P 34.11-2012.

27. Cxema anroputMa [leBuca u Maiiepa aJisi XemIMpoBaHUsI TAPOJICH.

28. HasnaueHue 1 BUJIbI 3alLIUTHI OT 3JI0YMBILUIEHHBIX AeMCTBU ITpy ucronb3oBanuu DI
29. Anroputm popmupoBanus u nposepku DI

30. Anroputm dopmuposanus ST mo TOCT P 34.10-2012.

Monayas 3. ba3oBble TeXHOJIOTMM 3alUMTHI MH(pOpManuu B MHPOPMANMOHHBIX TEXHO-
JIOTHAX
1. Ilepeuncnute U gaiTe MOHATHSA OA30BBIX TEXHOIOTUHN 3AIIUTHI HHPOPMAIIUH.
. JaiiTe KiaccupUKaLNIO IPOLECCOB ayTEHTH(PUKALINY.
. B yem 3akmiouaeTcst ctporas ayTeHTU(DUKALHSL.
. B uem 3akitouaercs nmpocras ayTeHTHQHUKAIMS.
. OCHOBBI OMOMETPUYECKON ayTEeHTU(DHUKAIINH.
. Uto takoe XemumpoBaHue napos?
. JlaliTe XapakTepUCTUKH KpHUNTOrpaduyecKkux Xem-(hyHKIUM.
. JaiiTe xapakTepUCTUKH METOOB IIPOCTOM U GMOMETPUUECKOM ayTeHTU(UKALIUH.
9. IlpuBenuTe anropuT™M CTPOTON ayTEHTU(PHUKAIIMKA HA OCHOBE CHMMETPUYHBIX aJITOPUTMOB.
10. Yto Takoe Mosens NOTUTUKH HHPOPMAITMOHHOM 6€30MacHOCTH?
11. IlpuBeauTe KiIacchl MOAETH MOTUTUKU MHPOPMALMOHHON O€30MaCHOCTH.
12. PackpoiiTe JUCKPEMOHHYIO MOJIeNb XapprucoHa-Py3o-YineMana.
13. Yto Takoe MaTpu4HOE pasrpaHudeHus gocryna. [Ipusennure npuMep peanusanuu.
14. Yto Takoe MaHJaTHOE pa3rpaHnyeHue nocrymna. [I[puBeaurte npumMep peanusanuu.

0 31 O\ L K~ WIN

Monyas 4. [loautuka nuagopManmoHHON 0€30M1aCHOCTH

1. KonrposnbHble (pyHKIMHM B 0OIAaCTH TOCYIapCTBEHHON O€30MacHOCTH, BO3JIOKEHHBIE Ha
OCTOK Poccun?

2. OcHoBHbIe 3akoHBI Poccuiickoit denepannu, cBI3aHHBIE C 3aIMTON HH(DOpMAIIHH.

3. Yka3wl [Ipe3uaenTa, CBI3aHHBIC C 3aIATON HHGOPMAIIHH.

4. ITpukazser ®CTIK Poccun, cBga3aHHbIE ¢ 3aIIUTON HH(DOpMAIHH.

5. Meronndeckue u pykoBosimue 1okymeHTsl @CTOK, cBsi3anHbIe ¢ 3a1uTON HHPOPMAITUH.
6. Crarbs Konekca AIMUHUCTPAaTUBHBIX ITpaBOHAPYLIEHUH, [ pak1TaHCKOrO U YTOJIOBHOTO KO-
JleKca

7.7 ypoBHeii 6e30macHOCTH, onpezeneHHbIe B OpaHKeBOM KHHTE.

8. 6 0a30BBIX TpeOOBaHUI OE30MACHOCTH, onpeeneHHbIe B OpaHKeBO KHUTE.

9. 10 kyaccoB 6e30macHOCTH UH(OPMAIIUHU, YCTAHOBJIEHHBIE B €BPOICHCKUX CTaHJapTax.

10. IlepeuncnuTe OCHOBHBIC ITyTH MOTYYCHHS HHGOPMAIIMHN O CUCTEME 3aIIUTHI?

11. Jaiite knaccudukannio nHPOPMALMOHHBIX O0OBEKTOB MO TpeOyeMoii cTeneHu 0e30TKas3-
HOCTH.



12. [aiite xnaccupukaimio nHHOPMAIMOHHBIX 00bEKTOB M0 YPOBHIO KOH(PHUICHIIMATIHHOCTH.
13. Yo Takoe puck nHPOpMaIMOHHON 0€30MaCHOCTH U KaK OH BBIYUCIISETCSI.

14. lepeuncnure ypoBHH yuiepda OT peaan3aly PUCKOB.

15. TlpuBeaute nmpumep HGOpMUPOBAaHUS OIIEHKH BEPOSTHOCTH aTak Ha WH(OpMAITHIO.

16. [laiiTe anropuT™ pacueTa prucka HHPOPMALMOHHONW O€30MaCHOCTH.

17. Yro Takoe mosmTUKa HHGOPMAIIMOHHOHN 06€30MacHOCTH?

18. Ilepeuncaure TpeOOBaHUS K CUCTEME OE30MaCHOCTH.

19. PackpoiiTe npuHLIHMIA 10CTyNa K HHPOPMALMOHHBIM pecypcaM OpraHU3alHH.

20. OnumuTe OCHOBHBIE HAPABJICHUS pa3pabOTKH MOJUTUKHA O€30MACHOCTH.

21. Ilepeuncaure 3Tambl pa3pabOTKU MOJUTHKH HH(POPMALIMOHHOM Ge301acHOCTH

Kputepuu onenku:

Packperrre 90-100% otBeta Ha Borpoc - 20 6amioB; packpeitae 80-89% orBera Ha Bompoc - 18
OaiioB; packpeitue 66-79% orBera Ha Bompoc - oT 15 6amnoB; packpbeitie 50-65% oTBeTa Ha BO-
npoc - ot 12 6amioB; packpeiTue MeHee 50% orBera Ha Borpoc - ot 0 1o 11 6anos.

7.2.2 KOMILIEKT 0TYETOB 110 NPAKTHYECKUM padoraM (mpumMepbi)

TunoBbie npuMepbI 3aaHU

IpakTnueckoe 3ansaTHe Nel «Pa3padorka mporpamMmbl M0 peajM3aluu O0JOYHO-TO
CHMMETPHYHOI0 AJITOPUTMA IIM(PPOBA-HUS»

®opma otuera no [Ipaktuyeckoe 3ansitue Nel

- TUTYJIbHBIH JIKCT;

- 33/1aHUE;

- pe3yibTaT BIIIOJIHEHUS 3aJaHuS;

- pe3ysbTaT 3KcrepuMeHTa (Tabauibl U rpaduKkn);

- BBIBOJIBI 110 pabore.

IIpakTH4eckoe 3ansitue Ne2 «Paspaborka mnporpammbl mudpoBaHus U Je-
mu@pupoBaHus MPOU3-BOJIbHOIO (paiiia mo ajaropurmy co3nanus uenodek OFBy»

®opma otuera 1o [Ipaktuueckoe 3ansThe Ne2

- TUTYJIBbHBIN JIUCT;

- 33/1aHUE;

- pe3yibTaT BBIIIOJIHEHUS 3aJaHUS;

- pe3yibTaT 3KcrepuMeHTa (Tabauilbl U rpaduKn);

- BBIBOJIBI 110 pabore.

IIpakTHyeckoe 3ansitue Ne3 «Pa3padorka mporpaMmmbl peaju3alMy aJroOpuTMa Xelu-
POBaHMs VISl CO3aHUSI KJII0YA HA OCHOBE NAPOJIs

®opma oruera no [Ipaktnueckoe 3ansThe Ne3

- TUTYJIbHBIN JIUCT;

- 33/1aHUE;

- pe3yibTaT BBIIIOJIHEHUS 3aJaHuS;

- pe3yJIbTaT dKCIepuMeHTa (TaOIuIIBl U TPaQUKn);

- BBIBOJIBI 110 padoTe.

IpakTnueckoe 3ansaTue Ned «Pazpadorka nporpamMmbpl, peajn3yonyl0 CHMMETPHYHYIO
KPHIITOCHCTEMY»

®opma otuera no [Ipaktuyeckoe 3ansTre Nod

- TUTYJIbHBIH JIKCT;



- 3a/1aHUE;

- pe3ynbTaT BBIIIOJIIHEHUS 3aJaHus;

- pe3yibTaT dKcrepuMeHTa (TabauIlbl U TpaduKu);

- BBIBOJIBI T10 paboTe.

IIpakTyeckoe 3ansaTHe NeS «Pa3paGoTka mporpamMmbl C:KaTHs JAHHBIX € LeJbIO
YMeHbIIIeHUs FJHTPonuu uHopmauuu no aaropurmy RLE wim LZW)»

®opma oruera 1o [Ipaktruueckoe 3anstue Nes

- TUTYJIBHBIN JIUCT;

- 3a/1aHUE;

- pe3yibTaT BBIIIOJIIHEHUS 3aJaHus;

- pe3yJIbTaT 3KCrepuMeHTa (Tabnuis! U rpadukn);

- BBIBOJIBI 110 pabore.

IIpakTyeckoe 3ansaTHe Ne6 «Pa3zpaborka MOMUTHKN HWH(POPMALMOHHON 0e30MacHOCTH
OpraHu3anum»

®opwma otueta no IIpakTuueckoe 3anstue Neb

- TUTYJIbHBIN JIUCT;

- 3a/1aHUE;

- pe3yibTaT BBIIIOJIIHEHUS 3aJaHus;

- pe3yJIbTaT 3KCrepuMenTa (Tabnuis! U rpadukn);

- BBIBOJIBI 110 pabore.

TpeGoBanusi k 0popmJIeHH IO

OT4er JOKEH COAepKaTh MOAPOOHOE ONMMcaHue (BKIIIOYAs WIUTFOCTPATHBHBIA MaTepHII) IO-
CJIEIOBATEIbHOCTU JACUCTBUN NPOJETaHHBIX CTYACHTOM Ui BBINONHEHUs 3anaHuil. OdopmiieHue
OTYeTa JOHKHO COOTBETCTBOBATh METOAMYECKOMY YKA3aHHIO PEKOMEHIAIMSIM, U3TI0KECHHBIM y4e0-
HO-MeToandeckoM nocobun [Ovenockuii A.B. OO0mue TpeGoBaHus MO BBIMOJIHEHUIO U o(opmite-
HUIO KOHTPOJBHBIX, KYPCOBBIX U BBIMYCKHBIX KBUTH(DUKAIIMOHHBINA paboT : Y4ueOHO-METOIUIEeCKOe
nocooue. — TompsitT : TI'Y, 2015. 78 c.].

IIpouexypa oneHuBaHUsA

O1eHKa BBITOTHEHHOM paOO0Thl IPOBOJUTCS MO KPUTEPHSIM:

1. Hannuue Bceli cymecTBeHHON HHGOPMAIIHH 11O padboTe

2. TOYHOCTbH U TIOJIHOTA MPEAOCTABIAEMBIX CBEJCHUN

3. HenpoTtuBopeunBoCTh NPUBOIUMOI HH(pOpMaLIUU

4. ITpaBUIBHOCTH MHTEPIIPETALINI U BBIBOJIOB, KOTOPBIE CJIEJIaHbI IO pe3yJbTaTaM paboThl
5. CtenieHb TOCTIKEHHS CTYJICHTOM MTOCTABICHHOM 1eNN

6. O00CHOBaHHOCTh MMPUMEHSEMOTO PELICHUS

7. I'paMoTHOCTS (cozepkaTeabHast) UCIOIB3YEMbIX (POPMYIHPOBOK

KpuTtepumn onieHKH 32 0TYETHI 10 NPAKTUYECKUM padoTam:

[TomHOCTBIO BBITIOTHEHHOE W BOBPEMsI 3aIIUIIEHHBIA OTUET — MAaKCUMAIbHBIN Oamn. 3a Kax-
JI0€ HEBBIMIOJHEHHOE 3aJ]JaHue CHUMAIOTCS 0ajulbl B COOTBETCTBUU C 3aJaHUEM Ha TMPAKTHYECKOE
3anstue. [Ipocpouka Ha 1 Hexemo - koaddumment 0,75, 3a nse - 0,5, 3a Tpu - 0,25, 3a yeTbipe u
6onee - 0 (yuutbiBaeTcs (GakT caadn).

7.2.3 KomnJiekT 3aiaHuii /sl OlleHKH ¢()OPMHUPOBAHHOCTH KOMIIeTeHIUI (IpUMepbI)




OIIK-2 Cnoco0eH mMOHMMATH NPHHIHUIIBI Pa00ThI COBPEeMEHHbIX HHGOPMAIMOHHBIX TeX-
HOJIOTHI M POrPAMMHBIX CPEACTB, B TOM YHCJI¢ 0Te€4eCTBEHHOI0 IIPOM3BOCTBA, U HCIIO/Ib30-
BaTh MX NPH PelIeHNH 3a1a4 NpodeccunoHaNbHOM AesiTeIbHOCTH

OM 3akpbITOro TUNA

3aganue 1
Buibepume npasunvHblii 6apuanm omeema:
J1nst 321U THL OT CIy4YaiHBIX YIPO3 UCTIONB3YIOT HAIPaBICHHUS:
+ nybnupoBanue nHpOpMaLUU
+ TOBBIIIEHHE HAJIS)KHOCTH KOMITBIOTEPHBIX CHCTEM
+ CO31aHNE OTKa30yCTOHUUBBIX KOMITBIOTEPHBIX CHCTEM
- CO3/JaHUE CUCTEMBI OXPaHbl OOBEKTA;
- IPOTUBO/ICHCTBYE HAOIIOACHUIO U TIOJICITYIITMBAHUIO;

3ananue 2
Bovibepume npasunvhbiil 6apuanm omeema:

3amuTa HHPOPMAIIH — 3TO:

- mporecc cOopa, HAKOIUICHUsI, 00pabOTKH, XpaHEHHS, pacIpeesIeHUs] U ToucKa nHpopma-
uuu;

- peoOpa3oBaHre UHPOPMALIUHU, B pe3yjIbTare KOTOPOTo Coaep)kaHhue WH(POPMAIUU CTAHO-
BUTCA HCIIOHATHBIM IJIsA CY6T:€KTa, HC UMCIOUICTO NJOCTYIIA,

- TIOJTy4eHUe CyObEKTOM BO3MOXKHOCTH O3HAKOMJICHHS ¢ MH(OpMAIHel, B TOM YHCIIE TP T0-
MOIIH TEXHUYCCKUX CPCACTB,

- COBOKYIIHOCTH IIpaBUJI, pECrIIaMCHTUPYIOIHUX MMOPAA0OK U YCIOBHA JOCTYyIIa CY6T)CKTa K HH-
dbopmaIu u ee HOCUTEIISIM;

+ ACATCIIBHOCTE 11O MPEAOTBPAIICHUIO YTCUKHU I/IH(i)OpMaHI/H/I, HCCAaHKIIMOHUPOBAHHBIX W HC-
peTHAMEPEHHBIX BO3CHCTBUIA Ha HEe.

3ananue 3
Bvibepume npasunvhbili 6apuanm omeema:

Wudopmanus B popMe OTKPHITHIX JaHHBIX pa3Meliaercs B cetu "MHTepHeT" ¢ yueTom

+ TpeboBaHmil 3akoHOATENbCTBA Poccuiickoit Deaepanuu 0 ToCyaapCTBEHHOM TaifHEe

- TpeOOBaHU BiaiesblIa HHPOPMALIUU

- TpeboBaHU# 3aKoHOMATENbCTBA Poccuiickoit denepanuu o 3amurte nHGopMaIuu

- TpeboBanuit ykaza Ilpesunenra PO "OO0 ytBepxkaenun Ilepeuns cBeneHuid, OTHECEHHBIX K
rOCyJlapCTBEHHOM TaiiHe"

3ananue 4
Buvibepume npasunvhuili 6apuanm omeema:

K BHyTpeHHUM HapyHmIHUTEIIM HHPOPMAIIMOHHON 0€301aCHOCTH OTHOCSITCS:

+ MOJIb30BATENN CUCTEMBI;

+ COTPYIHUKH OTACJIOB pa3padOTKH U conpoBoxkaeHus [10

+ nepcoHas, 00CIyKUBAIOIINN TEXHUYECKUE CPENICTBA

- IOCETUTEIIH;

- Mr00bIe JHIIA, HAXOIAIINECS BHYTPH KOHTPOIUPYEMON TEPPUTOPHH;

- IPEACTaBUTENN OpraHu3aluii, B3aMMOICHCTBYIOIIKX MO BOIpocaM 00ecreueHUs KU3Heaes-
TENBHOCTU OpraHU3aLUH.

3aganue 5
Buvlbepume npasunvhwiii 6apuanm omeema:



K meTonam 3amuTsl HHGOPMAIIUH OTHOCST:

+ IIpaBoBO€ perynupoBaHue

+ OpF AHU3aIlIMOHHBIC MCTOAbI 3al1TUThI

+ MeTozbl 3alIUThI OT CIIyYalHBIX YIPo3

+ MeTo/bl 31U Thl OT HECAHKIIMOHUPOBAHHOIO 10CTyIa
- MIOBBIILICHUE HAJIEKHOCTU KOMITBIOTEPHBIX CHCTEM

- CO37JaHME CUCTEMBI OXPaHbI 00BEKTa

- aBTOMaTH3aIus Ipolecca pa3padoTKu

OM oTKpBITOro THIIA

3aganue 6
atime pazeepuymuiii omeem
AyTteHTtuduKamms - 370?
IIpaBUIBHBIN OTBET:
MIPOBEPKa MPUHAJICKUT JIU CYOBEKTY JOCTYIa MPEAbIABICHHBIA UM UICHTU(UKATOD

3aganue 7
atime pazeepuymuiii omeem

B Kputepu Onenku ammmennoctu Hagexubix Cuctem cGopMmyinupoBaHbl  0a30BBIX
TpeboBaHMi1 Oe30MaCHOCTH

[IpaBuiIbHBIN OTBET:

6

3ananue 8
Jlaume paszseprymoiit omeem
B ocHOBE CHMMETPUUYHBIX KPUNITOAJITOPUTMOB Yallle BCETO UCIIONIb3YETCS
[IpaBHUIBHBIN OTBET:
cetb Delicrens

3ananue 9
Jlaume paszseprymoiit omeem
B CHIA nns 3amuthl HHPOPMAIIHH UCTIONB3YETCS CTaHIapT
IIpaBHUIBHBIN OTBET:
TSEC (Kpurepuu Ouenku 3a—mmuimeHHocTd Hanexnsix Cuctem, OpaHkeBas KHUTA)

3aganue 10
Jlaume paszseprymoiit omeem

B yronosnom konekce Poccuiickoit ®denepanuu 3a [IPECTYIIJIEHUA B COEPE KOMIIb-
FOTEPHOM NHO®OPMAIINU oTBeuaet

IIpaBUIBHBIN OTBET:

rraBa 28

OIIK-4 Cnoco0eH y4yacTBOBaTh B pa3pal0OTKe CTAHAAPTOB, HOPM M INPaBHJI, a TAKIKe
TEeXHUYECKOM JOKYMEHTALMH, CBA3AHHOM ¢ NPOo(decCHOHATBHON AeATeILHOCTHIO

OM 3akpbITOro TUNA

3aganue 1
Buvibepume npasunvhwiil 6apuanm omeema:



3ammra uHGOpPMAIMK MPEACTABISAET COOON NMPUHATHE MPABOBBIX, OPTaHU3AIMOHHBIX U TEX-
HUYECKUX MEP, HAIIPABJICHHBIX Ha:

+ obecrnieueHue 3aUTHl HHPOPMALIUN OT HEPAaBOMEPHOTO JOCTYIA, YHUUTOXKEHUS, MOTU(H-
LIUPOBAHUs, OIOKUPOBaHMS, KOIIMPOBaHUS, IPEAOCTABICHUS, PACIPOCTPAHEHUS, a TAKXKE OT MHBIX
HETPaBOMEPHBIX JICHCTBHI B OTHOUICHUU TaKOW WH(pOpMALIUU

+ cobmnroneHre KOH(GUIEHINATbHOCTH HH(POPMALIMU OIPAaHUUYEHHOI'O JOCTYTIa

+ peanu3almio MMpasa Ha JOCTYI K HHPOPMALIUU

- mpouecc cOopa, HaKOIJIEHUs, 00paOOTKU, XpaHEHUs, paclpe/iesIeHUus] U MoUcKa HHpopma-
U1

- npeoOpa3oBaHie MHPOPMALMH, B pe3yibTare KOTOPOro Coaep)kaHue MHGOpMAalUU CTAHO-
BUTCSI HEIOHATHBIM /7151 CyObEKTa, HE UMEIOILETo JOCTyTa

- IIOJIy4yeHUe CyObEKTOM BO3MOXKHOCTH O3HAKOMJICHHS ¢ MH(OpMaLMel, B TOM YHCIe IpH I0-
MOIIY TEXHUYECKUX CPEIICTB

- COBOKYIHOCTb MpaBWJI, PEIVIAMEHTHPYIOIUX MOPSAAOK U YCIOBUS JOCTyIa CyOBEKTa K MH-
dbopmaruu u ee HOCUTEISIM

3ananue 2
Buvibepume npasunvubiii 6apuanm omeema:

Wudopmanust B 3aBUCUMOCTH OT MOPS/IKAa €€ MPEAOCTABICHUS WIH PACHPOCTPAHEHHS MO-
paszensercs Ha HHOPMALIUIO

+ cBOOOJHO pacrpoCTpaHIEMYIO

+ IpenoCTaBIAEMYIO 110 CONIAIIEHUIO JIAL, YYaCTBYIOLUIMX B COOTBETCTBYIOIUX OTHOIICHHUAX

+ KOTOpasd B COOTBECTCTBHUU C (bellepaJIBHBIMI/I 3aKOHaMHU MOMJJICKHUT IMPCAOCTABICHHUIO UJIK pacC-
IIPOCTPAHEHUIO

+ unpopmanuio, pacrpocTpanenue Kotopoit B Poccuiickoii denepannu orpaHnIMBaeTCs WIN
3aIpemaeTrcs

- OTKPBITYIO

- 3aKPBITYIO

- IEpCOHAJIbHBIE JAHHBIE

3amanue 3

Buvlbepume npasunvhwiil 6apuanm omeema.:
WNudopmarius uMeeT IEHHOCTh
+ ompeeIeHHY0 CTEIICHBIO MTOJIC3HOCTH JJTS BiaJieiIblia
- ONPEJICIICHHYIO CTETICHBIO MOJIE3HOCTHU AJIs TOKYTIaTelNs
- OIIPEJICIICHHYIO CTEIICHBIO MMOJIC3HOCTH IS TOCYAapCTBa
- OIPEEIICHHYIO CTETICHBIO MOJIE3HOCTH IS MTPOAaBIIa

3anmauue 4
Buvibepume npasunvnuili 6apuanm omeema:
Wudopmarius MoKeT OBITh TOTyUYeHA CIEAYIOIUME My TIMU
+ MpoBeICHNEM HAYYHBIX UCCIICIOBAHUI
+ IOKyIIKOI
+ MPOTHBOTNIPABHBIM JIEHCTBUEM
- 00paboTKOI H(POPMAITUH C TTIOMOIIHI0 MAaTEMaTHUYECKIUX METOOB
- IOUCKOM B ceTH «MHTEepHET»

3aganue 5
Buvibepume npagunvhbill 6apuanm omeema:
K o6menocrynHoi nHpopManuu OTHOCSITCS
+ 001IeN3BeCTHBIC CBECHUS
+ wuHast ”HGOpPMaIUs, TOCTYH K KOTOPOW HE OTPaHHYCH



- nHpopMaLUs U3 MyOITMYHBIX HCTOUHUKOB
- cBOOOMIHO pacmpocTpaHseMasi HHPOpMaIUs

OM oOoTKpBITOro TUNIA

3aganue 6
atime pazeepuymuiii omeem
AyTtenTuduKkanus - 3To
IIpaBUIBHBIN OTBET:
MIPOBEPKa MPUHAJICKUT JIU CYOBEKTY JOCTYIA MPEAbIABICHHBIA UM UICHTU(UKATOD

3aganue 7
atime pazeepuymuiii omeem
bazoseiMu Mmetogamu 3amutel oT HCJI siBistroTcst
IIpaBUIBHBIN OTBET:
uaeHTU(UKAIUS U ayTeHTU(UKAITIS, aBTOPU3ALINSI, ayIuT, MU(QpOBAHUE JAaHHBIX

3aganue 8
atime pazeepuymuiii omeem
B kauectBe nporneaypsl 1yO1MpoBaHUs TaHHBIX Yallle BCETO UCIIOJIb3YIOTCS
IIpaBUIBHBIN OTBET:
RAID-10 maccussl, RAID-1 MaccuBel, RAID-5 MaccuBbI

3aganue 9
atime pazeepuymuiii omeem

B HacTosmiee BpeMsi B CAMMETPHYHBIX KPHIITOAITOPHTMAX KPHIITOCTOWKHM SIBIISIETCS  KJIFOY
JUINHOM

[IpaBHUIBHBIN OTBET:

6onee 128 out

3ananue 10
Jlaume paszseprymoiit omeem
B ocHoBe peanuzanuu X>31-(QyHKIUH JEKUT aITOPUTM
IIpaBHUIBHBIN OTBET:
Mepxkens-/lamrapaa

7.301ueHOYHBIE CPEACTBA /JIsl MPOMEKYTOYHOW ATTECTAIMM MO UTOraM OCBOEHHS JTHCIH-
IUIHHBI

7.3.1 Bonpochl K NPOMEKYTOYHOMH ATTECTAIUHU

OCHOBHBIE TIOHATHS U ONPECIICHHs 0€30MacCHOCTH HH(POPMAIIUH.

Knaccudukarus yrpo3 6e30macHOCTH HHPOPMAITHH

Knaccudukaius MeTo10B IpOTUBOACHCTBHS yrpo3aM 0€30MacHOCTH UH(DOPMALIUH.
[TpaBoBBIE METO/BI 3AIUTHI HH(DOPMALIUT

MeTozb! 3amuThl HHOOPMAITIH OT CITyYalHBIX yTIPO3.

MeToap! 3aUThl HHPOPMAIIMH OT MIMHOHAXKA U JTUBEPCUH.

Mertonbl 3amUThl UHQOPMALIUK OT AIEKTPOMArHUTHBIX U3ITyUYE€HUN U HaBOJIOK.
MeTop! 3aUThl HKHPOPMAIIMK OT HECAHKIITHOHUPOBAHHOTO JIOCTYTIA.

KoHnenuuu nocTpoeHus CUCTEM pa3rpaHUYEHUs JOCTYIIA.

oSN~ N E
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58.
59.
60.
61.

Kpunrorpadudeckue METObI 3aIIUTHI

OCHOBBI CUMMETPUYHBIX KPUIITOAITOPUTMOB.

Kpunroanroputm Ha ocHoBe cetu DaiicTens.

brounsrit mudp DES

ANTOpUTMBI CO3AaHUS LIETIOYEK.

MeTobl paHIOMH3AIUN COOOIICHH.

Knaccugukamus aaropuTMoB apXyUBaIliK JAHHBIX

Xem-¢pyHKIUA 1 €€ peanuzanus

DyHKIUHA CUMMETPUYHON KPUIITOCUCTEMBI

O06o0011eHHas cXxeMa CUMMETPUYHONW KPUIITOCUCTEMBI
AcUMMETPUYHBIE KPUIITOAITOPUTMBI

AcUMMeTpHUYHBIH aropuT™ I poaHus RSA.

OnexkrpoHHas nu(poBasi MOAMUCH

OCHOBHBIE IOHATHUS UACHTU(DUKALMY U ayTEHTU(PHUKALUN

[TpocTast ayTeHTUUKAIHS

MeTozbl cTpOTOH ayTeHTH(UKAIINH.

Crannaptsl ”HOPMALIMOHHOM OE30MTACHOCTH.

bazoBble TeXHOIOTNY 3aIUTHl HHPOPMALIUK B BEIUUCIUTENIBHBIX CETSX.
Mopnenu 6e301acHOCTH ONEPATMOHHBIX CUCTEM

Knaccugukanus nHpopMalOHHBIX 0OEKTOB [0 KaTErOpUsAM HHPOPMALMOHHONW 0€3011aCHOCTH
TpeOoBaHus K cCTEMaM 3alUThl HH()OPMAIIHH.

[Topsinok pa3pa®oOTKH MOJUTUKY HHPOPMALMOHHONW 6E€30I1aCHOCTH.
MHoroypoBHEBas 3alIlTa CUCTEM 00padOTKH HH(DOPMALIUH.

Mertozp! 3amUThl THPOPMALIUK OT HECAHKIIMOHUPOBAHHOTO U3MEHEHHUS CTPYKTYPhl CUCTEM
HcTounuku arak Ha HHPOPMAITUIO

Pucku B ncnonb30BaHUN HHPOPMAIIUH

®opmbl aTak Ha HHPOPMALIUIO

OpranuzalvoHHbIE METO/IBI 3aIIUTH HHPOPMAIIUH.

bnounsiit mmdp I'OCT 28147-89

Anroputmsl apxuBauuu Xagghmana.

AnroputMmsl apxuBanuu Jlemnens-3uBa

Anroputmsl apxuBauuu RLE

TpaHCIOPTHOE KOAMPOBAHME.

Knaccudukaius anropuTMoB X31IHPOBAHUS

XelmunpoBaHue napoiei.

OO61mas cxeMa CUMMETPUYHON KPUIITOCHCTEMBI

OO1m1ast cxeMa aCHMMETPUYHON KPUIITOCHUCTEMBI.

Anroput™m BeraucieHus xeni-pynakmu cormacao [OCT P 34.11-2012
OUII ¢ 7onoIHUTENIHLHEIMU CBOMCTBAMHU.

Knaccudukanus nporeccoB ayTeHTU(UKALINN.

OcHOBBI OMOMETpUYECKON ayTeHTU(DHUKAIIMN U UICHTU(DUKALIIH
OCHOBBI aIMUHUCTPUPOBAHUS BEIUNCIUTEIbHBIX CETEH

Pacuet puckoB nHGOpMAIIMOHHON 6€30aCHOCTH

MeTop1 BHECEHUS CITyYafHOCTH B COOOIIICHHMS

AcuMMeTpUYHBIN anropuT™m mudposanus RSA

OcHoBHas 3aKoHOJaTeNbHas 6a3a B 006JaCTH HH(POPMALIMOHHBIX TEXHOIOT UM
MesxayHapoaHble CTaHAapThl HH)OPMAIIMOHHON 0€30MacHOCTH
OCHOBBI XEIIMPOBAHUE U XPAHECHUS MTApOJICit

JuckpennonHas Mozens XappucoHna-Py3o-Ynsmana

Peannzanus cuctemsl pa3rpaHUueHUs JOCTYIa B ONIEPALIMOHHBIX CUCTEMAX
OcHOBHBIE TIYTH MOTy4eHHsI HUH(POPMALIUU O CUCTEME 3aIUTHl HHPOPMAITIH
[TonsiTHe MOMUTUKU MHGOPMAIIMOHHON 0€30TTaCHOCTH
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63.
64.
65.
66.
67.

68.
69.
70.

Knaccugukamus pesxxumoB mudpoBanust

Pexxum mmudposanus ECB

Pesxxum mmpposanust OFB

Pexxum mudposanus CFB

Pesxxum mmdposanus CBC

TpeGoBaHus 3aIIMIIEHHOCTH CPEACTB BBIYUCIUTEIBHOW TEXHUKH OT HECAHKIMOHHPOBAHHOTO
J0cTyma K HHpopMaIum

Anroput™ Mepkensi-/lamrapaa o peanuzaniy Xem-QyHKInT

Anroput™m ¢popmuposanus LI mo OCT P 34.10-2012

Omnepanun, UCTIONIb3yeMbIE B alTOPUTMax OJIOYHBIX MIH(POB

7.3.2 Kpurepuu 1 HOPMbI OIEHKH

dopma npoBe-
AeHUSA
Cemectp . Kputepuu u HOpMBI OLIEHKH
MPOMEKYTOUHOI
aTTecTalnu
5 Dk3aMeH (110 P — Ot 80 no 100 6asuioB

HAKOMUTEITHLHOMY O E 5

peiiTuHry) XOpOoUIOo T 60 10 79 6aIoB
YJIOBJIETBOPUTEIHHO Ot 40 o 59 G6amnoB
HEY/I0BJIETBOPUTEILHO meHee 40 OawioB




8. YueOHO-MeTOAUYECKOE H HH(POPMAIIMOHHOE 00ecTiedeHne THCITUTITHHBI

8.1 Obsi3aTesbHAasI IUTEpaTypa

Tun (y4eOHUK,
yueOHOe 1moco- KoummuecTBo B
Ne | ABTOpBI, cOCTA- O0ue, yueOHO- I'ox u3- | HayuHoM OMOIHO-
3aniaBue (3aroJioBOK)
n/n BUTEJIH MeTOAHYECKOe naHusi | Texe / Hammeno-
nocooue, nNpax- Banue JbC
THKYM, Ap.)
1 bapanoga E. K. Kpunrrorpaduyeckue metonst 3amutsl nHGopMarmu | YueOHOE — 1MOCO- 2015 2
: 1a0. npakTukyM : yueb. nocobue / E. K. bapanosa, A. B. babarm. - oue
Mockaa : Knopyc, 2015. - 196 c. : mn. + CD. - (bakanaspwuar). - bu6-
nuorp. B koHue 1. - ISBN 978-5-406-03802-4 : 250-00. - ISBN 205-
00.
2 ®opoysan, b. A. Kpuntorpadus u 6e3onacHOCTb cereil [JnekTpoH- | YuebHoe  1moco- 2017 3BC «IPRbooks»
HBII pecypc] : yueb. mocobue / b. A. @opoy3aH ; nep. ¢ aHIvI. MOJ oue
pex. A. H. bepnuna . - Mocksa : UHTYUT, 2017 ; Caparos : By3os-
ckoe obpazoBanue, 2017. - 782 c. : ui. - (OcHOBBI HH()OPMALITMOHHBIX
texnonoruii). - ISBN 978-5-4487-0143-6.
3 Xopes I1. b. [IporpamMmMmHo-anmaparHas 3amuTa nHpopManuu [Dnek- | YueOHoe  Toco- 2015 ObC
TPOHHEIN pecypc] : yueb. mocoowme / I1. b. Xopes. - 2-¢ u3n., uctip. u | 6ue «Znanium.com
not. - Mocksa : ®opym : UHDPA-M, 2015. - 352 c. - (Beicee 06-
pasosanmue). - ISBN 978-5-00091-004-7.

8.2 JlonoJHuTeNbHAS JINTEpaTypa




Tun (y4eOHUK,
y4ueOHoe mocooue,

KosnuyecTBO B
HAy4YHOIl O0u0-

Ne ABTOpBI, CO- yueOHo- T'ox u3-
n/m CTABHUTEH 3arnapue (3aro1080x) MeTOoIMYecKoe Mo- | JaHHufA auotexe /
co0ue, NpaKTH- Haumenopa-
K Hue IbC
KYM, Jp.)
1 Kykuna E. I'BBenenue B kpunrorpadguto [ DIeKTpOHHBINA pecypc] : | YueOHoe mocobue | 2013 9BbC
coopuuk 3ana4d u ynpaxaenuit / E. I. Kykuna, B. A. PomanbpkoB. - OMck «IPRbooks»
:OMmIY, 2013. - 91 c. - ISBN 978-5-7779-1588-7.
2 Hukudopor C. H. 3ammra nndopmaiuu [DnekTpoHHbIH pecypc] | YuebHoe mocobue | 2015 3bC
: yueb. mocobue / C. H. Hukudopos. - Cankr-IlerepOypr : CIIOI'ACY, «IPRbooks»
2015. - 383 ¢. : mi. - ISBN 978-5-9227-0585-1.
3 Crunpia B. T MaopmarmonHas 6€301MacHOCTh BEIYMCIUTEIBHON | YueOHoe mocooue | 2011 SBC
TEXHUKH [DIEKTPOHHBIN pecypc] : yueOHoe mocodue / B. I. CouisiH. - «IPRbooks»
Tomck : Dnb Kontent, 2011. - 148 c. - ISBN 978-5-4332-0020-3.
4 @eqna @. O. UudbopmanmonHas 6e30macHOCTh [DneKTpoHHBIH | YueOHoe mocoome | 2011 3BC
pecypc] : yuebnoe nocodue / @. O. ®enun, B. I1. Odunepos, ©. . «IPRbooks»

®enuH ; [mox pen. B. A. luxapesa]. - Mocksa : MI'TIY, 2011. - 260 c.




8.3 IlepeyeHb mpodeccHOHANBbHBIX 0a3 AaHHBIX U WH(GOPMALMOHHBIX CIPABOYHBIX CH-
cTeM

1. Hacking Everything. Pexxum moctyma: http://www.gomzin.com/crypto-gram.html, 2020-
01-01.

2. The Tiny Encryption Algorithm (TEA). Pesxxum JOCTYyTIA:
http://143.53.36.235:8080/tea.htm, 2020-01-01.

3. bubnmoreka: 3ammra wHbopmanuu, Kpuntorpadus. Pexxum nocryma: http:/ www.win-
ni.narod.ru/biblio/cryptobib.htm, 2020-01-01.

4. JOKTPUHA MHO®OPMAILIMOHHON BE3OITACHOCTH POCCHI-CKOW ®EJIEPA-
L[INU. Pexxum noctyna: http://www.scrf.gov.ru/documents/5.html, 2020-01-01.

5. Pexumbl G poBaHUS Oner 3eH3HH. Pexum JIOCTyTa:
http://citforum.ru/security/cryptography/rejim_shifrov/, 2020-01-01.

6. Caiit bproca IlInaiiepa. Schneier on Security. Pexxum nocrtyma: https:/www.schneier.com/,
2020-01-01.

7. DepepanbHas cioyk0a MO TEXHHYECKOMY M 3KCIIOPTHOMY KOHTpoiwo. Pexxum pocrtyma:
http://fstec.ru/, 2020-01-01.

8.411epeueHnb NPOrpaMMHOI0 o0ecriedyeHust

Ne HaunmenoBanmne 110 KosmmuecTtBo | PexkBM3MTHI 10r0OBOpA (1aTA,
n/n JUNEeH3HI HOMeEP, CPOK JeHCTBHUSA)
1 | Eclipse Foundation Eclipse Bepcus 4 HEOorpaHu- Jluuensus Eclipse Public
YEHHBIH License

2 | Microsoft Office Standard Bepcust 2007 | 636

3 | NetBeans Community NetBeans IDE HEOrpaHu- Jluuensus LGPLv2.1, GPLv2

Bepcus 8 YEeHHBIN with Classpatch exception
4 | The CodeBlocks team CodeBlocks Bep- | nHeorpanu- Juuensus GNU GPLv3
cus 16 YEHHBIN

8.50nucanne MaTepuajabHO-TEXHHYECKOI 0a3bl, HEOOXOAMMOIi 11 OCYIIeCTBJIEHHUs 00-
Pa30BaTEJBLHOIO NMPoOLECcCca MO0 AUCHHIINHE

HanmeHnoBaHue 000pyI10BaHHBIX y4eOHbIX KAOMHETOB,

Ne N IlepeyeHb 0CHOBHOTO 000-
w/n Jadoparopmuii, MAaCTEpPCKHUX U AP. 00bEKTOB A MPO- —
BeJeHHUs IPAKTHYECKUX H JIA00PATOPHBIX 3aHATHIA Py
Aynurtopust BeOkoHpepennuit (VIIK-807) OKpaH TeJIeBU3UOHHBIH,

HIMpMa, IPOKEKTOP Ha IITa-
THBE, CTOJI TIPETIOIaBaTE b~
1 CKHI1, CTyJI IpenoaaBaTesib-
ckuil, TpancnapaHt-
MEPETSKKA, CUCTEMHBIN
0JI0K.
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